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Abstract

The System for Cross-donmain lIdentity Managenent (SCIM specifications
are designed to make identity nanagenment in cloud-based applications
and services easier. The specification suite builds upon experience
with existing schemas and depl oynents, placing specific enphasis on
simplicity of devel opnment and integration, while applying existing
aut henti cation, authorization, and privacy nodels. Its intent is to
reduce the cost and conplexity of user nanagenent operations by

provi ding a common user schena and extension nodel as well as binding
documents to provide patterns for exchanging this schema using HTTP.

Thi s docunent provides a platformneutral schema and extension node
for representing users and groups and ot her resource types in JSON
format. This schema is intended for exchange and use with cloud
service providers.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7643
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1. Introduction and Overview

Wiile there are existing standards for describing and exchanging user
i nformation, many of these standards can be difficult to inplenent
and/ or use; e.g., their wire protocols do not easily traverse
firewalls and/or are not easily |layered onto existing web protocols.
As a result, many cloud providers inplenment non-standardized
protocols for managing users within their services. This increases
both the cost and conplexity associated with organi zati ons adopti ng
products and services frommultiple cloud providers, as they nust
perform redundant integration developnment. Simlarly, cloud service
providers seeking to interoperate with nmultiple application

mar ket pl aces or cloud identity providers would require pairw se

i ntegration.

SCI M seeks to sinplify this problemthrough an easily inplenented
specification suite that provides a conmon user scherma and extension
nmodel , as well as a SCI M protocol docunent that defines exchanging
this schema via an HITP-based protocol [RFC7644]. The SCIM
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speci fications draw design input and feedback from existing
identity-related protocols and schenmas froma w de variety of sources
including, but not limted to, existing services exposed by cloud
provi ders, Portabl eContacts [Portabl eContacts], vCards [ RFC6350], and
Li ght wei ght Directory Access Protocol (LDAP) directory services

[ RFC4512] .

The SCI M protocol is an application-level protocol for provisioning
and nanaging identity data specified through SCl M schemas. The

prot ocol supports creation, nodification, retrieval, and di scovery of
core identity resources such as Users and Groups, using a subset of
the HTTP nethods (CET for retrieval of resources; POST for creation,
searching, and bulk nodification; PUT for attribute replacenent
within resources; PATCH for partial update of attributes; and DELETE
for renoving resources).

Whil e the SCI M protocol and core schema specifications are intended
to cover point-to-point scenarios, inplenenters and depl oyers should
consider nmulti-hop and nulti-party scenari os such as a service

provi der acting as a general profile service for in-domain
applications (e.g., a directory), as well as scenarios where a
service provider in turn passes information to a third-party service
provider by acting as either a SCIMclient or a SCI M service
provider. |Inplenenters and deployers should carefully consider their
service level agreenents and privacy agreenents when distributing or
propagati ng personal infornmation (see Section 9.3).

Thi s docunent provides a JSON-based schema and extension nodel for
representing users and groups, as well as service provider
configuration. This schena is intended for exchange and use with
cloud service providers and other cross-donain scenari os.

1.1. Requirenments Notation and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The key words "REQUI RED' and "OPTI ONAL" are used throughout this
docunent to indicate whether an attribute or schema elenent is
required or optional. These key words may be used al one (e.g.
"REQUI RED. ") or in a sentence. |If not specified, an attribute is
consi dered to be optional

The word "DEFAULT" as used in Section 7 indicates that a "keyword"
value for an attribute characteristic is the default behavior.
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Thr oughout this docunent, values are quoted to indicate that they are
to be taken literally. Wen using these values in protocol nessages,
the quotes MUST NOT be used as part of the val ue.

Thr oughout this docunment, figures may contain spaces and extra line
wrapping to inprove readability and acconmbdat e space linitations.
Simlarly, sonme URIs contai ned within exanpl es have been shortened
for space and readability reasons.

1. 2. Definitions

Servi ce Provider
An HTTP web application that provides identity information via the
SCI M pr ot ocol

dient
A website or application that uses the SCI M protocol to manage
identity data maintained by the service provider. The client
initiates SCIMHTTP requests to a target service provider

Provi si oni ng Domai n
A provisioning domain is an adm nistrative domain external to the
domai n of a service provider for legal or technical reasons. For
exanple, a SCIMclient in an enterprise (provisioning client)
communi cates with a SCI M service provider that is owned or
controlled by a different |egal entity.

Resource Type
A type of a resource that is nanaged by a service provider. The
resource type defines the resource nane, endpoint URL, schenas,
and other nmetadata that indicate where a resource i s nmanaged and

how it is conposed, e.g., "User" or "G oup".
Resour ce
An artifact that is managed by a service provider and that
contains one or nore attributes, e.g., "User" or "Goup".
Endpoi nt

An endpoint for a service provider is a defined base path relative
to the service provider’s Base URI (see Section 1.3 of [RFC7644]),
over which SCI M operations may be perfornmed agai nst SCIM
resources. For exanple, assum ng that the service provider’s Base
URI is "https://example.com ", "User" resources nay be accessed at
the "https://exanpl e.com Users" or "https://exanple.conlv2/ Users"
endpoi nt (see Section 3.13 of [RFC7644] for details regarding
protocol versioning, e.g., 'v2'). Service provider schemas MAY be
returned fromthe "/ Schemas" endpoint.
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Schema
A collection of attribute definitions that describe the contents
of an entire or partial resource, e.g.
"urn:ietf:parans: scimschemas: core:2.0: User". The attribute
definitions specify the name of the attribute, and netadata such
as type (e.g., string, binary), cardinality (singular, mlti,
complex), nmutability, and returnability.

Singul ar Attribute
A resource attribute that contains 0..1 val ues, e.g.
"di spl ayName".

Mul ti-valued Attribute
A resource attribute that contains 0..n values, e.g., "enmmils".

Sinmple Attribute
A singular or nulti-valued attribute whose value is a primtive,
e.g., "String". A sinple attribute MIUST NOT contain
sub-attributes.

Conpl ex Attribute
A singular or nulti-valued attribute whose value is a conposition

of one or nore sinple attributes; e.g., "addresses" has the
sub-attributes "street Address", "locality", "postal Code", and
"country".

Sub- Attribute
A sinmple attribute that is contained within a conplex attribute.

2. SCIM Schemn

A SCI M server provides a set of resources, the allowable contents of
whi ch are defined by a set of schena URIs and a resource type.

SCIM s schema is not a docunent-centric one such as with

[ XML- Scherma] . Instead, SCIM s support of schema is attribute based,
where each attribute nmay have different type, nutability,
cardinality, or returnability. Validation of documents and nessages
is always perfornmed by an intended receiver, as specified by the SCIM
specifications. Validation is performed by the receiver in the
context of a SCIM protocol request (see [ RFC7644]). For exanple, a
SCl M service provider, upon receiving a request to replace an
existing resource with a replacenent JSON obj ect, eval uates each
asserted attribute based on its characteristics as defined in the
rel evant schema (e.g., nutability) and deci des which attributes may
be replaced or ignored.
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This specification provides a nmniml core schema for representing
users and groups (resources), enconpassing comon attributes found in
many exi sting depl oynents and schemas. |In addition to the m ninma
core schemn, this docunent al so specifies a standardi zed neans by

whi ch service providers may extend schemas to define new resources
and attributes in both standardi zed and servi ce-provi der-specific
cases.

Resources are categorized into conmon resource types such as "User"
or "Group". Collections of resources of the same type are usually
contained within the same "container"” ("folder") endpoint.

2.1. Attributes

A resource is a collection of attributes identified by one or nore
schemas. Mnimally, an attribute consists of the attribute name and
at |l east one sinple or conplex value, either of which may be

mul ti-valued. For each attribute, a SCI M schema defines the data
type, plurality, nmutability, and other distinguishing features of an
attribute.

Attribute nanes are case insensitive and are often "canel - cased"
(e.g., "canel Case"). SCIMresources are represented in JSON

[ RFC7159] format and MJST specify schema via the "schenas" attribute
per Section 3.

Attribute names MJUST conformto the follow ng ABNF rul es

ATTRNANVE
nanmeChar

ALPHA *(naneChar)
et/ - " "] DA T/ ALPHA

Figure 1: ABNF for Attribute Nanmes

The above rules (and other rules in this specification) use the "Core
Rul es” from ABNF; see Appendi x B of [RFC5234]. Unless otherw se
specified in this docunent, all ABNF strings are case insensitive and
the character set for these strings is US-ASCII. For exanple, al
attribute nanes defined by the above rule are case insensitive.

When defining attribute names, it should be noted that the hyphen
("-") is not permtted in JavaScript attribute nanes (or in attribute
nanes for sone other |anguages). Wile there are no known i ssues
within HTTP protocol and JSON notation, attribute names contai ni ng
hyphens may need to be escaped when decl ari ng correspondi ng nanes of
JavaScript attributes.
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2.2. Attribute Characteristics
Al'l attributes have a set of characteristics that describe their type
and handling by a service provider; full definitions may be found in
Section 7. The characteristics include:
o "required",
o "canoni cal Val ues",
o "caseEkxact",
o "nutability",
o "returned",
0 "uni queness", and

o "referenceTypes".

If not otherwise stated in Section 7, SCIMattri butes have the
foll owi ng characteristics:

o "required" is "false" (i.e., not REQU RED),

o0 "canoni cal Val ues": none assigned (for exanple, the "type"
sub-attribute as described in Section 2.4),

0 "caseExact" is "false" (i.e., case-insensitive),
o "nutability" is "readWite" (i.e., nodifiable),

o0 "returned" is "default" (the attribute value is returned by
defaul t),

0 "uniqueness" is "none" (has no uni queness enforced), and
o "type" is "string" (Section 2.3.1).
2.3. Attribute Data Types
Attribute data types are derived from JSON [ RFC7159]. The JSON
format defines a linited set of data types; hence, where appropriate,

alternate JSON representations derived from XM. Schema [ XM_- Schena]
are defined below SCI M extensions SHOULD NOT introduce new data

types.
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Table 1 maps the following SCIM data types to their correspondi ng
SCl M schena type and underlying JSON data type:

S Fom e e e e e o oo o mmm e e e e e e e e e e e e e e e e e e e mm e eeaao o +
| SCiMData | SCIM Schema | JSON Type |
| Type | "type” | |
. N N +
| String | "string" | String per Section 7 of [RFC7159] |
| | | |
| Bool ean | "bool ean” | Value per Section 3 of [RFC7159] |
| | | |
| Deci mal | "decimal" | Nunber per Section 6 of [RFC7159] |
| | | |
| Integer | "integer" | Nunber per Section 6 of [RFC7159] |
| | | |
| DateTine | "dateTine" | String per Section 7 of [RFC7159]

| | | |
| Binary | "binary" | Binary val ue base64 encoded per Section

| | | 4 of [RFC4648], or with URL and |
| | | filenane safe al phabet URL per Section

| | | 5 of [RFC4648] that is passed as a JSON

| | | string per Section 7 of [RFC7159] |
| | | |
| Reference | "reference" | String per Section 7 of [RFC7159] |
| | | |
| Conpl ex | "conpl ex" | Object per Section 4 of [RFC7159] |
Femmemmea N . T +

Table 1: SCIM Data Type to JSON Representation
2.3.1. String

A sequence of zero or nore Unicode characters encoded using UTF-8 as
per [RFC2277] and [ RFC3629]. The JSON format is defined in Section 7
of [RFC7159]. An attribute with SCIM scherma type "string" MAY
specify a required data format. Additionally, when "canonical Val ues"
is specified, service providers MAY restrict accepted values to the
speci fied val ues.

2.3.2. Bool ean
The literal "true" or "false". The JSON format is defined in

Section 3 of [RFC7159]. A bool ean has no case sensitivity or
uni queness.
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2.3.3. Decimal

A real nunber with at least one digit to the left and right of the
period. The JSON format is defined in Section 6 of [RFC7159]. A
deci mal has no case sensitivity.

2.3.4. Integer

A whol e nunber with no fractional digits or decimal. The JSON fornmat
is defined in Section 6 of [RFC7159], with the additional constraint
that the value MJUST NOT contain fractional or exponent parts. An

i nteger has no case sensitivity.

2.3.5. DateTine

A Dat eTi ne val ue (e.g., 2008-01-23T04:56:227). The attribute val ue
MUST be encoded as a valid xsd:dateTinme as specified in Section 3.3.7
of [ XML.- Schema] and MUST include both a date and a tine. A date tine
format has no case sensitivity or uni queness.

Val ues represented in JSON format MJUST conformto the XM. constraints
above and are represented as a JSON string per Section 7 of
[ RFC7159] .

2.3.6. Binary

Arbitrary binary data. The attribute value MJST be base64 encoded as
specified in Section 4 of [RFC4648]. 1In cases where a URL-safe
encoding is required, the attribute definition MAY specify that
base64 URL encodi ng be used as per Section 5 of [RFC4648]. Unless
otherwi se specified in the attribute definition, trailing padding
characters MAY be omitted ("=").

In JSON representation, the encoded val ues are represented as a JSON

string per Section 7 of [RFC7159]. A binary is case exact and has no
uni queness.

2.3. 7. Ref er ence

A URI for a resource. A resource MAY be a SCIMresource, an externa
link to a resource (e.g., a photo), or an identifier such as a URN
The val ue MUST be the absolute or relative URI of the target
resource. Relative URI's should be resolved as specified in

Section 5.2 of [RFC3986]. However, the base URI for relative UR
resol ution MJST include all URI components and path segnments up to,
but not including, the Endpoint URI (the SCI M service provider root
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endpoint); e.g., the base URI for a request to

"https://exanpl e.con v2/ Users/2819c223- 7f 76- 453a- 919d- 413861904646"
woul d be "https://exanple.comv2/", and the relative URI for this
resource woul d be "Users/2819¢c223- 7f 76- 453a- 919d- 413861904646"

In JSON representation, the URI value is represented as a JSON string
per Section 7 of [RFC7159]. A reference is case exact. A reference
has a "referenceTypes" attribute that indicates what types of
resources nmay be |inked, as per Section 7 of this docunent.

A reference URI MUST be to an HITP-addressabl e resource. An HITP
client perfornmng a GET operation on a reference URI MJUST receive the
target resource or an appropriate HTTP response code. A SClIM service
provi der MAY choose to enforce referential integrity for reference
types referring to SCI M resources.

By convention, a reference is comonly represented as a "$ref”
sub-attribute in conplex or nulti-valued attributes; however, this is
OPTI ONAL.

2.3.8. Conpl ex

A singular or nmulti-valued attribute whose value is a conposition of
one or nore sinple attributes. The JSON fornmat is defined in

Section 4 of [RFC7159]. The order of the conponent attributes is not
significant. Servers and clients MJST NOT require or expect
attributes to be in any specific order when an object is either
generated or analyzed. A conplex attribute has no uni queness or case
sensitivity. A conplex attribute MIJST NOT contain sub-attributes
that have sub-attributes (i.e., that are conplex).

2.4. Milti-Valued Attributes

Mul ti-valued attributes contain a list of elenments using the JSON
array format defined in Section 5 of [RFC7159]. Elenents can be
either of the foll ow ng:

o primtive values, or

0 objects with a set of sub-attributes and val ues, using the JSON
object format defined in Section 4 of [RFC7/159], in which case
they SHALL be considered to be conplex attributes. As with
complex attributes, the order of sub-attributes is not
significant. The predefined sub-attributes listed in this section
can be used with nulti-valued attribute objects, but these
sub-attributes MJUST be used with the nmeani ngs defined here.
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If not otherw se defined, the default set of sub-attributes for a
nmul ti-valued attribute is as fol |l ows:

type
A label indicating the attribute’ s function, e.g., "work"™ or
"home".

primary
A Bool ean value indicating the "primary’ or preferred attribute
value for this attribute, e.g., the preferred mailing address or
the primary email address. The primary attribute value "true"
MUST appear no nore than once. |If not specified, the val ue of
"primary" SHALL be assuned to be "fal se"

di spl ay
A human-readabl e nane, primarily used for display purposes and
having a mutability of "imrutable"

val ue
The attribute’'s significant value, e.g., enmail address, phone
nunber .

$r ef
The reference URI of a target resource, if the attribute is a
reference. URlIs are canonicalized per Section 6.2 of [RFC3986].
Wiile the representation of a resource may vary in different SCIM
protocol APl versions (see Section 3.13 of [RFC7644]), URIs for
SCI M resources with an APl version SHALL be consi dered conparabl e
to URIs without a version or with a different version. For
exanpl e, "https://exanple.conl Users/12345" is equivalent to
"https://exanpl e. com v2/ Users/ 12345"

When returning nulti-valued attributes, service providers SHOULD
canoni calize the value returned (e.g., by returning a value for the
sub-attribute "type", such as "honme" or "work") when appropriate
(e.g., for email addresses and URLS).

Service providers MAY return el ement objects with the same "val ue"
sub-attribute nore than once with a different "type" sub-attribute
(e.g., the sanme email address may be used for work and hone) but
SHOULD NOT return the sanme (type, val ue) conbination nore than once
per attribute, as this conplicates processing by the client.

Wien defining schema for nulti-valued attributes, it is considered a
good practice to provide a type attribute that MAY be used for the
pur pose of canonicalization of values. |In the schema definition for
an attribute, the service provider MAY define the recomended

canoni cal val ues (see Section 7).
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2.5. Unassigned and Null Val ues

Unassi gned attributes, the null value, or an enpty array (in the case
of a multi-valued attribute) SHALL be considered to be equivalent in

"state". Assigning an attribute with the value "null" or an enpty
array (in the case of nulti-valued attributes) has the effect of
maki ng the attribute "unassigned'. Wen a resource is expressed in

JSON format, unassigned attributes, although they are defined in
schenma, MAY be onmitted for conpactness.

3. SCl M Resour ces

Each SCIMresource is a JSON object that has the follow ng
conponent s:

Resource Type
Each resource (or JSON object) in SCIM has a resource type
("neta.resourceType"; see Section 3.1) that defines the resource’s
core attribute schema and any attribute extension schena, as well
as the endpoint where objects of the sane type nmay be found. More
i nformati on about a resource MAY be found in its resource type
definition (see Section 6).

"Schemas" Attribute
The "schenmas" attribute is a REQU RED attribute and is an array of
Strings containing URIs that are used to indicate the nanmespaces
of the SCI M schemas that define the attributes present in the
current JSON structure. This attribute may be used by parsers to
define the attributes present in the JSON structure that is the
body to an HTTP request or response. Each String value nust be a
unique URI. Al representations of SCIM schemas MJUST include a
non-enpty array with value(s) of the URIs supported by that
representation. The "schemas" attribute for a resource MJUST only
contain val ues defined as "schema" and "schemaExtensions" for the

resource’s defined "resourceType”. Duplicate values MIST NOT be
i ncluded. Value order is not specified and MUST NOT i npact
behavi or.

Conmon Attri butes
A resource’s comon attributes are those attributes that are part
of every SCIMresource, regardless of the value of the "schenmas”
attribute present in a JSON body. These attributes are not
defined in any particular schena but SHALL be assuned to be
present in every resource, regardless of the value of the
"schermas" attribute. See Section 3.1.
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Core Attributes

A resource’s core attributes are those attributes that sit at the
top Il evel of the JSON object together with the common attri butes
(such as the resource "id"). The list of valid attributes is
specified by the resource’s resource type "schema" attribute (see
Section 6). This sane value is also present in the resource’s
"schemas" attribute.

Extended Attributes

Hunt ,

Ext ended schenm attributes are specified by the resource’s
resource type "schemaExtensions" attribute (see Section 6).
Unlike core attributes, extended attributes are kept in their own
sub-attri bute nanmespace identified by the schena extension URl.
This avoids attribute nane conflicts that nay arise due to
conflicts from separate schema extensions.
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The followi ng exanple "User" contains the common attributes "id" and
"external Id", as well as the conplex attribute "neta", which contains
the sub-attribute "resourceType". The resource also contains core

attributes "userName" and "nane", as well as extended enterprise User
attributes "enpl oyeeNunber” and "costCenter"”, which are contained in
their own JSON substructure identified by their schema URI. Sone

val ues have been omitted (...), shortened, or spaced out for clarity.

{

"schemas":
["urn:ietf:parans:sci mschemas: core: 2. 0: User™,
"urn:ietf:parans: sci mschenas: extension:enterprise:2.0: User"],

"id": "2819c223-7f 76-453a-413861904646",
"external ld": "701984",

"user Nanme": "bj ensen@xanpl e. cont,
"nanme": {
"formatted": "Ms. Barbara J Jensen, III",
"fam | yNane": "Jensen",
"gi venNanme": "Barbara",
"m ddl eNane": "Jane",
"honorificPrefix": "Ms.",

"honorificSuffix": "IIl"

}

"urn:ietf:parans: sci mschenmas: extension:enterprise:2.0: User": {
"enpl oyeeNunber": "701984",
"costCenter": "4130",

J

"nmeta": {
"resourceType": "User",
"created": "2010-01-23T04:56: 227",
"lastModi fied": "2011-05-13T04: 42: 342",
"version": "W/\"3694e05e9df f 591\ """,
"l ocation":
"https://exanpl e. com v2/ Users/ 2819¢c223- 7f 76- 453a- 413861904646"

Fi gure 2: Exanple JSON Resource Structure
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3.1. Conmon Attributes

Each SCl M resource (Users, Goups, etc.) includes the follow ng
comon attributes. Wth the exception of the "ServiceProviderConfig"
and "ResourceType" server discovery endpoints and their associated
resources, these attributes MIUST be defined for all resources,

i ncludi ng any extended resource types. Wen accepted by a service
provider (e.g., after a SCIMcreate), the attributes "id" and "neta"
(and its associated sub-attributes) MJIST be assigned val ues by the
service provider. Comon attributes are considered to be part of
every base resource schema and do not use their own "schemas"” URI

For backward conpatibility, sonme existing schenma definitions MAY |i st
common attributes as part of the schema. The attribute
characteristics (see Section 2.2) listed here SHALL take precedence
over older definitions that may be included in existing schenas.

id
A unique identifier for a SClMresource as defined by the service
provider. Each representation of the resource MIST include a
non-enpty "id" value. This identifier MJST be unique across the
SCI M service provider’s entire set of resources. It MIST be a
stabl e, non-reassignable identifier that does not change when the
sanme resource is returned in subsequent requests. The val ue of
the "id" attribute is always issued by the service provider and
MUST NOT be specified by the client. The string "bulkld" is a
reserved keyword and MJUST NOT be used within any unique identifier
value. The attribute characteristics are "caseExact" as "true", a
mutability of "readOnly", and a "returned" characteristic of
"al ways". See Section 9 for additional considerations regarding
privacy.

external I d
A String that is an identifier for the resource as defined by the
provisioning client. The "externalld" may sinplify identification
of a resource between the provisioning client and the service
provider by allowing the client to use a filter to |ocate the
resource with an identifier fromthe provisioning domain,
obviating the need to store a | ocal mappi ng between the
provi sioning domain’s identifier of the resource and the
identifier used by the service provider. Each resource NAY
i nclude a non-enpty "externalld" value. The value of the
"external Id" attribute is always issued by the provisioning client
and MUST NOT be specified by the service provider. The service
provi der MJUST al ways interpret the externalld as scoped to the
provi sioning domain. \While the server does not enforce
uni queness, it is assunmed that the value s uniqueness is
controlled by the client setting the value. See Section 9 for
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addi ti onal considerations regarding privacy. This attribute has
"caseExact" as "true" and a mutability of "readWite". This
attribute is OPTI ONAL.

net a
A conplex attribute containing resource netadata. Al "neta"
sub-attributes are assigned by the service provider (have a
"mutability" of "readOnly"), and all of these sub-attributes have
a "returned" characteristic of "default". This attribute SHALL be
i gnored when provided by clients. "neta" contains the foll ow ng
sub-attributes:

resourceType The nane of the resource type of the resource. This
attribute has a mutability of "readOnly" and "caseExact" as
"true".

created The "DateTine" that the resource was added to the service
provider. This attribute MJST be a DateTi ne.

| ast Modi fied The nost recent DateTine that the details of this
resource were updated at the service provider. |If this
resource has never been nodified since its initial creation
the val ue MUST be the sane as the value of "created"

| ocation The URI of the resource being returned. This value MJST
be the sanme as the "Content-Location" HTTP response header (see
Section 3.1.4.2 of [RFC7231]).

version The version of the resource being returned. This val ue
nmust be the sanme as the entity-tag (ETag) HTTP response header
(see Sections 2.1 and 2.3 of [RFC7232]). This attribute has
"caseExact" as "true". Service provider support for this
attribute is optional and subject to the service provider’'s
support for versioning (see Section 3.14 of [RFC7644]). If a
service provider provides "version" (entity-tag) for a
representation and the generation of that entity-tag does not
satisfy all of the characteristics of a strong validator (see
Section 2.1 of [RFC7232]), then the origin server MIST mark the
"version" (entity-tag) as weak by prefixing its opaque val ue
with "W" (case sensitive).
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3.2. Defining New Resource Types

SCI M may be extended to define new classes of resources by defining a
resource type. Each resource type defines the nane, endpoint, base
schema (the attributes), and any schema extensions registered for use
with the resource type. |In order to offer new types of resources, a
service provider defines the new resource type as specified in
Section 6 and defines a schema representation (see Section 8.7).

3.3. Attribute Extensions to Resources

SCIM al | ows resource types to have extensions in addition to their
core schena. This is simlar to how "objectd asses" are used in LDAP
[ RFC4512]. However, unlike LDAP, there is no inheritance nodel; al
extensions are additive (simlar to the LDAP auxiliary object class).
Each value in the "schemas" attribute indicates additive schema that
MAY exist in a SClMresource representation. The "schemas" attribute
MJUST contain at |east one value, which SHALL be the base schema for
the resource. The "schemas" attribute MAY contain additional val ues
i ndi cati ng extended schenmas that are in use. Schenma extensions
SHOULD avoi d redefining any attributes defined in this specification
and SHOULD foll ow conventions defined in this specification. Except
for the base object schema, the schema extension URI SHALL be used as
a JSON container to distinguish attributes belonging to the extension
nanespace from base schena attributes. See Figure 5 which is an
exanpl e of the JSON representati on of an enterprise User and is al so
an exanple of a User with extended schena.

In order to determ ne which URI value in the "schemas" attribute is
the base schema and which is an extended schema for any given
resource, the resource’s "resourceType" attribute val ue MAY be used
to retrieve the resource’s "ResourceType" schenma (see Section 6).
See the "ResourceType" representation in Figure 8 for an exanple.
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4., SCIM Core Resources and Extensions

This section defines the default resource schemas present in a SCIM
server. SCIMis not exclusive to these resources and may be extended
to support other resource types (see Section 3.2).

4.1. "User" Resource Schemn

SCI M provides a resource type for "User" resources. The core schema
for "User" is identified using the follow ng schema URl
"urn:ietf:parans:scimschemas: core:2.0: User”. The follow ng
attributes are defined in addition to the core schema attributes:

4.1.1. Singular Attributes

user Name
A service provider’s unique identifier for the user, typically
used by the user to directly authenticate to the service provider
Often displayed to the user as their unique identifier within the
system (as opposed to "id" or "externalld", which are generally
opaque and not user-friendly identifiers). Each User MJST include
a non-enpty userNanme value. This identifier MJST be uni que across
the service provider's entire set of Users. This attribute is
REQUI RED and is case insensitive.

name
The conponents of the user’s name. Service providers MAY return
just the full name as a single string in the formatted
sub-attribute, or they MAY return just the individual conponent
attributes using the other sub-attributes, or they MAY return
both. |If both variants are returned, they SHOULD be descri bi ng
the sanme name, with the formatted name indicating how the
conmponent attributes should be conbi ned.

formatted The full name, including all mddle nanes, titles, and
suffixes as appropriate, formatted for display (e.g.
"Ms. Barbara Jane Jensen, I|I1").

fanm | yName The fanmily nane of the User, or |last name in nost
Western | anguages (e.g., "Jensen" given the full name
"Ms. Barbara Jane Jensen, II11").

gi venNanme The given nane of the User, or first nane in nost

Western | anguages (e.g., "Barbara" given the full name
"Ms. Barbara Jane Jensen, I11").

m ddl eName The mi ddl e nane(s) of the User (e.g., "Jane" given the
full nane "Ms. Barbara Jane Jensen, |I11").
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honorificPrefix The honorific prefix(es) of the User, or title in
nost Western | anguages (e.g., "Ms." given the full nane
"Ms. Barbara Jane Jensen, I11").

honorificSuffix The honorific suffix(es) of the User, or suffix

in nost Western | anguages (e.g., "IlI1" given the full nane
"Ms. Barbara Jane Jensen, |I1").
di spl ayNane

The nane of the user, suitable for display to end-users. Each
user returned MAY include a non-enpty displayNane val ue. The nane
SHOULD be the full nane of the User being described, if known
(e.g., "Babs Jensen" or "Ms. Barbara J Jensen, II11") but MAY be a
username or handle, if that is all that is available (e.g.

"bj ensen"). The val ue provided SHOULD be the primary textua

| abel by which this User is normally displayed by the service
provi der when presenting it to end-users.

ni ckName
The casual way to address the user inreal life, e.g., "Bob" or
"Bobby" instead of "Robert". This attribute SHOULD NOT be used to
represent a User’s usernane (e.g., bjensen or npepperidge).

profilelrl
A URl that is a uniformresource |ocator (as defined in
Section 1.1.3 of [RFC3986]) and that points to a | ocation
representing the user’s online profile (e.g., a web page). URIs
are canonicalized per Section 6.2 of [RFC3986].

title
The user’s title, such as "Vice President".

user Type
Used to identify the rel ationship between the organi zati on and the
user. Typical values used might be "Contractor”, "Enployee"
"Intern", "Tenp", "External", and "Unknown", but any value nay be
used.

pr ef erredLanguage

Indicates the user’s preferred witten or spoken | anguages and is
generally used for selecting a | ocalized user interface. The

val ue indicates the set of natural |anguages that are preferred.
The format of the value is the same as the HITP Accept-Language
header field (not including "Accept-Language:") and is specified
in Section 5.3.5 of [RFC7231]. The intent of this value is to
enabl e cloud applications to perform matchi ng of | anguage tags

[ RFC4647] to the user’s |anguage preferences, regardl ess of what
may be indicated by a user agent (which mght be shared), or in an
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i nteraction that does not involve a user (such as in a del egated
QAuth 2.0 [RFC6749] style interaction) where nornmal HTTP
Accept - Language header negotiation cannot take place.

| ocal e

Used to indicate the User’'s default |ocation for purposes of

| ocal i zing such itens as currency, date tine format, or nunerica
representations. A valid value is a |language tag as defined in
[ RFC5646]. Computer | anguages are explicitly excluded.

A language tag is a sequence of one or nore case-insensitive

sub-tags, each separated by a hyphen character ("-", %2D). For
backward conpatibility, servers MAY accept tags separated by an
underscore character ("_", %5F). |In nost cases, a |anguage tag
consists of a primary | anguage sub-tag that identifies a broad
famly of related | anguages (e.g., "en" = English) and that is
optionally followed by a series of sub-tags that refine or narrow
that |anguage’s range (e.g., "en-CA" = the variety of English as

comrmuni cated in Canada). Wiitespace is not allowed within a
| anguage tag. Exanple tags include:

fr, en-US, es-419, az-Arab, x-pig-latin, man-Nkoo-GN

See [ RFC5646] for further information

ti mezone

The User’s time zone, in | ANA Ti ne Zone database format [RFC6557],
al so known as the "O son" tinme zone database format [d son-TZ]
(e.g., "AmericalLos_Angel es").

active

Hunt ,

A Bool ean value indicating the user’s adninistrative status. The
definitive nmeaning of this attribute is determi ned by the service
provider. As a typical exanple, a value of true inplies that the
user is able tolog in, while a value of false inplies that the
user’s account has been suspended.
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password
This attribute is intended to be used as a neans to set, replace,
or conpare (i.e., filter for equality) a password. The cleartext
val ue or the hashed val ue of a password SHALL NOT be returnable by
a service provider. |If a service provider holds the val ue
| ocally, the value SHOULD be hashed. When a password is set or
changed by the client, the cleartext password SHOULD be processed
by the service provider as follows:

* Prepare the cleartext value for international |anguage
compari son. See Section 7.8 of [RFC7644].

*  Validate the val ue agai nst server password policy. Note: The
definition and enforcenent of password policy are beyond the
scope of this docunent.

* Ensure that the value is encrypted (e.g., hashed). See
Section 9.2 for acceptabl e hashing and encryption handling when
storing or persisting for provisioning workfl ow reasons.

A service provider that inmredi ately passes the cleartext value on
to anot her system or progranming interface MJUST pass the val ue
directly over a secured connection (e.g., Transport Layer Security
(TLS)). If the value needs to be tenporarily persisted for a
period of tine (e.g., because of a workflow) before provisioning,
then the value MJST be protected by some nethod, such as
encryption.

Testing for an equality match MAY be supported if there is an
exi sting stored hashed value. Wen testing for equality, the
service provider:

* Prepares the filter value for international |anguage
conmparison. See Section 7.8 of [RFC7644].

* (Generates the salted hash of the filter value and tests for a
match with the locally held val ue.

The mutability of the password attribute is "witeOnly",

i ndi cating that the value MJUST NOT be returned by a service
provider in any form (the attribute characteristic "returned"” is
"never").
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4.1.2. Milti-Valued Attributes
The following nulti-valued attributes are defined.

emails
Enai | addresses for the User. The val ue SHOULD be specified
according to [RFC5321]. Service providers SHOULD canoni calize the
val ue according to [ RFC5321], e.g., "bjensen@xanple.cont instead
of "bjensen@XAMPLE. COM'. The "di spl ay" sub-attribute MAY be used
to return the canonicalized representation of the email val ue.
The "type" sub-attribute is used to provide a classification
meani ngful to the (human) user. The user interface should
encourage the use of basic values of "work", "hone", and "ot her"
and MAY al |l ow additional type values to be used at the discretion
of SCIMclients.

phoneNunber s
Phone nunbers for the user. The value SHOULD be specified
according to the format defined in [ RFC3966], e.qg.
"tel:+1-201-555-0123'. Service providers SHOULD canoni calize the
val ue according to [ RFC3966] fornmat, when appropriate. The
"di spl ay" sub-attribute MAY be used to return the canonicalized
representation of the phone nunber value. The sub-attribute
"type" often has typical values of "work", "honme", "nobile",
"fax", "pager", and "other" and MAY allow nore types to be defined
by the SCIMclients.

I nstant nessagi ng address for the user. No officia

canoni calization rules exist for all instant nmessagi ng addresses,
but service providers SHOULD, when appropriate, renove al

whi t espace and convert the address to | owercase. The "type"
sub-attribute SHOULD take one of the follow ng val ues: "aini,
"gtal k", "icq", "xmpp", "nmsn", "skype", "qq", "yahoo", or "other"
(representing currently popular IMservices at the time of this
writing). Service providers MAY add further values if new | M
services are introduced and MAY specify nore detailed

canoni calization rules for each possible val ue.

phot os
A UR that is a uniformresource |ocator (as defined in
Section 1.1.3 of [RFC3986]) that points to a resource |ocation
representing the user’'s imge. The resource MJST be a file (e.qg.
a AF, JPEG or PNGimage file) rather than a web page contai ning
an inmage. Service providers MAY return the sane image in
different sizes, although it is recognized that no standard for
descri bing i mages of various sizes currently exists. Note that
this attribute SHOULD NOT be used to send down arbitrary photos
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taken by this user; instead, profile photos of the user that are
sui tabl e for display when describing the user should be sent.

I nstead of the standard canonical values for type, this attribute
defines the foll owi ng canoni cal values to represent popul ar photo
sizes: "photo" and "thunbnail"

addr esses

A physical mailing address for this user. Canonical type val ues
of "work", "hone", and "other". This attribute is a conplex type
with the follow ng sub-attributes. Al sub-attributes are

OPTI ONAL.

formatted The full nmiling address, fornatted for display or use
with a mailing label. This attribute MAY contain new i nes.

street Address The full street address conponent, which may
i ncl ude house nunber, street nane, P.O box, and nulti-Iline
extended street address information. This attribute MAY
contain new i nes.

locality The city or locality conponent.

region The state or regi on conponent.

postal Code The zip code or postal code conponent.

country The country name conponent. When specified, the val ue

MUST be in |1SO 3166-1 "al pha-2" code format [|SC3166]; e.qg.
the United States and Sweden are "US" and "SE", respectively.

gr oups

Hunt ,

A list of groups to which the user belongs, either through direct
menber shi p, through nested groups, or dynamically calculated. The
val ues are neant to enabl e expressi on of common group-based or

rol e-based access control nodels, although no explicit

aut hori zation nodel is defined. It is intended that the senmantics
of group nenbership and any behavi or or authorization granted as a
result of menbership are defined by the service provider. The
canoni cal types "direct" and "indirect" are defined to describe
how t he group nmenbership was derived. Direct group nenbership
indicates that the user is directly associated with the group and
SHOULD i ndicate that clients may nodi fy nenbership through the
"Group" resource. Indirect nmenbership indicates that user
menbership is transitive or dynanmic and inplies that clients
cannot nodify indirect group nmenmbership through the "G oup”
resource but MAY nodi fy direct group menbership through the

"G oup” resource, which may influence indirect nmenberships. |If
the SCI M service provider exposes a "G oup" resource, the "val ue"
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sub-attribute MIST be the "id", and the "$ref" sub-attribute nust
be the URI of the corresponding "G oup" resources to which the
user belongs. Since this attribute has a nutability of
"readOnly", group menbershi p changes MJST be applied via the
"Group” Resource (Section 4.2). This attribute has a nutability
of "readOnly".

entitlenments
Alist of entitlenments for the user that represent a thing the
user has. An entitlenment may be an additional right to a thing,
object, or service. No vocabulary or syntax is specified; service
providers and clients are expected to encode sufficient
information in the value so as to accurately and wi thout anbiguity
determ ne what the user has access to. This value has no
canoni cal types, although a type nmay be useful as a nmeans to scope
entitlements.

rol es
A list of roles for the user that collectively represent who the
user is, e.g., "Student", "Faculty". No vocabulary or syntax is

specified, although it is expected that a role value is a String
or label representing a collection of entitlenents. This value
has no canoni cal types.

x509Certificates
A list of certificates associated with the resource (e.g., a
User). Each value contains exactly one DER-encoded X 509
certificate (see Section 4 of [RFC5280]), which MJST be base64
encoded per Section 4 of [RFC4648]. A single value MIST NOT
contain nmultiple certificates and so does not contain the encodi ng
"SEQUENCE OF Certificate" in any guise.

"Group" Resource Schena

SCI M provi des a schema for representing groups, identified using the
followi ng schena URI: "urn:ietf:parans:sci mschenas: core: 2.0: G oup".

"Group" resources are neant to enabl e expression of conmon

group- based or rol e-based access control nodels, although no explicit
aut hori zation nodel is defined. It is intended that the semantics of
group nenbershi p, and any behavi or or authorization granted as a
result of nenbership, are defined by the service provider; these are
consi dered out of scope for this specification
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The following singular attribute is defined in addition to the comon
attributes defined in the SCIM core schens:

di spl ayNane
A human-readabl e nane for the G oup. REQU RED.

The following nulti-valued attribute is defined in addition to the
comon attributes defined in the SCI M core schenn:

menber s
A list of nmenmbers of the Goup. Wile values MAY be added or
renoved, sub-attributes of nenbers are "i mmutable". The "val ue"

sub-attribute contains the value of an "id" attribute of a SCIM
resource, and the "$ref" sub-attribute nust be the URI of a SCIM
resource such as a "User", or a "Goup". The intention of the
"Group" type is to allow the service provider to support nested
groups. Service providers MAY require clients to provide a
non-enpty val ue by setting the "required" attribute characteristic
of a sub-attribute of the "nenbers" attribute in the "G oup"
resource schema.

4.3. Enterprise User Schema Extension

The followi ng SCI M extension defines attributes comonly used in
representing users that belong to, or act on behalf of, a business or
enterprise. The enterprise User extension is identified using the
foll owi ng schena URI:
"urn:ietf:parans: sci mschemas: extensi on: enterprise: 2.0: User"

The following singular attributes are defined:

enpl oyeeNunber
A string identifier, typically nuneric or al phanuneric, assigned
to a person, typically based on order of hire or association wth
an organi zati on.

cost Cent er
Identifies the nane of a cost center

organi zati on
Identifies the name of an organization

di vi si on
Identifies the nane of a division

depart nent
Identifies the name of a departnent.
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5.

nmanager
The user’s nanager. A conplex type that optionally allows service
providers to represent organi zational hierarchy by referencing the
"id" attribute of another User.

value The "id" of the SCIMresource representing the user’s
manager. RECOVVENDED.

$ref The URI of the SClMresource representing the User’'s
manager. RECOMVENDED

di spl ayNane The di spl ayNane of the user’s manager. This
attribute is OPTIONAL, and nutability is "readOnly".

Service Provider Configuration Schema

SClI M provides a schema for representing the service provider’'s
configuration, identified using the follow ng schema UR
"urn:ietf:parans: sci mschenas: core: 2. 0: Servi ceProvi der Confi g"

The service provider configuration resource enables a service

provi der to discover SCI M specification features in a standardized
formas well as provide additional inplenentation details to clients.
Al'l attributes have a nutability of "readOnly". Unlike other core
resources, the "id" attribute is not required for the service

provi der configuration resource.

The followi ng singular attributes are defined in addition to the
common attributes defined in the core schema

document ati onUri
An HTTP- addressable URL pointing to the service provider’s
human- consurabl e hel p docunentation. OPTI ONAL.

pat ch
A conpl ex type that specifies PATCH configuration options.
REQUI RED. See Section 3.5.2 of [RFC7644].

supported A Bool ean val ue specifying whether or not the operation
i s supported. REQUI RED.

bul k
A compl ex type that specifies bulk configuration options. See
Section 3.7 of [RFC7644]. REQUI RED.

supported A Bool ean val ue specifying whether or not the operation
i s supported. REQU RED.
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maxQperations An integer value specifying the naxi mum nunber of
operations. REQU RED

maxPayl oadSi ze An integer val ue specifying the maxi nrum payl oad
size in bytes. REQU RED

filter
A compl ex type that specifies FILTER options. REQU RED. See
Section 3.4.2.2 of [RFC7644].

supported A Bool ean val ue specifying whether or not the operation
is supported. REQUI RED.

maxResults An integer value specifying the maxi num nunber of
resources returned in a response. REQUI RED

changePasswor d
A conpl ex type that specifies configuration options related to
changi ng a password. REQUI RED.

supported A Bool ean val ue specifying whet her or not the operation
i s supported. REQUI RED.

sort
A conmpl ex type that specifies Sort configuration options.
REQUI RED.

supported A Bool ean val ue specifying whether or not sorting is
supported. REQU RED.

et ag
A compl ex type that specifies ETag configuration options.
REQUI RED.

supported A Bool ean val ue specifying whether or not the operation
is supported. REQUI RED.
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The following nulti-valued attribute is defined in addition to the
comon attributes defined in the core schenm:

aut henti cati onSchenes
A mul ti-valued conmplex type that specifies supported
aut hentication schene properties. To enable seanl ess di scovery of
configurations, the service provider SHOULD, with the appropriate
security considerations, nake the authenticationSchenes attribute
publicly accessible without prior authentication. REQU RED. The
foll owi ng sub-attributes are defined:

type The authentication schene. This specification defines the
val ues "oauth", "oauth2", "oauthbearertoken", "httpbasic", and
"httpdigest". REQUI RED.

nane The conmmon aut hentication schene nane, e.g., HITP Basic.
REQUI RED.

description A description of the authentication schene.
REQUI RED.

specUri An HITP-addressable URL pointing to the authentication
schene’ s specification. OPTI ONAL.

docunentati onUri  An HTTP-addressable URL pointing to the
aut henti cation schene’s usage docunentation. OPTI ONAL.

6. ResourceType Schema

The "ResourceType" schenmm specifies the netadata about a resource
type. Resource type resources are READ-ONLY and identified using the
foll owi ng schena URI:
"urn:ietf:parans:sci mschenas: core: 2. 0: ResourceType". Unlike other
core resources, all attributes are REQUI RED unl ess ot herwi se
specified. The "id" attribute is not required for the resource type
resource.

The following singular attributes are defined:

id
The resource type’s server unique id. This is often the same
val ue as the "nanme" attribute. OPTI ONAL.

name
The resource type nanme. Wen applicable, service providers MIST
specify the nane, e.g., "User" or "Goup". This nane is
referenced by the "neta.resourceType” attribute in all resources.
REQUI RED.
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description
The resource type’'s hunman-readabl e description. Wen applicable,
service providers MJST specify the description. OPTI ONAL.

endpoi nt
The resource type's HITP-addressabl e endpoint relative to the Base
URL of the service provider, e.g., "Users". REQU RED

schema
The resource type's primary/base schema URI, e.g.
"urn:ietf:parans: sci mschemas: core: 2.0: User”. This MJST be equa
to the "id" attribute of the associated "Schema" resource.
REQUI RED.

schenmaExt ensi ons
Alist of URIs of the resource type’'s schena extensions.
OPTI ONAL.

schena The URI of an extended schemm, e.g., "urn:edu:2.0:Staff".
This MJST be equal to the "id" attribute of a "Schem"
resource. REQUI RED.

required A Bool ean value that specifies whether or not the schema
extension is required for the resource type. |If true, a
resource of this type MJUST include this schena extension and
al so include any attributes declared as required in this schema
extension. |If false, a resource of this type MAY onit this
schema extension. REQU RED.

7. Schema Definition

This section defines a way to specify the schenma in use by resources
avai | abl e and accepted by a SCI M service provider. For each
"schemas" URI value, this schema specifies the defined attribute(s)
and their characteristics (nutability, returnability, etc). For
every schema URI used in a resource object, there is a correspondi ng
"Schema" resource. "Schema" resources are not nodifiable, and their
associ ated attributes have a nmutability of "readOnly". Except for
"id" (which is always returned), all attributes have a "returned"
characteristic of "default"”. Unless otherw se specified, all schema
attributes are case insensitive. These resources have a "schemas"”
attribute with the followi ng schena URI

urn:ietf: paranms: sci mschemas: core: 2. 0: Scherma
Unl i ke other core resources, the "Schemn" resource MAY contain a

compl ex object within a sub-attribute, and all attributes are
REQUI RED unl ess ot herwi se specified.
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The following singular attributes are defined:

id
The unique URI of the schema. \When applicable, service providers
MUST specify the URI, e.g.
"urn:ietf:parans: scimschenas: core:2.0: User". Unlike nost other
schenas, which use sone sort of dobally Unique Identifier (GU D)
for the "id", the schema "id" is a URl so that it can be
regi stered and is portable between different service providers and
clients. REQUI RED.

name
The schema’ s hunman-readabl e name. Wen applicable, service
providers MJST specify the nanme, e.g., "User" or "G oup".
OPTI ONAL.

description
The schema’ s hunman-readabl e description. Wen applicable, service
provi ders MJST specify the description. OPTI ONAL.

The following nulti-valued attribute is defined:

attributes
A conpl ex type that defines service provider attributes and their
qualities via the follow ng set of sub-attributes:

nanme The attribute’s name

type The attribute’'s data type. Valid values are "string"
"bool ean", "decimal", "integer", "dateTine", "reference", and
"conpl ex". When an attribute is of type "conplex", there
SHOULD be a correspondi ng schena attribute "subAttributes"”
defined, listing the sub-attributes of the attribute.

SubAttributes Wen an attribute is of type "conplex",
"subAttributes" defines a set of sub-attributes.
"subAttributes" has the sane schema sub-attributes as
"attributes".

mul ti Val ued A Bool ean value indicating the attribute's plurality.

description The attribute’ s hunman-readabl e description. Wen
applicabl e, service providers MJST specify the description

requi red A Bool ean val ue that specifies whether or not the
attribute is required.
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canoni cal Val ues A coll ection of suggested canonical val ues that
MAY be used (e.g., "work" and "honme"). |In sone cases, service
provi ders MAY choose to ignore unsupported values. OPTI ONAL.

caseExact A Bool ean val ue that specifies whether or not a string
attribute is case sensitive. The server SHALL use case
sensitivity when evaluating filters. For attributes that are
case exact, the server SHALL preserve case for any val ue
subnmitted. |If the attribute is case insensitive, the server
MAY alter case for a submitted value. Case sensitivity also
i npacts how attribute val ues MAY be conpared against filter
val ues (see Section 3.4.2.2 of [RFC7644]).

mutability A single keyword indicating the circunstances under
whi ch the value of the attribute can be (re)defined:

readOnly The attribute SHALL NOT be nodifi ed.

readWite The attribute MAY be updated and read at any tine.
This is the default val ue.

imMmutable The attribute MAY be defined at resource creation
(e.g., POST) or at record replacenent via a request (e.g., a
PUT). The attribute SHALL NOT be updat ed.

witeOnly The attribute MAY be updated at any tinme. Attribute
val ues SHALL NOT be returned (e.g., because the value is a
stored hash). Note: An attribute with a mutability of
"witeOnly" usually also has a returned setting of "never"”

returned A single keyword that indicates when an attribute and
associ ated values are returned in response to a GET request or
in response to a PUT, POST, or PATCH request. Valid keywords
are as follows:

al ways The attribute is always returned, regardl ess of the
contents of the "attributes" paraneter. For exanple, "id"
is always returned to identify a SCI M resource.

never The attribute is never returned. This may occur because
the original attribute value (e.g., a hashed value) is not
retained by the service provider. A service provider MY
allow attributes to be used in a search filter
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default The attribute is returned by default in all SCIM
operation responses where attribute values are returned. |If
the GET request "attributes" parameter is specified,
attribute values are only returned if the attribute is naned
in the "attributes" paraneter. DEFAULT.

request The attribute is returned in response to any PUT,
POST, or PATCH operations if the attribute was specified by
the client (for exanple, the attribute was nodified). The
attribute is returned in a SCl M query operation only if
specified in the "attributes" paraneter.

gueness A single keyword val ue that specifies how the service
provi der enforces uni queness of attribute values. A server MAY
reject an invalid val ue based on uni queness by returning HTTP
response code 400 (Bad Request). A client MAY enforce

uni queness on the client side to a greater degree than the
service provider enforces. For exanple, a client could nake a
val ue uni que while the server has uni queness of "none". Valid
keywords are as follows:

none The values are not intended to be unique in any way.
DEFAULT.

server The val ue SHOULD be unique within the context of the
current SCI M endpoint (or tenancy) and MAY be globally
uni que (e.g., a "usernane", enmmil address, or other
server-generated key or counter). No two resources on the
same server SHOULD possess the sanme val ue.

gl obal The val ue SHOULD be gl obally unique (e.g., an enmuil
address, a GU D, or other value). No two resources on any
server SHOULD possess the sane val ue.

referenceTypes A nulti-valued array of JSON strings that indicate

the SCIMresource types that may be referenced. Valid val ues
are as follows:

+ A SCIMresource type (e.g., "User" or "Goup"),

+ "external" - indicating that the resource is an externa
resource (e.g., a photo), or

+ "uri" - indicating that the reference is to a service
endpoint or an identifier (e.g., a schema URN)

This attribute is only applicable for attributes that are of
type "reference" (Section 2.3.7).
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8. JSON Representation
8.1. Mnimal User Representation

The following is a non-normati ve exanple of the mnimal required SCIM
representation in JSON fornat.

{
"schemas": ["urn:ietf:paranms:scimschenas:core:2.0: User"],
"id": "2819c223-7f 76-453a-919d-413861904646",
"user Nanme": "bj ensen@xanpl e. cont',
"meta": {
"resourceType": "User",
"created": "2010-01-23T04:56: 227",
"l ast Modi fied": "2011-05-13T04: 42: 34Z",
"version": "W/\"3694e05e9df f 590\ " ",
"l ocation":
"https://exanpl e. comlv2/ Users/2819c223- 7f 76- 453a- 919d- 413861904646"
}
}

Figure 3: Exanple Mnimal User JSON Representation
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The following is a non-normative exanple of the fully popul ated SCIM

representation in JSON fornmat.

CA 91608 USA",

{
"schemas": ["urn:ietf:parans:scimschenas:core:2.0: User"],
"id": "2819c223-7f 76-453a-919d-413861904646" ,
"external I d": "701984",
"user Nane": "bj ensen@xanpl e. cont',
"name": {
"formatted": "Ms. Barbara J Jensen, |I1",
"fam | yNane": "Jensen",
"gi venName": "Barbara",
"m ddl eNane": "Jane",
"honorificPrefix": "Ms.",
"honorificSuffix": "Ill"
’
"di spl ayNanme": "Babs Jensen",
"ni ckNane": "Babs",
"profileUrl": "https://Iogin.exanple.conf bjensen”,
"email s": [
{
"val ue": "bjensen@xanpl e. cont,
"type": "work",
"primary": true
1
{
"val ue": "babs@ ensen. org",
"type": "hone"
}
"addresses": [
{
"type": "work",
"street Address”: "100 Universal City Plaza",
"locality": "Hollywood",
"region": "CA",
"post al Code": "91608",
“country": "USA",
"formatted": "100 Universal City Plaza\nHol | ywood,
"primary": true
1
Hunt, et al. St andards Track
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{
"type": "hone",
"street Address": "456 Hol | ywood BI vd"
"locality": "Hollywood"
"region": "CA",
"post al Code": "91608"
"country": "USA",
"formatted": "456 Hol | ywood Bl vd\ nHol | ywood, CA 91608 USA"
}
1,
"phoneNunbers": |
{
"val ue": "555-555-5555"
"type": "work"
{
"val ue": "555-555-4444",
"type": "nobile"
1,
s [
{
"val ue": "soneai mhandl e"
"type": "ainf
}
1,
"photos": [
{
"val ue":
"https://phot os. exanpl e. con profil ephot o/ 72930000000Ccne/ F",
"type": "photo"
"val ue":
"https://photos. exanpl e. cont profil ephot o/ 72930000000Ccne/ T",
"type": "thunbnail"
1,
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"user Type": "Enpl oyee"
"title": "Tour Guide",

"preferredLanguage": "en-US",

"l ocal e": "en-US",

"timezone": "Anerical/Los_Angel es”
"active":true

"password": "tlneMa$heen",
"groups": [

"val ue": "e9e30dba-f 08f-4109- 8486- d5c6a331660a"

"$ref":

Sept ember 2015

"https://exanpl e. com v2/ G oups/ e9e30dba- f 08f - 4109- 8486- d5c6a331660a"

"di splay": "Tour Guides"
} il
{

"val ue": "fc348aa8-3835-40eb-a20b-c726el15c55b5"

"$ref":

"https://exanpl e. com v2/ G oups/ f c348aa8- 3835- 40eb- a20b- c726e15¢c55hb5"

"di splay": "Enpl oyees"

{

"val ue": "71ddacd2-a8e7-49b8- a5db- ae50d0a5bf d7"

"$ref":

"https://exanpl e. com v2/ G oups/ 71ddacd2- aBe7- 49b8- a5db- ae50d0a5bf d7"

"di splay": "US Enpl oyees"
] il
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"x509Certificates": |

}
]

"val ue":

"M | DQz CCAqy gAW BAgl CEAAWDQYJKoZI hvc NAQEFBQAWT| EL MAk GA1UEBhMCVVIVK
Ez ARBgNVBAgMCKkNhbd nmb3JuaVEx FDASBgNVBAOMC2VAYWLwb GUu Y29t MRQAEQYD
VQQDDAL | eGFt cGxl LmM\vbTAeFWOXMTEWMM | wiNj | OMz FaFwOxM EwivDQMN) | OMz Fa
MH8Xx Cz AJBgNVBAYTAI VTVMRMAMEQYDVQQ DApDYWkpZnmBybm hMRQWEQ YDVQKDAL |
eCGFt c&xI Lm\vb TEhMBBGALUEAWWY TXMUI EJhecmhemEgSi BKZWsz ZWigSUl VS| w
I AYJKoZI hve NAQKBFhN anmvuc2VuQGv4YWLwbGUuY29t M | Bl j ANBgkghki GOw0B
AQEFAACCABAM | BCgKCAQEAT7Kr +Dcds/ JQBGnej JFcBI P682X3xpj i s56AK02bc
1FLgzdLI 8auoR+cC9/ Vr h5t 66HkQ CdA4unHh0AaZ4xL5PhVbXl PVMB5vAPKpz z 5i
PSi 8x0G8BSL71 7SDhcBVIhgVar 3Hgl | EGGUCI DAHO7 nkLuwXg8Hc | SKkbTSWFTVF FZ
zi dPl 8HZ7DhXkZl Rt JwBweq4bvnBhMLGCs 7UQHO5ZS6¢cVDgwe KNWALLr T51i kSQG3
DYr | +f t 78 LUCQRI gxgwgCf XEuDi i nPhOkkvl i 5j i vvVulZz9Q w YEdRbLJ4zJBnDr
SGTMYn4l Rc2HgHO4ADgB/ bnWor HBOCC6 AV1QoFK4AGPe1llLwi DAQABo3swe TAJBgNV
HRVEA] AAMOWGCWCGSAGGHEI BDQQF Fh1Pc GVuULNM EdI bmvy YXRI ZCBDZXJ0aWzZp
Y2F0ZTAdBgNVHQA EFgQU8pDOW0V s ZI saAl16l L8EN8bxO0F/ gwHwWYDVROj BBgwF0AU
dGeKi t caF7gnzsNwDx708kqgaVt 0WDQYJKoZl hvc NAQEFBQADg YEAA81Ss FnQdYJt
Ng5Tcq+/ ByEDr Bgnusx0j | oUhBy PMEVKoMZ3J7j 1Zgl 8r AbCkNngX8+pKf Ti Dz1R
CA+dx80U6Za+4NIXUj | L5CvVEBEYb1+QAEJW t TWxXB/ A67g42/ vzgAt oRUeDov1
+CFi BZ+G\F/ cAYKecM Cer s2i 97ZkJIMo="

" ta": {

"resourceType": "User",
"created": "2010-01-23T04:56: 227",
"l ast Modi fied": "2011-05-13T04:42: 347",
"version": "W/\"a330bc54f 0671cO\"",
"l ocation":
"https://exanpl e. com v2/ User s/ 2819c223- 7f 76- 453a- 919d- 413861904646"

}

Hunt ,
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The following is a non-normative exanple of the fully popul ated User

using the enterprise User extension in JSON fornmat.

"schemas":
["urn:ietf:parans:sci mschenas: core: 2.0: User",

"urn:ietf:parans: sci mschenas: extension: enterprise:2.0: User"],

"id": "2819c223-7f 76-453a-919d-413861904646",
"external I d": "701984",
"user Nane": "bjensen@xanpl e. cont',
"name": {
"formatted": "Ms. Barbara J Jensen, |I1",
"fam | yNane": "Jensen",
"gi venNane": "Barbara",
"m ddl eNane": "Jane",
“honorificPrefix": "M.",
“honorificSuffix": "IIl"
}
"di spl ayNanme": "Babs Jensen",
"ni ckNane": "Babs",
"profileUrl": "https://|ogin.exanple.con bjensen”,
"emails": [
{
"val ue": "bjensen@xanpl e. cont',
"type": "work",
"primary": true

"val ue": "babs@ ensen. org",
"type": "hone"

}

: ddresses": |

{

]

"street Address": "100 Universal Gty Plaza",
"locality": "Hollywood",

llregi On”: n mll,

"post al Code": "91608",

“country": "USA",

"formatted": "100 Universal City Plaza\nHol | ywood,
"type": "work",

"primary": true

Hunt, et al. St andards Track
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"street Address": "456 Hol | ywood Bl vd"
"locality": "Hollywood",

n r egi On" : n C:AII ,

"post al Code": "91608"

"country": "USA",

Sept ember 2015

"formatted": "456 Hol |l ywood Bl vd\ nHol | ywood, CA 91608 USA",

"type": "hone"

}
]i
"phoneNunbers": |
{
"val ue": "555-555-5555"
"type": "work"
{
"val ue": "555-555-4444",
"type": "nobile"
1,
IIII.TBII [
{
"val ue": "soneai mhandl e"
"type": "ainf
}
]1
"photos": [
{
"val ue":
"https://phot os. exanpl e. con profil ephot o/ 72930000000Ccne/ F",
"type": "photo"
"val ue":
"https://photos. exanpl e. cont profil ephot o/ 72930000000Ccne/ T",
"type": "thunbnail"
]1
Hunt, et al. St andards Track
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"user Type": "Enpl oyee",
"title": "Tour Guide",

"preferredLanguage": "en-US",

"l ocal e": "en-US",

"timezone": "Anerical/lLos_Angel es”,
"active":true,

"password": "tlneMa$heen",
"groups": [

}

"val ue": "e9e30dba-f 08f-4109- 8486- d5c6a331660a",
"$ref": "../ G oups/e9e30dba-f 08f - 4109- 8486- d5c6a331660a",
"di splay": "Tour Guides"

"val ue": "fc348aa8-3835-40eb-a20b-c726e15c55b5",
"$ref": "../Goups/fc348aa8- 3835- 40eb- a20b- c726e15c55b5",
"di splay": "Enpl oyees"

"val ue": "7lddacd2-a8e7-49b8-a5db- ae50d0a5bf d7",
"$ref": "../Goups/71lddacd2- a8e7- 49b8- a5db- ae50d0a5bf d7",
"di splay": "US Enpl oyees"

";<509Cert ificates": |

Hunt ,

"val ue":

"M | DQz CCAqy gAW BAgl CEAAWDQYJKoZI hvc NAQEFBQAWT| EL MAk GA1UEBhMCVVIVK
Ez ARBgNVBAgMCKkNhbd nmb3JuaVEx FDASBgNVBAOMC2 VA YWLwb GUu Y29t MRQAEQYD
VQQDDAL | eGFt cGxl LmM\vbTAeFWOXMTEWMM | wiNj | OMz FaFwOxM EwivDQMN) | OMz Fa
MH8Xx Cz AJBgNVBAYTAI VTVRMAMEQYDVQQ DApDYWpZnmBy b hIMRQWEQ YDVQQKDA |
eCGFt c&xI Lm\vb TEhMBBGALUEAWWY TXMUI EJhcmlhemEgSi BKZWsz ZWigSUl VS| w
I AYJKoZI hve NAQKBFhN anmvuc2VuQGv4YWiwbGUuY29t M | Bl j ANBgkghki GOw0B
AQEFAACCABAM | BCgKCAQEAT7Kr +Dcds/ JQBGnej JFcBI P682X3xpj i s56AK02bc
1FLgzdLI 8auoR+cC9/ Vr h5t 66HkQ CdA4unHh0AazZ4xL5PhVbXl PVMB5vAPKpz z 5i
PSi 8x0G8BSL71 7SDhcBVIhgVar 3Hgl | EGGUCI DAHO7 nkLuwXg8Hc | SKkbTSWFTVF FZ
zi dPl 8HZ7DhXkZl Rt JwBweq4bvnBhMLGCs 7UQHO5ZS6¢cVDgwe KNWALLr T51i kSQG3
DYr | +f t 78 LUCQRI gxgwgCf XEuDi i nPhOkkvl i 5j i vvVulZz9Q w YEdRbLJ4zJQBnDr
SGTMYn4l Rc2HgHOADgB/ bnMWor HBOCC6 AV1IQoFK4AGPellLwi DAQABo3swe TAJBgNV
HRVEA] AAMOWGCWCGSAGGHEI BDQQF Fh1Pc GVuULNM EdI bmvy YXRI ZCBDZXJ0aWzp
Y2F0ZTAdBgNVHQAEFgQU8pDOWOVs ZI saAl6l L8EN8bxO0F/ gwHWYDVROj BBgwF0AU
dGeKi t caF7gnzsNwDx708kqgaVt 0wWDQYJKoZl hvc NAQEFBQADG YEAA81Ss FnQdYJt
Ng5Tcq+/ ByEDr Bgnusx0j | oUhBy PMEVKoMZ3J7j 1Zgl 8r AbCkNngX8+pKf Ti Dz1R
CA+dx80U6Za+4NIXUj | L5CvVEBEYb1+QAEJW t TWxXB/ A67g42/ vzgAt oRUeDov1
+CFi BZ+GN\F/ cAYKecM Cer s2i 97ZkJIMo="
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"urn:ietf:parans: sci mschenas: extension:enterprise:2.0:User": {
"enpl oyeeNunber": "701984",
"costCenter": "4130",

"organi zation": "Universal Studios",
"division": "Thenme Park",
"departnent": "Tour Operations",

"manager": {
"val ue": "26118915-6090-4610- 87e4- 49d8ca9f 808d",
"$ref": "../Users/26118915-6090-4610- 87e4- 49d8ca9f 808d",
"di spl ayNanme": "John Smith"
}
}
"meta": {
"resourceType": "User",
"created": "2010-01-23T04:56: 227",
"l ast Modi fied": "2011-05-13T04: 42: 347",
"version": "W/\"3694e05e9df f591\"",
"l ocation":
"https://exanpl e. com v2/ Users/ 2819¢c223- 7f 76- 453a- 919d- 413861904646"

}
Figure 5: Exanple Enterprise User JSON Representation

2015
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8.4. G oup Representation

The following is a non-normative exanple of the SCIM G oup
representation in JSON fornmat.

{
"schemas": ["urn:ietf:parans:sci mschenas:core:2.0: Goup"],
"id": "e9e30dba-f 08f-4109- 8486-d5c6a331660a",
"di spl ayNane": "Tour Cuides",
"menbers": |
{
"val ue": "2819c223- 7f 76- 453a- 919d- 413861904646",
"Sref":
"https://exanpl e. com v2/ Users/ 2819¢223- 7f 76- 453a- 919d- 413861904646" ,
"di splay": "Babs Jensen"
{

"val ue": "902c246b- 6245- 4190- 8e05- 00816be7344a",
"Sref":

"https://exanpl e. com v2/ User s/ 902c246b- 6245- 4190- 8e05- 00816be7344a",
"di splay": "Mandy Pepperi dge"

],
"meta": {
"resourceType": "G oup",
"created": "2010-01-23T04:56: 227",
"l ast Modi fied": "2011-05-13T04:42: 347",
"version": "W/\"3694e05e9df f592\"",
"l ocation":

"https://exanpl e. com v2/ G oups/ e9e30dba- f 08f - 4109- 8486- d5c6a331660a"
}
}

Fi gure 6: Exanple G oup JSON Representation
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8.5. Service Provider Configuration Representation

The following is a non-normative exanple of the SCI M service provider
configuration representation in JSON format.

{

"schemas":
["urn:ietf:parans:sci mschenas: core: 2. 0: Servi ceProvi der Config"],

"docunentationUi": "http://exanple.conlhelp/scimhtm",

"patch": {
"supported”:true

}

"bul k": {

"supported":true,
"maxQOper ati ons": 1000,
"maxPayl oadSi ze": 1048576

"filter": {
"supported":true,
"maxResul ts": 200

"éhangePassmord": {
"supported”:true

"sort": {
"supported":true

"étag": {
"supported”:true

"aut henti cati onSchenes": |

{
"nanme": "QAuth Bearer Token"
"description":

"Aut henti cation schene using the QAuth Bearer Token Standard”
"specUri": "http://www. rfc-editor.org/info/rfc6750"
"docunentationUri": "http://exanple.coni hel p/ cauth. htm",
"type": "oaut hbearertoken",

"primary": true
b
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{
"nanme": "HITP Basic",
"description":

"Aut henti cation schene using the HTTP Basic Standard",
"specUri": "http://www.rfc-editor.org/info/rfc2617"
"docunentationUri": "http://exanple.conlhel p/httpBasic.htm",
"type": "httpbasic"

}

1,

"nmeta": {
"l ocation": "https://exanple.com v2/ ServiceProvider Config"
"resourceType": "ServiceProviderConfig",

"created": "2010-01-23T04:56: 227"
"l ast Modi fied": "2011-05-13T04:; 42: 347",
"version": "W/\"3694e05e9df f 594\ ""

Figure 7: Exanple Service Provider Configuration JSON Representation
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8.6. Resource Type Representation

The following is a non-normative exanple of the SCI M resource types
in JSON fornat.

[{

"schemas": ["urn:ietf:parans:sci mschenas: core: 2.0: ResourceType"],
"id": "User",

n I,]a.rrell : n User n ,

"endpoint": "/Users",

"description": "User Account",

"schema": "urn:ietf:parans:scimschenas:core: 2.0: User",

"schenmaExt ensi ons": |

"schema":
"urn:ietf:parans: sci mschenas: extensi on: enterprise: 2. 0: User",

"required": true
}
1,
"meta": {
"l ocation": "https://exanple.con v2/ Resour ceTypes/ User",
"resourceType": "ResourceType"
}
b
{
"schemas": ["urn:ietf:paranms:sci mschenas: core: 2.0: ResourceType"],
"id": "Goup",
"name": "G oup",
"endpoint": "/ G oups",
"description": "G oup",
"schema": "urn:ietf:parans: scimschenmas: core: 2.0: G oup",
"meta": {
"l ocation": "https://exanple.con v2/ Resour ceTypes/ G oup",
"resourceType": "ResourceType"

}
}H

Fi gure 8: Exanpl e Resource Type JSON Representation
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8.7. Schema Representation

The foll owi ng sections provide representations of schemas for both
SClI M resources and service provider schemas. Note that the JSON
representation has been nodified for readability and to fit the
specification fornat.

8.7.1. Resource Schenma Representation

The following is intended as an exanple of the SCI M schema
representation in JSON format for SCIMresources. Were permtted,
i ndi vi dual val ues and schena MAY change. This exanpl e includes
schena representations for "User", "G oup", and "EnterpriseUser"

ot her schena representati ons are possible.

{

"id" : "urn:ietf:parans:sci mschenas: core: 2.0: User"

"name" : "User"

"description" : "User Account",

"attributes" : [

{

"name" : "user Nanme",
"type" : "string",
"mul ti Val ued" : fal se
"description" : "Unique identifier for the User, typically

used by the user to directly authenticate to the service provider
Each User MUST include a non-enpty userNane value. This identifier
MUST be uni que across the service provider’s entire set of Users.
REQUI RED. ",

"required" : true
"caseExact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "server"

Hunt, et al. St andards Track [ Page 47]



RFC 7643 SClI M Core Schema Sept ember 2015

{
"name" : "name",
lltypell : ”COrrpI eXlI ,
"mul tiVal ued" : false,
"description" : "The components of the user’s real nane.

Providers MAY return just the full nane as a single string in the
formatted sub-attribute, or they MAY return just the individual
conmponent attributes using the other sub-attributes, or they MAY
return both. |f both variants are returned, they SHOULD be
describing the sane nane, with the formatted name indi cating how the
conmponent attributes should be conbined. ",

"required" : false,
"subAttributes" : [
{

"name" : "formatted",

"type" : "string",

"mul tiVal ued" : false,

"description" : "The full name, including all niddle
nanes, titles, and suffixes as appropriate, fornmatted for display
(e.g., 'Ms. Barbara J Jensen, II1').",

"required" : false,

"casekxact" : fal se,

"nmutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

1
{

"name" : "famn | yNanme",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "The fam |y nane of the User, or
| ast nane in nobst Western | anguages (e.g., 'Jensen’ given the full
nane 'Ms. Barbara J Jensen, I11").",

"required" : false,

"caseExact" : false,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

1
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{

"name" : "gi venNane",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "The given nane of the User, or
first nane in nost Western | anguages (e.g., 'Barbara given the
full name 'Ms. Barbara J Jensen, II11').",

"required" : false,

"caseExact" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

1
{

"name" : "mi ddl eNanme",

"type" : "string",

"mul tiVal ued" : false,

"description" : "The middle nane(s) of the User
(e.g., 'Jane’ given the full nane 'Ms. Barbara J Jensen, I11").",

"required" : false,

"caseExact" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

1
{

"name" : "honorificPrefix",

"type" : "string",

"mul tiVal ued" : false,

"description" : "The honorific prefix(es) of the User, or
title in nost Western | anguages (e.g., 'Ms.’ given the full nane
"Ms. Barbara J Jensen, I1I1").",

"required" : false,

"casekxact" : fal se,

"nmutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

H
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"nanme" : "honorificSuffix",

"type" : "string",

"mul ti Val ued" : false

"description" : "The honorific suffix(es) of the User, or
suffix in nost Western | anguages (e.g., 'Ill" given the full nane
"Ms. Barbara J Jensen, I1I1").",

"required" : false

"caseExact" : false

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

}

] il

"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"

P ——

"name" : "di spl ayNane",

"type" : "string",

"mul ti Val ued" : false

"description"” : "The name of the User, suitable for display
to end-users. The nane SHOULD be the full nane of the User being
described, if known."

"required" : false
"caseExact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{
"name" : "ni ckNane",
"type" : "string",
"mul ti Val ued" : false
"description" : "The casual way to address the user in rea
life, e.g., 'Bob’ or 'Bobby' instead of 'Robert’. This attribute

SHOULD NOT be used to represent a User’'s usernane (e.d., 'bjensen’ or
' npepperidge’ ). ",

"required" : false
"caseExact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
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{

"name" : "profileUrl",

"type" : "reference",

"referenceTypes"” : ["external"],

"mul tiVal ued" : false,

"description" : "Afully qualified URL pointing to a page
representing the User’'s online profile.",

"required" : false,

"caseExact" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

1
{

"name" : "title",

"type" : "string",

"mul tiVal ued" : false,

"description" : "The user’'s title, such as
\"Vice President.\"",

"required" : false,

"caseExact" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

1
{

"name" : "user Type",

"type" : "string",

"mul tiVal ued" : false,

"description" : "Used to identify the relationship between
the organi zation and the user. Typical values used m ght be
"Contractor’, 'Enployee', 'Intern’, 'Tenp’', 'External’, and
"Unknown’ , but any val ue nmay be used.",

"required" : false,

"caseExact" : false,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

},
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{

"name" . "preferredLanguage",

"type" : "string",

"mul ti Val ued" : fal se,

"description” : "Indicates the User’s preferred witten or
spoken | anguage. Generally used for selecting a |ocalized user
interface; e.g., 'en_US specifies the | anguage English and country

"required" : false,

"casekxact" : fal se,

"nmutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

},
{

"nane" : "local e",

"type" : "string",

"mul tiVal ued" : fal se,

"description" : "Used to indicate the User’'s default |ocation

for purposes of localizing itenms such as currency, date tine format, or
nunerical representations.",

"required" : false,
"caseExact" : false,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{ _
"name" : "tinmezone",
"type" : "string",
"mul tiVal ued" : fal se,
"description" : "The User's tine zone in the 'Ason’ tinme zone
dat abase format, e.g., ’'Americal/lLos_Angeles’.",
"required" : false,
"caseExact" : false,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
},
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"name" : "active",

"type" : "bool ean",

"mul ti Val ued" : fal se,

"description" : "A Bool ean value indicating the User’s
admi ni strative status.",

"required" : false,

"mutability" : "readWite",

"returned" : "default"

"nanme" : "password",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "The User’'s cleartext password. This
attribute is intended to be used as a neans to specify an initial
password when creating a new User or to reset an existing User’s
password. ",

"required" : false,

"caseExact" : fal se,

"mutability" : "witeOnly",

"returned" : "never",

"uni queness” : "none"

"name" : "emils",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description” : "Email addresses for the user. The val ue
SHOULD be canoni calized by the service provider, e.g.,
" bj ensen@xanpl e. comi instead of ’'bjensen@XAMPLE. COM .
Canoni cal type values of 'work’, 'honme', and 'other’.",
"required" : false,
"sSubAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,

2015

"description" : "Email addresses for the user. The val ue

SHOULD be canoni calized by the service provider, e.g.,
" bj ensen@xanpl e. comi instead of ’bjensen@XAMPLE. COM .

Canoni cal type values of 'work’, 'honme’', and 'other’.",
"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"
H
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{
"name" : "display",
"type" : "string",
"mul ti Val ued" : false
"description" : "A human-readabl e name, primarily used
for display purposes. READ- ONLY."
"required" : false
"caseExact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"
1
{
"nanme" : "type",
"type" : "string",
"mul ti Val ued" : false
"description” : "A label indicating the attribute’s
function, e.g., "work’ or 'hone’.",
"required" : false
"caseExact" : false
"canoni cal Val ues" : [
"wor k",
"home",
"ot her"
1,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
}
{ .
"nanme" : "primry"
"type" : "bool ean",
"mul ti Val ued" : fal se
"description"” : "A Bool ean val ue indicating the ’primary’

or preferred attribute value for this attribute, e.g., the preferred
mai | i ng address or primary enail address. The prinmary attribute
val ue 'true’ MJIST appear no nore than once."

Hunt ,

"required" : false
"mutability" : "readWite",
"returned" : "default"
}

1,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

b
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{
"name" : "phoneNunbers",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description” : "Phone nunbers for the User. The val ue

SHOULD be canoni calized by the service provider according to the
format specified in RFC 3966, e.g., 'tel:+1-201-555-0123".

Canoni cal type values of "work’, 'home’, 'nobile, ’'fax’, ’pager’,
and 'other’.",
"required" : false,
"sSubAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description" : "Phone nunber of the User.",
"required" : false,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{
"nanme" : "display",
"type" : "string",
"mul tiVal ued" : false,
"description" : "A human-readabl e nanme, prinmarily used
for display purposes. READ ONLY.",
"required"” : false,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",

"uni queness "none"
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{
"nanme" : "type",
"type" : "string",
"mul tiVal ued" : fal se,
"description” : "A label indicating the attribute’s
e.g., '"work’, "hone’, 'nobile .",
"required" : false,
"caseExact" : fal se,
"canoni cal Val ues" : [
"wor k",
"home",
"nobi | e",
"fax",
“pager”,
"ot her"
],
"nmutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
}
{ _
"name" : "primry",
"type" : "bool ean”,
"nmul ti Val ued" : fal se,
"description" : "A Bool ean value indicating the 'primary’

or preferred attribute value for this attribute, e.g., the preferred
phone nunber or primary phone nunber. The primary attribute val ue
"true’ MUST appear no nore than once.",

"required"” : false,
"mutability" : "readWite",
"returned" : "default"

}

] il
"mutability" : "readWite",
"returned" : "default”

}
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{
"nanme" : "ins",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description" : "lnstant nessagi ng addresses for the User.",
"required" : false,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description" : "Instant nessagi ng address for the User.",
"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"
1
{
"name" : "display",
"type" : "string",
"mul ti Val ued" : fal se,
"description"” : "A human-readabl e name, primarily used
for display purposes. READ ONLY.",
"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"
H

Hunt, et al. St andards Track [ Page 57]



RFC 7643 SClI M Core Schema Sept ember 2015

{
"nanme" : "type",
"type" : "string",
"mul tiValued" : false
"description” : "A label indicating the attribute’s
function, e.g., 'aini, 'gtalk’, 'xnmpp’ ."
"required" : false
"caseExact" : false
"canoni cal Val ues" : |
"ain',
"gtal k",
"icq”,
" xnpp"”,
"msn",
"skype",
"qq”,
"yahoo"
1.
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
I
{ .
"nanme" : "primry"
"type" : "bool ean",
"mul ti Val ued" : false
"description" : "A Bool ean val ue indicating the 'primary’

or preferred attribute value for this attribute, e.g., the preferred
messenger or primary nmessenger. The prinmary attribute value ’'true
MUST appear no nore than once.”

"required" : false

"mutability" : "readWite",

"returned" : "default"

}

] L]
"mutability" : "readWite",
"returned" : "default"

}
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"name" : "photos",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description” : "URLs of photos of the User.",
"required" : false,
"subAttributes" : [
{
"nanme" : "val ue",
"type" : "reference",
‘referenceTypes” : ["external "],
"mul tiVal ued" : fal se,
"description" : "URL of a photo of the User.",
‘requi red" : false,
‘caseExact" : false,
‘mutability" : "readWite",
‘returned” : "default",
"uni queness" : "none"
1
{
"nanme" : "display",
"type" : "string",
"nmul tiVal ued" : false,
"description” : "A human-readabl e nane, primarily used
for display purposes. READ ONLY.",
‘requi red" : false,
‘caseExact" : false,
‘mutability" : "readWite",
‘returned” : "default",
"uni queness" : "none"
1
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{

"nanme" : "type",

"type" : "string",

"mul tiVal ued" : false,

"description” : "A label indicating the attribute’s
function, i.e., 'photo’ or 'thunbnail’.",

"required" : false,

"caseExact" : fal se,

"canoni cal Val ues" : [

"phot 0",
"t hunbnai | "

1,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

H
{ .

"name" : "primry",

"type" : "bool ean",

"mul ti Val ued" : fal se,

"description" : "A Boolean value indicating the ’'primry’
or preferred attribute value for this attribute, e.g., the preferred
photo or thunbnail. The primary attribute value ’true’ MJST appear
no nore than once.",

"required" : false,

"mutability" : "readWite",

"returned" : "default"

}
1,
"mutability" : "readWite",
"returned" : "default"
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{

"name" : "addresses",

"type" : "conpl ex",

"mul tiVal ued" : true,

"description” : "A physical mailing address for this User.
Canoni cal type values of "work’, 'hone’', and 'other’. This attribute
is a conplex type with the follow ng sub-attributes.",

"required" : false,

"subAttributes" : [

{

"nanme" : "formatted",

"type" : "string",

"mul tiVal ued" : fal se,

"description" : "The full mailing address, formatted for
display or use with a mailing label. This attribute MAY contain
new i nes. ",

"required" : false,

"caseEkxact" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

"name" : "street Address",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "The full street address conponent,
whi ch may include house nunber, street name, P.O box, and multi-line
extended street address information. This attribute MAY contain
new i nes. ",

"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"

¥

{
"name" : "locality",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "The city or locality conponent.",
"required" : false,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness” "none"

|
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"nanme" : "region",
"type" : "string",
"mul ti Val ued” fal se,
"description” "The state or region
"required" fal se,
"caseEkxact" fal se,
"mutability" "readWite",
"returned" "defaul t",
"uni queness” "none"

1

{
"name" : "postal Code",
"type" : "string",
"mul ti Val ued" fal se,
"description” "The zip code or postal
"required" fal se,
"caseEkxact" fal se,
"mutability" "readWite",
"returned" "defaul t",
"uni queness" "none"

1

{
"nanme" : "country",
"type" : "string",
"mul ti Val ued" fal se,
"description” "The country nane
"required" fal se,
"caseExact " fal se,
"mutability" : "readWite",
"returned" "defaul t",
"uni queness" "none"

},
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"nanme" : "type",

"type" : "string",

"mul tiVal ued" : false,

"description” : "A label indicating the attribute’s
function, e.g., "work’ or 'hone’.",

"required" : false,

"caseExact" : fal se,

"canoni cal Val ues" : [

"wor k",
"home",
"ot her"

1,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"

}

] il

"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"

"name" : "groups",

"type" : "conpl ex",

"mul tiVal ued" : true,

"description" : "Alist of groups to which the user bel ongs,
ei ther through direct nenbership, through nested groups, or
dynam cal |l y cal cul ated. ",

"required" : false,
"subAttributes" : [
{
"nane" : "val ue",
"type" : "string",
"mul ti Val ued" : false,
"description" : "The identifier of the User’s group.",
"required" : false,
"caseExact" : fal se,
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"
}
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{
"name" : "$ref",
"type" : "reference",
"referenceTypes" : [
"User"
"G oup"
1,
"mul ti Val ued" : fal se,
"description" : "The URl of the correspondi ng ' Goup’
resource to which the user bel ongs."
"required" : false
"caseEkxact" : false
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
1
{
"nanme" : "display",
"type" : "string",
"mul ti Val ued" : false
"description" : "A human-readabl e nanme, prinmarily used
for display purposes. READ- O\LY."
"required" : false
"caseEkxact" : false
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
1
{
"name" : "type",
"type" : "string",
"mul ti Val ued" : false
"description" : "A label indicating the attribute’'s
function, e.g., 'direct’ or 'indirect’.",
"required" : false
"caseEkxact" : false
"canoni cal Val ues" : |
"direct",
"indirect"
1,
"nmutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
}
1,
"mutability" : "readOnly",
"returned" : "default"
},
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{
"name" : "entitlenents",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description : "Alist of entitlenments for the User that
represent a thing the User has.",
"required" : false,
"subAttributes" : [
{
"nane" : "val ue",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "The value of an entitlenent.",
"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{
"name" : "display",
"type" : "string",
"mul tiVal ued" : false,
"description" : "A human-readabl e nane, prinarily used
for display purposes. READ ONLY.",
"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{
"name" : "type",
"type" : "string",
"mul tiVal ued" : false,
"description" : "A label indicating the attribute’'s
function.",
"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
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{
"name" : "primry",
"type" : "bool ean",
"mul tiVal ued" : false,
"description” : "A Bool ean value indicating the ’primary’

or preferred attribute value for this attribute. The prinmary
attribute value "true’ MJST appear no nore than once.",

"required" : false,
"mutability" : "readWite",
"returned" : "default"
}
1,
"mutability" : "readWite",
"returned" : "default"
1
{
"name" : "roles",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description" : "Alist of roles for the User that
collectively represent who the User is, e.g., 'Student’, 'Faculty' .",
"required" : false,
"sSubAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description" : "The value of a role.",
"required"” : false,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{
"nanme" : "display",
"type" : "string",
"mul tiVal ued" : false,
"description" : "A human-readabl e nanme, prinmarily used
for display purposes. READ ONLY.",
"required"” : false,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
|
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{
"nanme" : "type",
"type" : "string",
"mul ti Val ued" : fal se,
"description” : "A label indicating the attribute’s
function.",
"required" : false,
"caseExact" : fal se,
"canoni cal Val ues" : [],
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{ .
"name" : "primry",
"type" : "bool ean",
"mul ti Val ued" : false,
"description" : "A Bool ean value indicating the 'primary’

or preferred attribute value for this attribute. The prinary
attribute value "true’ MJST appear no nore than once.",

"required" : false,
"mutability" : "readWite",
"returned" : "default"
}
1,
"mutability" : "readWite",
"returned" : "default"
1
{
"name" : "x509Certificates",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description" : "Alist of certificates issued to the User.",
"required" : false,
"caseExact" : false,
"subAttributes" : [
{
"name" : "val ue",
"type" : "binary",
"mul ti Val ued" : fal se,
"description"” : "The value of an X 509 certificate.",
"required" : false,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
|
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{
"name" : "display",
"type" : "string",
"mul ti Val ued" : false
"description" : "A human-readabl e name, primarily used
for display purposes. READ- ONLY."
"required" : false
"caseExact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"
1
{
"nanme" : "type",
"type" : "string",
"mul ti Val ued" : false
"description” : "A label indicating the attribute’s
function.",
"required" : false
"caseExact" : false
"canoni cal Val ues" : [],
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{ .
"name" : "primry"
"type" : "bool ean",
"mul ti Val ued" : false
"description" : "A Boolean value indicating the 'prinmary’

or preferred attribute value for this attribute. The prinary
attribute value '"true’ MJST appear no nore than once."

"required" : false
"mutability" : "readWite",
"returned" : "default"
}
1,
"mutability" : "readWite",
"returned" : "default"
}
],
"meta" : {
"resourceType" : "Schema",
"l ocati on"
"/v2/ Schemas/ urn:ietf:parans: sci mschenas: core: 2. 0: User"
}
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"id" : "urn:ietf:parans:sci mschenas: core:2.0: G oup",
"name" : "G oup”,
"description" : "G oup",
"attributes" : [
{
"name" : "displayNane",
"type" : "string",
"mul ti Val ued" : fal se,
"description"” : "A human-readabl e nane for the G oup.
REQUI RED. ",
"required" : false,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"

"name" : "nenbers",
"type" : "conpl ex",
"mul ti Val ued" : true,
"description” : "Alist of nenbers of the Goup.",
"required"” : false,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description” : "ldentifier of the nenber of this Goup.",
"required" : false,
"caseEkxact" : fal se,
"mutability" : "inmutable",
"returned" : "default",
"uni queness" : "none"
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{
"name" : "$ref",
"type" : "reference",
"referenceTypes" : [
"User",
"G oup"
1,
"mul ti Val ued" : fal se,
"description" : "The URI corresponding to a SCIMresource
that is a nmenber of this Goup.",
"required"” : false,
"caseEkxact" : fal se,
"mutability" : "inmutable",
"returned" : "default",
"uni queness" : "none"
1
{
"nanme" . "type",
"type" : "string",
"mul tiVal ued" : false,
"description" : "A label indicating the type of resource,
e.g., 'User’ or 'Goup .",
"required"” : false,
"caseEkxact" : fal se,
"canoni cal Val ues" : |
"User",
"G oup"
1,
"mutability” : "inmutable",
"returned" : "default",
"uni queness" : "none"
}
1,
"mutability" : "readWite",
"returned" : "default"
}
1,
"meta" : {
"resourceType" : "Schema",
"l ocation"
"/v2/ Schemas/ urn:ietf:parans: sci mschenmas: core: 2. 0: G oup”
}
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{
"id" "urn:ietf:parans: sci mschenas: extension: enterprise:2.0: User",
"name" : "EnterpriseUser",
"description" : "Enterprise User",
"attributes" : [
{

"name" : "enpl oyeeNunber",

"type" : "string",

"mul ti Val ued" : fal se,

"description"” : "Numeric or al phanuneric identifier assigned
to a person, typically based on order of hire or association with an
organi zation.",

"required" : false,

"caseExact" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness” : "none"

1
{

"name" : "costCenter",

"type" : "string",

"mul tiVal ued" : false,

"description” : "ldentifies the nane of a cost center.",

"required" : false,

"caseEkxact" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

1
{ N

"nanme" : "organi zation",

"type" : "string",

"mul ti Val ued" : fal se,

"description” : "ldentifies the name of an organization.",

"required"” : false,

"caseEkxact" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

|
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{
"nanme" : "division",
"type" : "string",
"mul tiVal ued" : false,
"description” : "ldentifies the name of a division.",
"required" : false,
"caseEkxact" : false,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{
"name" : "departnment",
"type" : "string",
"mul tiVal ued" : false,
"description" : "ldentifies the name of a departnent."”,
"required" : false,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{ n n n n
name" : "nmanager",
"type" : "conpl ex",
"mul tiVal ued" : false,
"description" : "The User’s manager. A conplex type that

optionally allows service providers to represent organizational
hi erarchy by referencing the 'id attribute of another User.",

"required" : false,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description" : "The id of the SCIMresource representing
the User’s nanager. REQUI RED. ",
"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
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{
"nane" : "$ref",
"type" : "reference",
"referenceTypes" : [
"User"
1.
"mul ti Val ued" : fal se,
"description" : "The URI of the SCI Mresource
representing the User’s manager. REQUI RED.",
"required" : false,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
},
{
"name" : "displ ayNane",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "The displayNane of the User’s manager.
OPTI ONAL and READ- ONLY. ",
"required" : false,
"caseExact" : fal se,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
}
],
"nmutability" : "readWite",
"returned" : "default"
}
1,
"meta" : {
"resourceType" : "Schema",
"] ocation"

"/v2/ Schemas/ urn:ietf: parans: sci mschenas: ext ensi on: enterprise: 2.0: User"

}
}
]

Figure 9: Exanple JSON Representation for Resource Schema
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8.7.2.

Service Provider Schenma Representation

The following is a representation of the SCI M schema for the fixed
service provider schemas: ServiceProviderConfig, ResourceType, and

Schema.
[
{
"id" o
"urn:ietf:parans: sci mschenas: core: 2. 0: Servi ceProvi der Confi g",
"name" : "Service Provider Configuration”,
"description" : "Schenma for representing the service provider’s
configuration",
"attributes" : [
{
"name" : "docunentationUri",
"type" : "reference",
"referenceTypes" : ["external"],
"mul tiVal ued" : fal se,
"description" : "An HITP-addressable URL pointing to the
servi ce provider’s human-consunabl e hel p docunentation.",
"required" : false,
"caseExact" : false,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
},
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{
"name" : "patch",
"type" : "conpl ex",
"mul ti Val ued" : fal se,
"description" : "A conplex type that specifies PATCH
configuration options.",
"required" : true,
"returned" : "default",
"mutability" : "readOnly",
"sSubAttributes" : [
{
"name" : "supported",
"type" : "bool ean",
"mul tiVal ued" : false,
"description" : "A Bool ean val ue specifying whether or not
the operation is supported.”,
"required" : true,
"mutability" : "readOnly",
"returned" : "default"
}
]
1
{
"name" : "bul k",
"type" : "conplex",
"mul tiVal ued" : false,
"description" : "A conplex type that specifies bul k
configuration options.",
"required" : true,
"returned" : "default",
"mutability" : "readOnly",
"subAttributes" : [
{
"name" : "supported",
"type" : "bool ean”,
"mul ti Val ued" : fal se,
"description" : "A Bool ean val ue specifyi ng whether or not
the operation is supported.”,
"required" : true,
"mutability" : "readOnly",
"returned" : "default"
H

Hunt, et al. St andards Track [ Page 75]



RFC 7643

Hunt, et al.

SCI M Core Schena Sept ember 2015
{
"name" : "maxQperations",
"type" : "integer",
"mul ti Val ued" : fal se,
"description” : "An integer value specifying the maxi mum
nunber of operations.",
"required" : true,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
}
{
"nanme" : "maxPayl oadSi ze",
"type" : "integer",
"mul tiVal ued" : false,
"description"” : "An integer value specifying the maxi mum
payl oad size in bytes.",
"required" : true,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
}
"nanme" : "filter",
"type" : "conpl ex",
"mul ti Val ued" : fal se,
"description" : "A conplex type that specifies
FI LTER options.",
"required" : true,
"returned" : "default",
"mutability" : "readOnly",
"sSubAttributes" : [
{
"name" : "supported",
"type" : "bool ean",
"mul tiVal ued" : false,
"description" : "A Bool ean val ue specifying whether or not
the operation is supported.”,
"required" : true,
"mutability" : "readOnly",
"returned" : "default"
H

St andards Track [ Page 76]



RFC 7643 SClI M Core Schema Sept ember 2015

Hunt ,

{
"nanme" : "maxResul ts",
"type" : "integer",
"mul tiVal ued" : false,
"description” : "An integer value specifying the maxi mum
nunber of resources returned in a response."”,
"required" : true,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
}
]
1
{
"name" : "changePassword",
"type" : "conpl ex",
"mul tiVal ued" : false,
"description" : "A conplex type that specifies configuration
options related to changing a password.",
"required" : true,
"returned" : "default",
"mutability" : "readOnly",
"sSubAttributes" : [
{
"name" : "supported",
"type" : "bool ean",
"mul ti Val ued" : fal se,
"description"” : "A Bool ean val ue specifying whether or not
the operation is supported. ™,
"required" : true,
"mutability" : "readOnly",
"returned" : "default"
}
]
|
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"name" : "sort",
"type" : "conpl ex",
"mul tiVal ued" : false,
"description” : "A conplex type that specifies sort result
options.",
"required" : true,
"returned" : "default",
"mutability" : "readOnly",
"sSubAttributes" : [
{
"name" : "supported",
"type" : "bool ean",
"mul ti Val ued" : fal se,
"description" : "A Bool ean val ue specifying whether or not
the operation is supported.”,
"required" : true,
"mutability" : "readOnly",
"returned" : "default"

"name" : "authenticationSchenes",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description" : "A conplex type that specifies supported
aut henti cati on schene properties.",
"required" : true,
"returned" : "default",
"mutability" : "readOnly",
"subAttributes" : [
{
"nanme" . "nane",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "The conmpn aut hentication schene nane,
e.g., HTTP Basic.",
"required" : true,
"casekxact" : fal se,
"nmutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
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"name" : "description",

"type" : "string",

"mul ti Val ued" : fal se,

"description” : "A description of the authentication
schene. ",

"required" : true,

"caseExact" : fal se,

"mutability" : "readOnly",

"returned" : "default",

"uni queness” : "none"

"name" : "specUri",

"type" : "reference",

"referenceTypes" : ["external"],

"mul tiVal ued" : false,

"description" : "An HITP-addressable URL pointing to the
aut henti cation schene’s specification.",

"required" : false,

"caseExact" : fal se,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"

"name" : "docunentationUri",

"type" : "reference",

"referenceTypes” : ["external"],

"mul ti Val ued" : fal se,

"description" : "An HITP-addressable URL pointing to the
aut henti cation schene’s usage docunentation.",

"required" : false,

"casekxact" : fal se,

"nmutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"
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"id" : "urn:ietf:parans:sci mschenas: core: 2.0: ResourceType"
nanme" : "ResourceType"
description" : "Specifies the schema that describes a SCIM
resource type",
attributes" : |
{
"name" : "id",
"type" : "string",
"mul ti Val ued" : false
"description" : "The resource type’ s server unique id.
May be the sane as the 'nane’ attribute.”
"required" : false
"caseExact" : false
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"
1
{
"nanme" : "nane",
"type" : "string",
"mul ti Val ued" : false
"description"” : "The resource type nane. Wen applicable,
service providers MJST specify the nane, e.g., 'User’."
"required" : true
"caseExact" : false
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"
1
{
"name" : "description",
"type" : "string",
"mul ti Val ued" : false
"description" : "The resource type s human-readabl e

Hunt ,

description. \When applicable, service providers MJST
specify the description.”

"required" : false
"caseExact" : false
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
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"name" : "endpoint",

"type" : "reference",

"referenceTypes” : ["uri"],

"mul tiVal ued" : false,

"description" : "The resource type' s HITP-addressabl e
endpoint relative to the Base URL, e.g., '/Users'.",

"required" : true,

"caseExact" : fal se,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"

"name" : "schema",
"type" : "reference",
"referenceTypes” : ["uri"],
"mul tiVal ued" : fal se,
"description" : "The resource type's prinmary/base schena
URI. ",
"required" : true,
"caseExact" : true,
"nmutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"

"nane" : "schemaExtensions",
"type" : "conpl ex",
"mul ti Val ued" : fal se,
"description" : "Alist of URIs of the resource type's schena
ext ensi ons. ",
"required" : true,
"mutability" : "readOnly",
"returned" : "default",
"subAttributes" : [
{
"name" : "schema",
"type" : "reference",
"referenceTypes” : ["uri"],
"mul tiVal ued" : false,
"description" : "The URI of a schenma extension.",
"required" : true,
"caseExact" : true,
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"
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{
"name" : "required"
"type" : "bool ean",
"mul ti Val ued" : false
"description"” : "A Bool ean val ue that specifies whether
or not the schema extension is required for the
resource type. |If true, a resource of this type MJST
i nclude this schema extension and al so include any
attributes declared as required in this schema extension.
If false, a resource of this type MAY onmit this schema
ext ensi on. ",
"required" : true
"mutability" : "readOnly",
"returned" : "default"
}
]
}
]
1
{
"id" : "urn:ietf:parans:sci mschenas: core:2.0: Schema"
"name" : "Schema",
"description" : "Specifies the schema that describes a
SCI M schema"
"attributes" : [
{
"name" : "id",
"type" : "string",
"mul ti Val ued" : false
"description" : "The unique URl of the schena.
When applicable, service providers MJIST specify the URI."
"required" : true
"caseExact" : false
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
1
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{
"nanme" : "nanme",
"type" : "string",
"mul ti Val ued" : false
"description" : "The schema’ s human-readabl e nane. Wen
appl i cabl e, service providers MJST specify the nane,
e.g., 'User’."
"required" : true
"caseExact" : false
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
1
{
"name" : "description"
"type" : "string",
"mul ti Val ued" : false
"description" : "The schenma’s hunan-readabl e nane. Wen
appl i cabl e, service providers MJST specify the nane,
e.g., 'User’'.",
"required" : false
"casekxact" : false
"nmutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
},
{
"nane" : "attributes"
"type" : "conpl ex",
"mul tiVal ued" : true,
"description" : "A conplex attribute that includes the
attributes of a schena.",
"required" : true
"mutability" : "readOnly",
"returned" : "default",
"subAttributes" : [
{
"nanme" : "nanme",
"type" : "string",
"mul ti Val ued" : false
"description® : "The attribute’ s nane.",
"required" : true
"caseExact" : true
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
|
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name" : "type",
type" : "string",
mul ti Val ued" : fal se,
description” : "The attribute’ s data type.
Valid values include 'string , 'conplex’, ’'boolean’
"decimal’, 'integer’', 'dateTine', 'reference’."
required" : true
canoni cal Val ues" : [
"string",
"conpl ex",
"bool ean",
"deci mal ",
"integer",
"dat eTi me",
"ref erence”
asekExact" : fal se,
mutability" : "readOnly",
returned" : "default",
uni queness" : "none"
name" : "nultiVal ued",
type" : "bool ean",
mul ti Val ued" : fal se,
description" : "A Bool ean val ue indicating an
attribute’ s plurality.”
required" : true
nmutability" : "readOnly",
returned" : "default"
nane" : "description",
type" @ "string",
mul ti Val ued" : false,
description" : "A hunman-readabl e description of the
attribute.",
requi red" : false
caseExact" : true,
mutability" : "readOnly",
returned" : "default",
uni queness" : "none"

2015
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{

"name" : "required",

"type" : "bool ean",

"mul tiVal ued" : false,

"description"” : "A bool ean val ue indicating whether or
not the attribute is required."”,

"required" : false,

"mutability" : "readOnly",

"returned" : "default"

1
{

"nanme" : "canoni cal Val ues",

"type" : "string",

"mul ti Val ued" : true,

"description” : "A collection of canonical values. Wen
appl i cabl e, service providers MJST specify the
canoni cal types, e.g., 'work’, 'hone .",

"required" : false,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"

1
{

"name" : "caseExact",

"type" : "bool ean",

"mul ti Val ued" : fal se,

"description"” : "A Bool ean val ue indicating whether or
not a string attribute is case sensitive.",

"required" : false,

"mutability" : "readOnly",

"returned" : "default"

},
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{
"name" : "mutability",
"type" : "string",
"mul ti Val ued" : fal se,
"description"” : "Indicates whether or not an attribute
is nodifiable.",
"required" : false,
"caseExact" : true,
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none",
"canoni cal Val ues" : |
"readOnl y",
"readWite",
"i nmut abl e",
"witeOnly"
]
1
{
"name" . "returned",
"type" : "string",
"mul ti Val ued" : fal se,
"description"” : "Indicates when an attribute is returned
in a response (e.g., to a query).",
"required" : false,
"caseExact" : true,
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none",
"canoni cal Val ues" : |
"al ways",
"never",
"defaul t",
"request"”
]
H
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{

"name" : "uni queness",

"type" : "string",

"mul tiVal ued" : false,

"description” : "Indicates how uni que a val ue nust be.",

"required" : false,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none",

"canoni cal Val ues" : |
"none",

"server",
"gl obal "
]
H
{

"name" : "referenceTypes",

"type" : "string",

"mul ti Val ued" : true,

"description" : "Used only with an attribute of type
"reference’. Specifies a SCIMresourceType that a
reference attribute MAY refer to, e.g., 'User’ .",

"required" : false,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"

I
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{
"nanme" : "subAttributes",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description” : "Used to define the sub-attributes of a
conplex attribute.",
"required" : false,
"mutability" : "readOnly",
"returned" : "default",
"sSubAttributes" : [
{

"nane" . "nanme",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "The attribute's nane.",

"required" : true,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"

b,
{

"name" : "type",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "The attribute's data type.
Valid values include 'string , 'conplex’, ’boolean’,
"decimal’, 'integer’, 'dateTime’', 'reference’."”,

"required" : true,

"caseExact" : fal se,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none",

"canoni cal Val ues" : |
"string",

"conpl ex",
"bool ean",
"deci mal ",
"integer",
"dat eTi ne",
"ref erence”
]
I
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"name" : "multiVal ued",

"type" : "bool ean",

"mul ti Val ued" : fal se,

"description"” : "A Bool ean val ue indicating an
attribute’'s plurality.",

"required" : true,

"mutability" : "readOnly",

"returned" : "default"

"name" : "description",

"type" : "string",

"mul tiVal ued" : false,

"description” : "A human-readabl e description of the
attribute. ",

"required" : false,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"

"nanme" : "required",

"type" : "bool ean",

"mul tiVal ued" : false,

"description” : "A bool ean val ue indicating whether or
not the attribute is required.”,

"required"” : false,

"mutability" : "readOnly",

"returned" : "default"

"nane" : "canoni cal Val ues",

"type" : "string",

"mul tiVal ued" : true,

"description" : "A collection of canonical values. Wen
appl i cabl e, service providers MJST specify the
canoni cal types, e.g., 'work’, 'home'.",

"required" : false,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"
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{
"nanme" : "caseExact",
"type" : "bool ean",
"mul tiVal ued" : false,
"description"” : "A Bool ean val ue indicating whether or
not a string attribute is case sensitive.",
"required" : false,
"mutability" : "readOnly",
"returned" : "default"
1
{
"name" : "nutability",
"type" : "string",
"mul tiVal ued" : false,
"description" : "Indicates whether or not an
attribute is nodifiable.",
"required" : false,
"caseExact" : true,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none",
"canoni cal Val ues" : |
"readOnl y",
"readWite",
"i mrut abl e",
"witeOnly"
]
1
{
"name" : "returned",
"type" : "string",
"mul tiVal ued" : false,
"description" : "Indicates when an attribute is
returned in a response (e.g., to a query).",
"required"” : false,
"caseExact" : true,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none",
"canoni cal Val ues" : |
"al ways",
"never",
"defaul t",
"request"”
]
|
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{

"name" : "uni queness",

"type" : "string",

"mul tiVal ued" : false,

"description” : "Indicates how uni que a val ue nust be.",

"required" : false,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none",

"canoni cal Val ues" : |
"none",

"server",
"gl obal "
]
H
{

"name" : "referenceTypes",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "Used only with an attribute of type
"reference’. Specifies a SCIMresourceType that a
reference attribute MAY refer to, e.g., 'User’.",

"required" : false,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness" : "none"

}

Fi gure 10: Representation of Fixed Service Provider Endpoint Schenas
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9. Security Considerations
9.1. Protocol

SCiM data is intended to be exchanged using the SCIM protocol. It is
i mportant when handling data to i nplenent the security considerations
outlined in Section 7 of [RFC7644].

9.2. Passwords and Other Sensitive Security Data

Passwords and other attributes related to security credentials are of
an extrenely sensitive nature and require special handling when
transmitted or stored. Wile the SCI M protocol uses cleartext
passwords for val ue assignnent and equality-testing purposes,
password val ues MJST NOT be stored in cleartext form

Adm ni strators shoul d undertake industry best practices to protect
the storage of credentials and in particular SHOULD foll ow
recomendations outlined in Section 5.1.4.1 of [RFC6819]. These
requi renents include, but are not linted to, the follow ng:

o0 Provide injection attack counterneasures (e.g., by validating all
i nputs and paraneters);

0 Credentials should not be stored in cleartext form

0 Store credentials using an encrypted protection nechanism (e.qg.
hashi ng); and

0 \Were possible, avoid passwords as the sole form of
aut henti cation, and consider using credentials that are based on
asynmetric cryptography.

9.3. Privacy

The SCI M core schema defines attributes that are sensitive and may be
consi dered personally identifying information (PIl1). These privacy
consi derati ons should be considered for extensions as well as the
schena defined in this specification

For the purposes of this specification, PIl is defined as any
attribute that may be used as a unique key to identify a person
(e.g., "User"). Since other information nay be used in conbination
to identify an individual, all attributes in SClIM are considered
"sensitive" personal information. Consult regional jurisdictions to
see if there are special considerations for the handling of persona
information (e.g., PIl).
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I nformation should be shared on an as-needed basis. A SCIMclient
should Iimt information to what it believes a service provider
requires, and a SCI M service provider should only accept information
it needs. Cdients and service providers should take into

consi deration that personal information is being conveyed across
technical (e.g., protocol and applications), admnistrative (e.qg.
organi zational, corporate), and jurisdictional boundaries. In
particular, information security and privacy nust be considered.

Security service |level agreenents for the handling of these
attributes are beyond the scope of this docunent but are to be
carefully considered by inplenenters and depl oyi ng organi zati ons.

Pl ease see the Privacy Considerations section of [RFC7644] for nore
protocol -specific considerations regarding the handling of SCIM
i nformati on.

SCI M defines attributes such as "id", "externalld", and SCI M resource
URI's, which cause new PIl to be generated; this infornmation is
important to the way that the SCI M protocol identifies and | ocates
resources. \Wiere possible, it is suggested that service providers
take the foll owi ng renedi ati ons:

0 \Were possible, assign and bind identifiers to specific tenants
and/or clients. Wen nultiple tenants are able to reference the
same resource, they should do so via separate identifiers (id or
externalld). This ensures that separate domains |linked to the
same information cannot performidentifier correlation

0 In the case of "externalld", if nultiple values are supported, use
access control to restrict access to the client donmin that
assigned the "external Id" val ue.

0 Ensure that access to data is appropriately restricted to
aut hori zed parties with a "need to know'.

0 \Wen persisted, ensure that the appropriate protection nechanisns

are in place to restrict access by unauthorized parties, including
adm nistrators or parties with access to backup data.
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10.

10.

10.

| ANA Consi derations
1. Registration of SCI M URN Sub-nanmespace and SCI M Regi stry
| ANA has added an entry to the "I ETF URN Sub- nanespace for Registered
Protocol Paraneter ldentifiers" registry and created a sub-nanespace
for the Registered Paraneter Identifier as per [RFC3553]:
"urn:ietf:parans: scini.
To manage this sub-nanespace, | ANA has created the "System for
Cross-domain ldentity Managenment (SCIM Schema URIs" registry, which
is used to nmanage entries within the "urn:ietf:parans:scinf
nanespace. The registry description is as follows:
0 Registry nane: SCIM
o Specification: this docunent (RFC 7643)
0 Repository: See Section 10.2
0 Index value: See Section 10.2
2. URN Sub- nanespace for SCIM
SCl M schenas and SCI M nessages utilize URIs to identify the schena in
use or other relevant context. This section creates and registers an

| ETF URN Sub- namespace for use in the SCI M specifications and future
ext ensi ons.
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10.2.1. Specification Tenplate
Nanespace | D
The Nanespace ID "scint has been assigned.
Regi stration I nfornmation:
Version: 1
Dat e: 2015- 06- 22
Decl ared regi strant of the namespace:

Regi st eri ng organi zati on
The Internet Engineering Task Force

Desi gnat ed cont act
A designated expert will nonitor the SCIMpublic mailing list,
"scim@etf.org".

Decl aration of Syntactic Structure:

The Nanespace Specific String (NSS) of all URNs that use the
"scinf Nanespace ID shall have the follow ng structure:

urn:ietf:paranms: scim{type}: {nane}{: other}
The keywords have the foll owi ng neani ng:

type
The entity type, which is either "schemas" or "api"

name
A required US-ASCI| string that confornms to the URN syntax
requirenents (see [RFC2141]) and defines a mmjor namespace of a
schena used within SCIM (e.g., "core", which is reserved for
SCI M speci fications). The value MAY al so be an industry nane
or organi zation nane.

ot her
Any US-ASCII string that confornms to the URN syntax
requi renents (see [RFC2141]) and defines the sub-nanespace
(whi ch MAY be further broken down in nanmespaces delimnited by
col ons) as needed to uniquely identify a schena.
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Rel evant Ancillary Docunentation
None
I dentifier Uniqueness Considerations:

The desi gnated contact shall be responsible for review ng and
enf or ci ng uni queness.

Identifier Persistence Considerations:

Once a nane has been allocated, it MJUST NOT be reallocated for a
di fferent purpose. The rules provided for assignnents of val ues
within a sub-namespace MJST be constructed so that the meani ngs of
val ues cannot change. This registration nmechanismis not
appropriate for nam ng val ues whose neani ngs may change over tine.

As the SCI M specifications are updated and the SClI M protoco
version is adjusted, a newregistration will be nade when
significant changes are nmade -- for exanple,
"urn:ietf:parans:sci mschenmas:core: 1.0 (externally defined, not
previously registered)" and
"urn:ietf:parans: sci mschemas: core: 2. 0"

Process of ldentifier Assignnent:

Identifiers with nanmespace type "schema" (e.qg.

"urn:ietf:parans: scimschenmas") are assigned after the review of
the assigned contact via the SCIM public mailing list,
"scim@etf.org", as docunented in Section 10. 3.

Nanmespaces with type "api" (e.g., "urn:ietf:parans:scimapi") and
"param' (e.g., "urn:ietf:paranms:scimparanm') are reserved for
| ETF- approved SCI M speci fications.

Process of ldentifier Resolution:
The nanespace is not currently listed with a Resolution Discovery
System (RDS), but not hing about the nanespace prohibits the future
definition of appropriate resolution methods or listing with an
RDS.

Rul es for Lexical Equival ence:

No speci al considerations; the rules for I|exical equival ence
specified in [ RFC2141] apply.
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10.

10.

Conf ormance with URN Synt ax:
No special considerations.
Val i dati on Mechani sm
None specifi ed.
Scope:
G obal
3. Registering SCl M Schenas

This section defines the process for registering new SCl M schenas
with TANA in the "Systemfor Cross-domain Identity Managenment (SCIM
Schema URIs" registry (see Section 10.1). A schema URl is used as a
value in the "schemas" attribute (Section 3) for the purpose of

di stingui shing extensions used in a SCI Mresource.

3.1. Registration Procedure

The 1 ETF has created a mailing list, scim@etf.org, which can be used
for public discussion of SCIM schema proposals prior to registration
Use of the mailing list is strongly encouraged. The |ESG has

appoi nted a desi gnated expert [RFC5226] who will nonitor the
scim@etf.org mailing list and review registrations.

Regi stration of new "core" schemas (e.g., in the namespace
"urn:ietf:parans:scimschenas:core") and "API" schenmas (e.g., in the
nanespace "urn:ietf:parans:scimapi") MJIST be reviewed by the

desi gnated expert and published in an RFC. An RFC is REQUI RED for
the registration of new val ue data types that nodify existing
properties. An RFCis also REQU RED for registration of SCIM schenma
URIs that nodify SCIM schema previously docunented in an existing
RFC. URNs within "urn:ietf:parans:scin but outside the above
nanespaces MAY be registered with a sinple review (e.g., check for
spam) by the designated expert on a first-come-first-served basis.

The registration procedure begins when a conpleted registration

tenpl ate, defined in the sections below, is sent to scim@etf.org and
iana@ana.org. Wthin two weeks, the designated expert is expected
to tell IANA and the submitter of the registration whether the
registration is approved, approved with mnor changes, or rejected
with cause. When a registration is rejected with cause, it can be
resubnmitted if the concerns listed in the cause are addressed.
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Deci si ons made by the designated expert can be appealed to the | ESG
Applications Area Director, then to the IESG They follow the nornal
appeal s procedure for | ESG deci sions.

Once the registration procedure concludes successfully, | ANA creates
or nodifies the corresponding record in the SCIM schema registry.
The conpleted registration tenplate is discarded
An RFC specifying one or nore new schema URI's MJST include the
conpl eted registration tenplates, which MAY be expanded with
additional information. These conpleted tenplates are intended to go
in the body of the docunent, not in the | ANA Considerations section
The RFC SHOULD include any attributes defined.

10.3.2. Schema Registration Tenpl ate
A SCI M schema URI is defined by conpleting the follow ng tenpl ate:
Schena URI: A unique URI for the SCIM schena extension

Schema Nanme: A descriptive nane of the schema extension (e.g.
"Ceneric Device").

I ntended or Associ ated Resource Type: A value defining the resource
type (e.g., "Device").

Purpose: A description of the purpose of the extension and/or its
i nt ended use.

Singl e-value Attributes: A list and description of single-val ued
attributes defined, including conplex attributes.

Multi-valued Attributes: A list and description of nulti-val ued
attributes defined, including conplex attributes.
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10.4. Initial SCIM Schenma Registry

The | ANA has popul ated the "System for Cross-domain ldentity
Managenment (SCIM Scherma URIs" registry with the followi ng registries
for SCIM schema URIs, with pointers to appropriate reference
docunents. Note: The schema URIs listed bel ow are broken into two
lines for readability.

See Section
4.1

urn:ietf: parans: sci mschenas: User Resource

core: 2. 0: User

urn:ietf: parans:sci mschenas: See Section

I

|

| urn:ietf:paranms:scimschenas: Enterprise User See Section
I

I

| Group Resource
I

I I I
I I I
I I I
I I I
ext ensi on: enterprise: 2. 0: User | Extension | 4.3 |
I I I
I I I
I I I

core: 2. 0: Goup 4.2
oo e e e e eeeeaao oo oo +
SCIM Schema URI's for Data Resources
o e e m e e e e e e e e e e e e e e e e e e a - S +
| Schema URI | Nare | Reference |
oo e eeeeaao o e oo e +
| urn:ietf:parans: sci mschenas: | Service Provider | See |
| core:2.0: ServiceProviderConfig | Configuration | Section 5 |
| | Schema | |
I I I I
| urn:ietf:parans:sci mschenas: | Resource Type | See |
| core:2.0:ResourceType | Configuration | Section 6 |
I I I I
| urn:ietf:parans: sci mschenas: | Schema | See |
| core:2.0: Schema | Definitions | Section 7 |
| | Schema | |
o o e e e e e ee e oo oo +

SCI M Server-Rel ated Schema URl s
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