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Storing Validation Paranmeters in PKCS#8
Abstract

This meno describes a nethod of storing paraneters needed for
private-key validation in the Private-Key Information Syntax
Specification as defined in PKCS#8 format (RFC 5208). It is equally
applicable to the alternative inplenentation of the Private-Key

I nformation Syntax Specification as defined in RFC 5958.

The approach described in this docunent encodes the paraneters under
a private enterprise extension and does not formpart of a fornal
st andar d.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nakes no statenment about its value for

i mpl enentation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
https://ww.rfc-editor.org/info/rfc8479

Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1

I ntroduction

RSA or DSA private keys generated using the Shawe-Tayl or prine
generation algorithmdescribed in [FIPS186-4] allow for paraneter
validation, i.e., they verify whether the prines are actually prine
and were correctly generated. That is done by generating the
paraneters froma known seed and a sel ected hash al gorithm

Storing these paranmeters in a private-key format such as the RSA
Private-Key Syntax from PKCS#1 [ RFC8017] or commopn representations
for DSA private keys does not allow information needed for validation
to be attached to the paraneters. The purpose of this docunent is to
descri be such a nmethod using the Private-Key |Information Syntax
Specification as defined in [ RFC5208] and the alternative
specification described in [ RFC5958].

The approach described in this docunent encodes the paraneters under
a private enterprise extension and does not formpart of a fornal
standard. The encodi ng can be used as is or as the basis for a
standard at a later tine.

Val i dati onParans Attribute

The information related to the validation paraneters is stored as an
attribute in the PrivateKeylnfo structure. The attribute is
identified by the id-attr-validation-paraneters object identifier and
contains as AttributeValue a single ValidationParanms structure.

id-attr-validation-paraneters OBJECT I DENTIFIER :: =
{1 361412312 18 8 1}

Val i dati onParans ::= SEQUENCE {
hashAl go OBJECT | DENTI Fl ER,
seed OCTET STRI NG

}

The algorithmidentifier in ValidationParans should be a hash
algorithmidentifier for the nethods described in [FIPS186-4]. The
Val i dat i onPar ans sequence nmust be DER encoded [I| TU T- X690].
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3. Exanple Structure

The followi ng structure contains an RSA key generated using the

al gorithm from Section B.3.3 of [FIPS186-4], with SHA2-384 hash. The
seed used is

8af 4328c87bebcec31e303b8f 5537ef f ch6a91d947084d99a369823b36f 01462 ( hex
encoded) .

----- BEG N PRI VATE KEY-----

M | E/ gl BADANBgk ghki GCOWOBAQEFAASCBKcwggS] AgEAAol BAQCp PwXwf hDsWA3(q
j N2BW1xf Oy vZDVNF gTV/ b95g304At y3z13xPXAhHZ3ROWBpgPxTj 9f i q7ZMy4Ua
gMpPK81v3pHX1uok C2Kc GXbgbAq2@Bd xSXgEJI | RWDENuf j EAV10gArt 8Nl | PON
| ot alkQUul 1DMsqc5DTI a35Ng4j 1GWHKnLt POk Cr Gq9f Mawj Db PEpSp9DTquEMHI
o7kyJlj B+93i kLvBUTgbxr +j cnTLXuhA8r C8r +KXr e4NPPNPRyef RCALLt / URv A
r TvFO i 3vl j NnBZL5FAC+FVAr 5QnF3r 2+cubDPbnczr 4/ r r 81kzFGW wy AgF5FWI
pFt B51 YDAgMBAAECggEAHZ88v GNs NdmRkf hWipGWMicKCuo+Y7r e8Q H2Jd/ 4Ni n2
FKvUPul oazt i SGDbVmt+vej ama/ NuSFEI unNJRYMeoVJcx2DDuUxOLZBlal Ewf Met
/ DWI0/ JDzuCXBOCuS5GTW.hl 20z M3HXi hl dQODt GKt ++3Ncg5gy1D+cl qqJB515/ z
j YdZmbOWgne 7H3Di suxvnhi CAQUNr j cDau80hpMASTQ b+XKNGHI BgKpJe6l nBOP
MsS/ Aj Di DoEpP9G®@nv9+96r Agad4Nos6av Yl wiwbCed+hH WWEWsnT Df cJI nRgN
tj vGonj 00t 5dAt 7qGnf CoNDGr 5t vJVo/ g96Q 01 8QKBgQDbdzyt VRul 09aKVdAYW
/' Nj 04t ht nRags TyFH+7i bEVWNI Uul d/ Bp6NnuG Y+K1si X8+z A9f 8nmKxuXXVIKK4
GBIYpwWOj s2BXxM7 VYOG p6elRY3Rr d8w7pGr/ KqoPWkkui xTay9eybr IMMI3TT36
g7 NheNnmBHq c FmSQQUUWENMY p3MKBgQDDVai sMlkc/ sl yGh3Xr | f zmMLK+d PDucD
wse50f H 8@BPNniTcP20zVLhTevf f Cgel t SyeAn094Xdzc9vZ/ rt 69410k JEHy BOSL
Crht Yz94w SdRhbqgf 4Vz Al 2WJ184s1 Yi | ZDGsnGScgl Yvo6vem Tj Rhc8AMIYOPR
r L6xp6f r cwKBgFi 1+av( 6nFzD+ xqu89ny CrXLFi Al +nnj Ty7PM 7y Pl NB76qDG
Di | 2bWLXj +y/ 1R9I d6S1CVnxRbgLe+TZLuVS82nbnRHIT3b5f bD8j quGIOE+e+xT
DgAOXoCpBa6D8y Rt OuVDI yxCUsVd5DL0JusN7VehzcUEaZMyulL+Cy DeRA0OGBAI nB
gH6Ng3Kc6Kommw wat t J436sxr 1vuTKO yYdZBNBOZg5PG +MAUOzI 5LDr oLi 3v
FwbVGEBX cvxk SBUB 3FHhKMQW7NeOgi i +i QQcYQdt KKpb4ezNS1+exd55WI cExTgL
t vY¥ZMhgsh8t Rgf LWhXor 7kWhrdBr gef | Fi OxZI L1/ AoGAeBP7sdE+gzsh8j gFnVRj
7nQg+Yl | JA W 7c THApLI y2E09D+cN hL9LK6RaAd7PSZ1ladnBHf aROA2¢cf CnB4
Rl 4c7Ue0G+N6LZi FvCOBf i 5SaPVAEXXCQ: y8UqQj OCoZav SaXBPuNc TXZuzswcgbx|
G5/ kaJNHoEcdl Vs Ps YWKRNKgPz A9Bgor BgEEAZI | EggBMS8wWLQYJYI ZI AWJDBAI C
BCCKODKMh7687DH] A7j 1U37/ y2qR2Ucl TZnj aYl 7NvAUYg==

----- END PRI VATE KEY-----

4. Conpatibility Notes
For compatibility, it is reconmended that inplenentations foll ow ng
this docunent support generation and validation using the SHA2- 384
hash al gorithm
The extension defined in this docunent is applicable both to the

Private-Key Information Syntax Specification (PKCS#8) [RFC5208] and
to Asynmmetric Key Packages [ RFC5958].
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5. Security Considerations

Al'l the considerations in [RFC5208] and [ RFC5958] apply.

6. | ANA Consi der ations

Thi s docunent has no | ANA acti ons.
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Appendi x A ASN. 1 Modul e

Thi s appendi x provides non-normative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[1TU T-X680] and [ RFC5912].

Pri vat eKeyVval i dati onAttrVi
{ iso(l) identified-organization(3) dod(6) internet(1)
private(4) enterprise(1l) 2312 18 1 1}

DEFINITIONS | MPLICI T TAGS :: =
BEG N
-- EXPORTS ALL
| MPORTS
ATTRI BUTE
FROM PKI X- ConmonTypes-2009 -- [RFC5912]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) } ;
-- PrivateKeylnfo is defined in [ RFC5208].

-- This definition adds the validation paraneters attribute
-- to the set of allowed attributes.

Privat eKeyl nfo ATTRI BUTE :: = {
at-validation-paraneters, ... }
at-validation-paraneters ATTRI BUTE :: = {

TYPE Val i dati onPar ans
| DENTI FI ED BY id-attr-validation-paraneters }

id-attr-validation-paraneters OBJECT I DENTIFIER :: =
{ 1361412312 1881}

Val i dati onParans ::= SEQUENCE {
hashAl g OBJECT | DENTI FI ER,
seed OCTET STRI NG }

END
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