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A SI P Response Code for Unwanted Calls
Abst r act

Thi s docunent defines the 607 (Unwanted) SIP response code, allow ng
called parties to indicate that the call or nmessage was unwanted

SIP entities may use this information to adjust how future calls from
this calling party are handled for the called party or nore broadly.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc8197

Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

In many countries, an increasing nunber of calls are unwanted

[ RFC5039]: they nmight be fraudulent or illegal telenarketing or naybe
the receiving party does not want to be disturbed by, say, surveys or
solicitation by charities. Carriers and other service providers may
want to help their subscribers avoid receiving such calls, using a
variety of global or user-specific filtering algorithns. One input
into such algorithns is user feedback. User feedback nay be offered
t hrough snart phone apps, APIs or within the context of a SIP-
initiated call. This document addresses feedback within the SIP
call. Here, the called party either rejects the SIP [ RFC3261]
request as unwanted or terminates the session with a BYE request
after answering the call. [INVITE and MESSAGE requests are nost
likely to trigger such a response.

To allow the called party to express that the call was unwanted, this
docunent defines the 607 (Unwanted) response code. The user agent
(UA) of the called party, based on input fromthe called party or
some UA-internal logic, uses this to indicate that this call is
unwanted and that future attenpts are likely to be simlarly
rejected. While factors such as identity spoofing and cal

forwardi ng nmay nmake authoritative identification of the calling party
difficult or inpossible, the network can use such a rejection --

possi bly conbined with a pattern of rejections by other callees and/
or other information -- as input to a heuristic algorithmfor
determning future call treatnment. The heuristic processing and
possi bl e treatnment of persistently unwanted calls are outside the
scope of this docunent.
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When this docunent refers to "caller identity", it uses "identity" in
the sane sense as [SIP-IDENTITY], i.e., to nean either a canonica
address-of -record (AOR) SIP URI enployed to reach a user (such as
"sip:alice@tl anta. exanple.conm), or a tel ephone nunber, which
commonly appears in either a tel URI [RFC3966] or as the user portion
of a SIP URI.

2. Normative Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Moti vati on

None of the existing 4xx, 5xx, or 6xx response codes signify that
this SIP request is unwanted by the called party. For exanple, 603
(Decline) nmight be used if the called party is currently at di nner or
in a neeting, but does not want to indicate any specific reason. As
described in Section 21.6.2 [RFC3261], a 603 response may include a
Retry-After header field to indicate a better tinme to attenpt the

call. Thus, the call is rejected due to the called party’'s
(tenporary) status. As described in Section 4, the called party
i nvokes the "unwanted call" user interface and 607 (Unwanted)

response indicating that it is instead the caller’s identity that is
causing the call to be rejected.

4, Behavior of SIP Entities

The response code 607 MAY be used in a failure response for an

I NVI TE, MESSAGE, SUBSCRI BE, or other out-of-dialog SIP request to

i ndi cate that the offered conmmunication is unwanted. The response
code MAY al so be used as the value of the "cause" paraneter of a SIP
reason-val ue in a Reason header field [ RFC3326], typically when the
called party user agent issues a BYE request term nating an inconing
call or a forking proxy issues a CANCEL request after receiving a 607
response fromone of the branches. (Including a Reason header field
with the 607 status code allows the called party user agent that

recei ves a CANCEL request to make an informed choi ce whether and how
to include such calls in their mssed-call list or whether to show an
appropriate indication to the user.)
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The SIP entities receiving this response code are not obligated to
take any particular action beyond those appropriate for 6xx
responses. Follow ng the default handling for 6xx responses in

[ RFC5057], the 607 response destroys the transaction. The service
provi der delivering calls or nmessages to the user issuing the
response MAY take a range of actions, for exanple, add the calling
party to a personal blacklist specific to the called party, use the

i nformati on as input when conputing the likelihood that the calling
party is placing unwanted calls ("crowd sourcing"), initiate a
traceback request, or report the calling party' s identity to consuner
conpl ai nt dat abases. As discussed in Section 6, reversing the
"unwanted’ |abeling is beyond the scope of this nechanism as it wll
likely require a nechani smother than call signaling.

The user experience is envisioned to be sonewhat sinmlar to enai
spam buttons where the detail ed actions of the enmail provider remain
opaque to the user.

The mechani sm described here is only one of many inputs likely to be
used by call-filtering algorithns operated by service providers,
using data on calls froma particular identifier such as a tel ephone
nunber to establish handling for future calls fromthe sane
identifier. Call handling for unwanted calls is likely to involve a
conbi nation of heuristics, analytics, and nmachine |learning. These
may use call characteristics such as call duration and call vol unes
for a particular caller, including changes in those netrics over
time, as well as user feedback via non-SIP approaches and the
mechani sm descri bed here. |Inplenmentations will have to make
appropriate trade-offs between falsely labeling a caller as unwanted
and delivering unwanted calls.

Systens receiving 607 responses could decide to treat pre-call and
m d-call responses differently, given that the called party has had
access to call content for md-call rejections.

Dependi ng on the inplenentation, the response code does not
necessarily automatically block all calls fromthat caller identity.
The sanme user interface action night also trigger addition of the
caller identity to a local, on-device blacklist or graylist, e.g.
causing such calls to be flagged or alerted with a different ring

t one.

The actions described here do not depend on the nature of the SIP
URI, e.g., whether or not it describes a tel ephone nunber; however,
the sane anonynous SIP URI [RFC3323] nay be used by nultiple callers;
thus, such URIs are unlikely to be appropriate for URl -specific cal
treatment. SIP entities tallying responses for particular callers
may need to consider canonical zing SIP URI's, including tel ephone
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nunbers, as described in [SIP-IDENTITY]. The calling party nay be
identified in different locations in the SIP header, e.g., the From
header field, P-Asserted-ldentity or H story-Info, and nmay al so be
af fected by diverting services.

This docunent defines a SIP feature-capability [ RFC6809], sip. 607,
that allows the registrar to indicate that the correspondi ng proxy
supports this particular response code. This allows the UA for
exanple, to provide a suitable user-interface el ement, such as a
"spani button, only if its service provider actually supports the
feature. The presence of the feature capability does not inply that
the provider will take any particular action, such as bl ocking future
calls. A UA may still decide to render a "spant button even without
such a capability if, for exanple, it naintains a device-loca

bl acklist or reports unwanted calls to a third party.

5. | ANA Consi derations
5.1. SIP Response Code

Thi s docunent registers a new SIP response code. This response code
is defined by the follow ng information, which has been added to the
"Response Codes" subregistry under the "Session Initiation Protoco
(SIP) Paraneters" registry <http://ww.iana. org/assi gnnents/sip-
par anet er s>
Response Code: 607
Description: Unwant ed
Ref erence: [RFCB197]

5.2. SIP @ obal Feature-Capability Indicator
Thi s docunent defines the feature capability sip.607 in the "SIP
Feat ure-Capability Indicator Registration Tree" registry defined in
[ RFC6809] .
Name: sip. 607

Description: This feature-capability indicator, when included in a
Feat ure- Caps header field of a REQ STER response, indicates that

the server supports, and will process, the 607 (Unwanted) response
code.

Ref erence: [RFC8197]
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6.

Security Considerations

If the calling party address is spoofed, users may report the caller
identity as placing unwanted calls, possibly leading to the bl ocking
of calls fromthe legitimte user of the caller identity in addition
to the unwanted caller, i.e., creating a formof denial-of-service
attack. Thus, the response code SHOULD NOT be used for creating
global call filters unless the calling party identity has been

aut henticated using [SIP-1DENTITY] as being assigned to the caller

pl acing the unwanted call. (The creation of call filters local to a
user agent is beyond the scope of this docunent.)

Even if the identity is not spoofed, a call or nessage recipient
mght flag legitimate caller identities, e.g., to exact vengeance on
a person or business, or sinply by nmistake. To correct errors, any
additions to a personal list of blocked caller identities should be
observabl e and reversible by the party being protected by the

bl acklist. For exanple, the list may be shown on a web page or the
subscri ber may be notified by periodic email remnminders. Any
additions to a global or carrier-wide list of unwanted callers needs
to consider that any user-initiated nmechanismw Il suffer froman
unavoi dable rate of false positives and tailor their algorithns
accordingly, e.g., by conparing the fraction of delivered calls for a
particular caller that are flagged as unwanted rather than just the
absol ute nunmber and considering tinme-weighted filters that give nore
credence to recent feedback

If an attacker on an unsecured network can spoof SIP responses for a
significant nunber of call recipients, it may be able to convince the
call-filtering algorithmto block legitimte calls. Use of TLS to
protect signaling nitigates against this risk

Since caller identities are routinely reassigned to new subscri bers,
al gorithnms are advised to consider whether the caller identity has
been reassigned to a new subscriber and possibly reset any rel ated
rating. (In sone countries, there are services that track which

t el ephone nunbers have been di sconnected before they are reassi gned
to a new subscriber.)

Some call services, such as 3PCC [ RFC3725] and call transfer

[ RFC5359], increase the complexity of identifying who (if anyone)
shoul d be inpacted by the receipt of 607 within BYE. Such services
m ght cause the wong party to be flagged or prevent flagging the
desired party.
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For both individually authenticated and unauthenticated calls,

reci pients of response code 607 nmay want to di stinguish responses
sent before and after the call has been answered, ascertaining
whet her either response tinming suffers froma | ower false-positive
rate.
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