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Abst r act

Thi s docunent describes the conventions for using ChaCha20-Pol y1305
Aut henti cated Encryption in the Cryptographic Message Syntax (CMVB).
ChaCha20- Pol y1305 is an authenticated encryption al gorithm
constructed of the ChaCha stream ci pher and Pol y1305 aut henti cat or
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1. Introduction

Thi s docunent specifies the conventions for using ChaCha20- Pol y1305
Aut henti cated Encryption with the Cryptographic Message Syntax (CMS)
[ CvB] aut henti cat ed- envel oped-data content type [ AUTHENV].

ChaCha [CHACHA] is a stream cipher devel oped by D. J. Bernstein in
2008. It is a refinement of Sal sa20, which is one of the ciphers in
the eSTREAM portfolio [ ESTREAM .

ChaCha20 is the 20-round variant of ChaCha; it requires a 256-bit key
and a 96-bit nonce. [FORIETF] provides a detailed al gorithm
description, exanples, and test vectors of ChaCha20.

Pol y1305 [POLY1305] is a Wegman-Carter, one-time authenticator
designed by D. J. Bernstein. Polyl305 produces a 16-byte
authentication tag; it requires a 256-bit, single-use key. [FORI ETF]
al so provides a detailed al gorithmdescription, exanples, and test
vectors of Pol y1305.

ChaCha20 and Pol y1305 have been desi gned for high-performance
software inplenentations. They can typically be inplenented with few
resources and i nexpensive operations, nmaking themsuitable on a wide
range of systems. They have al so been designed to mninize | eakage
of information through side channels.
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1.1. The ChaCha20 and Pol y1305 AEAD Construction

ChaCha20 and Pol y1305 have been conbi ned to create an Aut henticated
Encryption with Associated Data (AEAD) al gorithm[AEAD]. This AEAD
algorithmis often referred to as AEAD CHACHA20 POLY1305, and it is
described in [FORI ETF].

AEAD CHACHA20 POLY1305 accepts four inputs: a 256-bit key, a 96-bit
nonce, an arbitrary-length plaintext, and an arbitrary-1ength
addi ti onal authenticated data (AAD). As the nane inplies, a nonce
val ue cannot be used securely nore than once with the same key.

AEAD CHACHA20 POLY1305 produces two outputs: ciphertext of the sane
length as the plaintext and a 128-bit authentication tag.

AEAD CHACHA20 POLY1305 aut henti cated decryption processing is sinilar
to the encryption processing. O course, the roles of ciphertext and
pl ai ntext are reversed, so the ChaCha20 encryption function is
applied to the ciphertext, producing the plaintext. The Polyl1305
function is run over the AAD and the ciphertext, not the plaintext,
and the resulting authentication tag is bitwi se conpared to the

recei ved authentication tag. The nessage is authenticated if and
only if the cal cul ated and received authentication tags match

1.2. ASN. 1
CM5 val ues are generated using ASN. 1 [ X680], which uses the Basic
Encodi ng Rul es (BER) and the Di stingui shed Encodi ng Rul es (DER)
[ X690] .
1.3. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ STDWORDS] .
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2.

Key Managenent

The reuse of an AEAD CHACHA20_ PCOLY1305 nonce value with the same key
destroys the security guarantees. It can be extrenely difficult to
use a statically configured AEAD CHACHA20_POLY1305 key and never
repeat a nonce val ue; however, the CMS authenti cated-envel oped-data
content type supports four key nmanagenent techniques that allow a
fresh AEAD CHACHA20 POLY1305 key to be used as the

cont ent - aut henti cat ed-encryption key for a single protected content:

Key Transport: the fresh content-authenticated-encryption key is
encrypted in the recipient’s public key;

Key Agreenent: the recipient’s public key and the sender’s private
key are used to generate a pairwi se symetric key-encryption
key, then the fresh content-authenticated-encryption key is
encrypted in the pairw se symetric key;

Symretric Key-Encryption Keys: the fresh content-authenticated-
encryption key is encrypted in a previously distributed
symretric key-encryption key; and

Passwords: the fresh content-authenticated-encryption key is
encrypted in a key-encryption key that is derived froma
password or other shared secret val ue.

In addition to these four general key managenent techni ques, CMS
supports other key managenent techni ques. See Section 6.2.5 of
[CvB]. Since the properties of these key managenent techni ques are
unknown, no statenent about their support of fresh

cont ent - aut henti cat ed-encrypti on keys can be made. Designers and

i mpl ementers nmust performtheir own analysis if one of these other
key managenent techni ques is supported.

Usi ng t he AEAD CHACHA20 PCLY1305 Al gorithm w th Aut hEnvel opedDat a

This section specifies the conventions enpl oyed by CVS
i mpl enent ati ons that support the authenticated-envel oped-data content
type and t he AEAD CHACHA20 POLY1305 al gorithm

The AEAD CHACHA20_POLY1305 algorithmidentifier is |located in the
Aut hEnvel opedDat a Encrypt edCont ent | nfo content Encrypti onAl gorithm
field.
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The AEAD CHACHA20 POLY1305 algorithmis used to (1) authenticate the
attributes located in the AuthEnvel opedData authAttrs field, if any
are present, (2) encipher the content located in the

Aut hEnvel opedDat a Encrypt edContent | nfo encryptedContent field, and
(3) provide the message authentication code (MAC) | ocated in the

Aut hEnvel opedData mac field. The authenticated attributes are

DER encoded to produce the AAD i nput value to the

AEAD CHACHA20_POLY1305 al gorithm The ciphertext and the MAC are the
two out puts of the AEAD CHACHA20_POLY1305 algorithm Note that the
MAC, which is called the authentication tag in [ FORI ETF], provides
integrity protection for both the Aut hEnvel opedData authAttrs and the
Aut hEnvel opedDat a Encrypt edCont ent I nfo encrypt edCont ent.

Neit her the plaintext content nor the optional AAD inputs need to be
padded prior to invoking the AEAD CHACHA20 POLY1305 al gorithm

There is one algorithmidentifier for the AEAD CHACHA20_POLY1305
al gorithm

i d- al g- AEADChaCha20Pol y1305 OBJECT | DENTIFIER :: =
{ iso(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs9(9) snmine(16) alg(3) 18 }

The Algorithmdentifier paraneters field MJST be present, and the
paraneters field MJST contain an AEADChaCha20Pol y1305Nonce:

AEADChaCha20Pol y1305Nonce ::= OCTET STRI NG (S| ZE(12))

The AEADChaCha20Pol y1305Nonce contains a 12-octet nonce. Wth the
CMB, the content-authenticated-encryption key is nornally used for a
single content. Wthin the scope of any content-authenticat ed-
encryption key, the nonce value MJST be unique. That is, the set of
nonce val ues used with any given key MJUST NOT contain any duplicate
val ues.

4., S/IMME Capabilities Attribute

Section 2.5.2 of RFC 5751 [MBG defines the SM MECapabilities
attribute, which is used to specify a partial list of algorithns that
the software announci ng the SM MECapabilities can support. \When
constructing a CMS signed-data content type, conpliant software MAY

i nclude the SM MECapabilities signed attribute to announce support
for the AEAD CHACHA20 PCOLY1305 al gorithm

The SM MECapability SEQUENCE representing the AEAD CHACHA20_ POLY1305
al gorithm MJST i ncl ude the id-al g- AEADChaCha20Pol y1305 obj ect
identifier in the capabilitylD field and MJUST onmt the paraneters
field.
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The DER encodi ng of an SM MECapability SEQUENCE is the sanme as the
DER encodi ng of an Al gorithm dentifier. The DER encoding for the
AEAD CHACHA20_POLY1305 al gorithmin the SM MECapability SEQUENCE (in
hexadeci mal ) is:

30 0d 06 Ob 2a 86 48 86 f7 O0d 01 09 10 03 12
5. | ANA Consi derations

| ANA has added the following entry in the "SM Security for S/M M
Al gorithns (1.2.840.113549.1.9.16.3)" registry:

18 i d- al g- AEADChaCha20Pol y1305 RFC 8103

| ANA has added the following entry in the "SM Security for S/MME
Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:

66 i d-nmbd- CMB- AEADChaCha20Pol y1305 RFC 8103
6. Security Considerations

The CM5 Aut hEnvel opedData provides all of the tools needed to avoid
reuse of the sane nonce val ue under the same key. See the discussion
in Section 2 of this docunent. RFC 7539 [FORIETF] describes the
consequences of using a nonce val ue nore than once:

Consequences of repeating a nonce: If a nonce is repeated, then
both the one-tine Pol yl1305 key and the keystream are identica
bet ween the nessages. This reveals the XOR of the plaintexts,
because the XOR of the plaintexts is equal to the XOR of the

ci phertexts.

When usi ng AEAD CHACHA20_POLY1305, the resulting ciphertext is always
the sane size as the original plaintext. Some other nechani sm needs
to be used in conjunction with AEAD CHACHA20 POLY1305 if disclosure
of the size of the plaintext is a concern

The amount of encrypted data possible in a single invocation of

AEAD CHACHA20_POLY1305 is 2732-1 bl ocks of 64 octets each, because of
the size of the block counter field in the ChaCha20 bl ock function
This gives a total of 247,877,906, 880 octets, which is likely to be
sufficient to handle the size of any CVMS content type. Note that the
ci phertext length field in the authentication buffer will accommopdate
2764 octets, which is nuch | arger than necessary.

The AEAD CHACHA20_POLY1305 construction is a novel conposition of

ChaCha20 and Pol y1305. A security analysis of this composition is
given in [ PROCTER] .
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7.

7.

| mpl enent ati ons nust random y generate content-authenticated-
encryption keys. The use of inadequate pseudorandom nunber
generators (PRNGs) to generate cryptographic keys can result in
little or no security. An attacker may find it rmuch easier to
reproduce the PRNG environment that produced the keys, searching the
resulting snmall set of possibilities rather than "brute force"
searching the whol e key space. The generation of quality random
numbers is difficult. RFC 4086 [ RANDOM offers inportant gui dance in
this area.
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Appendi x A ASN. 1 Modul e

CM5- AEADChaCha20Pol y1305
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) 66 }

DEFINITIONS | MPLICI T TAGS ::= BEG N

| MPORTS
CONTENT- ENCRYPTI ON
FROM Al gorit hm nf ormati on- 2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d-nod- al gorithm nformation-02(58) };

-- EXPORTS Al

AEADCont ent Encrypti onAl gs CONTENT- ENCRYPTI ON : : =
{ cea- AEADChaCha20Pol y1305, ... }

cea- AEADChaCha20Pol y1305 CONTENT- ENCRYPTI ON :: = {
| DENTI FI ER i d- al g- AEADChaCha20Pol y1305
PARAMS TYPE AEADChaCha20Pol y1305Nonce ARE required
SM ME- CAPS { | DENTI FI ED BY i d- al g- AEADChaCha20Pol y1305 } }
i d- al g- AEADChaCha20Pol y1305 OBJECT | DENTIFIER :: =
{ iso(1l) nmenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs9(9) snmine(16) alg(3) 18 }
AEADChaCha20Pol y1305Nonce :: = OCTET STRING (Sl ZE(12))
END
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