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1. Introduction

Advanced Metering Infrastructure (AM) systens enable the

nmeasur enent; configuration; and control of energy, gas, and water
consunption and distribution; through two-way schedul ed,

on- exception, and on-denmand conmuni cati on

AM networks are conposed of mllions of endpoints, including neters,
distribution automati on el enents, and eventual |y Honme Area Network
(HAN) devices. They are typically interconnected using sone

conmbi nation of wireless and power |ine communications, thus formng
the so-call ed Nei ghbor Area Network (NAN) al ong with a backhau

net wor k provi ding connectivity to "command-and-control" nmanagenent
software applications at the utility conpany back office.

1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119].

1.2. Required Reading

[surveySE gives an overview of Smart Gid architecture and rel ated
applications.

A NAN can use wirel ess comruni cati on technol ogy, which is based on
the | EEE 802.15.4 standard fam ly: nore specifically, the Physica
Layer (PHY) anendnent [I|EEE. 802.15.4g] and the Media Access Contro
(MAC) sub-Ilayer anendment [ EEE. 802. 15.4e], which are adapted to
smart grid networks.

NAN can al so use Power Line Comunication (PLC) technol ogy as an
alternative to wirel ess comunications. Several standards for PLC
technol ogy have energed, such as [I|EEE. 1901. 2].

NAN can further use a nmix of wireless and PLC technol ogies to

i ncrease the network coverage ratio, which is a critical requirenent
for AM networks.
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1.3.

2.

Qut - of - Scope Requi renents
The followi ng are outside the scope of this document:

o0 Applicability statenent for RPL [ RFC6550] in AM networks conposed
of battery-powered devices (i.e., gas/water neters).

0 Applicability statenent for RPL in AM networks conposed of a mix
of devices powered by alternating current (i.e., electric nmeters)
and battery-powered neters (i.e., gas/water neters).

0 Applicability statenent for RPL storing node of operation in AM
net wor ks.

Routing Protocol for LLNs (RPL)

RPL provides routing functionality for nesh networks that can scale
up to thousands of resource-constrai ned devices that are

i nterconnected by | ow power and |l ossy |inks and communicate with the
external network infrastructure through a conmon aggregati on point(s)
(e.g., an LLN Border Router, or LBR)

RPL builds a Directed Acyclic Graph (DAG routing structure rooted at
an LBR, ensures |oop-free routing, and provides support for alternate
routes as well as for a wide range of routing netrics and policies.

RPL was designed to operate in energy-constrai ned environments and

i ncl udes energy-saving nechanisns (e.g., Trickle tinmers) and energy-
aware netrics. RPL’s ability to support nmultiple different netrics
and constraints at the sane tine enables it to run efficiently in
het er ogeneous networ ks conposed of nodes and links with vastly
different characteristics [ RFC6551].

Thi s docunent describes the applicability of RPL non-storing node (as
defined in [ RFC6550]) to AM depl oynents. The Routing Requirenents
for U ban Low Power and Lossy Networks [ RFC5548] are applicable to
AM networks as well. The term nology used in this docunent is
defined in [ RFC7102] .

Description of AM Networks for Electric Meters

In many deploynents, in addition to neasuring energy consunption, the
electric neter network plays a central role in the Smart Gid since
the device enables the utility conmpany to control and query the
electric nmeters thensel ves and can serve as a backhaul for all other
devices in the Smart Gid, e.g., water and gas neters, distribution
aut omati on, and HAN devices. Electric nmeters nmay al so be used as
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sensors to nonitor electric grid quality and to support applications
such as electric vehicle charging.

El ectric nmeter networks can be conposed of millions of smart neters
(or nodes), each of which is resource constrained in ternms of
processi ng power, storage capabilities, and comruni cati on bandw dth
due to a conbination of factors including regulations on spectrum
use; on meter behavior and perfornmance; and on heat enissions within
the meter, formfactor, and cost considerations. These constraints
result in a conproni se between range and throughput with effective
link throughput of tens to a few hundred kilobits per second per
link, a potentially significant portion of which is taken up by
protocol and encryption overhead when strong security neasures are in
pl ace.

El ectric nmeters are often interconnected into nmulti-hop nmesh

net wor ks, each of which is connected to a backhaul network |eading to
the utility conpany network through a network aggregation point,

e.g., an LBR

3.1. Deploynment Scenarios

AM networks are conposed of mllions of endpoints distributed across
both urban and rural environnents. Such endpoints can include
electric, gas, and water neters; distribution autonation el enents;
and HAN devi ces.

Devices in the network comunicate directly with other devices in
close proximty using a variety of |ow power and/or |ossy link
technol ogi es that are both wireless and wired (e.g., |EEE 802. 15. 4q,

| EEE 802. 15.4e, |EEE 1901.2, and [|EEE. 802.11]). 1In addition to
serving as sources and destinations of packets, many network el enents
typically also forward packets and thus forma mesh topol ogy.

In a typical AM depl oynent, groups of neters w thin physica
proximty formrouting domains, each in the order of a 1,000 to

10, 000 neters. Thus, each electric neter nmesh typically has severa
t housand wirel ess endpoints with densities varying based on the area
and the terrain.
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Figure 1: Typical NAN Topol ogy

A typical AM network architecture (see Figure 1) is conposed of a
Met er Data Managenent System (MDMS) connected through an | P network
to an LBR, which can be |located in the power substation or sonewhere
else in the field. The power substation connects the househol ds and
buil di ngs. The physical topology of the electrical grid is a tree
structure, either due to the three different power phases comn ng

t hrough the substation or just to the electrical network topol ogy.
Meters (represented by a Min the previous figure) can al so
participate in a HAN. The scope of this docunment is the

conmuni cati on between the LBR and the neters, i.e., the NAN segnent.

Node density can vary significantly. For exanple, apartnment

buil dings in urban centers may have hundreds of nmeters in close
proximty, whereas rural areas nay have sparse node distributions and
may i nclude nodes that only have a snmall nunmber of network nei ghbors.
Each routing domain is connected to the larger IP infrastructure

t hrough one or nore LBRs, which provide Wde Area Network (WAN)
connectivity through various traditional network technol ogies, e.g.
Et hernet, cellular, private WAN based on Wrl dwi de Interoperability
for Mcrowave Access (W MAX), and optical fiber. Paths in the nesh
bet ween a network node and the nearest LBR nmay be conposed of severa
hops or even several tens of hops. Powered fromthe nmain |line,
electric neters have |l ess energy constraints than battery powered
devi ces, such as gas and water meters, and can afford the additional
resources required to route packets.

As a function of the technol ogy used to exchange information, the
| ogi cal network topology will not necessarily match the electric grid
topology. |If neters exchange information through radio technol ogi es
such as in the I EEE 802.15.4 famly, then the topology is a nmeshed
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4.

4.

net wor k where nodes bel onging to the sane Destination-Oiented DAG
(DODAG can be connected to the grid through different substations.

I f narrowband PLC technology is used, it will nore or less follow the
physical tree structure since crosstalk may all ow one phase to
communi cate with the other. This is particularly true near the LBR
Sonme mi xed topol ogy can al so be observed since sone LBRs nmay be
strategically installed in the field to avoid all the conmunications
going through a single LBR  Neverthel ess, the short propagation
range forces neters to relay the infornation.

Smart Gid Traffic Description
1. Smart Gid Traffic Characteristics

In current AM depl oynents, nmetering applications typically require
all smart meters to communicate with a few head-end servers that are
deployed in the utility conpany data center. Head-end servers
generate data traffic to configure smart data reading or initiate
queries and use unicast and nmulticast to efficiently comunicate with
a single device (i.e., Point-to-Point (P2P) conmunications) or groups
of devices respectively (i.e., Point-to-Miltipoint (P2MP)

communi cation). The head-end server may send a single small packet
at atime to the neters (e.g., a neter read request, a snal
configuration change, or a service-switch command) or a series of

| arge packets (e.g., a firmvare downl oad across one or even thousands
of devices). The frequency of large file transfers (e.g., firmware
downl oad of all metering devices) is typically nmuch | ower than the
frequency of sending configuration nessages or queries. Each smart
meter generates Smart Metering Data (SMD) traffic according to a
schedule (e.g., periodic neter reads) in response to on-denand
queries (e.g., on-demand neter reads) or in response to sone |oca
event (e.g., power outage or leak detection). Such traffic is
typically destined to a single head-end server. The SMD traffic is
thus highly asymmetric, where the majority of the traffic vol unme
generated by the smart meters typically goes through the LBRs, and is
directed fromthe smart neter devices to the head-end servers in a
Mesh Peer-to-Peer (MP2P) fashion. Current SMD traffic patterns are
fairly uniformand well understood. The traffic generated by the
head- end server and destined to netering devices is dom nated by
periodic meter reads while traffic generated by the netering devices
is typically uniformy spread over some periodic read tinme-w ndow.

Smart netering applications typically do not have hard real -tinme
constraints, but they are often subject to bounded | atency and
stringent service |level agreenments about reliability.
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4. 2.

Di stribution Autonation (DA) applications typically involve a snall
nurmber of devices that communicate with each other in a P2P fashion
and may or may not be in close physical proximity. DA applications
typically have nore stringent |atency requirenents than SMD
applications.

There are al so a nunber of energing applications such as electric
vehi cl e charging. These applications may require P2P comuni cation
and nmay eventually have nore stringent |atency requirenents than SMD
applications.

Smart Gid Traffic QS Requirenents

As described previously, the two main traffic fanilies in a NAN are:

A) Meter-initiated traffic (Meter-to-Head-End - MHE)

B) Head-end-initiated traffic (Head-End-to-Mter - HE2M

Bl) request is sent in P2P to a specific nmeter
B2) request is sent in nulticast to a subset of neters
B3) request is sent in nulticast to all neters

The M2HE are event based while the HE2M are nostly comrand response.

In nost cases, MRHE traffic is nore critical than HE2M one, but there

can be exceptions.

Regarding priority, traffic may al so be divided into several classes:

Cl) High-Priority Critical traffic for Power System Qutage, Pricing
Events, and Energency Messages require a 98% packet delivery
under 5 s (payl oad size < 100 bytes)

C2) Critical Priority traffic for Power Quality Events and Meter
Service Connection and Di sconnection requires 98% packet
delivery under 10s (payl oad size < 150 bytes)

C3) Normal Priority traffic for System Events including Faults,
Configuration, and Security requires 98% packet delivery under
30 s (payl oad size < 200 bytes)

C4) Low Priority traffic for Recurrent Meter Reading requires 98%

packet 2-hour delivery window 6 tinmes per day (payl oad size <
400 byt es)

Cam W nget, et al. St andards Track [ Page 8]



RFC 8036 RPL Applicability for AM January 2017

4.

5.
5.

5.

C5) Background Priority traffic for firnmware/software updates
processed to 98% of devices within 7 days (average firnware
update is 1 MB)

3. RPL Applicability per Smart Gid Traffic Characteristics

The RPL non-storing node of operation naturally supports upstream and
downstream forwardi ng of unicast traffic between the DODAG root and
each DODAG node, and between DODAG nodes and t he DODAG root,
respectively.

The group conmuni cati on nodel used in smart grid requires the RPL
non-storing node of operation to support downstream forwarding of
multicast traffic with a scope larger than link-local. The DODAG
root is the single device that injects multicast traffic, with a

scope larger than link-local, into the DODAG

Layer-2 Applicability
1. | EEE Wrel ess Technol ogy

| EEE amendnents 802.15.4g and 802. 15.4e to the standard | EEE 802. 15. 4
have been specifically devel oped for smart grid networks. They are
the nost common PHY and MAC | ayers used for wireless AM networks

| EEE 802. 15.4g specifies multiple nodes of operation (FSK, OQPSK, and
OFDM nodul ations) with speeds from 50 kbps to 600 kbps and all ows for
transport of a full 1Pv6 packet (i.e., 1280 octets) w thout the need
for upper-layer segnentation and reassenbly.

| EEE Std 802.15.4e is an anmendnment to | EEE Std 802.15.4 that
specifies additional Media Access Control (MAC) behaviors and frame
formats that allow | EEE 802. 15.4 devices to support a w de range of

i ndustrial and comercial applications that were not adequately
supported prior to the release of this anendnent. It is inportant to
noti ce that | EEE 802.15. 4e does not change the link-layer security
schene defined in the last two updates to | EEE Std 802.15.4 (e.qg.
2006 and 2011 anendnents).

2. | EEE Power Line Conmmunication (PLC) Technol ogy

| EEE Std 1901. 2 specifies comunications for |ow frequency (less than
500 kHz) narrowband power |line devices via alternating current and
direct current electric power lines. |EEE Std 1901.2 supports indoor
and out door conmunications over a |ow voltage line (the |line between
transformer and meter, which is less than 1000 V) through a
transforner of |owvoltage to medi umvoltage (1000 V up to 72 kV) and
through a transformer of mediumvoltage to | owvoltage power lines in
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both urban and in long distance (nulti-kilonmeter) rura
commruni cati ons.

| EEE Std 1901. 2 defines the PHY | ayer and the MAC sub-|ayer of the
data link |layer. The MAC sub-|ayer endorses a subset of |EEE
Std 802.15.4 and | EEE 802. 15. 4e MAC sub-| ayer features

The IEEE Std 1901.2 PHY |layer bit rates are scalable up to 500 kbps
dependi ng on the application requirenments and type of encodi ng used.

The 1EEE Std 1901.2 MAC | ayer allows for transport of a full 1Pv6
packet (i.e., 1280 octets) w thout the need for upper-I|ayer
segnmentation and reassenbly.

| EEE Std 1901.2 specifies the necessary link-layer security features
that fully endorse the | EEE 802. 15. 4 MAC sub-| ayer security schene.

6. Using RPL to Meet Functional Requirenents

The functional requirenents for nost AM deploynents are sinmlar to
those listed in [ RFC5548]. This section informally highlights sone
of the simlarities:

o The routing protocol MJIST be capable of supporting the
organi zation of a |l arge nunber of nodes into regions containing on
the order of 1072 to 1074 nodes each

0o The routing protocol MJIST provide mechani sms to support
configuration of the routing protocol itself.

0 The routing protocol SHOULD support and utilize the |arge nunber
of highly directed flows to a few head-end servers to handl e
scalability.

o The routing protocol MJIST dynam cally conpute and sel ect effective
routes conposed of | ow power and |ossy links. Local network
dynanmi cs SHOULD NOT inpact the entire network. The routing
protocol MJST conpute multiple paths when possible.

0 The routing protocol MJIST support multicast and uni cast

addressing. The routing protocol SHOULD support formation and
identification of groups of field devices in the network.
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RPL supports the follow ng features:

0 Scalability: Large-scale networks characterized by highly directed
traffic flows between each smart neter and the head-end servers in
the utility network. To this end, RPL builds a Directed Acyclic
Graph (DAG rooted at each LBR

0 Zero-touch configuration: This is done through in-band nethods for
configuring RPL variables using DI O (DODAG I nformation Object)
messages and DI O nessage options [ RFC6550] .

0 The use of links with tine-varying quality characteristics: This
is acconplished by allowing the use of netrics that effectively
capture the quality of a path (e.g., Expected Transm ssi on Count
(ETX)) and by liniting the inpact of changing |ocal conditions by
di scovering and maintaining nmultiple DAG parents (and by using
| ocal repair mechani sms when DAG | i nks break).

7. RPL Profile

7.1. RPL Features

7.1.1. RPL Instances
RPL operation is defined for a single RPL instance. However,
mul tiple RPL instances can be supported in nulti-service networks
where different applications nmay require the use of different routing

metrics and constraints, e.g., a network carrying both SMD and DA
traffic.

7.1.2. DAO Policy
Two-way comunication is a requirement in AM systens. As a result,
nodes SHOULD send Destination Advertisenment Object (DAO nessages to
est abli sh downward paths fromthe root to thensel ves

7.1.3. Path Metrics
Smart netering deploynments utilize link technol ogi es that may exhibit
significant packet |loss and thus require routing netrics that take
packet |oss into account. To characterize a path over such |ink
technol ogi es, AM depl oynents can use the ETX netric as defined in
[ RFC6551] .

Additional netrics nmay be defined in conpani on RFCs.
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7.1.4. (bjective Function

RPL relies on an hjective Function for selecting parents and
conmputing path costs and rank. This objective function is decoupled
fromthe core RPL nmechani snms and also fromthe nmetrics in use in the
network. Two objective functions for RPL have been defined at the
time of this witing, Objective Function 0 (OF0) [RFC6552] and

M ni mum Rank with Hysteresis Objective Function (MRHOF) [RFC6719],
both of which define the selection of a preferred parent and backup
parents and are suitable for AM depl oynents.

Addi tional objective functions may be defined i n conpani on RFCs.
7.1.5. DODAG Repair

To effectively handle tine-varying |ink characteristics and
availability, AM deploynments SHOULD utilize the | ocal repair

mechani snms in RPL. Local repair is triggered by broken |ink
detection. The first local repair nechani smconsists of a node
detaching froma DODAG and then reattaching to the sanme or to a
different DODAG at a later time. VWhile detached, a node advertises
an infinite rank value so that its children can select a different
parent. This process is known as "poisoning” and is described in
Section 8.2.2.5 of [RFC6550]. Wiile RPL provides an option to forma
| ocal DODAG, doing so in AM for electric meters is of little benefit
since AM applications typically comruni cate through an LBR  After

t he detached node has made sufficient effort to send a notification
toits children that it is detached, the node can rejoin the sane
DODAG wit h a hi gher rank value. The configured duration of the

poi soni ng nechani sm needs to take into account the disconnection tine
that applications running over the network can tolerate. Note that
when joining a different DODAG the node need not perform poi soning.
The second | ocal repair nechani smcontrols how nuch a node can
increase its rank within a gi ven DODAG version (e.g., after detaching
fromthe DODAG as a result of broken link or |oop detection).

Setting the DAGVaxRankl ncrease to a non-zero value enables this
mechani sm and setting it to a value of less than infinity limts the
cost of count-to-infinity scenarios when they occur, thus controlling
the duration of disconnection applications may experience.

7.1.6. Mul ti cast

Mul ticast support for RPL in non-storing node are being devel oped in
conpani on RFCs (see [RFC7731]).
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7.1.7. Security

AM depl oynents operate in areas that do not provide any physica
security. For this reason, the link-layer, transport-Ilayer, and
application-layer technologies utilized within AM networks typically
provi de security nechanisns to ensure authentication

confidentiality, integrity, and freshness. As a result, AM

depl oynents nay not need to inplenent RPL's security nechanisns; they
MUST include, at a mininmum 1link-layer security such as that defined
by | EEE 1901. 2 and | EEE 802. 15. 4.

7.2. Description of Layer-2 Features
7.2.1. | EEE 1901.2 PHY and MAC Sub-I| ayer Features

The I EEE Std 1901.2 PHY | ayer is based on OFDM nodul ati on and defi nes
a tine frequency interleaver over the entire PHY frame coupled with a
Reed Sol onon and Viterbi Forward Error Correction for maxi num
robustness. Since the noise |level in each OFDM subcarrier can vary
significantly, |EEE 1901.2 specifies two conpl ementary mechani sns
that allow fine-tuning of the robustness/performance tradeoff
inmplicit in such systems. More specifically, the first (coarse-

grai ned) nechani sm defines the nodul ati on from several possible

choi ces (robust (super-ROBO ROBO), BPSK, QPSK, and so on). The
second (fine-grained) nechani sm maps the subcarriers that are too
noi sy and deactivates them

The existence of multiple nodul ati ons and dynani c frequency excl usion
renders the problem of selecting a path between two nodes non-trivial
as the possi bl e nunber of conbinations increases significantly, e.g.
use a direct link with sl ow robust nodul ati on or use a relay neter
with fast nodul ation and 12 di sabl ed subcarriers. |n addition, |EEE
1901. 2 technol ogy offers a mechani sm (adaptive tone nap) for periodic
exchanges on the link quality between nodes to constantly react to
channel fluctuations. Every neter keeps a state of the quality of
the link to each of its neighbors by either piggybacking the tone
mappi ng on the data traffic or by sending explicit tone map requests.

The | EEE 1901.2 MAC franme format shares nost in conmon with the | EEE
802. 15.4 MAC frame format [I|EEE. 802.15.4]. A few exceptions are
descri bed bel ow.

o The IEEE 1901.2 MAC frane is obtained by prepending a Segnent
Control Field to the | EEE 802. 15.4 MAC header. One function of
the Segment Control Field is to signal the use of the MAC
sub-l ayer segnentation and reassenbly.
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7.

2.

o | EEE 1901.2 MAC franes use only the 802.15.4 MAC addresses with a
I ength of 16 and 64 bits.

o The I EEE 1901. 2 MAC sub-l ayer endorses the concept of Information
El ements, as defined in [I|EEE. 802.15.4e]. The format and use of
Information El enments are not relevant to the RPL applicability
st at enent .

The | EEE 1901. 2 PHY franme payl oad size varies as a function of the
nmodul ation used to transnit the frame and the strength of the Forward
Error Correction schene.

The | EEE 1901.2 PHY MIU size is variable and dependent on the PHY
settings in use (e.g., bandw dth, nodul ation, tones, etc). As quoted
fromthe | EEE 1901. 2 specification:

For CENELEC A/B, if MSDU size is nore than 247 octets for robust
OFDM (ROBO) and Super - ROBO nodul ations or nore than 239 octets for
al |l other nodul ations, the MAC | ayer shall divide the MSDU into
mul tiple segnents as described in 5.3.7. For FCC and ARIB, if the
MSDU si ze neets one of the followi ng conditions: a) For ROBO and
Super - ROBO nodul ati ons, the MSDU size is nore than 247 octets but
| ess than 494 octets, b) For all other nodul ations, the MSDU size
is nore than 239 octets but |ess than 478 octets.

2. | EEE 802.15.4 (Amendments G and E) PHY and MAC Feat ures

| EEE Std 802. 15.4g defines multiple nodes of operation, where each
node uses different nodul ation and has nmultiple data rates.
Additionally, the 802.15.4g PHY | ayer includes nmechanisns to inprove
t he robustness of the radi o conmuni cations, such as data whitening
and Forward Error Correction coding. The 802.15.4g PHY frane payl oad
can carry up to 2048 octets.

| EEE Std 802. 15. 4g defines the followi ng nodul ati ons: Milti-Rate and
Mul ti-Regional FSK (MR-FSK), MR-OFDM and MR-O QPSK. The (over-the-
air) bit rates for these nodul ations range from4.8 to 600 kbps for
MR-FSK, from50 to 600 kbps for MR-OFDM and from 6.25 to 500 kbps
for MR- O QPSK

The MAC sub-1layer running on top of a 4g radio link is based on | EEE
802. 15.4e. The 802.15.4e MAC allows for a variety of nodes for
operation. These include:

o Tinmetineslotslotted Channel Hopping (TSCH): specifically designed
for application domains such as process automation
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0 Low Latency Deterninistic Networks (LLDN): for application donains
such as factory automation.

0 Deterministic and Synchronous Milti-channel Extension (DSME): for
general industrial and conmercial application donmains that
i ncl udes channel diversity to increase network robustness.

0o Asynchronous Milti-channel Adaptation (AMCA): for |arge
i nfrastructure application domains.

The MAC addressing schene supports short (16-bit) addresses al ong
with extended (64-bit) addresses. These addresses are assigned in

di fferent ways and are specified by specific standards organi zati ons.
I nformation El enents, Enhanced Beacons, and frane version 2, as
defined in | EEE 802. 15. 4e, MJST be support ed.

Since the MAC frane payload size Iimtation is given by the 4g PHY
frame payload size limtation (i.e., 2048 bytes) and MAC | ayer
overhead (headers, trailers, Information Elenents, and security
overhead), the MAC frane payl oad MJUST able to carry a full |Pv6
packet of 1280 octets without upper-Ilayer fragnentation and
reassenbly.

7.2.3. | EEE MAC Sub-1layer Security Features

Since the I EEE 1901.2 standard is based on the 802.15.4 MAC sub-| ayer
and fully endorses the security schenme defined in 802.15.4, we only
focus on the description of the | EEE 802.15.4 security schene.

The | EEE 802. 15. 4 specification was designed to support a variety of
applications, many of which are security sensitive. |EEE 802.15.4
provi des four basic security services: nessage authentication
nmessage integrity, nmessage confidentiality, and freshness checks to
avoid replay attacks.

The 802.15.4 security layer is handled at the nedia access contro

| ayer, below the 6LOWPAN (I Pv6 over Low Power Wrel ess Personal Area
Net work) layer. The application specifies its security requirenents
by setting the appropriate control paraneters into the radi o/ PLC
stack. | EEE 802. 15.4 defines four packet types: beacon franes, data
franmes, acknow edgnment frames, and conmmand frames for the nedia
access control layer. The 802.15.4 specification does not support
security for acknow edgenent franes; data franes, beacon franes, and
command frames can support integrity protection and confidentiality
protection for the frames’ data field. An application has a choice
of security suites that control the type of security protection that
is provided for the transmtted MAC frame. Each security suite
offers a different set of security properties and guarantees, and
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ultimately offers different MAC frane formats. The 802.15.4
specification defines eight different security suites, outlined
below. W can broadly classify the suites by the properties that
they offer: no security, encryption only (AES-CTR), authentication
only (AES-CBC-MAC), and encryption and authentication (AES-CCM .

Each category that supports authentication cones in three variants
dependi ng on the size of the Message Authentication Code that it
offers. The MAC can be either 4, 8, or 16 bytes long. Additionally,
for each suite that offers encryption, the recipient can optionally
enabl e replay protection

o Null = No security

0 AES-CIR = Encryption only, CIR node

0 AES-CBC-MAC- 128 = No encryption, 128-bit MAC
0 AES-CBC-MAC-64 = No encryption, 64-bit MAC

0 AES-CCM 128 = Encryption and 128-bit MAC

0 AES-CCM 64 = Encryption and 64-bit MAC

0 AES-CCM 32

Encryption and 32-bit MAC

Note that AES-CCM 32 is the nost commonly used cipher in these
depl oynent s today.

To achi eve authentication, any device can maintain an Access Contro
List (ACL), which is a list of trusted nodes from which the device
wi shes to receive data. Data encryption is done by encryption of
Message Authentication Control frane payl oad using the key shared
bet ween two devices or anong a group of peers. |If the key is to be
shared between two peers, it is stored with each entry in the ACL
list; otherwise, the key is stored as the default key. Thus, the
device can make sure that its data cannot be read by devices that do
not possess the correspondi ng key. However, device addresses are
al ways transnitted unencrypted, which nakes attacks that rely on
device identity sonewhat easier to launch. Integrity service is
appl i ed by appending a Message Integrity Code (MC) generated from
bl ocks of encrypted nessage text. This ensures that a franme cannot
be nodified by a receiver device that does not share a key with the
sender. Finally, sequential freshness uses a franme counter and key
sequence counter to ensure the freshness of the incom ng frame and
guard agai nst replay attacks.

A cryptographi c Message Authentication Code (or keyed MC) is used to
aut henticate nessages. While longer MCs lead to inproved resiliency
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of the code, they al so make the packet size |larger and thus take up
bandwi dth in the network. |n constrained environnents such as
nmetering infrastructures, an optinum bal ance between security

requi renents and network throughput nust be found.

7.3. 6LOWPAN Options

AM i npl enent ati ons based on | EEE 1901. 2 and 802.15.4 (anendnents ¢
and e) can utilize all of the |IPv6 Header Conpression schenes
specified in Section 3 of [RFC6282] and all of the | Pv6 Next Header
conpressi on schenmes specified in Section 4 of [RFC6282], if reducing
over the air/wire overhead is a requirenent.

7.4. Recomrended Configuration Defaults and Ranges
7.4.1. Trickle Paraneters

Trickl e [ RFC6206] was designed to be density aware and perform wel |
in networks characterized by a wi de range of node densities. The
conbi nation of DI O packet suppression and adaptive tiners for sending
updates allows Trickle to performwell in both sparse and dense
environnents. Node densities in AM depl oynents can vary greatly,
from nodes having only one or a handful of neighbors to nodes having
several hundred nei ghbors. 1In high-density environnents, relatively
| ow values for Inmin nmay cause a short period of congestion when an

i nconsistency is detected and DI O updates are sent by a | arge nunber
of nei ghboring nodes nearly sinultaneously. While the Trickle tinmer
wi |l exponentially backoff, some tinme may el apse before the
congestion subsides. VWhile sone link [ayers enploy contention
mechani sns that attenpt to avoid congestion, relying solely on the
link ayer to avoid congestion caused by a | arge nunber of DI O
updates can result in increased comunication |atency for other
control and data traffic in the network. To nmitigate this kind of
short-term congestion, this document reconmends a nore conservative
set of values for the Trickle paraneters than those specified in

[ RFC6206]. In particular, DiOntervalMn is set to a larger value to
avoi d periods of congestion in dense environnents, and

Dl ORedundancyConstant i s paraneterized accordingly as described

bel ow. These values are appropriate for the tinmely distribution of
DI O updates in both sparse and dense scenari os while avoi ding the
short-term congestion that mght arise in dense scenarios. Because
the actual |ink capacity depends on the particular |ink technol ogy
used within an AM depl oynent, the Trickle parameters are specified
internms of the link’s nmaxi mum capacity for transnitting Iink-loca
mul ti cast messages. |If the link can transmit mlink-1ocal nulticast
packets per second on average, the expected tine it takes to transnmt
a link-local multicast packet is 1/ m seconds.
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7.

8.

4.

DO nterval Mn: AM deploynments SHOULD set DI O nterval M n such that
the Trickle Imnis at least 50 tines as long as it takes to
transmit a link-local nulticast packet. This value is larger than
that recommended in [RFC6206] to avoid congestion in dense urban
depl oynents as descri bed above.

Dl A nterval Doubl i ngs: AM depl oynents SHOULD set
Dl O nt erval Doubl i ngs such that the Trickle Inax is at |east 2
hours or nore.

Dl ORedundancyConstant: AM depl oynents SHOULD set
DI ORedundancyConstant to a value of at least 10. This is due to
the | arger chosen value for DiQ nterval Mn and the proportiona
relationship between Imin and k suggested in [ RFC6206]. This
increase is intended to conpensate for the increased comunication
| at ency of DI O updates caused by the increase in the
Dl A nterval M n val ue, though the proportional relationship between
Imn and k suggested in [ RFC6206] is not preserved. |nstead,
Dl ORedundancyConstant is set to a |ower value in order to reduce
t he nunber of packet transm ssions in dense environments.

2. Oher Paraneters

0 AM depl oynents SHOULD set M nHopRanklncrease to 256, resulting in
8 bits of resolution (e.g., for the ETX netric).

0 To enable local repair, AM deploynments SHOULD set MaxRankl ncrease
to a value that allows a device to nove a small nunber of hops
away fromthe root. Wth a M nHopRankl ncrease of 256, a
MaxRankl ncrease of 1024 would all ow a device to nove up to 4 hops
awnay.

Manageabi l ity Consi derations

Net wor k manageability is a critical aspect of smart grid network

depl oynent and operation. Wth millions of devices participating in
the smart grid network, nany requiring real-tinme reachability,
automatic configuration, and |ightweight-network health nonitoring
and managenent are crucial for achieving network availability and
efficient operation. RPL enables automatic and consi stent
configuration of RPL routers through paranmeters specified by the
DODAG r oot and di ssem nated through DI O packets. The use of Trickle
for scheduling DI O transm ssions ensures |ightweight yet tinely
propagation of inportant network and paraneter updates and all ows
networ k operators to choose the trade-off point with which they are
confortable with respect to overhead vs. reliability and tineliness
of network updates. The netrics in use in the network along with the
Trickle Tinmer paraneters used to control the frequency and redundancy
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of network updates can be dynamically varied by the root during the
lifetime of the network. To that end, all DI O nessages SHOULD
contain a Metric Container option for disseninating the netrics and
metric val ues used for DODAG setup. In addition, D O nessages SHOULD
contain a DODAG Configuration option for dissenminating the Trickle

Ti mer paraneters throughout the network. The possibility of
dynanically updating the netrics in use in the network as well as the
frequency of network updates allows deploynent characteristics (e.qg.
network density) to be discovered during network bring-up and to be
used to tailor network paranmeters once the network is operationa
rather than having to rely on precise pre-configuration. This also
all ows the network paranmeters and the overall routing protoco
behavior to evolve during the lifetine of the network. RPL specifies
a nunber of variables and events that can be tracked for purposes of
network fault and performance nonitoring of RPL routers. Depending
on the nmenory and processing capabilities of each smart grid device,
vari ous subsets of these can be enmployed in the field.

9. Security Considerations

Smart grid networks are subject to stringent security requirenents,
as they are considered a critical infrastructure conponent. At the
same tinme, they are conposed of |arge nunbers of resource-constrained
devices interconnected with linited-throughput links. As a result,
the choice of security nechanisnms is highly dependent on the device
and network capabilities characterizing a particular depl oynent.

In contrast to other types of LLNs, in smart grid networks both
centralized adm nistrative control and access to a pernmanent secure
infrastructure are available. As a result, smart grid networks are
depl oyed with security mechani snms such as |ink-1layer, transport-

| ayer, and/or application-layer security mechanisns; while it is best
practice to secure all layers, using RPL's secure node may not be
necessary. Failure to protect any of these layers can result in
various attacks; a lack of strong authentication of devices in the
infrastructure can lead to uncontrolled and unaut hori zed access.
Simlarly, failure to protect the communication |ayers can enable
passive (in wireless nmediuns) attacks as well as nman-in-the-niddle
and active attacks.

As this document describes the applicability of RPL non-storing node,

the security considerations as defined in [ RFC6550] also apply to
this docunent and to AM depl oynents.
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9.1. Security Considerations during Initial Deploynent

During the manufacturing process, the neters are |loaded with the
appropriate security credentials (keys and certificates). The
configured security credentials during manufacturing are used by the
devices to authenticate with the systemand to further negotiate
operational security credentials for both network and application

| ayers.

9.2. Security Considerations during |Increnmental Depl oynent

If during the systemoperation a device fails or is known to be
conpronmised, it is replaced with a new device. The new device does
not take over the security identity of the replaced device. The
security credentials associated with the fail ed/ conproni sed device
are renoved fromthe security appliances.

9.3. Security Considerations Based on RPL’s Threat Analysis

[ RFC7416] defines a set of security considerations for RPL security.
Thi s docunent defines how it |everages the device' s link-layer and
application-layer security nechanisns to address the threats as
defined in Section 6 of [RFC7416].

Li ke any secure network infrastructure, an AM deploynment’s ability
to address node i npersonation and active man-in-the-middle attacks
rely on a nmutual authentication and authorization process. To enable
strong nmutual authentication, all nodes, fromsmart neters to nodes
in the infrastructure, nust have a credential. The credential may be
boot strapped at the tinme the node is nmanufactured but nust be
appropriately managed and cl assified through the authorization
process. The managenent and aut horization process ensures that the
nodes are properly authenticated and behaving or "acting’ in their
assigned rol es.

Simlarly, to ensure that data has not been nodified, confidentiality
and integrity at the suitable layers (e.g., the link layer, the
application layer, or both) should be used.

To provide the security nechani sns to address these threats, an AM
depl oynent MJST include the use of the security schenes as defined by
| EEE 1901.2 (and | EEE 802.15.4) with | EEE 802.15.4 defining the
security nechanisns to afford nutual authentication, access contro
(e.g., authorization), and transport confidentiality and integrity.
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10.

11.

11.

Privacy Considerations

Privacy of information flow ng through smart grid networks are
subject to consideration. An evolving set of recommendati ons and
requi renents are being defined by different groups and consorti uns;
for exanple, the U S. Departnent of Energy issued a docunent [ DOEVCC]
defining a process and set of recommendations to address privacy

i ssues. As this docunment describes the applicability of RPL, the
privacy considerations as defined in [PRIVACY] and [EUPR] apply to
this docunent and to AM depl oynents.
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