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Abstract

This docunent presents real-world data regarding the extent to which
packets with | Pv6 Extension Headers (EHs) are dropped in the |nternet
(as originally neasured in August 2014 and later in June 2015, wth
simlar results) and where in the network such droppi ng occurs. The
af orementioned results serve as a problem statenent that is expected
to trigger operational advice on the filtering of |IPv6 packets
carrying | Pv6 EHs so that the situation inproves over tine. This
docunent al so explains how the results were obtained, such that the
correspondi ng neasurenents can be reproduced by other nenmbers of the
community and repeated over tine to observe changes in the handling
of packets with | Pv6 EHs.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7872
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1

I ntroduction

| Pv6 Extension Headers (EHs) allow for the extension of the |Pv6

prot ocol and provide support for core functionality such as |IPv6
fragmentation. While packets enploying | Pv6 EHs have been suspected
to be dropped in sone | Pv6 deploynents, there was not nuch concrete
data on the topic. Sone prelinm nary nmeasurenents have been presented
i n [ PMIUD Bl ackhol es], [Gont-|EPG8], and [ Gont-Chown- | EPG39],

wher eas [ Li nkova- Gont -1 EPG0] presents nore conprehensive results on
whi ch this docurment is based.

This docunent presents real-world data regarding the extent to which
packets containing | Pv6 EHs are dropped in the Internet, as neasured
in August 2014 and later in June 2015 with sinmilar results (pending
operational advice in this area). The results presented in this
docunent indicate that in the scenari os where the correspondi ng
measurenents were perfornmed, the use of |Pv6 EHs can | ead to packet
drops. W note that, in particular, packet drops occurring at
transit networks are undesirable, and it is hoped and expected that
this situation will inprove over tinme.

Support of |Pv6 Extension Headers in the Internet

This section sunmari zes the results obtained when neasuring the
support of IPv6 EHs on the path towards different types of public

| Pv6 servers. Two sources of information were enployed for the Iist
of public IPv6 servers: the "Wrld |IPv6 Launch" site

<ht t p: // ww. wor | di pv6l aunch. org> and Alexa’s list of the Top
1-MIlion Wb Sites <http://ww. al exa. conr. For each |list of domain
nanes, the follow ng datasets were obtained

0 Wb servers (AAAA records of the aforenentioned |ist)

o Mil servers (MX -> AAAA records of the aforenentioned list)

0 Nane servers (NS -> AAAA records of the aforenentioned |ist)
Dupl i cate addresses and | Pv6 addresses other than gl obal unicast
addresses were elinminated fromeach of those lists prior to obtaining
the results included in this docunent. Additionally, addresses that
were found to be unreachabl e were di scarded fromthe dataset (please
see Appendix B for further details).

For each of the aforenentioned address sets, three different types of
probes were enpl oyed:

o0 |Pv6 packets with a Destination Options header of 8 bytes;
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0 |Pv6 packets resulting in two IPv6 fragnents of 512 bytes each
(approxi mately); and

o0 |Pve packets with a Hop-by-Hop Options header of 8 bytes.

In the case of packets with a Destination Options header and the case
of packets with a Hop-by-Hop Options header, the desired EH size was
achi eved by nmeans of PadN options [ RFC2460]. The upper-1ayer

protocol of the probe packets was, in all cases, TCP [RFC793] with
the Destination Port set to the service port [ ANA- PORT- NUMBERS] of
the correspondi ng dataset. For exanple, the probe packets for al

t he nmeasurenents involving web servers were TCP segnents with the
Destination Port set to 80.

Besi des obtai ning the packet drop rate when enpl oying the

af orementioned I Pv6 EHs, we tried to identify whether the Autononobus
System (AS) dropping the packets was the sane as the AS of the
destination/target address. This is of particular interest since it
essentially reveal s whether the packet drops are under the control of
the intended destination of the packets. Packets dropped by the
destination AS are less of a concern since the device dropping the
packets is under the control of the sane organization as that to

whi ch the packets are destined (hence, it is probably easier to
update the filtering policy if deenmed necessary). On the other hand,
packets dropped by transit ASes are nore of a concern since they

af fect the deployability and usability of |IPv6 EHs (including |Pv6
fragmentation) by a third party (the destination AS). |In any case,
we note that it is inmpossible to tell whether, in those cases where

| Pv6 packets with EHs get dropped, the packet drops are the result of
an explicit and intended policy or the result of inproper device
configuration defaults, buggy devices, etc. Thus, packet drops that
occur at the destination AS might still prove to be problematic.

Since there is sone anbiguity when identifying the AS to which a
specific router belongs (see Appendix B.2), each of our neasurenents
results in tw different values: one corresponding to the "best-case
scenari 0" and one corresponding to the "worst-case scenario". The
"best-case scenario" is that in which, when in doubt, the packets are
assuned to be dropped by the destination AS, whereas the "worst-case
scenario" is that in which, when in doubt, the packets are assuned to
be dropped by a transit AS (pl ease see Appendix B.2 for details). In
the follow ng tables, the values shown w thin parentheses represent
the possibility that, when a packet is dropped, the packet drop
occurs in an AS other than the destination AS (considering both the
best-case scenario and the worst-case scenario).
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There are a nunber of observations to be nade based on the results
presented above. Firstly, while it has been generally assuned that
it is IPve fragnents that are dropped by operators, our results
indicate that it is IPv6 EHs in general that result in packet drops.
Secondly, our results indicate that a significant percentage of such
packet drops occurs in transit ASes; that is, the packet drops are
not under the control of the sanme organi zation as the fina

desti nati on.

3. Security Considerations

This docunent presents real-world data regarding the extent to which
| Pv6 packets enploying EHs are dropped in the Internet. As such
t hi s docunent does not introduce any new security issues.
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Appendi x A.  Reproduci ng Qur Experi nent

A 1.

A 2.

Gon

This section describes, step by step, how to reproduce the experinent
wi th which we obtained the results presented in this docunent. Each
subsection represents one step in the experiment. The tools enployed
for the experinent are traditional UN X-like tools (such as gunzip)
and the SI6 Networks' IPv6 Toolkit v2.0 (Quille) [IPv6-Tool kit].

Thr oughout this appendix, "#" denotes the comand-Iline prompt for
conmands that require superuser privileges, whereas "$" denotes the
prompt for commands that do not require superuser privileges.

bt ai ning the List of Domai n Nanes

The primary data source enployed was Alexa’'s Top 1M web sites,

avail abl e at: <http://s3.amazonaws. com al exa-static/top-1m csv. zi p>.
The file is a zipped file containing the list of the nbst popul ar web
sites, in Conma-Separated Value (CSV) format. The aforenentioned
file can be extracted with

$ gunzip < top-1lmcsv.zip > top-1mcsyv

A list of domain nanes (i.e., with other data stripped) can be
obtained with the follow ng command [| Pv6-Tool kit]:

$ cat top-1Imcsv | script6 get-al exa-domains > top-1mtxt

This command will create a "top-1Imtxt" file containing one domain
nane per line.

NOTE: The donmi n nanmes corresponding to the WPv6LD dataset is
avai |l abl e at

<http://ww. si 6net wor ks. conf dat aset s/ wi pv6day- domai ns.txt>. Since
the corresponding file is a text file containing one donmai n nane
per line, the steps produced in this subsection need not be
perfornmed. The WPv6LD dat aset shoul d be processed in the sane
way as the Al exa dataset, starting from Appendi x A. 2.

bt ai ni ng AAAA Resource Records

The file obtained in the previous subsection contains a |list of
domai n nanes that correspond to web sites. The AAAA records for such
domai n names can be obtained wth:

$ cat top-Imtxt | script6 get-aaaa > top-1lm web-aaaa.t xt
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The AAAA records corresponding to the mail servers of each of the
af orenenti oned donai n nanes can be obtained with

$ cat top-Imtxt | script6 get-nx | script6 get-aaaa >
top- 1m mai | - aaaa. t xt

The AAAA records corresponding to the nane servers of each of the
af orenmenti oned donai n nanes can be obtained with

$ cat top-Imtxt | script6 get-ns | script6 get-aaaa >
top- 1m dns- aaaa. t xt

A.3. Filtering the | Pv6 Address Datasets
The lists of |Pv6 addresses obtained in the previous step could
possi bly contain undesired addresses (e.g., non-global unicast
addresses) and/or duplicate addresses. In order to renove both
undesired and duplicate addresses, each of the three files fromthe
previ ous section should be filtered accordingly:

$ cat top-1lmweb-aaaa.txt | addr6 -i -q -B nmulticast -B unspec -k
gl obal > top-1m web-aaaa- uni que. t xt

$ cat top-1Imnuail-aaaa.txt | addr6 -i -g -B nmulticast -B unspec -k
gl obal > top-1m nail -aaaa- uni que. t xt

$ cat top-1lmdns-aaaa.txt | addr6 -i -q -B nmulticast -B unspec -k
gl obal > top-1m dns-aaaa- uni que. txt

A 4. Perform ng Measurenents with Each | Pv6 Address Dat aset
A 4.1. Measurenents with Wb Servers
In order to neasure DB with the |ist of web servers:

# cat top-1m web-aaaa-unique.txt | scripté trace6 do8 tcp 80 >
t op- 1m web- aaaa- do8- m t xt

In order to neasure HBH8 with the |ist of web servers:

# cat top-1m web-aaaa-unique.txt | script6é trace6 hbh8 tcp 80 >
t op- 1m web- aaaa- hbh8-m t xt

In order to neasure FH512 with the |ist of web servers:

# cat top-1m web-aaaa-unique.txt | script6 trace6 fh512 tcp 80 >
top- 1m web- aaaa- f h512- m t xt
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A 4.2. Measurenents with Mail Servers
In order to neasure DB with the list of mail servers:

# cat top-1lmnmail-aaaa-unique.txt | script6 trace6 do8 tcp 25 >
top-1m nui | - aaaa- do8-mt xt

In order to neasure HBH8 with the |ist of mail servers:

# cat top-1lmnuail-aaaa-unique.txt | script6é trace6 hbh8 tcp 25 >
top- 1m mai | - aaaa- hbh8- m t xt

In order to neasure FH512 with the list of mail servers:

# cat top-1lmnuail-aaaa-unique.txt | script6 trace6 fh512 tcp 25 >
top- 1m nai | - aaaa-f h512-mt xt

A 4.3. Measurenents with Nane Servers
In order to neasure DB with the |ist of nane servers:

# cat top-1lmdns-aaaa-unique.txt | script6 trace6 do8 tcp 53 >
top- 1m dns- aaaa- do8- m t xt

In order to neasure HBH8 with the |ist of name servers:

# cat top-1lmdns-aaaa-unique.txt | script6é trace6 hbh8 tcp 53 >
t op- 1m dns- aaaa- hbh8- mt xt

In order to neasure FH512 with the list of nane servers:

# cat top-1lmdns-aaaa-unique.txt | script6é trace6 fh512 tcp 53 >
top- 1m dns- aaaa- f h512- m t xt

A.5. (Obtaining Statistics from Qur Measurenents
A.5.1. Statistics for Wb Servers

In order to conmpute the statistics corresponding to our measurenents
of DOB with the list of web servers:

$ cat top-1mweb-aaaa-do8-mtxt | script6 get-trace6-stats >
t op- 1m web- aaaa- do8-stat s. t xt
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In order to conpute the statistics corresponding to our neasurenents
of HBH8 with the |ist of web servers:

$ cat top-1m web-aaaa-hbh8-mtxt | script6 get-trace6-stats >
t op- 1m web- aaaa- hbh8- st at s. t xt

In order to conpute the statistics corresponding to our neasurenents
of FH512 with the list of web servers:

$ cat top-1mweb-aaaa-fh512-mtxt | script6 get-trace6-stats >
top- 1m web- aaaa- f h512-stats. t xt

A 5.2, Statistics for Mail Servers

In order to conmpute the statistics corresponding to our measurenents
of DOB with the list of nail servers:

$ cat top-1lmnuail-aaaa-do8-mtxt | script6é get-trace6-stats >
top- 1m nmi | - aaaa- do8- st at s. t xt

In order to conmpute the statistics corresponding to our measurenents
of HBH8 with the list of mail servers:

$ cat top-1mnuail-aaaa-hbh8-mtxt | scripté get-trace6-stats >
top- 1m nmi | - aaaa- hbh8-stats. t xt

In order to conmpute the statistics corresponding to our measurenents
of FH512 with the list of nmil servers:

$ cat top-1lmnuail-aaaa-fh512-mtxt | script6 get-trace6-stats >
top-1m nuil - aaaa-fh512-stats.txt

A.5.3. Statistics for Nane Servers

In order to conmpute the statistics corresponding to our measurenents
of DOB with the Iist of name servers:

$ cat top-1lmdns-aaaa-do8-mtxt | script6 get-trace6-stats >
top- 1m dns- aaaa- do8-stat s. t xt

In order to compute the statistics corresponding to our measurenents
of HBH8 with the list of mail servers:

$ cat top-1lmdns-aaaa-hbh8-mtxt | script6 get-trace6-stats >
t op- 1m dns- aaaa- hbh8- st at s. t xt
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In order to conpute the statistics corresponding to our neasurenents
of FH512 with the list of mmil servers:

$ cat top-1lmdns-aaaa-fh512-mtxt | script6 get-trace6-stats >
top- 1m dns- aaaa-f h512-stats. t xt

Appendi x B. Measurenments Caveats

A nunber of issues have needed some considerati on when producing the
results presented in this document. These sane issues should be
consi dered when troubl eshooting connectivity problens resulting from
the use of | Pv6 EHs.

B.1. Isolating the Dropping Node
Let us assune that we find that | Pv6 packets with EHs are being

dropped on their way to the destination system 2001:db8:d::1 and that
the out put of running traceroute towards such destination is:

1. 2001:db8:1:1000::1
2. 2001:db8: 2:4000::1
3. 2001:db8: 3:4000::1
4. 2001: db8: 3:1000::1
5. 2001: db8:4:4000::1
6. 2001:db8:4:1000::1
7. 2001:db8:5:5000::1
8. 2001:db8:5:6000::1
9. 2001:db8:d::1

Additionally, let us assunme that the output of EH enabled traceroute
to the sane destination is:

2001: db8: 1: 1000:
2001: db8: 2: 4000:
2001: db8: 3: 4000:
2001: db8: 3: 1000:
2001: db8: 4: 4000:

agbrwbE
N

For the sake of brevity, let us refer to the | ast-responding node in
the EH-enabl ed traceroute ("2001:db8:4:4000::1" in this case) as "M'.
Assum ng that packets in both traceroutes enploy the sane path, we’ll
refer to "the node follow ng the |ast responding node in the

EH enabl ed traceroute" ("2001:db8:4:1000::1" in our case), as "Ml"
etc.

Based on traceroute information above, which node is the one actually

droppi ng the EH enabl ed packets will depend on whether the dropping
node filters packets before nmaking the forwardi ng decision or after
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maki ng the forwarding decision. |If the former, the dropping node
will be Mtl. If the latter, the dropping node will be "M.

Thr oughout this document (and our measurenments), we assune that those
nodes droppi ng packets that carry IPv6 EHs apply their filtering
policy, and only then, if necessary, forward the packets. Thus, in
our exanpl e above, the |l ast responding node to the EH enabl ed
traceroute ("M') is "2001:db8: 4:4000::1", and we assune the dropping
node to be "2001: db8: 4:1000: : 1" (" Ml1l").

Additionally, we note that when isolating the droppi ng node we assune
that both the EH enabled and the EH-free traceroutes result in the
sanme paths. However, this mght not be the case.

B.2. ntaining the Responsible O ganization for the Packet Drops

In order to identify the organization operating the droppi ng node,
one would be tenpted to | ookup the Autononpus System Numbers (ASNs)
corresponding to the droppi ng node. However, assum ng that Mand M1
are two peering routers, any of these two organi zations could be
provi ding the address space enployed for such peering. O, in the
case of an Internet Exchange Point (IXP), the address space could
correspond to the I XP AS rather than to any of the participating
ASes. Thus, the organi zation operating the dropping node (M+1l) could
be the AS for Mtl, but it might as well be the AS for M2. Only when
the ASN for M+l is the same as the ASN for M2 do we have certainty
about who the responsible organization for the packet drops is (see
slides 21-23 of [Linkova-Gont-I|EPG0]).

In the measurenent results presented in Section 2, the aforenentioned
anbiguity results in a "best-case" and a "worst-case" scenario
(rather than a single value): the | owest percentage val ue neans that,
when in doubt, we assunme the packet drops occur in the sane AS as the
destination; on the other hand, the highest percentage val ue neans
that, when in doubt, we assune the packet drops occur at a different
AS than the destination AS.

We note that the aforenentioned anbiguity should al so be consi dered
when troubl eshooting and reporting | Pv6 packet drops since

i dentifying the organi zati on responsible for the packet drops night
prove to be a non-trivial task

Finally, we note that a specific organization might be operating nore

t han one AS. However, our neasurenents assune that different ASNs
imply different organizations.

Gont, et al. I nf or mat i onal [ Page 13]



RFC 7872 | Pv6 Extension Headers June 2016

Appendi x C. Troubl eshooti ng Packet Drops Due to | Pv6 Extension Headers

I solating I Pv6 bl ackhol es essentially involves perfornming | Pv6
traceroute for a destination systemwith and without |IPv6 EHs. The
EH free traceroute would provide the full working path towards a
destination while the EH enabl ed traceroute woul d provi de the address
of the last-respondi ng node for EH enabl ed packets (say, "M). In
principle, one could isolate the dropping node by |ooking-up "M in
the EH-free traceroute with the droppi ng node being "M1" (see
Appendi x B.1 for caveats).

At the tinme of this witing, nost traceroute inplenentations do not
support | Pv6 EHs. However, the path6 tool of [|IPv6-Tool kit] provides
such support. Additionally, the blackhol e6 tool of [I|Pv6-Toolkit]
aut onat es the troubl eshooting process and can readily provide

i nformati on such as: dropping node’s | Pv6 address, dropping node’s
AS, etc.
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