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1. Introduction

Virtual Network Computing (VNC) clients are used to support renote
desktop connectivity based on the Renote Framebuffer (RFB) Protoco
[ RFC6143]. It is often desirable to integrate such functionality
with other software. However, the |lack of a standard nethod for
specifying VNC client paraneters has linmited such integration

The "vnc" Uni form Resource ldentifier (URI) schenme specified in this
docunent facilitates the launch of VNC clients fromapplications in
br owser - based, desktop, and nobile environments. Using this schene,
users and application vendors will be able to integrate renote
desktop capabilities without being tied to a particular client.

Renote desktop clients often store connection profiles in a |oca
connecti on database. By associating connections specified in a UR
with those stored in a database, client-specific options can be
autonmatically applied to a connection | aunched from anot her
application, even when that application is unaware of those options.

Connections to VNC servers are often secured using nechani sns

i ncluding Transport Layer Security / Secure Sockets Layer (TLS/SSL)
tunnel i ng [ RFC5246] and Secure Shell (SSH) [RFC4251] tunneling, which
are outside the scope of the RFB protocol. Defining the behavior of
these client-integrated security options enables their use with "vnc"
URI s.

1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

In this docunent, these words will appear with that interpretation
only when in ALL CAPS. Lowercase uses of these words are not to be
interpreted as carrying the significance described in RFC 2119.

2. The "vnc" URI Schene
2.1. URl Schene Syntax

The nornmative syntax of the "vnc" URI is defined in the <vnc-uri>
rule in the followi ng syntax specification. This specification uses
t he Augnment ed Backus- Naur Form (ABNF) as described in [RFC5234]. The
"vnc" URI conforms to the generic URI syntax specified in [ RFC3986].
The <userinfo>, <host>, <port>, <unreserved>, and <pct-encoded> rul es
are defined in [ RFC3986].
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vnc-uri = "vnc://" [ userinfo "@ ] [ host [ ":" port ] ]
[ "?" [ vnc-parans ] ]
vnc-parans = param"=" value *("&" param"=" value) ["&"]

param = 1*( param char )
val ue = *( paramchar )
param char = unreserved / pct-encoded / unreserved-synbol s

unr eserved-synbols = ":" [/ "/ [ "@ [ "'" [ "$" [ """
A G A I A A A

The "?", "=", and "&" characters are used to delimt VNC paraneters
and nust be percent-encoded when representing a data octet as
specified in [RFC3986]. Wthin the <vnc-parans> portion of a "vnc"
URI, the <unreserved-synbol s> do not have special neani ng and need
not be percent-encoded when representing a data octet.

A "vnc" URI has the general form
vnc: // host: port ?par aml=val uel&par anP=val ue2. .

The host infornmati on and each paraneter val ue specify information
used in establishing or operating the renote desktop session as
specified in Section 2.1.1.

For exanpl e:
vnc://10.0. 0. 1: 5901?VncPasswor d=secr et &Securi tyType=2

This exanple indicates a VNC connection to the host at IP "10.0.0. 1"
on port "5901" with VNC password "secret" using the VNC
Aut henti cation security type.

2.1.1. URI Paraneters

A description of host information and URI parameters is provided in
this section. Information on the constraints of various data types
is provided in Section 2.1.2. All paranmeters are considered
optional; however, a client will not be able to connect without
sufficient information.

A paraneter without a specified default value indicates that no
default value is inplied by this URI schenme; however, VNC clients can
apply inpl ement ati on-dependent default behavi ors ot herw se consi stent
with this docunent.
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The <userinfo> value is deprecated and processed only in an

i mpl ement ati on-specific manner. The <userinfo> conponent MJST NOT be
generated in an environment where a client supporting an updated UR
format is expected to be avail able. Wen processing a URl val ue from
an untrusted source, VNC clients SHOULD alert the user in order to
mtigate the risk that the URI is constructed to obscure the identity
of the renote host unless the URI can be validated or backwards-
conmpatibility considerations make an alert inpractical

The <host> and <port> values in the "vnc" URl specify the address of
the VNC server on the renote host:

- - o e SRR +
| Nare | Type | Description | Default
oo oo e e oo R +

host strin VNC server hostnanme or |P none

g

S S o e e e e e e e e e e - Fom e e - +
| port | ushort | VNC server port | 5900
oo oo o e e SR +

Warden & | ordanov I nf or mat i onal [ Page 5]



RFC 7869 The "vnc" URI Schene May 2016

The "vnc" URI paraneter val ues specify renote desktop connection or
session properties, including aspects of client operation, usability,
and security as specified in the table bel ow

S Fomm e e o o e e e e e e e e e e - Fom e e - +
| Nane | Type | Description | Default
R [ TS T B +
| ConnectionNane | string | Nanme of connection profile | none |
S [ TS o [ T +
| VncUser nane | string | VNC server usernane | none
S Fomm e e o o e e e e e e e e e e - Fom e e - +
| VncPasswor d | string | VNC server password | none
R [ TS T B +
| SecurityType | enum | RFB security type used | none |
| <rf bsec>| | |
Fom e e e e e oo oo f S o m e e e e e e e e e e e mea - S +
| Channel Type | enum | Connection channel type | none |
| <chan> | |
R [ TS T B +
| SshHost | string | SSH server hostnane or IP | <host>
S [ TS o [ T +
| SshPort | ushort | SSH server port | 22
S Fomm e e o o e e e e e e e e e e - Fom e e - +
| SshUser nane | string | SSH usernane | none
R [ TS T B +
| SshPassword | string | SSH password | none
S [ TS o [ T +
|  dHashAl gorithm enum | Hash algorithmused with | none |
| | <idhash>| "IdHash" paraneter |
S Fomm e e o o e e e e e e e e e e e e Fomm e - +
| I dHash | string | Expected hash of renote | none

| | <hex> | public key or certificate |
S [ TS o [ T +
| Col or Level | enum | dient color depth/node | none

| | <clevel >| | |
S Fomm e e o o e e e e e e e e e e e e Fomm e - +
| Vi ewOnl y | boolean | Client is view only | false
R [ TS o m e e e e e e aaa - [ T +
| SaveConnection | boolean | Store connection info | none

Fom e e e e e oo oo f S o m e e e e e e e e e e e mea - S +

o0 ConnectionNane, SaveConnection

"ConnectionName" is used to identify a connection profile in both
the launching application and VNC client. Profiles are applied as
described in Section 2.2.2. If omtted, the client MAY generate a
nane based on the host, port, and/or other parameters. The VNC
client MAY nornalize the nane as required
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If true, "SaveConnection" indicates a connection profile should be
created or updated and stored in the client connection database.
If false, no profile should be updated or persisted.

0 VncUsernane, VncPassword, SecurityType

The "SecurityType" paraneter indicates which RFB security type
applies to the connection. RFB security types are recorded in the
| ANA "Renote Franebuffer Security Types" registry created by

[ RFC6143]. The VNC client will use this information to determn ne
whi ch paraneters are required and establish the connection

VNC clients can sonetines automatically negotiate a security type
with a server. Specifying the security type controls the security
negoti ati on. Specifying the security type also allows a client to
pronmpt for necessary security parameters prior to establishing a
connection. Paraneters may take tine to enter on nobile clients
and could otherwise result in tinmeouts and/or security |ockouts.

If the specified type is not supported by the server, an error
SHOULD be indicated as described in Section 2.2.1.

"VncUser name" and "VncPassword" are used when applicable to

aut henticate to the VNC server using the specified "SecurityType".
Since passwords often contain arbitrary characters, they wll
often require percent encoding.

o0 Channel Type

"Channel Type" specifies the transport streamused to carry
connection data. This allows a client to initiate a connection
using a secure transport protocol such as SSH prior to connecting
to the VNC server socket. Use of this value in the context of the
"Integrated SSH' and "Secure Tunnel" channel types is provided in
Section 2.3.

0 SshHost, SshPort, SshUsernane, SshPassword

The SSH paraneters are intended for use with the "Integrated SSH'
channel type described in Section 2.3.1. These paraneters can

al so be used with any future SSH based channel types. Since
passwords often contain arbitrary characters, they will often
require percent encodi ng.
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0 |dHashAl gorithm |dHash

The "I dHashAl gorithnt and "Il dHash" values are used to verify the
expected identity of the renote system based on its public key or
certificate. Use of these values in the context of the
"Integrated SSH' and "Secure Tunnel" channel types is provided in
Section 2.3.

o Col orLevel

The "Col orLevel " paraneter specifies the color nodel to use for
data transfer and display as specified in Section 2.1.2. |If the
requested col or nodel is unsupported, the behavior is

i mpl erent ati on dependent.

o ViewOnly

If "ViewOnly" is true, the VNC client SHOULD operate in a display-
only node and refrain from sending i nput data including KeyEvent,

Poi nter Event, and dient Cut Text nessages specified in Section 7.5
of [RFC6143] unless this node is unsupported by the client.

Par anmet er nanmes SHOULD be provided in the case specified in this
docunent; however, for conpatibility, clients SHOULD accept
paraneters in a case-insensitive manner. Values SHALL be interpreted
in a case-sensitive manner, unless otherw se noted.

Addi tional paraneters likely to be useful with nultiple VNC clients
can be added to the "VNC URI Paraneters” registry as specified in
Section 4.6 of this docunent. |Individual clients MAY support
paraneters specific to that client. VNC clients supporting
application-specific paraneters SHOULD i nclude a distingui shing
prefix within the paranmeter name, such as the name of the application
package specified in source code except when precluded by
compatibility constraints. For exanple:

vnc://?comdell.vncclient. ScreenMode=2&

It can also be expected that clients will maintain backward
conmpatibility with legacy URI formats and paraneters.

Legacy software applications respond to "vnc" URIs in different ways
and nay fail to behave as expected. It is advisable to test "vnc"
URIs with specific applications or consult application-specific
docunent ati on.
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2.1.2.

Data Types

"vnc" URI's can be percent-encoded as specified in [ RFC3986] and MJST
be decoded. After decoding, the follow ng type constraints and
semantics apply:

(o]

string

Val ues of "string" type are UTF-encoded strings as specified in
[ RFC3629] .

The "string<hex>" subtype used in the "lIdHash" consists of col on-
delinmted ":" octets displayed in hexadecimal. For exanple:

5D: D2: 39: 57

Compari son of "string<hex>" values SHALL be case insensitive;
however, the uppercase notation is preferred for readability.

enum

The "enunt' types consi st of specific enunerated subtypes and are
represented by their decimal val ue.

The "enunxrfbsec>" val ues represent an RFB security type included
in the | ANA "Renote Franebuffer Security Types" registry created
by [ RFC6143].

"enunxchan>" val ues represent connection channel types listed in
the "VNC URI Connection Channel Types" registry created by

Section 4.4 of this docunent. Initial values are:
Val ue Description
1 St andard TCP
23 Secure Tunne
24 I nt egrated SSH

The "Standard TCP" channel type represents a generic TCP
connection. The "Secure Tunnel" and "Integrated SSH' [ RFC4252]
channel types are described in Section 2.3.
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Val ues of the "enunxi dhash>" paraneter represent secure hash
algorithnms in the "VNC URI Hash Al gorithns" registry created by
Section 4.5 of this docurment. The initial values include:

Val ue Description
1 VD5

2 SHAL

4 SHA256

The MD5 algorithmis described in [RFC1321]. The SHA-1 and
SHA- 256 al gorithnms are described in [SHS].

Val ues of the "enunxcl evel >" subtype represent a color level. In
the table bel ow, the columms have the nmeaning specified in
Section 7.4 of [RFC6143]:

BPP = bits-per-pixe
TC = true-color-flag
RM = red- max

GM = gr een- max

BM = bl ue- max
RS = red-shift
GS = green-shift
BS = bl ue-shift

The val ues are:

Val ue Description BPP Depth TCRM GVM BM RS GS BS
1 Bl ack and Wiite 8 3 t 1 1 1 2 1 0
2 Grayscal e 8 6 t 3 3 3 4 2 0
3 8 Colors 8 3 t 1 1 1 2 1 0
4 64 Col ors 8 6 t 3 3 3 4 2 0
5 256 Col ors 8 8 t 7 7 3 0 3 6
6 16-bit Col or 16 16 t 31 63 31 115 0
7 24-bit Col or 32 24 t 255 255 255 16 8 O
8 30-bit Col or 32 30 t 1023 1023 1023 0 10 20

A value of "t" indicates the true-color-flag should be set. The
bi g-endi an-fl ag (see Section 7.4 of [RFC6143]) should be set as
required for the system

o ushort

The "ushort" val ues represent unsigned 16-bit integers expressed
in decimal digits with val ue between 0-65535 incl usive.
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2.

2.

0 bool ean

"bool ean" val ues represent conditions that are true or fal se and
are represented as either "true" or "fal se" respectively. For
maxi mum conpatibility, clients SHOULD accept the value 1 as
representing true values and 0 as representing fal se val ues.
dients SHOULD perform parsing of "boolean" values in a case-

i nsensi tive manner.

An exanple "vnc" URl including several of these data types is:
vnc: / /| ocal host: 5900?Connect i onNanme=Ser ver &SecurityType=2&
| dHash=0D: 3A: 72: 08: 57: EA: 4D: 30&SaveConnect i on=f al se&

Not e the above exanpl e should be considered to be a contiguous
string without |ine breaks or whitespace and is broken into
multiple lines in this docunent for readability.

Processing URI's
Conceptually, a "vnc" URl supports only a "VIEW operation,

i ndi cating the user wi shes to view the renote desktop accessible via
the URI reference.

In general, when a VNC client receives a "vnc" URI, it will initiate
a renote desktop connection with the RFB protocol using the specified
host informati on and paraneter values. Initiating the connection

usi ng a connection channel mechani sm such as those specified in
Section 2.3 might require processing prior to establishing the RFB
connection. A client MAY attenpt to autonmatically discover or
negoti ate appropri ate connecti on channel, security, or other

par anet er val ues

The process for negotiating security types is specified in [RFC6143].
Supported connection channel s could be discovered by testing channe
types to detect when a channel is successfully established. To best
integrate with other applications, the VNC client SHOULD initiate the
connection with minimal or no user intervention, whenever sufficient
information is avail able and adequate security is preserved.

Host information and paraneter values nmay be provided through
connection profiles. Wen a paraneter value is not available from
either a URI or a connection profile described in Section 2.2.2, the
default value specified in Section 2.1.1 SHOULD be applied. If
avai l abl e paraneters are not sufficient to establish a connection
the VNC client SHOULD present a session initiation data-entry screen.
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2.2.1. FError Handling

In a typical interactive environnent, if an error prevents a session
from bei ng established, the VNC client presents an error nessage to
the user. When the nmessage is acknow edged, the consol e application
can show a session initiation data-entry screen populated with
avai |l abl e session paraneters, or it can terninate. |f an error
occurs after a session is successfully established that termni nates
the connection, the VNC client presents a term nation notification to
the user. Wen the termination notification is acknow edged, the
client can present a reconnection pronpt or termnate.

When an error occurs in a dedicated environment (such as a kiosk
system), the systemcan transmit an alert to the renote operator
record a log entry, and execute appropriate fallback behavi or such as
automatically attenpting to reestablish a session or displaying a
generi c nessage requesting servicing.

2.2.2. Connection Profile Mtching

VNC clients MAY store renote desktop session settings in connection
profiles. If the client is able to uniquely identify and associate a
connection request with a connection profile based on the

"Connecti onNane" paraneter value, renote host |P address, or hostname
/ fully qualified domain nane, the VNC client SHOULD apply profile
val ues for those settings that do not have values supplied in the
"vnc" URI. Wien profile data is unavailable, the VNC client MAY
apply global application defaults for settings not supplied in the
URI and for which the schene does not specify a default value. The
VNC client MUST NOT override supplied paraneters with profile val ues
or global defaults.

When t he "SaveConnection" paraneter value is true, within the VNC
client, a connection profile SHOULD be created or updated with the
val ues supplied in the "vnc" URI. Profile updates and storage shoul d
be consistent with the recommendations in Section 3.4.

2.3. Connection Channel Types
2.3.1. The "Integrated SSH' Channel Type

The "Integrated SSH' channel type establishes an SSH connection to a
host, authenticates with SSH password authentication, establishes a
secure tunnel to the VNC host/port, and then connects to the VNC
server using a supported "SecurityType". The secure tunnel wll
provi de encryption and data integrity, while verifying the public key
aut henticates the server. The SSH architecture is specified in

[ RFC4251]. The steps are detail ed bel ow
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1. The VNC client initiates a transport-Ilevel connection to the
"SshHost" on the "SshPort" specified in the parameter values with
a key exchange as described in [ RFC4253].

2. VWen the VNC client receives the server key (or certificate), the
hash of the key (or certificate) is conputed using the algorithm
corresponding to the "IdHashAl gorithnt paraneter value and

conpared with the expected "l dHash" value (if available). |If the
certificate hash cannot be verified, the client alerts the user or
operator. In a typical interactive environnent, the alert

provides the renpte system s identifying information including the
hash value and allows the user to term nate the connection. The
alert could allow the user to accept the key and conti nue
establishing the connection. In a dedicated environment (such as
a kiosk system, the systemcan transnmit an alert to the renote
operator, record a log entry, and execute appropriate fallback
behavi or such as displaying a generic nessage requesting
servi ci ng.

3. The SSH client authenticates the user using the "SshUsernane" and
"SshPasswor d" paraneter val ues according to the "password"
aut henti cati on nmechani sm described in [ RFC4252].

4. The SSH client opens a TCP/IP channel as specified in [ RFC4254]
fromthe | ocal systemto the systemindicated by the <host> and
<port> information val ues.

5. The VNC client establishes an RFB connection to the VNC server
over the channel and authenticates using the "SecurityType" as
described in [RFC6143] or other reference.

The VNC client MAY establish the connection described in this section
using an external SSH client, by |aunching the client and then
connecting to a secure tunnel created between a |ocal port and the
VNC server.

If the VNC client is supplied with additional paraneters outside the
scope of this docunment, it MAY performa variation of these steps
consistent with the underlying protocols, for exanple, by using
"publ i ckey" SSH client authentication [ RFC4252] or providing another
formof authentication to the VNC server. The specific negotiation
of SSH paraneters such as cipher suite configuration is outside the
scope of this docunent.

Many SSH clients present key hashes using MD5, and it can be expected

that |aunching applications will specify the hash be displayed in the
manner its users are famliar with
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For compatibility, when the "SecurityType" paraneter value is
"Integrated SSH' (24), a VNC client MJST treat the value as a request
to use "Integrated SSH' as the "Channel Type". However, this value
SHOULD NOT be supplied for the "SecurityType" paraneter unless
required for backward conpatibility as the channel is established
prior to connecting to the server and is not consistent with the
negoti ati on of other security types.

2.3.2. The "Secure Tunnel" Channel Type

The "Secure Tunnel" channel type establishes a TLS connection with a
renote server using certificate authentication, over which a
connection to the VNC server is established using a supported
"SecurityType". The secure tunnel will provide encryption and data
integrity, while verifying the certificate authenticates the server
The TLS protocol is specified in [RFC5246]. The steps are detailed
bel ow.

1. The VNC client initiates the TLS Handshake Protocol with a system
i ndi cated by the <host> and <port> information val ues.

2. VWhen the server certificate is received, the hash of the key
certificate is conputed using the algorithm corresponding to the
"I dHashAl gorithnt paraneter value and conpared with the expected
"I dHash" value (if available). |If the certificate hash cannot be
verified, the client alerts the user or operator. 1In a typica
interactive environnment, the alert provides the renpte systenis
identifying information and allows the user to term nate the
connection. The alert could allow the user to accept the key and
continue establishing the connection. |In a dedicated environnent
(such as a kiosk system, the systemcan transnmit an alert to the
renote operator, record a log entry, and execute appropriate
fall back behavior such as displaying a generic nessage requesting
servi ci ng.

When providing identifying infornmation of a host identified by an
X. 509 certificate [RFC5280] [ X 509], the certificate subject,

i ssuer, validity period, and certificate hash is typically

i ncluded. The VNC client MAY verify the validity of the
certificate. |If the validity of a certificate is not confirnmed,
the alert includes a statenment indicating such information has not
been veri fi ed.

3. The client finishes establishing the TLS tunnel
4. The VNC client establishes an RFB connection to the VNC server

over the channel and authenticates using the "SecurityType" as
described in [RFC6143] or other reference.
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If the VNC client is supplied with additional paraneters, it MAY
performa variation of these steps consistent with the underlying
protocol s, for exanple, by providing another form of authentication
to the VNC server. The negotiation of specific TLS paraneters such
as ci pher suite configuration is outside the scope of this docunent.

The TLS protocol provides backwards conpatibility with SSLv3;
however, due to known security flaws, it SHOULD NOT be used.

For compatibility, when the "SecurityType" paraneter value is "Secure
Tunnel "™ (23), a VNC client MJST treat the value as a request to use
"Secure Tunnel" as the "Channel Type". However, this val ue SHOULD NOT
be supplied for the "SecurityType" paraneter unless required for
backward conpatibility as the channel nmust be established prior to
connecting to the server and is not consistent with the negotiation
of other security types.

3. Security Considerations

Ceneral security concerns involving URI schenmes are discussed in
[RFC3986]. In inplenenting support for the "vnc" URI schene, areas
for particular consideration include application trust, UR handling,
host identification, and connection database security.

Renot e desktop connectivity requires the transm ssion of security
credentials, which could be included in a URI. |f those credentials
are not kept secure, an attacker can gain access to any systens using
those credentials. Host addresses and connection paraneters night

al so be considered sensitive, as such infornmation can be used in

pl anni ng an attack.

URI's can al so contain host identification information. It is
important to securely identify the renote host systemto which a
connection is established. |f a user connects to an attacker’'s

system user data, including credentials, can be exposed.

Note that the RFB protocol itself nay not encrypt data. To protect
data in transit, RFB should be tunnel ed over TLS [ RFC5246], SSH
[ RFC4251], or another secure protocol

Some VNC systens can be used w thout authentication. To protect the

renote host, strong passwords or other authentication nechani sns need
to be used.
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3.1. Application Trust

A malicious application receiving VNC credentials via UR or other
means can obvi ously m suse those credentials. To protect against
this, users should only install applications fromtrusted sources.
The integrity of application packages can be verified through digita
si gnatures

Applications |launching VNC clients can elect to launch only
particular trusted clients and can specify those clients through
pl at f orm speci fi c mechani snms. Package integrity can be verified
progranmatical ly by querying the package nanager for digita
signatures or other platformspecific neans.

The risk to a VNC client froma |aunching application is generally
much | ower, since the launching application will not receive
credentials or data fromthe client. A VNC client can verify its
call er thorough platformspecific nmeans.

VNC clients ought not to accept potentially destructive paraneters
fromuntrusted | aunching applications w thout explicit user
confirmation. For exanple, a client-specific parameter that runs an
arbitrary conmand upon establishing an SSH connection used for VNC
tunneling is potentially destructive and high risk

3.2. UR Handling

Wthin a nobile or desktop environnent, application launch wll
typically involve in-nenory URI data transmi ssion facilitated and
secured by the operating system

Wien "vnc" URI's are exchanged or used within a system their contents
nm ght be exposed by process listings or other instrumentation. Users
need to avoid including sensitive information in "vnc" URIs that
coul d be exposed to unauthorized observation

If sensitive URI information is exchanged across a network, for
exanple, by providing a list of connection URIs in a web page, the
data needs to be encrypted in transit and only be accessible to
aut hori zed users.

When an application detects potentially sensitive information in a
"vnc" URI, it needs to be handl ed securely or discarded. In
particular, UR data on persistent storage needs to be encrypted as
described in Section 3.4.
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Since "vnc" URIs nay contain sensitive information, applications
shoul d avoid |l ogging the URIs even when errors occur. Users need to
avoi d including sensitive information in "vnc" URI's that are used

wi th applications where | ogging is unavoi dabl e.

Applications that process URIs in a generic way, such as web
browsers, night not detect that sensitive information is contained in
a URI and could cache or store that information insecurely. It is
advi sable to avoid including credentials and other sensitive
information in URIs that are likely to be processed in a generic way
unl ess such caching and storage is disabled or otherw se secured.

3.3. Host Ildentification

In the absence of verifiable host identification, a VNC client
application is vulnerable to spoofing and man-in-the-m ddl e attacks
that capture VNC or host OS credentials and user data. To prevent
such attacks, admi nistrators SHOULD secure their VNC conmuni cations
with TLS [ RFC5246] or SSH [ RFC4251] tunnels or other connection
nmechani sns identifying renote hosts via certificate or public key.
VNC clients MJST verify the respective certificates or public keys to
confirmthe renote host’s identity.

An application launching a VNC client via URI MAY provide a
certificate hash or public key hash identifying the renote host. VNC
clients maintaining a connection database can also store certificate
or public key data suitable for validating a host’s identity.

If connecting to a systemidentified by certificate or public key and
a renote system | D hash cannot be natched to available identifying
data, the VNC client needs to alert the user or operator. 1In a
typical interactive environnent, the alert will provide the renote
systemis identifying information and allow the user to terminate the
connection. The alert can allow the user to accept the information
and continue establishing the connection. In a dedicated environment
(such as a kiosk system, the systemcan transnmit an alert to the
renote operator, record a log entry, and execute appropriate fallback
behavi or such as di splaying a generic nmessage requesting servicing.

When providing identifying information of a host identified by an

X. 509 certificate [ RFC5280] [X. 509], the certificate subject, issuer
validity period, and certificate hash need to be included. The VNC
client can verify the certificate validity. |If the validity of a
certificate is not deternined, the alert needs to include a statenent
i ndi cating such information has not been verified.
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Identifying information of a host identified by public key, such as
t he endpoint of an SSH connection using a raw key, needs to include a
hash of the key.

3.4. Connection Database Integrity

A VNC client application and/or |aunching application can naintain a
connecti on database containing renote host information, credentials,
and/ or connection paraneters. Applications storing credentials need
to ensure they are stored in an encrypted format with a decryption
process requiring user-supplied or device-specific data. |If
supported, it is advisable for applications to have a setting

di sabl i ng storage of credentials.

If available, the VNC client connection database can store
certificate or public key data used to verify host identification

To prevent a malicious URI fromoverriding the database, if
identification information in the URI conflicts with information in
t he dat abase, the user or operator needs to be alerted. |In a typica
interactive environnment, the user can be pronpted to accept the new
information prior to updating the database.

4. | ANA Consi derations

The "vnc" schene has been registered in the "Uni form Resource
Identifier (URI) Schemes" registry.

The "Renote Franebuffer Security Types", "VNC URI Connection Channe
Types”", "VNC URI |ID Hash Algorithms", and "VNC URl Paraneters”
regi stries support elenents of the schene.

4.1. "vnc" Schene

| ANA has added the "vnc" schene to the "Uniform Resource ldentifier
(URI') Schenes" registry with description "Renote Franebuffer
Protocol" and reference to this docunent. A registration tenplate is
provi ded in Appendix A

The |1 ANA schenes registry is currently |ocated at
<http://ww. i ana. or g/ assi gnnent s/ uri - schenmes>

4.2. Renote Franebuffer Security Types
This docunent references the existing | ANA "Renote Franebuffer

Security Types" registry in specifying security type options. RFB
security types are supported in "vnc" URlSs.
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Security nechanisns integrated with VNC clients mght need to alter
the process by which a connection is established prior to the
security handshake described in Section 7.1.2 of [RFC6143]. Such
mechani sms shoul d be reflected in the "VNC URI Connecti on Channe
Types" registry described in Section 4.4 of this docunent rather than
the "Renote Franebuffer Security Types" registry, as their use cannot
be negotiated by the mechani smspecified in [ RFC6143].

Exceptions can be made for backwards conpatibility. |ANA has updated
the "Secure Tunnel" and "Integrated SSH' security types to refer to
this docunent.

4.3. VNC URI G oup

| ANA has created a "Virtual Network Conputing (VNC) Uniform Resource
Identifier (URI)" group. This group contains application-level, URI-
related registries distinct fromthose used by the RFB protoco
itself.

4.4. VNC URI Connection Channel Types

| ANA has created a "VNC URI Connection Channel Types" registry within
the "Virtual Network Conputing (VNC) Uniform Resource ldentifier
(URI)"™ group. The registry includes Value, Description, and

Ref erence columms. The initial contents of the registry are
described in this docunent. The values of the "Secure Tunnel" and
"Integrated SSH' types are copied fromthe RFB Security Types
registry. They are:

Val ue Description Ref er ence

0 Reser ved t hi s docunent
1 St andard TCP t hi s docunent
23 Secur e Tunnel thi s docunent
24 Integrated SSH this docunent

The maxi mum acceptabl e value is 2,147, 483, 647.

Future assignnents to this registry should be nmade through the "First
Come First Served" process described in [ RFC5226].

4.5, VNC URI 1D Hash Algorithns
| ANA has created a "VNC URI I D Hash Algorithns" registry within the
"Virtual Network Conmputing (VNC) Uniform Resource lIdentifier (URI)"

group. The registry includes Value, Description, and Reference
col ums.
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The initial hash algorithns specified are a subset of the algorithns
contained in the "TLS HashAl gorithm Registry". The initial contents
of the registry are:

Val ue Description Ref er ence

0 Reser ved t hi s docunent
1 VD5 t hi s docunent
2 SHA1 t hi s docunent
4 SHA256 thi s docunent

The maxi num acceptabl e value is 2,147, 483, 647.

Future assignnents to this registry should be nmade through the "First
Cone First Served" process described in [ RFC5226].
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4.6. VNC URI Paraneters

| ANA has created a "VNC URI Paraneters" registry within the "VNC UR "
group.

The initial contents are described in this docunent. They are:

e e e oo o m e e e e e e aaa - e e e oo +
| Nare | Description | Reference |
B o m e e e e e e e e e e e mea - B +
| ConnectionName | Name of connection profile | this docunent |
S o e e e e e e e e e e e e S +
| VncUser name | VNC server usernamne | this docunent
e e e oo o m e e e e e e aaa - e e e oo +
| VncPassword | VNC server password | this docunent
B o m e e e e e e e e e e e mea - B +
| SecurityType | RFB security type used | this docunent
S o e e e e e e e e e e e e S +
| Channel Type | Connection channel type | this docunent |
e e e oo o m e e e e e e aaa - e e e oo +
| SshHost | SSH server hostname or IP | this docunent
B o m e e e e e e e e e e e mea - B +
| SshPort | SSH server port | this docunent
S o e e e e e e e e e e e e S +
| SshUser name | SSH user name | this docunent
e e e oo o m e e e e e e aaa - e e e oo +
| SshPassword | SSH password | this docunent
B o m e e e e e e e e e e e mea - B +
| I'dHashAl gorithm | Hash algorithmused with | this docunent
| | "lIdHash" paraneter | |
oo T oo +
| 1dHash | Expected hash of renote | this docunent
| | public key or certificate | |
B o m e e e e e e e e e e e mea - B +
| Col orLevel | dient color depth/node | this docunent
S o e e e e e e e e e e e e S +
| ViewOnly | dient is viewonly | this docunent
e e e oo o m e e e e e e aaa - e e e oo +
| SaveConnection | Store connection info | this docunent |
B o m e e e e e e e e e e e mea - B +

Future assignnents to this registry should be nade through the "First
Come First Served" process described in [ RFC5226].
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Appendi x A. "vnc" URI Tenpl ate
This tenplate is provided for registration of the "vnc" URl in the
I ANA "Uniform Resource Identifier (URI) Schenes" registry as
specified in [ RFC7595].
Schenme nane: vnc
Status: Permanent
Applications/protocols that use this schenme name: Virtual Network
Conmputing (VNC) renote desktop applications use vnc URIs. VNC
applications use the Renpote Franebuffer (RFB) protocol
Contact: | ESG <iesg@etf.org>.

Change Controller: See the authors of this docunment. Change contro
is through the | ESG on behal f of the IETF <iesg@etf.org>.

Ref erences: This docunent.
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