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Abst r act

The Real -tine Transport Protocol (RTP) specification establishes a
registry of profile names for use by higher-level control protocols,
such as the Session Description Protocol (SDP), to refer to the
transport nmethods. This specification describes the foll ow ng new
SDP transport protocol identifiers for transporting RTP Media over
TCP: ' TCP/ RTP/ AVPF' , ' TCP/ RTP/ SAVP' , ’ TCP/ RTP/ SAVPF ,

" TCP/ DTLS/ RTP/ SAVP' , ' TCP/ DTLS/ RTP/ SAVPF' , ' TCP/ TLS/ RTP/ AVP' , and

" TCP/ TLS/ RTP/ AVPF' .

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/ rfc7850

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Nandakumar St andards Track [ Page 1]



RFC 7850 SDP ' proto’ Registrations April 2016

Tabl e of Contents

1. Overview

2. Ternmninol ogy .

3. Protocol Identrfrers .o

TCP/ RTP/ AVPF Transport Realrzatron

TCP/ RTP/ SAVP Transport Realization
TCP/ RTP/ SAVPF Transport Realization . . .
TCP/ DTLS/ RTP/ SAVP Transport Realization
TCP/ DTLS/ RTP/ SAVPF Transport Reali zation
TCP/ TLS/ RTP/ AVP Transport Realization .
TCP/ TLS/ RTP/ AVPF Transport Real i zati on

WwWwwwwow
NoOUAWNE

ICE Consi der ati ons
| ANA Consi derations .
Security Considerations
Ref er ences
7 1. Normative References
7.2. Informative References
Acknowl edgenent s
Aut hor’ s Addr ess

Nook
NNOUUTUTADRMDDRAWWWWWWN

1. Overview

The Real -tine Transport Protocol (RTP) provides end-to-end network
transport functions suitable for applications transmtting real-tine
data such as audi o or video over mnulticast or unicast network
services. The data transport is augnented by the RTP Contro
Protocol (RTCP) to allow nonitoring of the data delivery in a manner
scal able to large multicast networks and to provide mninmal contro
and identification functionality.

" SDP: Session Description Protocol" [RFC4566] provides a general -
purpose format for describing nultinmedia sessions in announcenents or
invitations. "TCP-Based Media Transport in the Session Description
Protocol (SDP)" [RFC4145] specifies a general mechanismfor
describing nedia transport over TCP using SDP with [ RFC4571] defi ni ng
a nmethod for fram ng RTP and RTCP packets [RFC3550] onto a
connection-oriented transport (such as TCP). "Connection-Oiented
Medi a Transport over the Transport Layer Security (TLS) Protocol in
the Session Description Protocol (SDP)" [RFC4572] extends [ RFC4145]
for describing TCP-based nmedia streans that are protected using TLS

[ RFC5246] .

This specification describes additional SDP transport protoco

identifiers for transporting RTP nedia over TCP as defined in
Section 3.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Protocol Identifiers
The "m=" line in SDP specifies, anmong other itens, the transport
protocol (identified via the "proto" field) to be used for the nedia
in the session. See Section 5.14 (Media Descriptions) of SDP

[ RFCA566] for a discussion on transport protocol identifiers.

The following is the format for an "nm&"
[ RFC4566] :

line, as specified in

me<medi a> <port> <proto> <fnmt> ...
3.1. TCP/ RTP/ AVPF Transport Realization

The TCP/ RTP/ AVPF transport describes RTP nedia w th RTCP-based
f eedback [ RFC4585] over TCP.

The RTP/ AVPF streamover TCP is realized using the fram ng nethod
defined in [ RFC4571] .

3.2. TCP/RTP/ SAVP Transport Realization

The TCP/ RTP/ SAVP transport describes Secure RTP (SRTP) nedia
[ RFC3711] over TCP.

The RTP/ SAVP stream over TCP is realized using the franm ng nethod
defined in [ RFC4571].

3.3. TCP/ RTP/ SAVPF Transport Realization

The TCP/ RTP/ SAVPF transport describes Secure RTP nedia with RTCP-
based feedback [ RFC5124] over TCP.

The RTP/ SAVPF stream over TCP is realized using the fram ng met hod
defined in [ RFC4571] .

3.4. TCP/DTLS/ RTP/ SAVP Transport Realization
The TCP/ DTLS/ RTP/ SAVP transport descri bes Secure RTP nedia [ RFC3711]

usi ng Dat agram Transport Layer Security SRTP (DTLS- SRTP) [ RFC5764]
over TCP.
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RTP/ SAVP usi ng DTLS-based key establishnent is realized according to
the procedures defined in [RFC5764]. Also, the franmng specified in
[ RFC4A571] is used to transport DTLS- SRTP packets over TCP.

3.5. TCP/DTLS/ RTP/ SAVPF Transport Reali zation

The TCP/ DTLS/ RTP/ SAVPF transport describes Secure RTP nedia with
RTCP- based feedback [ RFC5124] using DTLS- SRTP over TCP.

RTP/ SAVPF usi ng DTLS-based key establishment is realized according to
the procedures defined in [RFC5764]. Also, the fram ng specified in
[ RFCA571] is used to transport DILS- SRTP packets over TCP.

3.6. TCP/TLS/ RTP/ AVP Transport Realization

The TCP/ TLS/ RTP/ AVP transport describes RTP Media on top of TLS over
TCP.

RTP/ AVP packets are franed using the procedures from|[RFC4571] and
are transported as application data nessages over the TLS associ ation
setup using the procedures from[RFC4572].

3.7. TCP/TLS/ RTP/ AVPF Transport Realization

The TCP/ TLS/ RTP/ AVPF transport describes RTP nedia with RTCP-based
feedback [ RFC5124] on top of TLS over TCP.

RTP/ AVPF packets are framed using the procedures from|[RFC4571] and
are transported as application data nmessages over the TLS associ ation
setup using the procedures from[RFC4572].

4. | CE Considerations

When procedures from [ RFC6544] are used to set up Interactive
Connectivity Establishnent (1CE) [ RFC5245] candidates for a TCP
transport, the fram ng nechani smfrom [ RFC4571] MUST be used for
fram ng Session Traversal Uilities for NAT (STUN) packets (for
keepal i ves and consent checks), as defined in Section 3 of [RFC6544].

5. | ANA Consi der ati ons

This specification describes the follow ng new SDP transport protocol
identifiers: *TCP/ RTP/ AVPF , ’ TCP/ RTP/ SAVP' , ’ TCP/ RTP/ SAVPF

" TCP/ DTLS/ RTP/ SAVP' , ' TCP/ DTLS/ RTP/ SAVPF' , ' TCP/ TLS/ RTP/ AVP' , and

" TCP/ TLS/ RTP/ AVPF' , as defined in Section 3. These val ues have been
regi stered by the I ANA under the "proto" subregistry in the "Session
Description Protocol (SDP) Paraneters" registry.
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7.

7.

E R T S +
| Type | SDP Nane | Reference |
E R Fmm e e e e R +
| proto | TCP/ RTP/ AVPF | RFC 7850 |
| | | |
| proto | TCP/ RTP/ SAVP | RFC 7850 |
| | | |
| proto | TCP/ RTP/ SAVPF | RFC 7850 |
| | | |
| proto | TCP/DTLS/ RTP/SAVP | RFC 7850 |
| | | |
| proto | TCP/DTLS/ RTP/ SAVPF | RFC 7850 |
| | | |
| proto | TCP/ TLS/ RTP/ AVP | RFC 7850 |
| | | |
| proto | TCP/ TLS/ RTP/ AVPF | RFC 7850 |
Fom e e e - e e e e e e e e o S +

Security Considerations

The new "proto" identifiers registered by this docunment in the SDP
paraneters registry nmaintained by 1ANA are primarily for use by the
of fer/answer nodel of the Session Description Protocol [RFC3264] for
the negoti ati on and establishnent of RTP-based nedia over the TCP
transport. This specification doesn't introduce any additiona
security considerations beyond those specified by the individua
transport protocols identified in the "proto" identifiers and those
detailed in Section 7 of [RFCA566].

Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>.

[ RFC4566] Handl ey, M, Jacobson, V., and C. Perkins, "SDP: Session
Description Protocol", RFC 4566, DO 10.17487/ RFCA566,
July 2006, <http://ww.rfc-editor.org/info/rfc4566>.

[ RFC4A571] Lazzaro, J., "Framing Real -tinme Transport Protocol (RTP)
and RTP Control Protocol (RTCP) Packets over Connecti on-
Oiented Transport", RFC 4571, DA 10.17487/ RFC4571, July
2006, <http://ww. rfc-editor.org/info/rfc4571>.

Nandakumar St andards Track [ Page 5]



RFC 7850 SDP ' proto’ Registrations April 2016

[ RFC4A572] Lennox, J., "Connection-Oriented Media Transport over the
Transport Layer Security (TLS) Protocol in the Session
Descri ption Protocol (SDP)", RFC 4572,

DO 10.17487/ RFC4A572, July 2006,
<http://ww. rfc-editor.org/info/rfc4572>.

[ RFC5245] Rosenberg, J., "lInteractive Connectivity Establishnent
(ICE): A Protocol for Network Address Translator (NAT)
Traversal for O fer/Answer Protocols", RFC 5245,

DO 10.17487/ RFC5245, April 2010,
<http://ww. rfc-editor.org/info/rfc5245>.

[ RFC5764] MGew, D. and E. Rescorla, "Datagram Transport Layer
Security (DTLS) Extension to Establish Keys for the Secure
Real -time Transport Protocol (SRTP)", RFC 5764,

DO 10.17487/ RFC5764, May 2010,
<http://www. rfc-editor.org/info/rfc5764>.

[ RFC6544] Rosenberg, J., Keranen, A, Lowekanp, B., and A Roach,
"TCP Candidates with Interactive Connectivity
Establishnent (ICE)", RFC 6544, DA 10.17487/ RFC6544,
March 2012, <http://www rfc-editor.org/info/rfc6544>.

7.2. Informative References

[ RFC3264] Rosenberg, J. and H. Schul zrinne, "An O fer/Answer Mbdel
wi th Session Description Protocol (SDP)", RFC 3264,

DO 10.17487/ RFC3264, June 2002,
<http://ww. rfc-editor.org/info/rfc3264>.

[ RFC3550] Schul zrinne, H., Casner, S., Frederick, R, and V.
Jacobson, "RTP. A Transport Protocol for Real-Tinme
Applications", STD 64, RFC 3550, DO 10.17487/ RFC3550,
July 2003, <http://ww.rfc-editor.org/info/rfc3550>.

[ RFC3711] Baugher, M, McGew, D., Naslund, M, Carrara, E., and K
Norrman, "The Secure Real -tine Transport Protocol (SRTP)",
RFC 3711, DA 10.17487/ RFC3711, March 2004,
<http://ww. rfc-editor.org/info/rfc3711>.

[ RFC4145] Yon, D. and G Canarillo, "TCP-Based Media Transport in
t he Session Description Protocol (SDP)", RFC 4145,

DO 10. 17487/ RFC4145, Septenber 2005,
<http://ww.rfc-editor.org/info/rfc4145>.
Nandakumar St andards Track [ Page 6]



RFC 7850 SDP ' proto’ Registrations April 2016

[ RFC4585] Ot, J., Wnger, S., Sato, N, Burneister, C, and J. Rey,
"Extended RTP Profile for Real-tinme Transport Control
Prot ocol (RTCP)-Based Feedback (RTP/ AVPF)", RFC 4585,
DO 10.17487/ RFC4585, July 2006,
<http://ww. rfc-editor.org/info/rfc4585>.

[ RFC5124] Ot, J. and E. Carrara, "Extended Secure RTP Profile for

Real -time Transport Control Protocol (RTCP)-Based Feedback

(RTP/ SAVPF) ", RFC 5124, DO 10.17487/ RFC5124, February
2008, <http://ww. rfc-editor.org/info/rfc5124>.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246,
DA 10.17487/ RFC5246, August 2008,
<http://www. rfc-editor.org/info/rfc5246>.

Acknowl edgenent s

The aut hor would like to thank Cullen Jennings, Alissa Cooper, Justin

Uberti, M Zanaty, Christer Hol nberg, Jonathan Lennox, Flenmi ng
Andr eason, Roni Even, Ben Canpbell, and Bo Burman for their reviews
and suggested i nprovenents.

The aut hor would also |like to thank Adam Montville for the SecDr

review, Meral Shirazipour for the Gen-ART review, and Sarah Banks for

the OPS-Dir review.
Aut hor’' s Address

Suhas Nandakumar

Cisco Systems Inc

707 Tasman Drive

San Jose, CA 95134

United States

Emai | : snandaku@i sco. com

Nandakumar St andards Track [ Page 7]



