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The EDNS(0) Paddi ng Option
Abst ract

Thi s docunent specifies the EDNS(0) "Paddi ng" option, which allows
DNS clients and servers to pad request and response nessages by a
vari abl e nunber of octets.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7830

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Domai n Name System (DNS) [ RFC1035] was specified to transport DNS
messages in cleartext form Since this can expose significant
amounts of information about the Internet activities of an end user,
the | ETF has undertaken work to provide confidentiality to DNS
transacti ons (see the DPRIVE working group). Encrypting the DNS
transport is considered one of the options to inprove the situation

However, even if both DNS query and response nessages were encrypted,
nmet adata could still be used to correlate such nessages with well -
known unencrypted nessages, hence jeopardi zing sone of the
confidentiality gained by encryption. One such property is the
nmessage size

Thi s docunent specifies the Extensions Mechani sms for DNS ( EDNS(0))
"Paddi ng" option, which allows DNS clients and servers to
artificially increase the size of a DNS nessage by a variabl e nunber
of bytes, hanpering size-based correlation of the encrypted nessage.

2. Term nol ogy

The terns "Requestor"” and "Responder"” are to be interpreted as
specified in [ RFC6891].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .
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3.

The "Paddi ng" Option

The EDNS(0) [RFC6891] specifies a nechanismto include new options in
DNS packets, contained in the RDATA of the OPT neta-RR  This
docunent specifies the "Padding" option in order to allow clients and
servers to pad DNS packets by a variable nunber of bytes. The
"Paddi ng" option MJUST occur at nost, once per OPT neta-RR (and hence,
at nost once per nessage).

The figure bel ow specifies the structure of the option in the RDATA
of the OPT RR

0 8 16
e LT I r SIS
| OPTI ON- CODE |

T e T S S S
| OPTI ON- LENGTH |
T e e S
| ( PADDI NG) (PADDI NG) ... /
+- - - - - - - - - - - -

Figure 1
The OPTI ON- CODE for the "Paddi ng" option is 12.

The OPTI ON- LENGTH for the "Paddi ng" option is the size (in octets) of
the PADDI NG  The m ni mum nunber of PADDI NG octets is O.

The PADDI NG octets SHOULD be set to 0x00. Oher val ues MAY be used,
for exanple, in cases where there is a concern that the padded
message coul d be subject to conpression before encryption. PADDI NG
octets of any value MJST be accepted in the nessages received.

Usage Consi derations

Thi s docunent does not specify the actual anmpount of padding to be
used, since this depends on the situation in which the option is
used. However, padded DNS nessages MJST NOT exceed the nunber of
octets specified in the Requestor’s Payload Size field encoded in the
RR Class Field (see Sections 6.2.3 and 6.2.4 of [RFC6891]).

Responders MJST pad DNS responses when the respective DNS query
i ncl uded the "Paddi ng" option, unless doing so would violate the
maxi nrum UDP payl oad size

Responders MAY pad DNS responses when the respective DNS query
i ndi cated EDNS(0) support of the Requestor and the "Paddi ng" option
was not included.
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5.

7.

7.

Responders MJST NOT pad DNS responses when the respective DNS query
did not indicate EDNS(0) support.

| ANA Consi der ati ons

| ANA has assigned Option Code 12 for "Padding" in the "DNS EDNSO
Option Codes (OPT)" registry.

| ANA has updated the respective registration record by changing the
Ref erence field to RFC 7830 and the Status field to "Standard"

Security Considerations

Paddi ng DNS packets obviously increases their size, and wll
therefore lead to increased traffic.

The use of the EDNS(0) padding only provides a benefit when DNS
packets are not transported in cleartext. Further, it is possible
that EDNS(0) paddi ng may nmake DNS anplification attacks easier
Therefore, inplementations MUST NOT use this option if the DNS
transport is not encrypted.

Paddi ng I ength m ght be affected by |ower-Ievel conpression.
Therefore (as described in Section 3.3 of [RFC7525]), inplenentations
and depl oynents SHOULD di sabl e conpression at the Transport Layer
Security (TLS) |evel

The payl oad of the "Paddi ng" option could (like nmany other fields in
the DNS protocol) be used as a covert channel
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