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Abstr act

The DNS root nane service is a critical part of the Internet
architecture. The protocol and depl oynent requirenments for the DNS
root nane service are defined in this docunment. Operationa

requi renents are out of scope.

Status of This Meno
This meno docunents an |Internet Best Current Practice.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7720

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Bl anchet & Li man Best Current Practice [ Page 1]



RFC 7720 Root Nanme Service Requirenents Decenber 2015

Tabl e of Contents

1. Introduction . . . . . . . .
1.1. Relationship to RFC 2870

2 Prot ocol Requirenents .

3. Depl oynent Requirenents

4 Security Considerations

5. Informative References

Acknowl edgenent s

Aut hors’ Addresses

OO WWWNN

1. Introduction

[ RFC2870] di scusses protocol and operational requirenments for root
nane servers for the Internet’s domain nane system (DNS) protoco

[ RFC1035]. Since its publication, both protocol and operationa

requi renents have evolved. It makes nore sense now to separate the
two sets of requirenents into two separate docunents. This docunent
only defines the protocol requirenents and some depl oynent

requi renents. The operational requirenents that were defined in RFC
2870 have been renobved. Operational requirenments are now defined by
the Root Server System Advisory Conmittee of | CANN and are docunent ed
i n [ RSSAC- 001] .

The root servers are authoritative servers of the uni que [ RFC2826]
root zone (".") [ROOTZONE]. They currently also serve the root-
servers.net zone. Sonme also serve the zone for the .arpa top-I|eve
domai n [ ARPAZONE] [RFC3172]. This docunent describes the externa
interface of the root nane servers froma protocol viewpoint of the
service. It specifies basic requirenents for the Internet that DNS
clients neet when interacting with a root nane service over the
public Internet.

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD

SHOULD NOT, RECOMIVENDED, MAY, and OPTI ONAL, when they appear in this

docunent, are to be interpreted as described in BCP 14, [RFC2119].
1.1. Relationship to RFC 2870

Thi s docunent obsol etes [ RFC2870].

Thi s docunent and [ RSSAC-001] together functionally repl ace
[ RFC2870] .
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2.

Pr ot ocol Requirenents

This section describes the nmini mum hi gh-1evel protocol requirenents.
Qperative details are docunented in [ RSSAC-001].

The root nane service

0 MJST inplenment core DNS [ RFC1035] and clarifications to the DNS
[ RFC2181] .

0 MJST support |Pv4 [RFC791] and | Pv6 [ RFC2460] transport of DNS
queries and responses.

0 MJST support UDP [ RFC768] and TCP [ RFC793] transport of DNS
gueries and responses.

0 MJST generate checksums when sendi ng UDP dat agrans and MJST verify
checksuns when receiving UDP datagrans containing a non-zero
checksum

0 MJST inplement DNSSEC [ RFC4035] as an authoritative name service.

o MJIST inplenment extension nmechanisnms for DNS (EDNS(0)) [RFC6891].

Depl oynment Requi renents

The root nane service

0 MJST answer queries fromany entity conformng to [ RFC1122] with a
valid | P address.

0 MJST serve the unique [ RFC2826] root zone [ ROOTZONE] .
Security Considerations

Thi s docunent does not specify a new protocol. However, the root
nane service is a key conponent of the Internet architecture and play
a key role into the overall security of the Internet [RFC2826].
Specific security considerations on the DNS protocols are discussed
in their respective specifications. The security considerations on
the operational side of the root name servers are discussed in

[ RSSAC- 001] .
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