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X.509v3 Transport Layer Security (TLS) Feature Extension

Abstract

The purpose of the TLS feature extension is to prevent downgrade
attacks that are not otherw se prevented by the TLS protocol. In
particular, the TLS feature extension may be used to mandate support
for revocation checking features in the TLS protocol such as Online
Certificate Status Protocol (OCSP) stapling. Informng clients that
an OCSP status response will always be stapled pernmits an i nmedi ate
failure in the case that the response is not stapled. This in turn
prevents a denial -of-service attack that m ght otherw se be possible.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7633

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I nt roducti on

The Transport Layer Security (TLS) feature extension provides a neans
of preventing downgrade attacks that are not otherw se prevented by
the TLS protocol

Since the TLS protocol itself provides strong protection agai nst nost
forns of downgrade attack including downgrade attacks agai nst cipher
suite choices offered and client credentials, the TLS feature
extension is only relevant to the validation of TLS protoco
credenti al s.

Definitions
1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2.2. TLS Feature, X. 509 Extension

In order to avoid the confusion that would occur in attenpting to
specify an X. 509 extension describing the use of TLS extensions, in
this docunent the term"extension"” is reserved to refer to X 509v3
extensions and the term"TLS feature extension" is used to refer to
what the TLS specification [ RFC5246] refers to as an "extension"

3. Purpose

Currently, the only TLS feature extensions that are relevant to the
revocation status of credentials are the Certificate Status Request
extension (status_request) and the Miultiple Certificate Status
Extensi on (status_request v2). These extensions are used to support
i n-band exchange of Online Certificate Status Protocol (OCSP) tokens,
ot herwi se known as OCSP stapling. These extensions are described in
[ RFC6066] and [ RFC6961] .

The OCSP stapling mechani smdescribed in [ RFC6066] pernmits a TLS
server to provide evidence of valid certificate status in-band. Wen
this information is provided in-band, the privacy, performance, and
reliability concerns arising fromthe need to make a third-party
connection during the TLS handshake are elim nated. However, a
client cannot draw any concl usion fromthe absence of in-band status
information unless it knows that the legitimte server woul d have
provided it. The status information night have been onitted because
the server does not support the extension or because the server is

wi t hhol ding the information intentionally, knowi ng the certificate to
be invalid.

The inclusion of a TLS feature extension advertising the
status_request feature in the server end-entity certificate pernmits a
client to fail imediately if the certificate status information is
not provided by the server. The need to query the OCSP responder is
elimnated entirely. This inproves client efficiency and, nore
importantly, prevents a denial -of-service attack against the client
by either bl ocking the OCSP response or nounting a deni al -of -service
attack agai nst the OCSP responder.

Since the TLS feature extension is an option, it is not likely that
an attacker attenpting to obtain a certificate through fraud will
choose to have a certificate issued with this extension. Such risks
are nore appropriately addressed by nmechani sns such as Certification
Aut hority Authorization DNS records [RFC6844] that are designed to
prevent or nitigate ms-issue.
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A server offering an end-entity certificate with a TLS feature
ext ensi on MJST satisfy a client request for the specified feature
unl ess this would be redundant as described below. Cients MAY
refuse to accept the connection if the server does not accept a
request for a specified feature.

A Certification Authority SHOULD NOT issue certificates that specify
a TLS feature extension advertising features that the server does not
support.

A server MAY advise a Certification Authority that it is capable of
supporting a feature by including the corresponding TLS feature
extension in a Certificate Signing Request [RFC2986]. A server
SHOULD verify that its configuration supports the features advertised
in the credentials presented to a client requesting connection

Thi s docunent describes the use of the TLS feature in PKI X end-entity
certificates and Certificate Signing Certificates. A nmechani smthat
MAY be used to describe support for the specified features in-band
for the nost commonly used certificate registration protocol is also
provi ded.

4. Synt ax
See Appendi x A for an ASN. 1 nodul e
The TLS feature extension has the follow ng fornmat:
i d-pe-tlsfeature OBJECT IDENTIFIER ::= { id-pe 24}
Feat ures ::= SEQUENCE OF | NTEGER

The extnVal ue of the id-pe-tlsfeature extension is the ASN.1 DER
encodi ng of the Features structure.

The TLS feature extension SHOULD NOT be marked critical. RFC 5280
[ RFC5280] requires that inplenentations that do not understand
critical extensions MJUST reject the certificate. Mrking the TLS
feature extension critical breaks backward conpatibility and is not
recommended unless this is the desired behavior.

4.1. TLS Feature
The object nenber "Features" is a sequence of TLS extension

identifiers (features, in this specification' s term nology) as
specified in the | ANA Transport Layer Security (TLS) Extensions
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registry. |f these features are requested by the client inits
CientHell o nessage, then the server MJST return a ServerHello
nmessage that satisfies this request.

This specification does not require a TLS client to offer or support
any TLS feature regardl ess of whether or not it is specified in the
server certificate's TLS feature extension. |In particular, a client
MAY request and a server MAY support any TLS extension regardl ess of
whether or not it is specified in a TLS feature extension

A server that offers a certificate that contains a TLS feature
ext ensi on MJST support the features specified and conply with the
correspondi ng requirenments.

4.2. Use
4.2.1. Certificate Signing Request

If the certificate issue nmechani sm makes use of the PKCS #10
Certificate Signing Request (CSR) [RFC2986], the CSR MAY specify a
TLS feature extension as a CSR Attribute as defined in Section 4.1 of
[ RFC2986]. A server or server adm nistration tool should only
generate key signing requests that it knows can be supported by the
server for which the certificate is intended

4.2.2. Certificate Signing Certificate

When present in a Certificate Signing Certificate (i.e.
Certification Authority certificate with the key usage extension

val ue set to keyCertSign), the TLS feature extension specifies a
constraint on valid certificate chains. Specifically, a certificate
that is signed by a Certificate Signing Certificate that contains a
TLS feature extension MJST contain a TLS feature extension that

of fers the sanme set or a superset of the features advertised in the
signing certificate.

Thi s behavi or provides a nmeans of requiring support for a particular
set of features for certificates issued under a particul ar
Certificate Signing Certificate without requiring TLS clients to
verify conpliance with TLS feature extensions in multiple
certificates.

4.2.3. End-Entity Certificate
When specified in a server end-entity certificate (i.e., a
certificate that specifies the id-kp-serverAuth Extended Key Usage

(EKU)), the TLS feature extension specifies criteria that a server
MUST neet to be conpliant with the feature declaration
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In the case that a client determ nes that the server configuration is
i nconsistent with the specified feature declaration, it MAY reject
the TLS configuration.

4.2.3.1. TLS status_request

In the case that a client determ nes that the server configuration is
i nconsistent with a feature declaration specifying support for the
TLS status_request extension, it SHOULD reject the TLS configuration

A client MAY accept a TLS configuration despite it being inconsistent
with the TLS feature declaration if the validity of the certificate
chain presented can be established through other neans (for exanple,
by successfully obtaining the OCSP data from anot her source).

There are certain situations in which the alternative to establishing
a connection with inperfect TLS security is to transnmt the same
information with no security controls whatsoever. Accordingly, a
client MAY accept a TLS configuration despite it being inconsistent
with the TLS feature declaration but MJUST NOT distinguish that
connection as secure.

4.3. Processing

Advertising a TLS feature extension nay change the expectations of

relying parties. |If these expectations are not nmet, a valid
certificate may be rejected as invalid. Particular attention is
required at the start of a certificate lifecycle. A server wll be

unable to conply with a TLS feature extension if the certificate is
i ssued and rel eased to the subject before the correspondi ng status
token is published.

4.3.1. Certification Authority

A Certification Authority SHOULD NOT issue certificates with a TLS
feature extension unless there is an affirmative statement to the
effect that the end entity intends to support the specified features
(for example, the use of a feature extension in the CSR or through an
out - of - band conmuni cati on).

A Certification Authority SHOULD ensure that the certificate

provi sioning process for certificates containing a TLS feature
extension pernits the certificate subject to neet the requirenents
(for exanple, ensuring that OCSP tokens are published before the
corresponding certificate is rel eased to the subscriber).
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4.3.2. Server

4.

5.

5.

A TLS server certificate containing a TLS feature extensi on MAY be
used with any TLS server that supports the specified features. It is
not necessary for the server to provide support for the TLS feature
extension itself. Such support is nevertheless desirable as it can
reduce the risk of administrative error

A server SHOULD verify that its configuration is conpatible with the
TLS feature extension expressed in a certificate it presents. \When
an existing certificate is to be replaced by a new one, the server
SHOULD NOT begin using the new certificate until the necessary OCSP
status token or tokens are avail abl e.

A server MAY override local configuration options if necessary to
ensure consistency, but it SHOULD i nformthe admi ni strator whenever
such an inconsistency is discovered.

A server SHOULD support generation of the feature extension in CSRs
if key generation is supported.

3.3. dient

Aclient MIST treat a certificate with a TLS feature extension as an
invalid certificate if the features offered by the server do not
contain all features present in both the client’s dientHello nessage
and the TLS feature extension.

In the case that use of TLS with a valid certificate is nmandated by
explicit security policy, application protocol specification, or

ot her neans, the client MJUST refuse the connection. |f the use of
TLS with a valid certificate is optional, a client MAY accept the
connection but MJST NOT treat the certificate as valid.

Security Considerations
1. Alternative Certificates and Certificate |Issuers

Use of the TLS feature extension to nmandate support for a particul ar
form of revocation checking is optional. This control can provide
protection in the case that a certificate with a TLS feature is
conpromi sed after issue but not in the case that the attacker obtains
an unmarked certificate froman issuer through fraud.

The TLS feature extension is a post-issue security control. Such
risks can only be addressed by security controls that take effect
before issue.
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5.2. Denial of Service
A certificate issuer could issue a certificate that intentionally

specified a feature statenent that they knew the server could not
support.

The consequences of such refusal would appear to be linmted since a
Certification Authority could equally refuse to issue the
certificate.

5.3. G pher Suite Downgrade Attack
The TLS feature extension does not provide protection against a
ci pher suite downgrade attack. This is left to the existing controls
in the TLS protocol itself.

6. | ANA Considerations

| ANA has added the following entry in the "SM Security for PKIX
Certificate Extension" (1.3.6.1.5.5.7.1) registry:

Deci mal Description Ref er ences

24 i d-pe-tl sfeature this docunent (RFC 7633)

| ANA has added the following entry in the "SM Security for PKIX
Modul e Identifier" (1.3.6.1.5.5.7.0) registry:

Deci nal Description Ref er ences

86 i d-nmod-tl s-feature-2015 this docunent (RFC 7633)
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Appendi x A ASN. 1 Modul e

TLS- Feat ur e- Modul e- 2015 {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d-nod-tls-feature-2015(86)}

DEFINITIONS | MPLICIT TAGS :: =
BEG N

| MPORTS -- From RFC 5912

i d-pe

FROM PKI X1Expli cit-2009 {
iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki x1-explicit-02(51)}

EXTENSI ON

FROM PKI X- CormonTypes- 2009 {
iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) }

Cert Ext ensi ons EXTENSION :: = {
ext- TLSFeatures, ... }

-- TLS Features Extension

ext - TLSFeat ures EXTENSI ON ::= { SYNTAX

Feat ures | DENTI FI ED BY id-pe-tlsfeature }
i d-pe-tlsfeature OBJECT IDENTIFIER ::= { id-pe 24 }
Features ::= SEQUENCE OF | NTEGER

END
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