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Abstr act

Thi s docunent describes a method to allow DNS Qperators to nore
easily update DNSSEC Key Signing Keys using the DNS as a

communi cati on channel. The technique described is ainmed at

del egations in which it is currently hard to nove infornmation from
the Child to Parent.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7344.

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The first time a DNS Operator signs a zone, they need to communi cate
the keying material to their Parent through some out-of - band net hod
to conplete the chain of trust. Depending on the desires of the
Parent, the Child mght send their DNSKEY record, a DS record, or

bot h.

Each time the Child changes the key that is represented in the
Parent, the updated and/or del eted key information has to be

communi cated to the Parent and published in the Parent’s zone. How
this information is sent to the Parent depends on the relationship
the Child has with the Parent. In nmany cases this is a manual
process -- and not an easy one. For each key change, there may be up
to two interactions with the Parent. Any manual process is
susceptible to m stakes and/or errors. In addition, due to the
annoyance factor of the process, Operators may avoid changi ng keys or
ski p needed steps to publish the new DS at the Parent.

DNSSEC provi des data integrity to information published in DNS; thus,
DNS publication can be used to automate nai ntenance of del egation

i nformation. This docunent describes a nmethod to automate
publicati on of subsequent DS records after the initial one has been
publ i shed.

Readers are expected to be fanmiliar with DNSSEC, including [RFC4033],
[ RFC4034], [RFC4035], [RFC5011], and [RFC6781].

Thi s docunment outlines a technique in which the Parent periodically
(or upon request) polls its signed Children and automatically
publ i shes new DS records. To a large extent, the procedures this
document follows are as described in [ RFC6781], Section 4.1.2.

This technique is designed to be friendly both to fully automated
tool s and humans. Fully automated tools can performall the actions
needed without human intervention and thus can nonitor when it is
safe to nove to the next step.

The sol ution described in this document only allows transferring

i nformati on about DNSSEC keys (DS and DNSKEY) fromthe Child to the
Parental Agent. It lists exactly what the Parent should publish and
all ows for publication of standby keys. A different protocol

[ CPSYNC- DNS], can be used to maintain other inportant del egation

i nformati on, such as NS and glue records. These two protocols have
been kept as separate solutions because the problens are
fundanmentally different and a conbined solution is overly conpl ex.
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Thi s docunent describes a nethod for autonating naintenance of the
del egation trust information and proposes a polled/periodic trigger
for sinplicity. Sone users may prefer a different trigger, for
exanple, a button on a web page, a REST interface, or a DNS NOTI FY.
These alternate additional triggers are not discussed in this
docunent .

Thi s proposal does not include all operations needed for the

mai nt enance of DNSSEC key material, specifically the initial

i ntroduction or conplete renoval of all keys. Because of this,

al t ernat e conmuni cati ons nechani sns nust al ways exist, potentially
i ntroduci ng nore conpl exity.

1.1. Termnol ogy

1.2.

The term nology we use is defined in this section. The highlighted
roles are as foll ows:

o0 Child: The entity on record that has the del egation of the donain
fromthe Parent.

o Parent: The domain in which the Child is registered

0 Child DNS Qperator: The entity that nmintains and publishes the
zone information for the Child DNS

o Parental Agent: The entity that the Child has a relationship with
to change its del egation information

0 Provisioning System A systemthat the Qperator of the nmaster DNS
server operates to maintain the information published in the DNS
This includes the systenms that sign the DNS dat a.

0 CDS/ CDNSKEY: This notation refers to CDS and/ or CDNSKEY, i.e.
or bot h.

, one

Requi rements Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .
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2. Background
2.1. DNS Del egations

DNS operation consists of delegations of authority. For each
del egation, there are (nost of the tine) two parties: the Parent and
the Child.

The Parent publishes information about the delegations to the Child;
for the nanme servers, it publishes an NS [ RFC1035] Resource Record
Set (RRset) that lists a hint for name servers that are authoritative
for the Child. The Child also publishes an NS RRset, and this set is
the authoritative list of nane servers to the Child zone.

The second RRset the Parent sonetinmes publishes is the DS [ RFC4034]
set. The DS RRset provides information about the DNSKEY(s) that the
Child has told the Parent it will use to sign its DNSKEY RRset. In
DNSSEC, a trust relationship between zones is provided by the
foll owi ng chai n:

Parent DNSKEY --> DS --> Child DNSKEY.

A prior proposal [AUTO CPSYNC] suggested that the Child send an
"update" to the Parent via a nechanismsinlar to DNS UPDATE. The
mai n i ssue becane: how does the Child find the actual Parental Agent/
server to send the update to? Wile that could have been solved via
technical neans, it failed to reach consensus. There is also a
sim |l ar proposal in [ PARENT-ZONES].

As the DS record can only be present at the Parent [RFC4034], sone
other nethod is needed to autonate which DNSKEYs are picked to be
represented in the Parent zone's DS records. One possibility is to
use flags in the DNSKEY record. |f the Secure Entry Point (SEP) bit
is set, this indicates that the DNSKEY is intended for use as a
secure entry point. This DNSKEY signs the DNSKEY RRset, and the
Parental Agent can calculate DS records based on that. But this
fails to nmeet sone operating needs, including the Child having no

i nfluence on what DS digest algorithns are used and DS records that
can only be published for keys that are in the DNSKEY RRset; thus,
this techni que woul d not be conpatible with Double-DS rollover

[ RFC6781] .

2.2. Relationship between Parent and Child DNS Operators
In practical application, there are many different rel ationships

bet ween the Parent and Child DNS Operators. The type of relationship
af fects how the Child DNS Operator comunicates with the Parent.
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This section will highlight some of the different situations but is
by no neans a conplete |ist.

Di fferent comuni cation paths:

o0 Direct/APl: The Child can change the del egation infornation via
aut onat ed/ scri pted neans. The Extensibl e Provisioning Protocol
(EPP) [RFC5730], used by many Top-Level Domains (TLDs), is an
exanple of this. Oher exanples are web-based programmatic
interfaces that Registrars nmake available to their Resellers

o0 User Interface: The Child uses a web site set up by the Parental
Agent for updating del egation information.

o Indirect: The conmuni cation has to be transnmitted via an out-of-
band nmechani sm bet ween two parties, such as by email or telephone.
This is common when the Child DNS Operator is neither the Child
itself nor the Registrar for the domain, but a third party.

o0 Milti-step Conbinations: The information flows through an
intermediary. It is possible, but unlikely, that all the steps
are automated via APls and there are no humans invol ved.

A domai n nane holder (Child) nmay operate its own DNS servers or

out source the operation. Wiile we use the word "Parent" as singular,
a Parent can consist of a single entity or a conposite of nany

di screte parts that have rules and roles. W refer to the entity
that the Child corresponds with as the Parent.

An organi zati on (such as an enterprise) nay del egate parts of its
nane- space to be operated by a group that is not the sane as that
whi ch operates the organi zation’s DNS servers. |n sone of these
cases, the flow of information is handled either in an ad hoc nanner
or via sone corporate nechanisny this can range fromemail to a fully
aut onat ed operati on.

2.2.1. Solution Space

This docunent is ained at the cases in which there is a separation
between the Child and Parent.

A further conplication is when the Child DNS Operator is not the
Child. There are two comopn cases of this:

a) The Parental Agent (e.g., Registrar) handl es the DNS operation

b) Athird party takes care of the DNS operation
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If the Parental Agent is the DNS Operator, life is nmuch easier; the
Parental Agent can inject any del egati on changes directly into the
Parent’s provisioning system The techni ques described bel ow are not
needed in the case when the Parental Agent is the DNS Operator.

In the case of a third-party DNS Operator, the Child either needs to
rel ay changes in DNS del egation or give the Child DNS Operator access
to its delegation/registration account.

Some Parents want the Child to express their DNSKEYs in the form of
DS records, while others want to receive the DNSKEY records and
calculate the DS records thenselves. There is no consensus on which
met hod is better; both have good reasons to exist. This solution is
DS vs. DNSKEY agnostic and all ows operation with either.

2.2.2. DNSSEC Key Change Process

After a Child DNS Qperator first signs the zone, there is a need to
interact with the Parent, for exanple, via a del egation account
interface to upload or paste in the zone’s DS information. This
action of logging in through the del egati on account user interface
aut henticates that the user is authorized to change del egation
information for the Child published in the Parent zone. 1In the case
where the Child DNS Operator does not have access to the registration
account, the Child needs to performthe action.

At a later date, the Child DNS Cperator nay want to publish a new DS
record in the Parent, either because they are changi ng keys or
because they want to publish a standby key. This involves perfornng
the sane process as before. Furthernore, when this is a manua
process with cut and paste, operational nistakes will happen -- or
worse, the update action will not be perfornmed at all

The Child DNS Operator may al so introduce new keys and can do so when
ol d keys exist and can be used. The Child may al so renmpove ol d keys,
but this docunent does not support renoving all keys. This is to
avoi d naki ng signed zones unsigned. The Child nmay not enroll the
initial key or introduce a new key when there are no old keys that
can be used (w thout some additional out-of-band validation of the
keys) because there is no way to validate the information

3. CDS (Child DS) and CDNSKEY (Child DNSKEY) Record Definitions
Thi s docunent specifies two new DNS resource records, CDS and
CDNSKEY. These records are used to convey, fromone zone to its

Parent, the desired contents of the zone's DS resource record set
residing in the Parent zone.
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The CDS and CDNSKEY resource records are published in the Child zone
and give the Child control of what is published for it in the
parental zone. The Child can publish these nmanually, or they can be
aut omatically mai ntai ned by DNS provisioning tools. The CDS/ CDNSKEY
RRset expresses what the Child would Iike the DS RRset to | ook Iike
after the change; it is a "replace" operation, and it is up to the
software that consunes the records to translate that into the
appropriate add/ del ete operations in the provisioning systens (and in
the case of CDNSKEY, to generate the DS fromthe DNSKEY). |f neither
CDS nor CDNSKEY RRset is present in the Child, this means that no
change i s needed.

3.1. CDS Resource Record For mat

The wire and presentation format of the Child DS (CDS) resource
record is identical to the DS record [RFC4034]. | ANA has all ocated
RR code 59 for the CDS resource record via Expert Review

[ DNS- TRANSPORT]. The CDS RR uses the sane registries as DS for its
fields.

No special processing is perforned by authoritative servers or by
resol vers, when serving or resolving. For all practical purposes,
CDS is a regular RR type.

3.2. CDNSKEY Resource Record For mat

The wire and presentation format of the CDNSKEY ("Child DNSKEY")
resource record is identical to the DNSKEY record. |ANA has

al | ocated RR code 60 for the CDNSKEY resource record via Expert
Revi ew. The CDNSKEY RR uses the sane registries as DNSKEY for its
fields.

No special processing is perforned by authoritative servers or by
resol vers, when serving or resolving. For all practical purposes,
CDNSKEY is a regular RR type.

4. Autonmating DS Mai ntenance w th CDS/ CDNSKEY Records

CDS/ CDNSKEY resource records are intended to be "consunmed" by
del egation trust maintainers. The use of CDS/ CDNSKEY is OPTI ONAL.

If the Child publishes either the CDS or the CDNSKEY resource record,
it SHOULD publish both. [If the Child knows which the Parent

consunes, it MAY choose to only publish that record type (for
exanpl e, sonme Children wish the Parent to publish a DS, but they w sh
to keep the DNSKEY "hidden" until needed). |If the Child publishes
both, the two RRsets MJST match in content.
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4.1. CDS and CDNSKEY Processing Rul es

If there is neither CDS nor CDNSKEY RRset in the Child, this signals
that no change should be made to the current DS set. This neans
that, once the Child and Parent are in sync, the Child DNS QOperat or
MAY renove all CDS and CDNSKEY resource records fromthe zone. The
Child DNS Qperator may choose to do this to decrease the size of the
zone or to decrease the workload for the Parent (if the Parent

recei ves no CDS/ CDNSKEY records, it can go back to sleep). If it
does receive a CDS or CDNSKEY RRset, it needs to check them agai nst
what is currently published (see Section 5).

The followi ng acceptance rules are placed on the CDS and CDNSKEY
resource records as foll ows:

0 Location: MJST be at the Child zone apex.

0 Signer: MJIST be signed with a key that is represented in both the
current DNSKEY and DS RRsets, unless the Parent uses the CDS or
CDNSKEY RRset for initial enrollnent; in that case, the Parent
val i dat es the CDS/ CDNSKEY t hrough sone ot her neans (see
Section 6.1 and the Security Considerations).

0 Continuity: MJST NOT break the current delegation if applied to DS
RRset .

If any these conditions fail, the CDS or CDNSKEY resource record MJST
be ignored, and this error SHOULD be | ogged.

5. CDS/ CDNSKEY Publ i cation

The Child DNS Operator publishes CDS/ CONSKEY RRset(s). |n order to
be valid, the CDS/ CONSKEY RRset (s) MJST be conpliant with the rules
in Section 4.1. \When the Parent DS is in sync with the CDS/ CDNSKEY
RRset (s), the Child DNS Operator MAY del ete the CDS/ CDNSKEY RRset (s);
the Child can determine if this is the case by querying for DS
records in the Parent.

6. Parent-Side CDS/ CDNSKEY Consunpti on
The CDS/ CDNSKEY RRset (s) SHOULD be used by the Parental Agent to
update the DS RRset in the Parent zone. The Parental Agent for this

uses a tool that understands the CDS/ CDNSKEY signing rules in
Section 4.1, so it mght not be able to use a standard vali dator
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The Parent MJST choose to use either CDNSKEY or CDS resource records
as its default updating mechanism The Parent MAY only accept either
CDNSKEY or CDS, but it MAY al so accept both so it can use the other
in the absence of the default updating nmechanism it MJST NOT expect
there to be both.

6.1. Detecting a Changed CDS/ CDNSKEY

How t he Parental Agent gets the CDS/ CDNSKEY RRset nmay differ. Bel ow
are two exanples of how this can take place.

Polling: The Parental Agent operates a tool that periodically checks
each of the Children that has a DS record to see if there is a
CDS or CDNSKEY RRset.

Pushi ng: The del egation user interface has a button {Fetch DS} that,
when pushed, perfornms the CDS/ CDNSKEY processing. |f the
Parent zone does not contain DS for this delegation, then the
"push" SHOULD be ignored. |If the Parental Agent displays the
contents of the CDS/ CDNSKEY to the user and gets confirnmation
that this represents their key, the Parental Agent MAY use this
for initial enrollnment (when the Parent zone does not contain
the DS for this del egation).

In either case, the Parental Agent MAY apply additional rules that
defer the acceptance of a CDS/ CDNSKEY change. These rul es nmay
include a condition that the CDS/ CODNSKEY remains in place and valid
for sone tine period before it is accepted. 1t may be appropriate in
the "Pushi ng" case to assune that the Child is ready and thus accept
changes wi thout del ay.

6.1.1. CDS/ CDNSKEY Pol Ii ng

This is the only defined use of CDS/ CDNSKEY resource records in this
docunent. There are limts to the scalability of polling techniques;
thus, sone other mechanismis likely to be specified | ater that

addr esses CDS/ CDNSKEY resource record usage in the situation where
polling runs into scaling issues. Having said that, polling wll
work in many inportant cases such as enterprises, universities, and
smal ler TLDs. In many regul atory environnents, the Registry is
prohibited fromtalking to the Registrant. 1In npst of these cases,
the Registrant has a business relationship with the Registrar, so the
Regi strar can offer this as a service.

If the CDS/ CDNSKEY RRset(s) do not exist, the Parental Agent MJST

take no action. Specifically, it MJST NOT delete or alter the
exi sting DS RRset.
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6.1.2. Polling Triggers

It is assumed that other nechanisns will be inplenented to trigger
the Parent to | ook for an updated CDS/ CDNSKEY RRset. As the CDS/
CDNSKEY resource records are validated with DNSSEC, these nmechanisns
can be unauthenticated. As an exanple, a Child could tel ephone its
Parent and request that it process the new CDS or CDNSKEY resource
records, or an unauthenticated POST could be nade to a web server
(wWith rate-liniting).

O her documents can specify the trigger conditions.
6.2. Using the New CDS/ CDNSKEY Records

Regar dl ess of how the Parental Agent detected changes to a CDS/
CDNSKEY RRset, the Parental Agent SHOULD use a DNSSEC validator to
obtain a validated CDS/ CDNSKEY RRset fromthe Child zone. A NOT
RECOMVENDED exception to this is if the Parent perforns sone
additional validation on the data to confirmthat it is the "correct”
key.

The Parental Agent MJST ensure that previous versions of the CDS/
CDNSKEY RRset do not overwrite nmore recent versions. This MAY be
acconpl i shed by checking that the signature inception in the Resource
Record Signature (RRSIG for CDS/ CDNSKEY RRset is later and/or that
the serial nunber on the Child s Start of Authority (SOA) is greater
This may require the Parental Agent to nmmintain some state

i nformati on.

The Parental Agent MAY take extra security neasures. For exanple, to
mtigate the possibility that a Child s Key Signing Key (KSK) has
been conpronised, the Parental Agent may inform (by email or other
nmet hods) the Child DNS Operator of the change. However, the precise
out - of - band neasures that a Parent zone takes are outside the scope
of this docunent.

Once the Parental Agent has obtained a valid CDS/ CONSKEY RRset it
MJUST check the publication rules from Section 4.1. In particular

the Parental Agent MJST check the Continuity rule and do its best not
to invalidate the Child zone. Once checked, if the information in
the CDS/ CDNSKEY and DS differ, it may apply the changes to the Parent
zone. |f the Parent consunes CDNSKEY, the Parent should cal cul ate
the DS before doing this conparison.
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6.2.1. Parent Cal cul ates DS
There are cases where the Parent wants to calculate the DS record due
to policy reasons. In this case, the Child publishes CDNSKEY
records, and the Parent cal cul ates the DS records on behalf of the
Chi | dren

When a Parent operates in "calculate DS' node, it can operate in one
of two sub-nodes

full: The Parent only publishes DS records it cal cul ates from DNSKEY
records.

augrment: The Parent will neke sure there are DS records for the
digest algorithm(s) it requires(s).

In the case where the Parent fetches the CDNSKEY RRset and cal cul ates
the DS, the resulting DS can differ fromthe CDS published by the
Child. It is expected that the differences are only due to the
different set of digest algorithns used.

7. | ANA Considerations
| ANA has assigned RR Type code 59 for the CDS resource record. This
was done for a draft version whose content was |ater incorporated
into this document [DNS-TRANSPORT]. This docunment is the reference
for CDS RRtype.
| ANA has assigned an RR Type for the CDNSKEY as descri bed bel ow
Type: CDNSKEY
Val ue: 60
Meani ng: DNSKEY(s) the Child wants reflected in DS
Ref erence: This docunent

8. Privacy Considerations

Al'l of the information handled or transmitted by this protocol is
public information published in the DNS
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9.

Security Considerations

This work is for the normal case; when things go wong there is only
so rmuch that autonmation can fix.

If the Child breaks DNSSEC validation by renoving all the DNSKEYs
that are represented in the DS set, its only repair actions are to
contact the Parent or restore the DNSKEYs in the DS set.

In the event of a conpronise of the server or system generating
signatures for a zone, an attacker m ght be able to generate and
publ i sh new CDS/ CDNSKEY resource records. The nodified CDS/ CDNSKEY
records will be picked up by this technique and may all ow t he
attacker to extend the effective tinme of his attack. |If there is a
delay in accepting changes to DS, as in [RFC5011], then the attacker
needs to hope his activity is not detected before the DS in the
Parent is changed. |If this type of change takes place, the Child
needs to contact the Parent (possibly via a Registrar web interface)
and renove any conpromi sed DS keys

A conpromni se of the account with the Parent (e.g., Registrar) wll
not be mtigated by this technique, as the "new Regi strant” can
delete or nodify the DS records at wll.

Wiile it nmay be tenpting, the techniques specified in this docunent
SHOULD NOT be used for initial enrollment of keys since there is no

way to ensure that the initial key is the correct one. |If it is
used, strict rules for inclusion of keys -- such as hol d-down tines,
chal | enge data inclusion, or simlar -- MJST be used along with sone

ki nd of challenge nmechanism A Child cannot use this nechanismto go
fromsigned to unsigned (publishing an enpty CDS/ CDNSKEY RRset neans
no change should be nmade in the Parent).

The CDS RR type should all ow for enhanced security by sinplifying the
process. Since key change is automated, updating a DS RRset by ot her
means nmay be regarded as unusual and subject to extra security
checks.

As this introduces a new nmechanismto update information in the
Parent, it MJST be clear who is fetching the records and creating the
appropriate records in the Parent zone. Specifically, some
operations may use nechani sns other than what is described here. For
exanpl e, a Registrar nmay assunme that it is naintaining the DNSSEC key
information in the Registry and may have this cached. |If the
Registry is fetching the CDS/ CONSKEY RRset, then the Registry and
Regi strar may have different views of the DNSSEC key material; the
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10.

result of such a situation is unclear. Therefore, this nechanism
SHOULD NOT be used to bypass internediaries that night cache
i nformati on and, because of that, get the wong state.

If there is a failure in applying changes in the Child zone to al

DNS servers listed in either Parent or Child NS set, it is possible
that the Parental Agent nay get confused either because it gets
different answers on different checks or CDS RR validation fails. In
the worst case, the Parental Agent performs an action reversing a
prior action after the Child signing system decides to take the next
step in the key change process, resulting in a broken del egation

DNS is a | oosely coherent distributed database with |ocal caching;
therefore, it is inportant to allow old information to expire from
caches before deleting DS or DNSKEY records. Simlarly, it is

i mportant to allow new records to propagate through the DNS before
use (see [RFC6781]).

It is conmon practice for users to outsource their DNS hosting to a
third-party DNS provider. |In order for that provider to be able to
mai ntai n the DNSSEC i nformation, sone users give the provider their
Regi strar login credentials (which obviously has negative security
i nplications). Deploying the solution described in this docunent
allows third-party DNS providers to nmaintain the DNSSEC i nfornation
wi t hout Registrants giving their Registrar credentials, thereby

i mproving security.

By automating the nmai ntenance of the DNSSEC key information (and
renovi ng humans fromthe process), we expect to decrease the nunber
of DNSSEC rel at ed out ages, which should increase DNSSEC depl oynent.
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Appendi x A, RRR Background

RRR i s our shorthand for the Registry/Registrar/ Registrant nodel of
Parent-Child rel ati onshi ps.

In the RRR world, the different parties are frequently fromdifferent
organi zations. |In the single enterprise world, there are al so
organi zati onal, geographical, and cultural separations that affect
how i nformation flows froma Child to the Parent.

Due to the conplexity of the different roles and interconnections,
aut onati on of delegation information has not yet occurred. There
have been proposals to automate this, in order to inprove the
reliability of the DNS. These proposal s have not gai ned enough
traction to becone standards.

For exanple, in many of the TLD cases, there is the RRR nopdel

(Regi stry/Regi strar/Registrant). The Registry operates DNS for the
TLD, and the Registrars accept registrations and place information
into the Registry s database. The Registrant only communicates with
the Registrar; frequently, the Registry is not allowed to comunicate
with the Registrant. |In that case, as far as the Registrant is
concerned, the Registrar is the sane entity as the Parent.

In many RRR cases, the Registrar and Regi stry comunicate via EPP

[ RFC5730] and use the EPP DNSSEC extension [ RFC5910]. In a nunber of
Country Code TLDs (ccTLDs), there are other mechanisnms in use as well
as EPP, but in general, there seens to be a novenent towards EPP
usage when DNSSEC is enabled in the TLD

Appendi x B. CDS Key Rol | over Exanpl e

This section shows an exanple on how CDS is used when performing a
KSK rollover. This exanple will denonstrate the Doubl e-DS roll over
met hod from Section 4.1.2 of [RFC6781]. Oher rollovers using
CDNSKEY and doubl e KSK are left as an exercise to the reader. The
tabl e bel ow does not reflect the Zone Signing Keys (ZSKs) as they do
not matter during KSK rollovers. The wait steps highlight what RRset
needs to expire fromcaches before progressing to the next step
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R R [ TS [ TS ook [ TS +
| Step | State | Parent | Child | DNSKEY and | Child |
| | | DS | KSK | CDS signer | CDs |
[ Fom e e e e e oo oo f S f S S f S +
| | Begi nning | A | A | A | |
| 1 | Add CDS | A | A | A | AB |
| Wait | for DS change | A | A | A | AB |
| 2 | Updated DS | AB | A | A | AB |
| Wait | > DS TTL | AB | A | A | AB |
| 3 | Actual | AB | B | B | AB |
| | Rollover | | | | |
| Wait | > DNSKEY TTL | AB | B | B | AB |
| 4 | Child C eanup | AB | B | B | B |
| 5 | Parent cleans | B | B | B | B |
| 6 | Optional CDS | B | B | B | |
| | delete | | | | |
Hom - - S Fomm e e o Fomm e e o B TS Fomm e e o +

Table 1: States
Aut hors’ Addr esses

Warren Kunari

Googl e

1600 Anphitheatre Parkway
Mountain View, CA 94043
us

EMai |l : warren@unari . net

a af ur Gudnundsson
OGUD Consul ting

3821 Village Park Dr.
Chevy Chase, MD 20815
us

EMai | : ogud@gud. com
Ceor ge Barwood

33 Sandpi per d ose

G oucester G2 4Lz
United Ki ngdom

EMai | : george. bar wod@l ueyonder . co. uk
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