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Fl ow I dentity Extension for HTTP-Enabl ed Location Delivery (HELD)
Abstr act

RFC 6155 specifies an extension for the HITP-Enabl ed Location
Delivery (HELD) protocol, allow ng the use of an |IP address and port
nunber to request a Device |location based on an individual packet
flow

However, certain kinds of NAT require that identifiers for both ends
of the packet flow nust be specified in order to unanbi guously
satisfy the | ocation request.

Thi s docunment specifies an XML Schema and a URN Sub- Nanespace for a
Flow Identity Extension for HELD to support this requirenent.

Thi s docunent updates RFC 6155 by deprecating the port nunber
el ements specified therein.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6915
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1

I ntroduction

Wrk at the Energency Location Task Group of NICC Standards Linited
(the UK s teleconms industry standards body) pronpted the addition of
port nunber identifiers in HELD lIdentity [ RFC6155] to all ow HELD

[ RFC5985] requests for Devices that are behind NAT devi ces.

Subsequent anal ysis has determined that in the presence of particul ar
types of NAT devices, and in particular Carrier Grade NATs, it is
necessary to know the conplete tuple of (Layer 3 protocol, Layer 4
protocol, source address, source port, destination address,
destination port) in order to unanbiguously identify a flow, and
subsequently the true Device.

Thi s docunent specifies an XML Scherma and a URN Sub- Namespace for a
Flow I dentity Extension to support this requirenent and provides a
nmore generally applicable nmeans of identifying a Device based on the
paraneters of a network flow of which it is an endpoint.

Since the Location Recipient may not know in advance whet her the
Device is behind a NAT device, the port nunber el enents from Section
3.3 of [RFC6155] are deprecated and MJST NOT be used in new client

i npl ementations. Note that server inplenentations of this
specification may still encounter requests forned by clients that
have i npl enented only [ RFC6155], and those requests night contain the
deprecated port el enent.

For inplenmentation details not specified in this docunent, please
refer to [ RFC6155] and [ RFC5985].

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The terns "Device" and "Target" are used as defined in [ RFC6280].
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3. Usage
An exanpl e HELD request is shown bel ow

<l ocati onRequest xm ns="urn:ietf:parans: xnm : ns: geopriv: hel d"
responseTi ne="8">
<l ocati onType exact="true">geodetic</|ocati onType>
<flow xm ns="urn:ietf:parans: xnl : ns: geopriv: hel d: fl ow'
| ayer4="tcp" |ayer3="ipv4">
<src>
<addr ess>192. 0. 2. 25</ addr ess>
<port >1024</ port >
</src>
<dst >
<addr ess>198. 51. 100. 238</ addr ess>
<por t >80</ por t >
</ dst >
</fl ow>
</l ocati onRequest >

The <flow> el ement MJST cont ai n:
o a "layer3" attribute with a value of "ipv4" or "ipv6"

o a "layer4" attribute with a value of "udp" [RFCO768], "tcp"
[ RFCO793], "sctp" [RFC4960], "dccp" [RFC4340], or a decinal
i nteger representing any applicable protocol fromthe | ANA
Assi gned Internet Protocol Nunbers Registry.

0 an <src> elenment and a <dst> el ement whose child el ements contain
the Layer 3 address (which MJST conformto the rel evant
"I Pv4address" or "l Pv6address" grammar as defined in [ RFC3986])
and the Layer 4 port number of each end of the flow

and MAY optionally contain:
0 a "target" attribute with a value of "src" (default) or "dst" to

i ndi cate which end of the flow corresponds to the Target of the
<l ocati onRequest> with respect to the HELD protocol
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4, XML Schena

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema target Nanespace="urn:ietf: parans: xm : ns: geopriv:hel d: fl ow'
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: flow="urn:ietf: parans: xm : ns:geopriv:held: fl ow
el ement For mDef aul t ="qual i fi ed">

<Xs:annot ati on>
<xs: appi nfo
source="urn:ietf:parans: xnm : schema: geopri v: hel d: fl ow'>
HELD Fl ow I dentity</xs: appi nf o>
<xs: document ati on
source="http://ww.rfc-editor.org/rfc/rfc6915.txt">
Thi s docunent defines Flow lIdentity el enents for HELD
</ xs: docunent ati on>
</ xs: annot ati on>

<xs: el enment nane="flow' type="flow flowl dentity"/>

<xs: conpl exType nane="fl ow dentity">
<XSs: sequence>
<xs: el enment nane="src" type="fl ow fl owEndpoint"/>
<xs: el enent nane="dst" type="fl ow fl owEndpoint"/>
</ xs: sequence>
<xs:attribute nane="target" default="src">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:pattern val ue="(src|dst)"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nanme="Ilayer3" use="required">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:pattern val ue="(ipv4|ipv6)"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nanme="Ilayer4" use="required">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs: pattern val ue="(udp|tcp|sctp|dccp|\d+)"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
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<xs: conpl exType name="fl| owEndpoi nt">
<xs:all>
<xs: el enent nane="address">
<xs: si npl eType>
<xs:restriction base="xs:token"/>
</ xs: si npl eType>
</ xs: el ement >
<xs: el ement nane="port">
<xs: si npl eType>
<xs:restriction base="xs:unsi gnedShort">
<xs: m nlncl usi ve val ue="1"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
</xs:all>
</ xs: conpl exType>
</ xs: schema>

5. | ANA Consi derati ons

5.1. URN Sub- Nanespace Regi stration for
urn:ietf:paranms: xm :ns: geopriv: held: fl ow

This section registers a new XM. nanespace
"urn:ietf:parans: xm :ns:geopriv:held:flow', as per the guidelines in
[ RFC3688] .

URI: urn:ietf:parans: xm :ns: geopriv:held:flow

Regi strant Contact: |ETF GEOPRIV Working Group (geopriv@etf.org),
Ray Bellis (ray.bellis@om net. org. uk)
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XM:

BEG N
<?xm version="1.0"7?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Strict//EN
"http://ww. w3. org/ TR/ xht Ml 1/ DTDY xht ml 1-strict.dtd">
<htm xm ns="http://ww. w3.org/ 1999/ xhtm " xml :lang="en">
<head>
<title>HELD Flow Identity Paraneters</title>
</ head>
<body>
<hl>Nanespace for HELD Flow I dentity Paraneters</hl>
<h2>urn:ietf:parans: xm : ns: geopriv: hel d: fl ow</ h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6915.txt">
RFC 6915</ a>. </ p>
</ body>
</htm >
END

5.2. XM. Schenma Registration

This section registers an XML Schema as per the guidelines in
[ RFC3688] .

URI: urn:ietf:parans:xm:ns:geopriv:held:flow

Regi strant Contact: |ETF GEOPRIV Wirking Goup (geopriv@etf.org),
Ray Bellis (ray.bellis@om net. org. uk)

Schenma: The XML for this schema can be found as the entirety of
Section 4 of this docunent.

6. Privacy Considerations

Al'l of the considerations in [ RFC6155] apply to the use of the
mechani sm defined in this docunment. Like [RFC6155], this
specification assunes that the Location Server being queried already
has access to the internal state of the network near one end of the
flow being queried (for instance, access to the bindings in a NAT in
the path of the flow). dients naking queries using this
specification in environments where that assunption may not be true
shoul d be aware that the request provides infornation about that
client’s conmuni cations that the Location Server woul d not otherw se
be able to discern and nay represent additional privacy exposure for
that client.
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7.

9.

9.

9.

Security Considerations

Thi s docunent introduces no new security considerations beyond those
in [ RFC6155] .
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