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Cisco' s Service-Level Assurance Protocol (G sco's SLA Protocol) is a
Per f ormance Measurenent protocol that has been wi dely deployed. The
protocol is used to neasure service-level paraneters such as network
| atency, delay variation, and packet/frane |oss. This docunent
describes the G sco SLA Protocol Measurenent-Type UDP- Measurenent, to
enabl e vendor interoperability.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statement about its value for

i mpl enentati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6812

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1

I ntroduction

Active network performance nmeasurenents are becoming critical data
points for adm nistrators nonitoring the health of the network. As
service providers look to differentiate their offerings, performance
measurenent is increasingly beconing an inportant tool to nonitor
service-level guarantees and, in general, to nonitor the health of a
net wor k.

Performance netrics, both one-way and two-way, can be used for pre-
depl oynent validation as well as for nmeasuring in-band |live networKk-
performance characteristics. It can be used to nmeasure service
levels in L2 and L3 networks as well as for applications running on
top of L3. Active performance nmeasurenents are gat hered by anal yzi ng
synthetically generated request and response packets or franes. This
is in contrast to passive neasurenents that analyze live traffic
flowi ng through a particul ar network el enent.

There is a growi ng body of work on Perfornmance Measurenent standards
that enable interoperability between different vendors’ network

el ements by describi ng conmon neasurenment protocols as well as
metrics. The | ETF has actively devel oped Standards Track docunents
on the subject, such as "A One-way Active Measurenent Protoco
(ONWVP) " [ RFC4656] and " Two-Way Active Measurenent Protocol (TWAMP)"
[ RFC5357] .

Cisco’'s SLA Protocol is another exanple of a Perfornance Measurenent
protocol that offers a rich set of nmeasurenment nessage types. The
measur enent types can be classified as those that test connectivity
(ping like) by providing round-trip or one-way | atency neasures, and
those that provide a richer set of statistics including network
jitter and packet or frame |oss. Each type of active measurenent
exchange m mcs an actual protocol exchange

Cisco’'s SLA Protocol UDP-Measurenent nmessage exchanges, as covered in
this docunent to enable interoperability, sinulate a UDP application
and can be used to sinmulate either Voice or Video traffic that is
encoded in RTP frames within UDP envel opes. The Measurenent - Type
UDP- Measur enent nessage exchanges carry information that provide the
ability to derive a robust set of statistics.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

. e e . +
| Term | Description |
N . T . +
| Control | A phase during which a Control - Request and Control -

| Phase | Response are exchanged

| oo |

| L2 | OSlI Data-Link Layer

IEERREEEEE | o

| L3 | OSI Network Layer

| Measurement | Active Measurenment Phase that is marked by a
| Phase | sequence of Measurenent-Request and Measurenent -
| | Response exchanges.

|
|
|
|
|
|
|
|
|
I
| Metric | A particular characteristic of the network data |
| | traffic, for exanple, latency, jitter, packet or
| | frane | oss. |
|
|
|
|
|
|
|
|
|
|
|
|

| Responder | A network el enment that responds to a nessage.
EEEREEEEE | o

| RTP | Real-time Transport Protoco

| oo | o

| Sender | A network element that is the initiator of a

| | message exchange

| Service- | This is the level of service that is agreed upon

| Level | between the Provider and the Custoner

| oo | o

| uDP | User Datagram Protoco

S o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo - +

3. Protocol

The Cisco SLA Protocol consists of two distinct phases: the Contro
Phase and the Measurenent Phase. Each phase is conprised of

i nformati on exchanged between a network el enent acting as the Sender
and an el ement desi gnated as the Responder

The Control Phase is the first phase of nessage exchanges and forns
the base protocol. This phase establishes the identity of the Sender
and provides information for the Measurenent Phase. A single nmessage
pai r of Control - Request and Control - Response nmarks this phase. The
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Sender initiates a Control - Request nessage that is acknow edged by
the Responder with a Control - Response nessage. The Control - Request
may be sent nultiple tines if a Control - Response has not been

recei ved; the number of times the nmessage is retried is configurable
on the Sender el enent.

The Measurenent Phase forns the second phase and is conprised of a
sequence of Measurenent - Request and Measur enent - Response nessages.
These nessages nmay be exchanged as often as required. Each
Measur erment - Request nessage i s acknow edged by the Responder with a
Measur enent - Response nessage.

The nunber and frequency with which nessages are sent SHOULD be
controll ed by configuration on the Sender elenent, along with the
waiting time for a Control - Response.

The foll owi ng sequence di agram depi cts the nessage exchanges:

R o S Cont r ol - Request R o S

+- + +- +
| | | |
| Sender | | Responder |
| | | |
| | | |
+- +- +

oo e -+ B

| Cont rol - Request |

| >
| |
| Control - Response |
R REEEEEEEEEEEEE |
| |
| |
| Measur ermrent - Request (1) |
| >
| |
| Measur enent - Response( 1) |
| e |
| |

Measur ermrent - Request (n) .
| >
| |
| Measur enment - Response( n) |
| |
|
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3.1. Control Phase

The Control Phase begins with the Sender sending a Control - Request
nmessage to the Responder. The Control - Request nmessage is sent to UDP
port 1167 on the Responder requesting that a Measurenent Phase UDP
port be opened and, in addition, indicates the duration for which the
port needs to remmin open. The Responder replies by sending a
Control - Response with an appropriate Status indicating Success when
the Sender identity is verified and the requested UDP port was
successfully opened. In all other cases, a non-zero Status is
returned in the Conmand- Header Status field.

The sequence of exchanges is as indicated in the follow ng di agram

R N S R e S Cont r ol - Request R N S R e S
| | >| |
| Sender | | Responder |
| | Cont r ol - Response | |
| | <o | |
B e o B e o
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3.1.1. Control - Request Message

The Control - Request nessage consi sts of a Command- Header foll owed by
one or nore Command, Status, Length and Data sections (henceforth
known as CSLD). At a mininmm there SHOULD be two CSLD sections, one
of which is the authentication CSLD section and the other carries
informati on for the Measurenent Phase sinmulation type.

0 1 2 3
01234567890123456789012345678901
T S S S s e S S T S S S e S S i

+
|
+
|
+
Conmand- Header |
+
|
+
|

Bl o o e e e e s e i i S S S e S S s
Command | St at us |

B i i i S S R ih s s I S S o O S S
Commrand- Lengt h |

B o e e i e T i i i S e e

e+t +— +— +— +

Dat a
B e i S T e i T e S R S e e e s i i T S
| Command | St at us |
B o i T e e T s i i T S TR S e S S i T S g e e

| Commrand- Lengt h |
B ey St S S s i I I R R S o S S S S S S S S S s S

| |
Dat a

B S i S S S S S T2 s S S S o S S S S
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Conmand- Header

The Conmand- Header is the first section of the Control - Request
nmessage and i s depicted bel ow

0

01234567890123456789012345678901
T S S T T e S S

+-
|
+-
|
+-
|
+-
|
+

|
+-

S S
Ver si on
+- - - - - - -

+-
=2 |
+-

1 2 3

Reserved | St at us
Sequence Numnber
Total Length

Send Ti nest anp

January 2013

T T S S S e T e S S SUp SEp SIS

i S o i S i S ik S S S e

S e

|
+
|
+

e o T o S e e s i i i L e i ol o S S S S S S S o
The Conmand- Header fields hold the follow ng neaning:
S S Fommm e e e e e e e e e e e e e e e m e e e e e emeao o
| Field | Size | Description
| | (bits) |
S S oo o e e e e e e e e e e e e e e e e eaa
| Version | 8 | Current version supported and is to be
| | | set to 2.
| oo EEREEEEEE | oo
| Reserved | 8 | Reserved field, MJST be set to O.
| oo | e |
| Status | 16 | I'ndicates success or failure for the
| | | entire message. |In a Control-Request, the
| | | value of the Status field is ignored by
| | | the receiver and SHOULD be set to O.
| e | e | o
| Sequence | 32 | Used to map requests to responses. This
| Nunber | | is a nmonotonically increasing nunber.
| | | Inmplementations MAY reset the sequence
| | | nunber to O after a reboot, and it SHOULD
| | | wap around after all bits have been
| | | exceeded.
| oo | e |
| Total | 32 | Carries the total length of the Contro
| Length | | message in number of octets.
B | - |
Chi ba, et al. I nf or mat i onal [ Page 8]
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|
This field is set to the tine the command |
was submitted for transmi ssion and is
updated for a response. This field MAY |
be used when security is of concern in |
order to prevent replay attacks. SHOULD
be updat ed when the response is sent. |
Wien not being used, it MJST be set to all
0's. The format is as given in RFC 5905.

The Sequence Nunber field MJUST include a new nunber for each new
request and is nonotonically increasing. Wen the Control -Request is

to be retried,

3.1.1.

2. CSLDs

t he sequence nunber MJST remai n unchanged.

The ordered list of the two CSLDs to be included along with the
Command- Header are:

(o]

(0]

The Aut hentication CSLD

A Measurenent - Type CSLD

In this revision of the protocol, only a single Measurenent-Type CSLD

has been defi ned,

it

Chi ba,

t he UDP- Measurenent CSLD. For future extensions,

is possible to add nore Measurenent-Type CSLDs. For nore details,
see Section 5 on extensions.

et al.
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3.1.1.2.1. Authentication CSLD

The Aut hentication CSLD provi des nessage authentication and verifies
that the requester knows the shared secret. The following is the
format for the Authentication CSLD:

0 1 2 3
01234567890123456789012345678901
R e i e e S S e i o S S S S S R SR S
| Conmmand = 1 | St at us |
B T e o i S I i i S S N iy St S I S S
| Conmmand- Lengt h |
T S I i i i S T ok i S S SIS
Mode | Reserved | Key Id |
B e i e e e e I e SR R S S e e R

Random Nunber

|
+-
|
+
|
+
|
+
|
B S T i o S S e e s S S S S i i i S
|

+

|

+

|

T+ T+ +

Message Aut hentication Di gest

|
+
|
+
|
+

I S S T o S S M T S e o
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The fields for the Authentication CSLD have the foll owi ng neani ng:

| Conmmand | 16 | I'ndicates the CSLD is of type
| | | Authentication

| Status | 16 | Not used for a request and MJST be
| | | set to O.

|
| Command- Length | 32 | I'ndicates the Iength of the CSLD in
| | | octets.

| I'ndicates the type of authentication
| being used and is set as follows:

| 0 - No Authentication

| - SHA256 Aut hentication

| - HVAG- SHA- 256

| Reserved | 8 | This field is reserved for future
| | | extensions and MJST be set to O.

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
| I'ndicates the index nunber of the
| shared secret to be used for |
| authenticating the Control - Request
| nessage. |
|
Random Nunber | This field is to be unique over the
| shared-secret life and is used to
| make it difficult to predict the |
| shared secret via multiple packet |
| captures. The value is reflected in
| a response nessage. This field MAY |
| be used when security is of concern
| and is useful to prevent dictionary
| attacks. Wien not being used, it |
| should be set to all 0's |
|
|
|
|
|

Message

| | Cont ai ns the nmessage aut hentication
| Authentication

| |

| |

|

| digest and is conputed over the
Di gest | entire control packet, including this
|

field set to all Os.
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3.1.1. 2. 2. UDP- Measur enent CSLD

The UDP- Measurenent CSLD indi cates the Measurenent-Type to be used
during the Measurenment Phase and specifies the addresses and UDP port
to be opened as well as the duration that the port has to be kept
open for the Measurenent Phase. The format of the CSLD is as

fol | ows:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Command = 2 | St at us |
e e i i e i S S e e
Command- Lengt h |
e Lt e e o e e S el o o b NI TR SRR S
Address Type | Rol e | Reserved |
B i T o S o i S S i s S S S S S S
Session ldentifier |
i e T S i i i i i e e S e o s

Control Source Address
T T S I S T S

Control Destination Address

i S T o o S S S e S S S S S e T T

I

+-
I

+-
|

+-
I

+
I

+
|

+
I

+-
I

+
|

+
I

+
I

+-
|

+
I

+
| Measur ement Source Address
+

|

+-

|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+

T e S T T S S S S
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T e

Measur enent Destinati on Address

i o e e T o S i i i I SRR
Control Source Port | Reserved
B i e T i s S o S S e
Measur ement Source Port | Measurenent Destination Port |
i e T S i i i i i e e S S S o s
Dur ati on |
e T Lt e e T e S el o o b oI S SRR S

+-
| |
+ +
| |
+ +
| |
+ +
| |
+- -+
| |
+- +
|

+-

|

+-

Note: Duration is specified in mlliseconds.

The fields in the UDP-Measurenent CSLD have the foll owi ng neani ng:

. I I e +
| Field | Size | Description |
| | (bits) | |
S S o mm e e e e e e e e e e e e e e e e e e +
| Conmmand | 16 | Indicates that the CSLD is to sinulate |
| | | UDP traffic measurenents. |
| oo EERREEEEE | oo |
| Status | 16 | Not used for a request and MJST be set |
| | e |
| Command- | 32 | I'ndicates the Iength of the CSLD in |
| Length | | octets. |
| oo EEREEEEEE | oo |
| Address | 8 | I'ndicates the address type and is set to]
| Type | | one of the values in the "G sco SLA |
| | | Protocol Address Fanmily Registry": |
| | | 2 - IPv4 addresses, 3 - |Pv6 addresses. |
| oo EEREEETEE | o |
| Role | 8 | I'ndicates the role of the endpoint |
| | | receiving the Control nessage and is |
| | | set as follows: 1 - Responder. |
| e | e | |
| Reserved | 16 | Reserved and MJUST be set to O. |

|
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|
| Session | 32 | Carries a session identifier that is a
| Identifier | | locally significant unique value to the
| | | originator of the message. MJST be O
| | | when not specified. |
| oo | oo | |
| Control | 128 | Set to the address from which the |
| Source | | Sender initiates Control nessages. For
| Address | | I'Pv4 addresses, only the first 32 bits
| | | are filled and the remai ning bits MJST
| | | be set to O. |
| oo | oo | |
| Control | 128 | Set to the address on the Responder
| Destination | | where the Control nmessage will be sent.
| Address | | For 1Pv4 addresses, only the first 32
| | | bits are filled and the remaining bits
| | | MUST be set to O. |
| oo | oo | |
| Measurenent | 128 | Set to the address of the Sender from |
| Source | | where the nmeasurenment packets will |
| Address | | originate. For |Pv4 addresses, only the
| | | first 32 bits are filled and the |
| | | remaining bits MIJST be set to O.
| oo | oo | |
| Measurenent | 128 | Set to the address on the Responder
| Destination | | towards which the nmeasurenment packets
| Address | | will be sent and is a way to identify
| | | an ingress interface on the Responder.
| | | For 1Pv4 addresses, only the first 32
| | | bits are filled and the renmaining bits
| | | MUST be set to O. |
| oo EEERREEEEE | o |
| Control | 16 | I'ndicates the port on the Sender from |
| Source Port | | which the Control nmessage is sent. |If
| | | not set, the value should be derived
| | | fromthe incom ng packet. |
| oo ESRREEEEE | oo |
| Reserved | 16 | Reserved Field, MJST be set to O. |
| oo EEREEEEEE | oo |
| Measurement | 16 | I'ndicates the UDP Port on the Sender |
| Source Port | | fromwhich the nmeasurenent packets wll
| | | be sent. |
| oo ESRREEEEE | o |
| Measurenment | 16 | I'ndicates the UDP Port on the Responder
| Destination | | towards which the measurenment packets
| Port | | will be sent. |
|
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|
| This is the duration in nilliseconds

| that the port needs to be kept open for

| accepting Measurenment Phase nessages. |
| Measurenment messages received after the

| duration MJUST be ignored.

Not e: The source addresses are only indicative of identity of the
originator and cannot be used as a destination address for responses
in a NAT environment.

3.1.2. Control - Response Message

In response to the Control - Request nmessage, the network el ement

desi gnated the Responder sends back a Control - Response nmessage t hat
reflects the Conmand- Header with an updated Status field and includes
the two CSLD sections that also carry updated Status fields. Hence,
the format is identical to the Control - Request nessage as descri bed
above.

The follow ng table shows the supported val ues of the Status fields:

S o e o e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Status | Description |
| Val ue | |
- T +
| O | Success

EREEEEEEE |

| 1 | Fail - catch all

ERREEETEE | oo

| 2 | Authentication Failure

EEREEETEE | oo

| 3 | Format error - sent when any CSLD type is not

|
|
|
|
|
I
| | recognized or any part of a CSLD has a value that is
| | not recognized |
|
| 4 | Port in use - the UDP/TCP port is already being used
| | by some other application and cannot be reserved
|
|
|
|

| 5+ | Future extension and experinmental values; refer to

| | the "G sco SLA Protocol Status Types Registry" in the

| | Considerations section (Section 6).

R o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +

The Status field values are applicable to both Command- Header and
CSLD sections. |In a Command-Header, the Status field indicates
Success only if all the CSLD sections have their Status set to
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Success. The Commrand- Header Status field is set to non-zero
otherwise. The Status field in a Command- Header SHOULD only nake use
of status values 0 through 3, whereas CSLDs can al so make use of
other status values as applicable. Future extensions MAY extend
these val ues as appropri ate.

The Control - Response nessage, aside fromupdating the Status fields,
SHOULD al so update the Sent Tinestanp (if used) in the Conmand- Header
and the Message Authentication Digest in the Authentication CSLD

The Message Aut hentication Digest is computed in the sane way as the
Control - Request nmessage. The Random Nunber field MJST be refl ected
wi t hout nodification. The Session ldentifier MAY be updated to
reflect a locally significant unique value; it MJST be 0 if not
speci fi ed.

3. 2. Measur enent Phase

Upon receiving the Control - Response nessage with the Status set to
Success, the second phase of the protocol, the Measurenent Phase, is
initiated. 1In all other cases when the Status is not set to Success,
no neasurenment traffic is initiated. In the Measurenment Phase, the
Sender sends a stream of neasurenent nmessages. The measurenent
message stream consists of packets or franes that are spaced a
configured nunber of mlliseconds apart.

S R T T T Measur ement - Request (n) S R T T T
| | o >| |
| Sender | | Responder

| | Measur enment - Response( n) |

| | | |
B et o B et o

The format of the nmeasurement nessages as defined by this docunent
for UDP-Measurenents is as shown below and is the sanme for the
exchange in both directions. That is, the format is the sane when
sent fromthe Sender to the Responder and when sent back fromthe
Responder to the Sender with the only difference being the update of
those fields that are designated with the Responder prefix; all other
fields MJUST remai n unchanged.
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0 1 2 3
01234567890123456789012345678901
e T s t e e o e S el o o b oI S SRR S
Measur erment - Type = 3 | Reserved |
B i T o S o i S S i s S S S S S S
Sender Send Tine

e T e et b e o i e e e i o R R N
Responder Receive Tinme

B e o T e S e N e i ol T i e e e S S R
Responder Send Ti ne

B i e T i s S o S S e
Sender Receive Tine

T T S I S T S
Sender C ock O f set

B e o T e S e N e i ol T i e e e S S R
Responder O ock O f set

-+ + "+ +—+— +— +— +— +— +— +—

B o i i i S e S S e e i s ik i SIE I TR i S SR e SR
Sender Sequence No. |

B e e i S e e T s i i S T R SR S S S S T S i
Responder Sequence No. |

B i T e e S i i i TR S S e e i Tt RIS S T S R S
|

+-
|
+-
|
—+

|
+-
|
+

|
+-
|
=+

|
+-
|
—+

|
+-
|
+

|
+-
|
=+

|
+-
|
+-
|
+-
|

Dat a

T I T S S T i S T
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The fields for the UDP-Measurenent Measurenent-Request have the
fol | owi ng neani ng:

Chi ba,

Type

Sender Send

Ti e

Responder
Recei ve
Ti e
Responder
Send Ti nme

Sender
Recei ve
Ti e

Responder
C ock
O f set
Sender
Sequence
Nunber

et al.

I nf or mat i ona

Carries the type of neasurenent being
performed; 1 - Reserved, 2 - Reserved,
3 - UDP- Measur enent

Carries the tinestanp when the

nmeasur enent nessage was submitted for
transm ssion by the Sender.

Carries the tinestanp when the

measur enent nessage was received by

t he Responder.

Carries the tinestanp when the

measur enent nessage was submitted for
transm ssion by the Responder
be 0 in the Sender-to-Responder
direction.

Carries the tinestanp when the Sender
recei ved the neasurenent nessage. It
MJUST be 0 in both directions on the
wire and is filled on the Sender side
as soon as the measurenent message is
recei ved.

G ves an estimate of the Sender clock
skew nmeasured in seconds and fractiona
seconds.

G ves an estimate of the Responder

cl ock skew neasured in seconds and
fractional seconds.

The sequence nunber of the neasurenent
nmessage on the Sender side.
i s nonotonically increasing and MAY
wrap around

It MJST

This field
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|
| Responder | 32 | The sequence nunber of the neasurenent
| Sequence | | message on the Responder side. This |
| Nurber | | field is nonotonically increasing and
| | | MAY wrap around. |
| oo | e e |
| Data | 32 bit | This field is used to pad up to the
| | aligned | configured request data size. The
| | | mininmumsize for this field SHOULD be
| | | 64 octets. |
B S S o e e e e e e e e e e e e e e e e e e e e e +

Note: All tinestanps have the default format as described in RFC 5905
[ RFC5905] and is as follows: the first 32 bits represent the unsigned
i nt eger nunber of seconds el apsed since O h on 1 January 1900; the
next 32 bits represent the fractional part of a second thereof. The
timestanp definition is also simlar to that described in RFC 4656

[ RFC4656] .

In addition, the timestanp format used can be as described for the

| ow-order 64 bits of the | EEE 1588-2008 (1588v2) Precision Tine
Protocol timestanp format [| EEE1588]. This truncated format consists
of a 32-bit seconds field followed by a 32-bit nanoseconds field, and
is the sanme as the | EEE 1588v1l tinestanp fornmat. This tinestanp
definitionis simlar to the default tinmestanp specified in RFC 6374
[ RFC8374]

| mpl enent ati ons MJUST use only one of the two formats. The chosen
format is negotiated out-of-band between the endpoints or defaults to
the format as defined in RFC 5905. [ RFC5905]

4. Inplenentation Notes

Responder i npl ementati ons SHOULD support simultaneous measurenents
destined to a single port either fromthe same or a different Sender
For different neasurenent instances that originate fromthe sane
Sender, there MJUST be a clear nethod for the Responder to distinguish
the traffic, for exanple, per a unique 5-tuple of protocol, source
address, source port, destination address, and destination port.

A Control -Request that is received for the sane Measurenent- Type
request as identified by the 5-tuples, for instance, SHOULD result in
the resetting of the duration tiner as well as the Responder sequence
numnber .

A Control Phase foll owed by the Measurenent Phase can be repeated in

order to have a conti nuous neasurenment over the entire lifetinme of a
devi ce.
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The Aut hentication CSLD MUST al ways be included. The Random Nunber
field is used to prevent dictionary attacks and is to be set to a
random val ue in environnents where security is a concern

An i nmpl enentati on MJST include the Random Nunber and Message

Aut hentication fields when the node is non-zero. The fields MAY be

i ncl uded when the node is set to 'No Authentication’; when present,
they MJUST be set to 0. For the SHA256 authenticator node, the shared
secret is prepended to the Control nessage and the authentication
algorithmis then run over the conplete data including the shared
secret. The SHA256 node is included for ease of inplenmentation, and
use of the HVAC variant is strongly recommended for stronger
security.

If the UDP port indicated in the UDP-Measurenent CSLD is busy, the
Responder MAY suggest an alternative port, in which case the Status
of the UDP-Measurement CSLD MJST be set to Success. The Sender MAY
set a value of 0 in the field, in which case the Responder MAY choose
to open a port and send that back along with the Status set to

Success. It should be noted that this behavior has security
ram fications and the port needs to be chosen very carefully by the
Responder .

The nmeasurenent streamtypically consists of packets or franes with a
periodic inter-packet distribution. The Sender need not wait for a
Measur enment - Response packet to arrive before sendi ng anot her
Measur erment - Request packet; in many cases, it will not be possible to
wait in order to nmaintain the desired inter-packet distribution

The default fornmat for all tinestanps is as specified in RFC 5905
[ RFC5905] .

Al'l messages and fields within a nessage are assunmed to be in network
order. In addition, all data fields are unsigned unl ess nentioned
ot herw se.

5. Extensions

This section describes how the protocol can be extended to allow for
additional functionality, such as new types of measurenents.

In order to allow for new types of neasurenents, additiona

Measur ement - Type CSLDs can be defined to be carried within the
Control - Request and Control - Response nessages in place of the UDP-
Measurement CSLD defined in this docunent. The neaning and precise
format of such a CSLD needs to be defined in a separate
specification. Such a specification will also need to describe the
appropriate formats for the nmessages in the Measurenent Phase.
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In addition, the protocol can be extended by addi ng support for new
values to registries defined in this docunent.

6. | ANA Consi der ati ons

The registries defined bel ow are needed for the extensibility of the
protocol. In the registries, the terns 'Private Use' and
"Experinental Use' have the same nmeaning as described in RFC 5226

[ RFC5226] .

Furthernmore, for the followi ng registries, the ranges designated
"Unassi gned" are governed by the policy ' RFC Required’ as described
in RFC 5226 [ RFC5226] .

Cisco SLA Protocol Version Number Registry

S o e e e e e e e e e e e e m o +
| Version | Description |
S o e e e e e e e i e oo +
| O | Reserved |
| 1 | Reserved |
| 2 | Version 2 |
| 3 - 200 | Unassigned |
| 201 - 225 | Private Use |
| 226 - 255 | Experinental Use |
R o e e e e e e e e oo +

The version nunber should be changed only when the structure of the
Command nessages is different fromthe basi c Command- Header and CSLD
structure described in this docunent.

Ci sco SLA Protocol CSLD Command Regi stry

10240 - 20479 Private Use
20480 - 65535 | Experinental Use

T o +
| CSLD Type | Description |
S oo e e e oo oo - +
| O | Reserved |
| 1 | Authentication CSLD |
| 2 | UDP- Measur enent |
| 3 - 52 | Reserved |
| 53 - 10239 | Unassigned |
| | |
| |

It is envisioned that future docunments will provide their own
Measur enment - Type nunber and format of the Data portion.
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Cisco SLA Protocol Authenticator Mdes Registry

I e +
| Mbde | Description |
S T +
| O | No Authentication |
| 1 | SHA256 |
| 2 | HVAC- SHA- 256 |
| 3 - 200 | Unassigned |
| 201 - 225 | Private Use |
I I

226 - 255 | Experimental Use

Cisco SLA Protocol Roles Registry

S Fom e e e e e am o +
| Role | Description |
S o e e e e e e e e e e oo +
| O | Reserved |
| 1 | Sender |
| 2 | Responder |
| 3 - 200 | Unassigned |
| 201 - 225 | Private Use |
I I

226 - 255 | Experinental Use

Ci sco SLA Protocol Measurenent Type Registry

53-10239
10240 - 20479

I
I
I
I
| 4 - 52
I
| 20480 - 65535

Chi ba, et al.

Reser ved
Reserved

Reser ved

UDP

Reser ved

Unassi gned
Private Use
Experi mental Use

I nf or mat i onal

Assur ance Protocol
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The following registry is also needed for the extensibility of the
protocol. However, the range designated "Unassi gned" is governed by
the policy 'First Come First Served as described in RFC 5226

[ RFC5226] .

Cisco SLA Protocol Status Types Registry

R o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| Status | Description |
TS o +
| O | Success

IEREEEEEEE |

| 1 | Fail - catch all

IEEREEEEEE | o

| 2 | Authentication failure

IEEREEEEEE | o

| 3 | Format error - sent when any CSLD type is not

|
|
|
|
|
|
| | recognized or any part of a CSLD has a value that is
| | not recognized |
|
| 4 | Port in use - the UDP/TCP port is already being used
| | by some other application and cannot be reserved
|
|
|
|
|

|
| 40960 - | Experinental Use

Finally, the following registry is also needed for the extensibility
of the protocol. However, the range designated "Unassigned" is
governed by the policy 'Specification Required as described in RFC
5226 [ RFC5226] .

Cisco SLA Protocol Address Family Registry

e S +
| Address Type | Description
. R +
| O | Reserved |
| 1 | Reserved

| 2 | 1Pv4d

| 3 | 1Pv6

| 4 - 200 | Unassigned

| 201 - 225 | Private Use

| 226 - 255 | Experinental Use

B TS o e e e e e e e e e e e e m o +
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7. Security Considerations
7.1. Message Authentication

When the node for the Authentication CSLD is set to 1, the Message
Aut hentication Digest is generated using the SHA256 algorithmand is
to be cal cul ated over the entire packet including the Message

Aut hentication Digest field, which MUST be set to all Os.

When the node for the Authentication CSLD is set to 2, the Message
Aut hentication Digest is generated using the HVAC SHA- 256 al gorithm
as described in RFC 4868 [ RFC4868] and is to be cal cul ated over the
entire packet including the Message Aut hentication Digest field,

whi ch MUST be set to all Os.

When the node field is set to 0, the Random Nunmber and the Message
Aut henti cation Digest fields MAY be included; when present, they MJST
be set to all Os.

7.2. |Psec Considerations
It is RECOWENDED that |Psec be enployed to afford better security.
| Psec provides enhanced privacy as well as an aut omated key-
di stribution nechanism The recomendations below are sinmlar to
those in Section 2 of RFC 3579 [ RFC3579].

7.2.1. Control Traffic

For Senders inplenenting this specification, the IPsec policy would

be "Initiate I Psec, fromne to any, destination port UDP 1167". This
causes the Sender to initiate | Psec when sending control traffic to
any Responder. |f some Responders contacted by the Sender do not

support | Psec, then a nore granular policy will be required, such as
"Initiate I Psec, fromne to | Psec-Capabl e-Responder, destination port
UbP 1167"

For Responders inplenenting this specification, the | Psec policy
woul d be "Require | Psec, fromany to ne, destination port UDP 1167"
Thi s causes the Responder to require use of IPsec. |I|f some Sender
does not support |Psec, then a nore granular policy will be required:
"Require | Psec, froml Psec-Capabl e-Sender to ne".

7.2.2. Measurenent Traffic
As the Control Phase occurs before the Measurenent Phase, it should

be possible to build an I Psec Security Association once a successfu
Control - Response is received
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7.

9.

9.

For Senders inplenenting this specification, the |Psec policy would
be "Initiate I Psec, fromne to negotiated address, destination is
negotiated port". This causes the Sender to initiate |Psec when
sendi ng neasurenent traffic to the Responder. |f some Responders
contacted by the Sender do not support |Psec, then a nore granul ar
policy will be required, such as "lnitiate |Psec, fromne to | Psec-
Capabl e- Responder, destination is negotiated port™".

For Responders inplenmenting this specification, the | Psec policy

woul d be "Require I Psec, fromnegotiated address to ne, destination
is negotiated port". This causes the Responder to require use of

| Psec. |f sone Sender does not support |Psec, then a nore granul ar
policy will be required: "Require |IPsec, from | Psec-Capabl e- Sender to
nme, destination is negotiated port".

3. Replay Protection

For the Control nessages, the originator of the nessage MAY choose to
include a current value in the Sent Tinmestanp field indicating the
time the message was subnmitted for transmi ssion; otherw se, it MJST
be set to 0. The receiver of the nmessage MAY choose to validate it
if the timestanp is within an acceptable range. The measurenent
traffic described in this docunent contains a tinmestanp to indicate
the sent tine and hence no new field is required.
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