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Abst r act

The Routing Protocol for Low Power and Lossy Networks (RPL)
constructs routes by using Objective Functions that optinize or
constrain the routes it selects and uses. This specification
describes the M ninmum Rank with Hysteresis Objective Function
(MRHOF), an Objective Function that selects routes that mnimze a
metric, while using hysteresis to reduce churn in response to snall
nmetric changes. MRHOF works with additive netrics along a route, and
the metrics it uses are determined by the netrics that the RPL
Destination Information Object (DO nessages advertise.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6719

Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as

described in the Sinplified BSD License.
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1. I nt roducti on

OO ~NOOOUIRBDAWN

An Obj ective Function specifies how RPL [ RFC6550] sel ects paths. For
exanple, if an RPL instance uses an bjective Function that mnininmnzes

hop count, RPL will select paths with a nini num hop count.

RPL

requires that all nodes in a network use a common (bjective Functi on;

rel axing this requirement may be a subject of future study.

The nodes running RPL night use a nunber of netrics to describe a
link or a node [ RFC6551] and nmake these netrics available for route
selection. RPL advertises netrics in RPL Destination Infornmation

hject (DIO nessages with a Metric Contai ner suboption.

(hj ective Function can use these netrics to choose routes.

To decouple the details of an individual netric or Qbjective Function
from forwarding and routing, RPL describes routes through a val ue
call ed Rank. Rank, roughly speaking, corresponds to the distance
associated with a route. RPL defines how nodes decide on paths based
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on Rank and advertise their Rank. An Objective Function defines how
nodes cal cul ate Rank, based on the Rank of its potential parents,
nmetrics, and other network properties.

This specification describes the Mninum Rank with Hysteresis

bj ective Function (MRHOF), an bjective Function for RPL, which uses
hysteresis while selecting the path with the snallest netric val ue.
The metric that MRHOF uses is deternined by the netrics in the DIO
Metric Container. For exanple, the use of MRHOF with the |atency
metric allows RPL to find stable mnimum| atency paths fromthe nodes
to aroot in the Directed Acyclic G aph (DAG instance [ RFC6550].

The use of MRHOF with the Expected Transm ssion Count (ETX) netric

[ RFC6551] allows RPL to find the stable mninumETX paths fromthe
nodes to a root in the DAG instance. |n the absence of a nmetric in
the DIO Metric Container or of a DIO Metric Container, MRHOF defaults
to using ETX to conmpute Rank, as described in Section 3.5.

Because MRHOF seeks to minimze path costs as described by netrics,
it can only be used with additive nmetrics. MRHOF does not support
metrics that are not additive.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

The term nol ogies used in this docunent are consistent with the
term nol ogi es described in [ ROLL- TERM and [ RFC6551].

The term nol ogies used in this document are al so consistent with the
term nol ogi es described in [ RFC6550], except the termRank. 1In this
docunent, Rank refers to the value of the Rank field, not DAGRank as
in [ RFC6550] .

Thi s docunent introduces three ternmns:

Selected nmetric: The netric chosen for path selection by the network
operator. MRHOF supports using a single netric for path
sel ection. The decision to use a netric (other than ETX) as the
selected netric is indicated by the presence of the chosen netric
in the DIO Metric Container. The selection of the ETX netric is
i ndi cated by the absence of the Metric Container, in which case
ETX is advertised as Rank.
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Path cost: Path cost quantifies a property of an end-to-end path.
Path cost is obtained by each node sunming up the selected |ink
metric to the path cost advertised by the parent. Path cost can
be used by RPL to conpare different paths.

Wrst parent: The node in the parent set with the |argest path cost.
3. The Mninum Rank with Hysteresis Cbjective Function

The M ninum Rank with Hysteresis Objective Function, MRHOF, is
designed to find the paths with the smallest path cost while
preventing excessive churn in the network. It does so by using two
mechani snms. First, it finds the mninmumcost path, i.e., path with
the m ni mum Rank. Second, it switches to that m nimum Rank path only
if it is shorter (in ternms of path cost) than the current path by at

| east a given threshold. This second mechanismis called
"hysteresis".

MRHOF may be used with any additive netric listed in [ RFC6551] as
long as the routing objective is to nmininize the given routing
metric. Nodes MUST support at |east one of these nmetrics: hop count,
| atency, or ETX. Nodes SHOULD support the ETX metric. MRHOF does
not support non-additive netrics.

3.1. Conputing the Path Cost

Root nodes (Grounded or Floating) set the variable cur_m n_path_cost
to the nmetric value that conputes to a Rank of M nHopRankl ncrease.

If a non-root node does not have netrics to conpute the path cost
t hrough any of the candi date nei ghbors, it MJST join one of the
candi dat e nei ghbors as a RPL Leaf.

O herwi se, nodes conpute the path cost for each candi date nei ghbor
reachabl e on an interface. The path cost of a neighbor represents
the cost of the path, in terns of the selected netric, froma node to
the root of the Destination-Oiented DAG (DODAG through that

nei ghbor. A non-root node conputes a nei ghbor’s path cost by adding
two conponents:

1. If the selected netric is alink netric, the selected netric for

the link to the candi date neighbor. |If the selected netric is a
node netric, the selected nmetric for the node.
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2. The value of the selected netric in the Metric Container in the
DI O sent by that neighbor. |In case the Metric Container is
enpty, ETX is the selected netric -- use the Rank advertised by
t hat nei ghbor as the second conmponent. See Section 3.5 for
details on how an ETX netric is used in MRHOF.

A node SHOULD conpute the path cost for the path through each

candi dat e nei ghbor reachable through an interface. |f a node cannot
compute the path cost for the path through a candi date nei ghbor, the
node MJST NOT sel ect the candi date neighbor as its preferred parent.
However, if the node cannot conpute the path cost through any

nei ghbor, it may join the candi date nei ghbor as a Leaf, as described
above.

If the selected netric is a link metric and the netric of the link to
a neighbor is not available, the path cost for the path through that
nei ghbor SHOULD be set to MAX PATH COST. This cost value wll

prevent this path from being considered for path selection

If the selected netric is a node netric, and the nmetric is not
avai l abl e, the path cost through all the neighbors SHOULD be set to
MAX_PATH_COST.

The path cost corresponding to a nei ghbor SHOULD be reconputed each
time any of the followi ng conditions are net:

1. The selected netric of the Iink to the candi date nei ghbor is
updat ed.

2. The selected netric is a node netric and the netric is updated.

3. A node receives a new netric adverti senment fromthe candi date
nei ghbor .

This conputation SHOULD al so be performed periodically. VWhile it is
harm ess to delay this conputation up to a minimum Trickle interva

[ RFC6550], | onger delays in updating the path cost after the netric
is updated or a new netric advertisement is received can lead to
stal e information.

3. 2. Parent Sel ecti on

After conputing the path cost for all the candi date nei ghbors
reachabl e t hrough an interface for the current DODAG iteration

[ RFC6550], a node selects the preferred parent. This process is
called "parent selection". To allow hysteresis, parent selection
mai ntains a variable, cur_mn_path_cost, which is the path cost of
the current preferred parent.
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3.2.1. Wen Parent Sel ection Runs
A MRHOF inpl enentati on SHOULD perform Parent Sel ection each tine:

1. The path cost for an existing candi date nei ghbor, including the
preferred parent, changes. This condition can be checked
i mediately after the path cost is conputed

2. A new candi date neighbor is inserted into the neighbor table.

If, despite the above, it is necessary to defer the parent selection
until a later tinme (e.g., up to the Trickle mnimminterva

[ RFC6550]), note that doing so can delay the use of better paths
avail abl e in the network.

3.2.2. Parent Selection Al gorithm

If the selected netric for a link is greater than MAX LI NK_ METRI C,
t he node SHOULD exclude that |ink from consideration during parent
sel ection.

A node MIST sel ect the candi date neighbor with the | owest path cost
as its preferred parent, except as indicated bel ow

1. A node MAY declare itself as a Floating root, and hence have no
preferred parent, depending on system configuration

2. If cur_min_path_cost is greater than MAX PATH COST, the node MAY
declare itself as a Floating root.

3. If the snallest path cost for paths through the candi date
nei ghbors is smaller than cur_mn_path _cost by less than
PARENT_SW TCH_THRESHOLD, the node MAY continue to use the current
preferred parent. This is the hysteresis conponent of MRHOF

4, |If ALLOWFLQOATING ROOT is 0 and no nei ghbors are discovered, the
node does not have a preferred parent and MJST set
cur_mn_path_cost to MAX PATH COST.

If there are nultiple neighbors that share the smallest path cost, a
node MAY use a different selection criteria to select which of these
nei ghbors shoul d be considered to have the | owest cost.

A node MAY include up to PARENT SET SIZE-1 additional candi date

nei ghbors in its parent set. The cost of the path through the nodes
in the parent set is smaller than or equal to the cost of the paths

t hrough any of the nodes that are not in the parent set. |If the cost
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of the path through the preferred parent and the worst parent is too
| arge, a node MAY keep a snaller parent set than PARENT_ SET Sl ZE.

Once the preferred parent is selected, the node sets its
cur_mn_path_cost variable to the path cost corresponding to the
preferred parent. The value of the cur_min_path cost is carried in
the Metric Container corresponding to the selected netric when D O
nessages are sent.

3.3. Computing Rank
DAG roots set their Rank to M nHopRankl ncrease.
Once a non-root node selects its parent set, it can use the follow ng

table to covert the path cost of a parent (witten as Cost in the
table) to a Rank val ue:

Fom e e e oo oo B S +
| Node/link Metric | Rank |
oo S +
| Hop- Count | Cost

| Lat ency | Cost/ 65536 |
| ETX | Cost |
Fom e e e oo oo B S +

Tabl e 1: Conversion of Metric to Rank

If MRHOF is used with other netrics, the Rank is undefined. |If the
Rank is undefined, the node nust join one of the neighbors as a RPL
Leaf node according to [ RFC6550].

MRHOF uses this Rank value to conpute the Rank it associates with the
pat h t hrough each nenber of the parent set. The Rank associated wth
a path through a nenber of the parent set is the maxi num of two
values. The first is the corresponding Rank val ue cal culated with
the tabl e above, the second is that nodes’ advertised Rank pl us

M nHopRankl ncr ease.

A node sets its Rank to the maxi mum of three val ues:

1. The Rank calculated for the path through the preferred parent.

2. The Rank of the nenber of the parent set with the highest
advertised Rank, rounded to the next higher integral Rank, i.e.,

to M nHopRankl ncrease * (1 + floor(Rank/ M nHopRankl ncrease)).

3. The largest cal cul ated Rank anong paths through the parent set,
m nus MaxRankl ncrease.
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The first case is the Rank associated with the path through the
preferred parent. The second case covers requirement 5 of Rank
advertisenents in Section 8.2.1 of [ RFC6550]. The third case ensures
that a node does not advertise a Rank, which then precludes it from
usi ng nenbers of its parent set.

Note that the third case neans that a node advertises a conservative
Rank val ue based on nenbers of its parent set. This conservative

val ue nmight be significantly higher than the Rank cal cul ated for the
path through the preferred parent. Accordingly, picking a parent set
whose pat hs have a | arge range of Ranks will likely result in
subptimal routing: nodes night not choose good paths because they are
advertised as nuch worse than they actually are. The exact sel ection
of a parent set is an inplenentation decision

3.4. Advertising the Path Cost

Once the preferred parent is selected, the node sets its
cur_mn_path_cost variable to the path cost corresponding to its
preferred parent. It then calculates the nmetric it will advertise in
its nmetric container. This value is the path cost of the nmenber of
the parent set with the highest path cost. Thus, while
cur_mn_path_cost is the cost through the preferred parent, a node
advertises the highest cost path fromthe node to the root through a
menber of the parent set. The value of the highest cost path is
carried in the metric container corresponding to the selected netric
when DI O nessages are sent.

If ETXis the selected netric, a node MJUST NOT advertise it in a

metric container. |Instead, a node MJST adverti se an approxi nati on of
its ETX in its advertised Rank value, followi ng the rules described
in Section 3.3. If a node receives a DIOwith a Metric Container

hol di ng an ETX netric, MRHOF MJST ignore the ETX nmetric value in its
Rank cal cul ati ons.

DODAG Roots advertise a netric value that conputes to a Rank val ue of
M nHopRankl ncr ease.

3.5. Wirking without Metric Containers

In the absence of a Metric Container, MRHOF uses ETX as its netric.

It locally conputes the ETX of links to its neighbors and adds this
value to their advertised Rank to conpute the associ ated Rank of
routes. Once parent selection and rank conputation is perforned
using the ETX nmetric, the node advertises the Rank and MJST NOT
include a netric container in its Dl O nessages. Wile assigning Rank
in this case, use the representation of ETX described in [ RFC6551],
i.e., assign Rank equal to ETX * 128
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4.

Usi ng MRHOF for Metric Maxim zation

MRHOF cannot be directly used for parent selection using nmetrics that
require finding paths with a maxi num val ue of the selected netric,
such as path reliability. It is possible to convert such a netric
maxi m zation problemto a netric mninization problemfor sonme
metrics and use MRHOF provi ded:

There is a fixed and wel |l -known maxi mum metric val ue correspondi ng

to the best path. This is the path cost for the DAG root. For
exanpl e, the logarithmof the best link reliability has a val ue of
0.

The metrics in the maxin zation problemare all negative. The
logarithmof the link reliability is always negative.

For nmetrics neeting the above conditions, the problem of maxim zing
the metric value is equivalent to mnimzing the nodified netric

value, e.g., logarithmof link reliability. MHOF is not required to

work with these netrics.
MRHOF Vari abl es and Paraneters
MRHOF uses the follow ng vari abl e:

cur_mn_path_cost: The cost of the path froma node through its
preferred parent to the root conputed at the |ast parent
sel ecti on.

MRHOF uses the follow ng paraneters:

MAX_ LI NK_ METRI C. Maxi num al | owed val ue for the selected Ilink
metric for each Iink on the path.

MAX_PATH_COST: Maxi mum al | oned val ue for the path netric of a
sel ected pat h.

PARENT_SW TCH _THRESHOLD: The difference between the cost of the
path through the preferred parent and the m ninumcost path in
order to trigger the selection of a new preferred parent.

PARENT _SET S| ZE: The nunber of candi date parents, including the
preferred parent, in the parent set.

ALLOW FLOATI NG ROOT: If set to 1, allows a node to becone a
floating root.
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6.

6.

The paraneter val ues are assigned depending on the selected netric.
The best values for these paranmeters are deternined by the

requi renent of the specific RPL deploynment. For instance, if we use
ETX as the selected netric and UDP as the transport protocol, we
shoul d use a small MAX_LINK_ METRIC (e.g., ETX of 1.1) so that |ink-

| ayer retransmi ssions are sufficient to provide a good chance of end-
to-end reliability.

The wor ki ng group has extensive experience routing with the ETX
metric [ Hui 08b]. Based on those experiences, the follow ng val ues
are RECOMMENDED when ETX is the selected netric:

MAX LINK METRIC. 512. Disallowlinks with greater than 4 expected
transm ssion counts on the sel ected path.

MAX_PATH COST: 32768. Disallow paths with greater than 256
expected transm ssion counts.

PARENT SW TCH THRESHOLD: 192. Switch to a new path only if it is
expected to require at least 1.5 fewer transm ssions than the
current path.

PARENT_SET _SIZE: 3. If the preferred parent is not available, two
candi date parents are still available without triggering a new
round of route discovery.

ALLOW FLQOATI NG ROOT: 0. Do not allow a node to beconme a floating
r oot .

Manageabi lity

Section 18 of [ RFC6550] depicts the managenment of RPL. This
specification inherits fromthat section and its subsections, wth
the exception that netrics as specified in [ RFC6551] are not used and
do not require managemnent.

1. Device Configuration

An i npl enentation SHOULD all ow the foll owi ng paraneters to be
configured at installation time: MAX LINK METRI C, MAX PATH COST
PARENT _SW TCH THRESHOLD, PARENT_SET_SI ZE, and ALLOW FLQOATI NG_ROOT.
An i npl enentation MAY all ow these paraneters to be configured
dynanmically at run tinme once a network has been depl oyed.

A MRHOF i npl ementati on MJUST support the DODAG Configuration option as
described in [ RFC6550] and apply the paraneters it specifies. Care
shoul d be taken in the relationship between the MRHOF
PARENT SW TCH THRESHOLD par aneter and the RPL MaxRankl ncrease
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paraneter. For exanple, if MaxRanklncrease is snmaller than
PARENT_SW TCH_THRESHOLD, a RPL node using MRHOF could enter a
situation in which its current preferred parent causes the node's
Rank to increase nore than MaxRankl ncrease but MRHOF does not change
preferred parents. This could cause the node to | eave the routing
topol ogy even though there nay be ot her nenbers of the parent set
that would allow the node’s Rank to remain w thin MaxRankl ncrease.

Unl ess configured otherw se, a MRHOF i npl ement ati on SHOULD use the
default paraneters as specified in Section 5.

Because of the partially coupled relationship between Rank and netric
val ues, networks using MRHOF require care in setting

M nHopRankl ncrease. A | arge M nHopRankl ncrease will cause MRHOF to
be unable to select paths with different hop counts but simlar
metric values. |f M nHopRanklncrease is |arge enough that its
increment is greater than that caused by link cost, then netrics wll
be used to select a preferred parent, but the advertised Rank will be
a sinple hop count. This behavior mght be desirable, but it also

m ght be uni ntended; care is reconmended.

Wth ETX as the selected nmetric, RPL’s Rank adverti senent rules can
require a DODAG Root to advertise a Rank higher than its
correspondi ng ETX val ue, as a DODAG Root advertises a Rank of

M nHopRankl ncrease. Because all DODAG Roots within a DODAG Version
advertise the same Rank, this constant value typically does not
affect route selection. Nevertheless, it neans that if a DODAG
Versi on has a M nHopRankl ncrease of Mand a path has an advertised
ETX of E, then the actual ETX of the path is likely closer to a val ue
of E-Mthan a value of E

6.2. Device Mnitoring

A MRHOF i npl ementation should provide an interface for nonitoring its
operation. At a mininmum the information provided should include:

DAG information as specified in Section 6.3.1 of [RFC6550],

i ncluding the DODAG D, the RPLInstancel D, the Mdde of Operation,
the Rank of this node, the current Version Nunber, and the val ue
of the G ounded flag.

A list of neighbors indicating the preferred parent. The I|ist

shoul d i ndi cate, for each neighbor, the Rank, the current Version
Number, the value of the Grounded flag, and associated netrics.
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| ANA Consi der ati ons

Per this docunent, | ANA has allocated value 1 fromthe "bjective
Code Point (OCP)" sub-registry of the "Routing Protocol for Low Power
and Lossy Networks (RPL)" registry.

Security Considerations

This specification nakes sinple extensions to RPL and so is

vul nerable to and benefits fromthe security issues and nechani sns
described in [RFC6550] and [ ROLL-SEC]. This docunment does not

i ntroduce new flows or new nessages, and thus requires no specific
mtigation for new threats.

MRHOF depends on informati on exchanged in a nunber of RPL protocol
elements. |f those elenments were conprom sed, then an inplenentation
of MRHOF mi ght generate the wong path for a packet, resulting in it
bei ng misrouted. Therefore, deploynments are RECOMWENDED to use RPL
security nechanisns if there is a risk that routing information night
be nodified or spoofed.
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