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For cer enew Nonce Aut henticati on
Abstract

Dynami ¢ Host Configuration Protocol (DHCP) FORCERENEW al |l ows for the
reconfiguration of a single host by forcing the DHCP client into a
Renew state on a trigger fromthe DHCP server. |n the Forcerenew
Nonce Aut hentication protocol, the server sends a nonce to the client
inthe initial DHCP ACK that is used for subsequent validation of a
FORCERENEW nessage. This docunent updates RFC 3203.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc6704.
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Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. INtroduCti ON ..o e 2
2. Requirements LangQuage ... ... .. ...ttt e 3
3. Message Authentication .......... . ... . 3
3.1. Forcerenew Nonce Authentication .............. .. . . ... . .. .... 3
3.1.1. Forcerenew Nonce Protocol Capability Option ......... 4
3.1.2. Forcerenew Nonce Authentication Protocol ............ 6

3.1.3. Server Considerations for Forcerenew Nonce
Authenticati on ....... .. 8

3.1.4. dient Considerations for Forcerenew Nonce
Authentication ...... .. .. . . . .. e 9
4. 1T ANA Considerati ONS ... ...ttt e e e 10
5. Security Considerati ONS ... ... ... 10
5.1. Protocol Vulnerabilities ........ ... ... ... 11
6. ACknOoW edgemBNnt S ... ... e 11
7. Normative Ref erenCes . ..... .. e e 11

1. I nt roducti on

The DHCP reconfigure extension defined in [ RFC3203] is a usefu
mechani sm al | owi ng dynani ¢ reconfiguration of a single host triggered
by the DHCP server. Its application is currently linited by a

requi renent that a Forcerenew nessage i s always aut henticated using
procedures as described in [RFC3118]. Authentication for DHCP

[ RFC3118] is mandatory for FORCERENEW however, as it is currently
defined, [RFC3118] requires distribution of constant token or shared-
secret out-of-band to DHCP clients.

The notivation for making authentication nandatory in DHCP FORCERENEW
was to prevent an off-network attacker fromtaking advantage of DHCP
FORCERENEW 't 0 accurately predict the timng of a DHCP renewal .

Wt hout DHCP FORCERENEW DHCP renewal tinmng is under the control of
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the client, and an off-network attacker has no way of predicting when
it will happen, since it doesn’t have access to the exchange between
the DHCP client and DHCP server.

However, the requirenment to use the DHCP aut hentication described in
[ RFC3118] is nore stringent than is required for this use case and
has linmted adopti on of DHCP FORCERENEW [ RFC3315] defines an

aut henti cation protocol using a nonce to prevent off-network
attackers from successfully causing clients to renew. Since the off-
networ k attacker doesn’t have access to the nonce, it can't trick the
client into renewing at a time of its choosing.

Thi s docunent defines extensions to Authentication for DHCPv4
Messages [RFC3118] to create a new aut hentication protocol for DHCPv4
FORCERENEW [ RFC3203] nessages; this nethod does not require out-of-
band key distribution to DHCP clients. The Forcerenew Nonce is
exchanged between server and client on initial DHCP ACK and is used
for verification of any subsequent FORCERENEW nessage. This docunent
updat es [ RFC3203].

2. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Message Authentication

The Forcerenew nessage MJST be aut henticated using either [ RFC3118]
or the proposed Forcerenew Nonce Authentication protocol

3.1. Forcerenew Nonce Authentication

The Forcerenew Nonce Aut hentication protocol provides protection

agai nst m sconfiguration of a client caused by a Forcerenew nmessage
sent by a malicious DHCP server. |n this protocol, a DHCP server
sends a Forcerenew Nonce to the client in the initial exchange of
DHCP nessages. The client records the Forcerenew Nonce for use in
aut henti cati ng subsequent Forcerenew nessages fromthat server. The
server then includes a Hashed Message Authentication Code (HVAC)
comput ed from the Forcerenew nonce in subsequent Forcerenew nessages.

Both the Forcerenew Nonce sent fromthe server to the client and the
HVAC i n subsequent Forcerenew nessages are carried as the

Aut hentication information in a DHCP Authentication option. The
format of the Authentication information is defined in the foll ow ng
section.
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The Forcerenew Nonce Authentication protocol is used (initiated by
the server) only if the client and server are not using the

aut henti cati on nmechani smspecified in [RFC3118] and the client and
server have negotiated to use the Forcerenew Nonce Authentication
pr ot ocol .

3.1.1. Forcerenew Nonce Protocol Capability Option

A DHCP client indicates DHCP Forcerenew Nonce Protocol capability by
i ncl udi ng a FORCERENEW NONCE_CAPABLE (145) option in DHCP Di scover
and Request nessages sent to the server.

A DHCP server that does not support Forcerenew Nonce Authentication
protocol authentication SHOULD ignore the FORCERENEW NONCE CAPABLE
(145) option. A DHCP server indicates DHCP Forcerenew Nonce Protocol
preference by including a FORCERENEW NONCE CAPABLE (145) option in
any DHCP Offer messages sent to the client.

A DHCP client MJUST NOT send DHCP nessages wi th authentication options
where the protocol value is Forcerenew Nonce Authentication.

The FORCERENEW NONCE _CAPABLE option contains code 145, length n, and
a sequence of algorithns the client supports:

Code Len Al gorithns

+-- o - +-- o - B e
| 145 n | AL | A2 | A3 |
F--- - F--- - B e

Figure 1: FORCERENEW NONCE_CAPABLE Opti on

In this docunent, Section 3.1.2 defines the Forcerenew Nonce

Aut hentication protocol for algorithmequal to 1 and type equal to 2;
future docunents will specify the other values for algorithm!=1 and
type !'=2, allowing a different algorithmto be used with shorter/

| onger val ues.

The client would indicate that it supports the functionality by

i nserting the FORCERENEW NONCE_CAPABLE option in the DHCP Di scover
and Request nessages. |f the server supports Forcerenew nonce

aut henti cation and requires Forcerenew nonce authentication, it wll
i nsert the FORCERENEW NONCE CAPABLE option in the DHCPOFFER.
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Figure 2: Tineline Diagram of Messages Exchanged between DHCP Ci ent
and Servers Using the Forcerenew Nonce Authentication Protocol

3.1.2.

The Forcerenew Nonce Aut hentication protocol
DHCP aut henti cation option defined in [ RFC3118]
format and of the Reconfigure Key Authentication Protocol

For cerenew Nonce Aut henticati on Protocol

[ RFC3315] .
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The follow ng diagram defines the format of the DHCP aut hentication
option:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Code | Length | Protocol | Algorithm |
B Lt r s i i i o o T s ks S R S
| RDM | Replay Detection (64 bits) |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Replay cont. |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Replay cont. |

i e s

|

|

|

+-

Aut henti cation I nformation |
B s o s o S S e e S i TRIE TR TR S S S e e o o e i =

Figure 3: Format of the DHCP Aut hentication Option

The following fields are set in an DHCP authentication option for the
For cer enew Nonce Aut hentication protocol.

Code: 90 (Authentication) per [RFC3118]

Length: contains the Iength of the protocol

Protocol: 3 (Reconfigure Key) per [RFC3118]

Algorithm 1 (HVAC-VD5) per [RFC3118] and [ RFC3315]
Repl ay Detection: per the Replay Detection Method (RDM
Repl ay Detection Method (RDM: O

Aut hentication Infornmation: specified bel ow
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The format of the Authentication Information for the Forcerenew Nonce
Aut hentication Protocol is as foll ows:

0 1 2 3
01234567890123456789012345678901
+- -+ -+ - - - - - - e - - - e - - - - -
| Type | Val ue (128 bits) |
B i R e & |

i S S

B S i i A i (Tt SR S S
Figure 4: Format of the Authentication Information
Type: The type of data in Value field carried in this option
1 Forcerenew nonce Val ue (used in ACK nessage)
2 HVAC- MD5 di gest of the nessage (Forcerenew nessage)

Val ue: The nessage authenticati on code generated by applyi ng MD5
to the DHCP nessage

3.1.3. Server Considerations for Forcerenew Nonce Authentication

The use of Forcerenew Nonce Authentication protocol is dependent on
the client indicating its capability through the

FORCERENEW NONCE_CAPABLE (145) DHCP option in any DHCP Di scover or
Request nessages. The DHCP Di scovery or Request nessage fromthe
client MJUST contain the FORCERENEW NONCE CAPABLE (145) option if the
For cerenew Nonce Protocol is to be used by the server. The absence
of the FORCERENEW NONCE CAPABLE (145) option indicates to the server
that the Forcerenew Nonce Authentication protocol is not supported;
thus, the server MJST NOT include a Forcerenew Nonce Protoco

Aut henti cation option in the DHCP ACK

The server indicates its support of the Forcerenew Nonce

Aut henti cation protocol by including the DHCP

FORCERENEW NONCE_CAPABLE (145) option in the DHCPOFFER. The server
SHOULD NOT include this option unless the client has indicated its
capability in a DHCP Di scovery nessage. The presence of the
FORCERENEW NONCE_CAPABLE (145) option in the DHCP of fer may be used
by clients to prefer DHCP servers that are Forcerenew Nonce

Aut henti cation protocol capable over those servers that do not
support such capability.
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If a capable server receives a DI SCOVER or REQUEST (any type) that
indicates the client is capable, and the server has no previ ous nonce
recorded, it MJST generate a nonce and include it in the ACK

The server selects a Forcerenew Nonce for a client only during
Request/ ACK nessage exchange. The server records the Forcerenew
nonce and transnmits that nonce to the client in an Authentication
option in the DHCP ACK nessage.

The server SHOULD NOT i nclude the nonce in an ACK when responding to
a renew unl ess a new nonce was generated. This mnimzes the nunber
of tinmes the nonce is sent over the wre.

If the server to which the DHCP Request nessage was sent at tine T1
has not responded, the client enters the REBINDI NG state and attenpts
to contact any server. The new Server receiving the DHCP nessage
MJUST generate a new nonce.

The Forcerenew nonce is 128 bits long, and it MJST be a
cryptographically strong random or pseudo-random nunber that cannot
easily be predicted. The nonce is enbedded as a 128-bit val ue of the
Aut hentication informati on where type is set to 1 (Forcerenew nonce
Val ue) .

To provide authentication for a Forcerenew nessage, the server

sel ects a replay detection value according to the RDM sel ected by the
server and conputes an HVAC-MD5 of the Forcerenew nessage, based on
the procedure specified in Section 21.5 of [RFC3315], using the

For cerenew Nonce for the client. The server conputes the HVAC MD5
over the entire DHCP Forcerenew nessage, including the Authentication
option; the HVAC-MD5 field in the Authentication option is set to
zero for the HVAC- MD5 conputation

3.1.4. dient Considerations for Forcerenew Nonce Authentication

A client that supports this nechani sm MJST i ndi cate Forcerenew nonce
Capability by including the FORCERENEW NONCE CAPABLE (145) DHCP
option defined in Section 3.1.1 in all DHCP D scover and Request
nmessages. DHCP servers that support Forcerenew nonce Protoco

aut henti cati on MJST include t he FORCERENEW NONCE CAPABLE (145) DHCP
option in all DHCP Ofers, allowing the client to use this capability
in selecting DHCP servers should nultiple Ofers arrive.

The client MJST validate the DHCP ACK nmessage contains a Forcerenew
Nonce in a DHCP authentication option. |If the server has indicated
capability for Forcerenew Nonce Authentication protocol in the DHCP
OFFER and t he subsequent ACK received by the client while in the
selecting state onits a valid DHCP authentication option for the
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For cerenew Nonce Authentication protocol, the client MJST discard the
message and return to the INT state.

The client MJST record the Forcerenew Nonce fromany valid ACK it
receives, if the ACK contains one.

To authenticate a Forcerenew nessage, the client conputes an HVAC
MD5, based on the procedure specified in Section 21.5 of [RFC3315],
over the DHCP Forcerenew nessage (after setting the HVAC-MD5 field in
the Authentication option to zero), using the Forcerenew Nonce

received fromthe server. |If this conmputed HVAC- MD5 nat ches the
value in the Authentication option, the client accepts the FORCERENEW
nessage

4. | ANA Consi derations

| ANA has assigned the foll ow ng new DHCPv4 option code fromthe
regi stry "BOOTP Vendor Extensions and DHCP Options" maintai ned at
http://ww. i ana. or g/ assi gnnent s/ boot p- dhcp- par anet er s:

Tag: 145
Name: FORCERENEW NONCE_CAPABLE
Data length: 1
Descri ption: Forcerenew Nonce Capabl e
Ref erence: this docunent
5. Security Considerations

As in sone network environments FORCERENEW can be used to snoop and
spoof traffic, the FORCERENEW nessage MJST be authenticated using the
procedures as described in [RFC3118] or the mechani sm described in
thi s docunent.

The mechani smin [ RFC3315] for DHCPv6, which this docunment mirrors
for DHCPv4, uses a nonce to prevent an off-link attacker from
successfully triggering a renewal on a client by sending
DHCPFORCERENEW since the attacker is off-link, it doesn't have the
nonce, and can’t force a renewal .

An on-link attacker can always sinply watch the DHCP renewal nessage
go out and respond to it, so this nechanismis useless for preventing
on-link attacks; hence, the security of the nonce in the case of on-
link attacks isn't relevant. Therefore, HVAC-MD5 is, by definition
adequate for the purpose, and there is no need for an extensible HVAC
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mechani sm  FORCERENEW nessages failing the authentication should be
silently discarded by the client.

5. 1. Protocol Vulnerabilities

The mechani sm described in this document is vulnerable to a denial -

of -service (DoS) attack through flooding a client with bogus
FORCERENEW nessages. The cal cul ations involved in authenticating the
bogus FORECERENEW nessages may overwhel m the device on which the
client is running.

The mechani sm descri bed provi des protection agai nst the use of a
FORCERENEW nessage by a nalicious DHCP server to nmount a DoS or nan-
in-the-mddle attack on a client. This protocol can be conpronised
by an attacker that can intercept the initial nessage in which the
DHCP server sends the nonce to the client.
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