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Abst r act

Thi s docunent updates the | ANA registries in RFC 4255, which defines
SSHFP, a DNS Resource Record (RR) that contains a standard Secure
Shell (SSH) key fingerprint used to verify SSH host keys using DNS
Security Extensions (DNSSEC). This docunent defines additiona
options supporting SSH public keys applying the Elliptic Curve
Digital Signature Al gorithm (ECDSA) and the inplenentation of
fingerprints conputed using the SHA-256 nessage digest algorithmin
SSHFP Resource Records.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
flnternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6594.

Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Domai n Nane System (DNS) is the global, hierarchical distributed
dat abase for Internet naming. The Secure Shell (SSH) is a protoco
for secure renote |ogin and other secure network services over an

i nsecure network. RFC 4253 [ RFC4253] defines Public Key Algorithns
for the Secure Shell server public keys.

The DNS has been extended to store fingerprints in a DNS Resource
Record named SSHFP [ RFC4255], which provi des out-of-band verification
by | ooking up a fingerprint of the server public key in the DNS

[ RFC1034] [ RFC1035] and usi ng Donai n Nane System Security Extensions
(DNSSEC) [ RFC4033] [ RFC4034] [ RFC4035] to verify the | ookup

RFC 4255 [ RFC4255] describes how to store the cryptographic
fingerprint of SSH public keys in SSHFP Resource Records. SSHFP
Resource Records contain the fingerprint and two i ndex nunbers
identifying the cryptographic algorithns used:

1. to link the fingerprinted public key with the correspondi ng
private key, and

2. to derive the nmessage digest stored as the fingerprint in the
record

RFC 4255 [ RFC4255] then specifies lists of cryptographic algorithns
and the correspondi ng i ndex nunbers used to identify themin SSHFP
Resource Records.

Thi s docunent updates the | ANA registry "SSHFP RR Types for public
key algorithns" and "SSHFP RR types for fingerprint types"
[ SSHFPVALS] by adding a new option in each |ist:

o the Elliptic Curve Digital Signature Al gorithm (ECDSA) [ RFC6090],
whi ch has been added to the Secure Shell Public Key list by RFC
5656 [ RFC5656] in the public key algorithns list, and

o the SHA-256 al gorithm[FIPS. 180-3.2008] in the SSHFP fingerprint
type list.

Familiarity with DNSSEC, SSH Protocol [RFC4251][ RFC4253][ RFC4250],

SSHFP [ RFC4255], and the SHA-2 [FIPS. 180-3.2008] family of algorithns
is assuned in this docunent.
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2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. SSHFP Resource Records
The format of the SSHFP RR can be found in RFC 4255 [ RFC4255].

3.1. SSHFP Fingerprint Type Specification

The fingerprint type octet identifies the nessage digest algorithm
used to calculate the fingerprint of the public key.

3.1.1. SHA-256 SSHFP Fingerprint Type Specification

SHA- 256 fingerprints of the public keys are stored in SSHFP Resource
Records with the fingerprint type 2.

3.2. SSHFP Al gorithm Nunmber Specification

The SSHFP Resource Record al gorithm nunber octet describes the
al gorithm of the public key.

3.2.1. ECDSA SSHFP Al gorithm Nunmber Specification

ECDSA public keys are stored in SSHFP Resource Records with the
al gori thm nunber 3.

4. I nplenentation Considerations
4.1. Support for SHA-256 Fingerprints

SSHFP- awar e Secure Shell inplenentati ons SHOULD support the SHA-256
fingerprints for verification of the public key. Secure Shel

i mpl enent ati ons that support SHA-256 fingerprints MJST prefer a SHA-
256 fingerprint over SHA-1 if both are available for a server. |If
the SHA-256 fingerprint is tested and does not match the SSH public
key received fromthe SSH server, then the key MJST be rejected
rather than testing the alternative SHA-1 fingerprint.

4.2. Support for ECDSA
SSHFP- awar e Secure Shell inplenentations that also inplenment the

ECDSA for the public key SHOULD support SSHFP fingerprints for ECDSA
public keys.
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5. Exampl es

The foll owi ng exanpl es provide reference for both the newy defined
val ue for ECDSA and the use of the SHA-256 fingerprint conbined wth
both the new and the existing al gorithm nunbers.

5.1. RSA Public Key

A public key with the follow ng value in OpenSSH format [ RFC4716]
woul d appear as foll ows:

---- BEG N SSH2 PUBLIC KEY ----

AAAAB3Nz aCly c 2 EAAAADAQABAAABAQDCURAJ Chx Ti nzq7QOBbQXWAj mPCCul Fsnh
8Yi 7MKwpMd96+T7uV7nEwy +6+GAYu98I XxFIByIl j FXX/ a6BXDp3878wezH1DZ2t N
D/ t u/ eudz6Er pTFYnVLY EDARYSz VBNQuUI K1UDgvVvB6Kf f Jcyt 78 FpwW27euCkgE
kanv Gaur PRAgwXehDB/ gMMRt XVRZ+13z YWk AMAY+50AW/md XuQvinbkj | veNzt o2H
3nmBnqJt D4J9L1I KPuSWawdr 4/ 6hi bXJk QEvWhUvdOAUWST r KpNwa932f XFk3ke4
rsD Q@ VW8Gyl eM K3Tx8t E4z1wuowXt Ye6Ba8q3LAPs/ nR2S4pUscx

---- END SSH2 PUBLI C KEY ----

5.1.1. RSA Public Key with SHA1l Fi ngerprint
The SSHFP Resource Record for this key would be:

server.exanple.net IN SSHFP 1 1 ( dd465c09cfa51f b45020cc83316f ff
21b9ec74ac )

5.1.2. RSA Public Key with SHA-256 Fingerprint
The SSHFP Resource Record for this key would be:
server.exanple.net IN SSHFP 1 2 ( b049f 950d1397b8f ee6able4dl4a9a

cdc4721e084ef f 5460bbed80cf aa2c
e2ch )
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5.2. DSA Public Key

A public key with the follow ng value in QpenSSH format woul d appear
as follows:

---- BEG N SSH2 PUBLI C KEY ----

AAAAB3Nz aClkc 3MAAACBAPVTr cOU36gWaywbf Jzj cv8ef 13qAX4EJI 8Na6xqgvXhl
t +aCIEdS7s0oRj t vKAKsNhk78Dj dt nf hEhy FKHHNz 3i 6/ ¢/ s9I POUj V7 nmRA06GNnA7A
3Gs6i QEl b6OFgnbi VSCobYW | TSBOt Yenc EEJUoaAua8YQF/ uxRz Pr ReXx GgHnj
AAAAFQDCIM pl i 8VI VEGOOOWC1 Te UTNAWAAAI EAgA2Fbkbbeo0+u/ qw8mQFOFWZ
pTagNo7d7j ov3maj bh5LqEVD7y T3M51GSCGhj gvvhus/ ehMIqz Ybj TcOszUMBI nwT
7x0q15P2ZYDK9I8I Vxrw31j M sUUENMBqB4DU Turt caWrJ9LNaP1/ k4bMb0/ hot nCc
OVvnl PsTLBFW/vVdNRx UAAAACACZc DcKOINTMLgI | YbBQCE f rwj Q+9PmsuSKI 6nUzf
SANy s XHkdbWsu5VxeXLcwWy 5PCORf 0S2P3vwYAnmakqgg502wi ganil8u9nAcz Uyl +
2k0CeQ | Rrt SLf pV7t hLOAb8BK1ES] I | kbn35j KmTcoMFRXbFk KRTK8 CENWBAVg
6wW8=

---- END SSH2 PUBLI C KEY ----

5.2.1. DSA Public Key with SHAl Fi ngerprint
The SSHFP Resource Record for this key woul d be:

server.exanmple.net IN SSHFP 2 1 ( 3b6ba6110f 5f f cd29469f clec2ee25
d61718badd )

5.2.2. DSA Public Key with SHA-256 Fingerprint
The SSHFP Resource Record for this key woul d be:
server.exanple.net IN SSHFP 2 2 ( f9b8a6a460639306f 1b38910456a6a
e1018a253c47ecec12db77d7a0878b
4d83 )
5.3. ECDSA Public Key

A public key with the follow ng value in QpenSSH format woul d appear
as follows:

---- BEG N SSH2 PUBLI C KEY ----

AAAAE2V] ZHNhLXNoYTI t b zdHAY NTYAAAAI bl zdHAY NTYAAABBBAD+9COUI X7W
Ygcvl (dI 8+dj doFDVUTxNr cog8sSYdbl zeG+rbYdsssveyy/ nRf VhXC5(QBCk 81 Thq
s7D4/ | FxX5g=

---- END SSH2 PUBLI C KEY ----
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5.3.1. ECDSA Public Key with SHAL Fi ngerprint
The SSHFP Resource Record for this key woul d be:

server.exanmple.net IN SSHFP 3 1 ( c64607a28c5300f ec1180b6e417b92
2943cffcdd )

5.3.2. ECDSA Public Key with SHA-256 Fi ngerprint
The SSHFP Resource Record for this key woul d be:
server.exanple.net IN SSHFP 3 2 ( 821eb6c1c98d9cc827ab7f 456304c0
f 14785b7008d9e8646a8519de80849
afc7 )
6. | ANA Considerations
Thi s docunent updates the I ANA registry "SSHFP RR Types for public
key algorithns" and "SSHFP RR types for fingerprint types"
[ SSHFPVALS] .
6.1. SSHFP RR Types for Public Key Al gorithns

The following entries have been added to the "SSHFP RR Types for
public key algorithnms" registry:

o - . I +
| Value | Description | Reference
Fomm - B S S +
| 3 | ECDSA | [This doc]
N N . +

6.2. SSHFP RR Types for Fingerprint Types

The follow ng entries have been added to the "SSHFP RR types for
fingerprint types" registry:

Fomm e S R +
| Value | Description | Reference
S Fom e e e e e o oo Fomm e e e o - +
| 2 | SHA-256 | [This doc]
F - S B S +
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7.

8.

8.

Security Considerations

Pl ease see the security considerations in [ RFC4255] for SSHFP
Resource Records and [ RFC5656] for the ECDSA.

Users of SSHFP are encouraged to depl oy SHA-256 as soon as

i mpl ementations allow for it. The SHA-2 fanmily of algorithns is

wi dely believed to be nore resilient to attack than SHA-1, and
confidence in SHA-1's strength is being eroded by recently announced
attacks [I ACR2007/474]. Regardless of whether or not the attacks on
SHA-1 will affect SSHFP, it is believed (at the time of this witing)
that SHA-256 is the better choice for use in SSHFP records.

SHA- 256 is considered sufficiently strong for the i nmedi ate future,
but predictions about future devel opment in cryptography and
cryptanal ysis are beyond the scope of this docunent.
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