I nt ernet Engi neering Task Force (I ETF) L. Zhu
Request for Comments: 6111 M crosoft Corporation
Updat es: 4120 April 2011
Cat egory: Standards Track

| SSN: 2070-1721

Addi tional Kerberos Naming Constraints
Abstr act

Thi s docunent defines new naming constraints for well-known Kerberos
princi pal names and wel | - known Kerberos real m nanes
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1. Introduction

Cccasional ly, protocol designers need to designate a Kerberos
principal nane or a Kerberos real mnane to have a special neaning
other than identifying a particular instance. An exanple is that the
anonynous princi pal nane and the anonynous real m nane are defined for
t he Kerberos anonymity support [RFC6112]. This anonynity nanme pair
conveys no nore nmeaning than that the client’s identity is not

di sclosed. 1In the case of the anonymty support, it is critical that
depl oyed Kerberos inplenentations that do not support anonynity fai
the authentication if the anonynmity name pair is used; therefore, no
access is granted accidentally to a principal who's nane happens to
match with that of the anonynous identity.

However, Kerberos, as defined in [ RFC4120], does not have such
reserved nanes. As such, protocol designers have resolved to use
nanes that are exceedingly unlikely to have been used to avoid
collision. Even if a registry were set up to avoid collision of new
i npl enment ations, there is no guarantee for depl oyed inpl enentations
preventing accidental reuse of nanes that can | ead to access being
grant ed unexpectedly.
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The Kerberos real mnane in [ RFC4120] has a reserved nanme space
al t hough no specific nanme is defined and the criticality of unknown
reserved real mnanmes is not specified

Thi s docunent renedies these issues by defining well-known Kerberos
nanes and t he protocol behavior when a well-known nanme is used but
not supported.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Definitions

In this section, well-known nanes are defined for both the Kerberos
princi pal nane and the Kerberos real mnane.

3.1. Well-Known Kerberos Principal Nanes

A new nane type KRB_NT_WELLKNOMN is defined for well-known principa
nanes. The Kerberos principal nane is defined in Section 6.2 of
[ RFC4120] .

KRB_NT_WELLKNOWN 11

A wel | -known princi pal name MJST have at |east two or nore
Ker berosString conponents, and the first conmponent MJST be the string
literal "WELLKNOMN'.

If a well-known principal nane is used as the client principal nane
or the server principal name but not supported, the Authentication
Service (AS) [RFC4120] and the application server MIST reject the

aut hentication attenpt. Simlarly, the Ticket Granting Service (TGS)
[ RFCA120] MAY reject the authentication attenpt if a well-known
principal nane is used as the client principal nane but not
supported, and SHOULD reject the authentication attenpt if a well-
known principal name is used as the server principal nane but not
supported. These rules were designed to allow increnmental updates
and ease mgration. Mre specifically, if a well-known principal is
accepted in one realm it is desirable to allow the cross-real m
Ticket Granting Ticket (TGI) to work when not all of the realns in
the cross-real maut hentication path are updated; if the server
principal with an identically nanmed well-known name was created
before the Key Distribution Center (KDC) is updated, it m ght be
acceptable to allow authentication to work within a reasonably
limted tine window. However, unless otherw se specified, if a well-
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known principal nane is used but not supported in any other places of
Ker ber os nmessages, authentication MJST fail. The error code is
KRB_AP_ERR PRI NCI PAL_UNKNOWN, and there is no acconmpanying error data
defined in this docunment for this error.

KRB_AP_ERR PRI NCI PAL_ UNKNOWN 82
-- A well-known Kerberos principal nanme is used but not
-- supported.

3.2. \Well-Known Kerberos Real m Nanes

Section 6.1 of [RFC4120] defines the "other" style of real mname, a
new real mtype WELLKNOWN i s defined as a nane of type "other", with
the NAVETYPE part filled in with the string literal "WELLKNOMN'.

ot her: WVELLKNOMN: r eal m nane
This nane type is designated for well-known Kerberos real ns.

The AS and the application server MIST reject the authentication
attenpt if a well-known realmnane is used as the client realmor the
server real mbut not supported. The TGS [ RFC4120] MAY reject the
aut hentication attenpt if a well-known real mnane is used as the
client real mbut not supported, and it SHOULD reject the

aut hentication attenpt if a well-known realmnane is used as the
server real mbut not supported. Unless otherw se specified, if a
wel | -known real mnanme is used but not supported in any other places
of Kerberos nessages, authentication MJST fail. The error code is
KRB_AP_ERR REALM UNKNOWN, and there is no acconpanying error data
defined in this docunent for this error

KRB_AP_ERR REALM UNKNOMW 83
-- A well-known Kerberos real mnane is used but not
-- supported.

Unl ess ot herwi se specified, all principal nanes involving a well -
known real m nanme are reserved, and if a reserved principal nanme is
used but not supported, and if the authentication is rejected, the
error code MJUST be KRB_AP_ERR PRI NCl PAL_RESERVED

KRB_AP_ERR PRI NCI PAL_RESERVED 84
-- A reserved Kerberos principal nane is used but not
-- supported.

There is no acconpanying error data defined in this docunent for this
error.
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According to Section 3.3.3.2 of [RFC4120], the TGS MJST add the nane
of the previous realminto the transited field of the returned
ticket. Typically, well-known realns are defined to carry speci al
nmeani ngs, and they are not used to refer to internediate realnms in
the client’s authentication path. Consequently, unless otherw se
specified, the TGS MUST NOT encode a wel | - known Kerberos real m name
into the transited field [ RFC4120] of a ticket, and parties checking
the transited real mpath MJST reject a transited real mpath that
includes a well-known realm In the case of KDCs checking the
transited real mpath, this neans that the TRANSI TED- POLI CY- CHECKED
flag MUST NOT be set in the resulting ticket. Aside fromthe

hi erarchi cal nmeaning of a null subfield, the DOVAI N- X500- COVPRESS
encoding for transited realns [ RFC4120] treats real m nanes as
strings, although it is optinized for domain style and X. 500 real m
nanes; hence, the DOVAI N- X500- COWRESS encodi ng can be used when the
client realmor the server realmis reserved or when a reserved realm
isinthe transited field. However, if the client’s realmis a well-
known realm the abbreviation forns [ RFC4120] that build on the
precedi ng nane cannot be used at the start of the transited encoding.
The null-subfield form (e.g., encoding ending with ",") [RFC4120]
coul d not be used next to a well-known realm including potentially
at the beginning and end where the client and server real m nanes,
respectively, are filled in.

Security Considerations

It is possible to have a name collision with well-known nanmes because
Kerberos, as defined in [RFC4120], does not reserve nanmes that have
speci al neani ngs; accidental reuse of nanes MJST be avoided. If a
wel | -known nane is not supported, authentication MJST fail as
specified in Section 3. Oherwi se, access can be granted
unintentionally, resulting in a security weakness. Consider, for
exanpl e, a KDC that supports this specification but not the anonynous
aut henti cation described in [RFC6112]. Assune further that the KDC
allows a principal to be created naned identically to the anonynous
principal. |If that principal were created and given access to
resources, then anonynous users might inadvertently gain access to
those resources if the KDC supports anonynous authentication at sone
future time. Simlar issues may occur with other well-known nanes.
By requiring that KDCs reject authentication with unknown well -known
nanes, we ninimze these concerns

If a well-known nane was created before the KDC is updated to conform
to this specification, it SHOULD be renaned. The provisioning code

t hat manages account creation MJST be updated to disallow creation of
principals with unsupported well -known nanes.
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