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Abst r act

Thi s docunent contains test vectors for the Public-Key Cryptography
St andards (PKCS) #5 Password-Based Key Derivation Function 2 (PBKDF2)
wi th the Hash-based Message Aut hentication Code (HVAC) Secure Hash

Al gorithm (SHA-1) pseudorandom function

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6070

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Public-Key Cryptography Standards (PKCS) #5 [ RFC2898] Password-
Based Key Derivation Function 2 (PBKDF2) is used by several protocols
to derive encryption keys froma password.

For exanple, Salted Chall enge Response Authentication Mechani sm
(SCRAM [ RFC5802] uses PBKDF2 with Hash-based Message Aut hentication
Code (HMAC) [ RFC2104] and Secure Hash Al gorithm (SHA-1)

[ FI PS. 180- 1. 1995] .

Test vectors for the algorithmwere not included in the origina
specification, but are often useful for inplenenters. This docunent
addresses the shortconing.

2. PBKDF2 HVAC- SHA1 Test Vectors

The input strings bel ow are encoded using ASCI| [ANSI. X3-4.1986].
The sequence "\0" (without quotation marks) neans a literal ASCI| NUL

value (1 octet). "DK" refers to the Derived Key.
I nput :
P = "password" (8 octets)
S ="salt" (4 octets)
c =1
dkLen = 20
Cut put :

DK = Oc 60 c8 Of 96 1f 0Oe 71
f3 a9 b5 24 af 60 12 06
2f e0 37 a6 (20 octets)
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I nput :
P = "password" (8 octets)

S ="salt" (4 octets)

c 2

dkLen = 20

CQut put :
DK = ea 6¢c 01 4d c7 2d 6f 8c
cd 1le d9 2a ce 1d 41 fO
d8 de 89 57 (20 octets)

I nput :
P = "password" (8 octets)

S ="salt" (4 octets)

c 4096

dkLen = 20

CQut put :
DK = 4b 00 79 01 b7 65 48 9a
be ad 49 d9 26 f7 21 dO
65 a4 29 cl (20 octets)

I nput :
P = "password" (8 octets)

S ="salt" (4 octets)

c 16777216

dkLen = 20

CQut put :
DK = ee fe 3d 61 cd 4d a4 e4
e9 94 5b 3d 6b a2 15 8c
26 34 e9 84 (20 octets)

I nput :
P = "passwor dPASSWORDpasswor d" (24 octets)

S = "salt SALTsal t SALTsal t SALTsal t SALTsalt" (36 octets)

c 4096

dkLen = 25

CQut put :
DK = 3d 2e ec 4f e4 1c 84 9b
80 c8 d8 36 62 c0 e4 4a
8b 29 la 96 4c f2 f0 70
38 (25 octets)
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I nput :
P = "pass\Oword" (9 octets)
S ="sa\0lt" (5 octets)
c = 4096
dkLen = 16
CQut put :

DK = 56 fa 6a a7 55 48 09 9d
cc 37 d7 fO 34 25 e0 ¢3 (16 octets)

January 2011

the test vectors
a mistake in the

and is thus

"Coded Char acter

3.  Acknow edgenent s
Barry Brachman and Love Hornqui st Astrand confirned
(usi ng independent inplenmentations) and poi nted out
salt octet length count.
4. Copying Conditions
Thi s docunent shoul d be considered a Code Conponent
avai | abl e under the BSD license.
5. Security Considerations
The security considerations in [ RFC2898] apply. This docunent does
not introduce any new security considerations.
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