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Abst r act

Thi s docunent defines a Network Configuration Protocol (NETCONF) data
nodel to be used to nonitor the NETCONF protocol. The nonitoring
dat a nodel includes information about NETCONF dat astores, sessions,

| ocks, and statistics. This data facilitates the nmanagenent of a
NETCONF server. This docunent al so defines nethods for NETCONF
clients to discover data nodels supported by a NETCONF server and
defines a new NETCONF <get-schema> operation to retrieve them
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1. Introduction

Thi s docunent defines a YANG [ RFC6020] nodel to be used to nonitor
the NETCONF protocol. It provides information about NETCONF sessions
and supported schema as defined in [ RFC4741].

Consi derati ons such as different schema fornats, feature optionality,
and access controls can all inpact the applicability and | evel of
detail the NETCONF server sends to a client during session setup

The met hods defined in this docunent address the need for further
means to query and retrieve schema and NETCONF state information from
a NETCONF server. These are provided to conpl enent existing base
NETCONF capabilities and operations and in no way affect existing
behavi our.

A new <get -schema> operation is also defined to support explicit
schema retrieval via NETCONF.

1.1. Definition of Terns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119].

2. Data Moddel to Monitor NETCONF

The NETCONF nonitoring data nodel defined in this docunment provides
operational information on the NETCONF server. This includes details
specific to the NETCONF protocol (e.g., protocol-specific counters
such as 'in-sessions’) as well as data related to schema retrieva
(e.g., schema list).

A server that inplenents the data nodel defined in this docunent
("urn:ietf:parans: xm :ns:yang:ietf-netconf-nonitoring") MJST
advertise the capability URI as described in [ RFC6020].
This section presents an overview of the nonitoring data nodel. For
detail ed descriptions, refer to the normati ve YANG nodul e provi ded in
this docunent (see Section 5).

2.1. The /netconf-state Subtree

The netconf-state container is the root of the nonitoring data nodel.
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netconf-state
/capabilities
/ dat ast or es
| schenms
/ sessi ons
[statistics

capabilities
Li st of NETCONF capabilities supported by the server

dat ast ores
Li st of NETCONF configuration datastores (e.g., running, startup
candi date) supported on this device and rel ated infornation.

schemas
Li st of schemas supported on the server. |Includes all the
information required to identify the schemas and to support their
retrieval

sessi ons
List of all active NETCONF sessions on the device. Includes per-

session counters for all NETCONF sessi ons.

statistics
I ncl udes gl obal counters for the NETCONF server

2.1.1. The /netconf-state/capabilities Subtree

The /netconf-state/capabilities subtree contains the capabilities
supported by the NETCONF server. The list MJST include al

capabi lities exchanged during session setup still applicable at the
tinme of the request.

2.1.2. The /netconf-state/datastores Subtree
The / netconf-state/datastores subtree contains the |ist of avail able
dat astores for the NETCONF server and includes information on their
| ock state.
dat astore
/ nanme
/1 ocks

nane (Il eaf, netconf-datastore-type)
Enuneration of supported datastores; candidate, running, startup.
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| ocks (grouping, |ock-info)
Li st of locks for the datastore. Information is provided for both
gl obal and partial |ocks [RFC5717]. For partial |ocks, the Iist
of | ocked nodes and the sel ect expressions originally used to
request the |lock are returned.

2.1.3. The /netconf-state/schenns Subtree

The list of supported schema for the NETCONF server

schema
/lidentifier (key)
/version (key)
/ f or mat (key)
/ nanespace
/1 ocation

The elenents identifier, version, and format are used as a key in the
schena list. These are used in the <get-schema> operation

identifier (string)
Identifier for the schema list entry. The identifier is used in
t he <get-schema> operation and nmay be used for other neans such as
file retrieval

version (string)
Version of the schena supported. Miltiple versions MAY be
supported sinultaneously by a NETCONF server. Each version MJST
be reported individually in the schema list, i.e., with same
identifier, possibly different l|ocation, but different version

For YANG data nodel s, version is the value of the nbst recent YANG
"revision’ statement in the nodule or subnodule, or the enpty
string if no 'revision’ statenment is present.

format (identifyref, schena-fornmat)
The data nodel i ng | anguage the schema is witten in. The data
nmodel i ng | anguage is represented as a YANG identity. This
docunent defines the identities "xsd", "yang", "yin", "rng", and
"rnc" (see Section 5).

nanespace (inet:uri)

The Extensibl e Markup Language (XM.) nanmespace [ XM.- NAMES] defi ned
by the schens.
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| ocation (union: enum inet:uri)
One or nore |locations fromwhich this specific schenma can be
retrieved. The list SHOULD contain at |east one entry per schena.

2.1.4. The /netconf-state/sessions Subtree

I ncl udes session-specific data for NETCONF nanagenent sessions. The
session list MJUST include all currently active NETCONF sessi ons.

sessi on
/session-id (key)
/transport
/ user nane
/ sour ce- host
/1ogin-tine
/in-rpcs
/i n-bad-rpcs
/out-rpc-errors
/out-notifications

session-id (uint32, 1..max)
Uni que identifier for the session. This value is the NETCONF
session identifier, as defined in [RFC4741].

transport (identityref, transport)
Identifies the transport for each session. The transport is
represented as a YANG identity. This docunment defines the
identities "netconf-ssh", "netconf-soap-over-beep", "netconf-soap-
over-https", "netconf-beep”, and "netconf-tls" (see Section 5).

usernanme (string)
The usernane is the client identity that was authenticated by the
NETCONF transport protocol. The algorithmused to derive the
usernanme i s NETCONF transport protocol specific and in addition
specific to the authentication mechani smused by the NETCONF
transport protocol

source- host (inet:host)
Host identifier (1P address or name) of the NETCONF client.

| ogin-ti me (yang: date-and-tine)
Time at the server at which the session was established.

i n-rpcs (yang: zer o- based- count er 32)
Number of correct <rpc> nessages received.
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i n-bad-rpcs (yang: zer o- based- count er 32)
Number of nessages recei ved when an <rpc> nessage was expected,
that were not correct <rpc> nessages. This includes XM parse
errors and errors on the rpc |ayer.

out-rpc-errors (yang: zer o- based- count er 32)
Nunmber of <rpc-reply> nessages sent that contained an <rpc-error>
el ement .

out-notifications (yang: zero-based-counter 32)
Number of <notification> nessages sent.

2.1.5. The /netconf-state/statistics Subtree
Statistical data pertaining to the NETCONF server

statistics
I netconf-start-tinme
/i n-bad- hel | os
/i n-sessions
/ dr opped- sessi ons
/in-rpcs
/i n-bad-rpcs
/out-rpc-errors
/out-notifications

statistics:
Cont ai ns managenent - session-rel ated performance data for the
NETCONF server.

netconf-start-tinme (yang: date-and-ti ne)
Date and time at which the managenment subsystemwas started

i n-bad- hel | os (yang: zer o- based- count er 32)
Number of sessions silently dropped because an invalid <hell o>
nmessage was received

i n-sessions (yang: zer o- based- count er 32)
Number of sessions started.

dr opped- sessi ons (yang: zer o- based- count er 32)
Nunmber of sessions that were abnornally ternminated, e.g., due to
idle tineout or transport close.

i n-rpcs (yang: zer o- based- count er 32)
Number of correct <rpc> nessages received.
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i n-bad-rpcs (yang: zer o- based- count er 32)
Number of nessages recei ved when an <rpc> nessage was expected,
whi ch were not correct <rpc> nessages

out-rpc-errors (yang: zer o- based- count er 32)
Nunmber of <rpc-reply> nessages sent that contained an <rpc-error>
el enent .

out-notifications (yang:zero-based-counter32)
Number of <notification> nessages sent.

3. Schenm Specific Operations
3.1. The <get-schema> Qperation
Descri ption:

This operation is used to retrieve a schema fromthe NETCONF
server.

Par anet ers:
identifier (string):
Identifier for the schema list entry.
Mandat ory par anet er.
version (string):
Version of the schenma request ed.
Optional paraneter.
format (identityref, schema-format):
The data nodel i ng | anguage of the schena.
Default value is 'yang when not specified.
Opti onal paraneter.
Positive Response
The NETCONF server returns the requested schena.

Negati ve Response

If the requested schena does not exist, the <error-tag> is
"invalid-val ue’

If nore than one schena matches the requested paraneters, the

<error-tag> is 'operation-failed , and <error-app-tag> is
' dat a- not - uni que’
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4. Exanpl es
4.1. Retrieving Schema List via <get> Cperation

A NETCONF client retrieves the list of supported schema froma
NETCONF server by retrieving the /netconf-state/schenas subtree via a
<get > operati on.

Avail abl e schema for the requesting session are returned in the reply
containing the <identifier> <version> <format>, and <l ocation>
el ement s.

The response data can be used to determ ne the avail abl e schena and
their versions. The schema itself (i.e., schema content) is not
returned in the response. The optional <location> elenment contains a
URI, which can be used to retrieve the schema by another protoco

such as ftp [ RFC0959] or http(s) [RFC2616] [ RFC2818], or the specia
val ue ' NETCONF', whi ch neans that the schema can be retrieved from
the device via the <get-schenma> operation

Exanpl e:

<rpc nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<get >
<filter type="subtree">
<net conf-state xm ns=
"urn:ietf:parans: xm :ns:yang:ietf-netconf-nonitoring">
<schenas/ >
</ net conf - st at e>
</filter>
</ get >
</rpc>

The NETCONF server returns a |list of schema avail able for
retrieval
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<rpc-reply message-id="101"

<dat a>

xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0">

<net conf-state
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-netconf-nonitoring">
<schenas>
<schenma>

<identifier>foo</identifier>

<versi on>1. 0</ versi on>

<f or mat >xsd</ f or mat >
<nanespace>http:// exanpl e. coni f oo</ nanmespace>

<l ocation>ftp://ftp.exanple.conlschenmas/foo_1.0. xsd</
<l ocati on>htt p://ww. exanpl e. conf schena/ foo_1. 0. xsd</
<l ocati on>NETCONF</| ocat i on>

</ schema>
<schenma>

<identifier>foo</identifier>

<versi on>1. 1</ ver si on>

<f or mat >xsd</ f or mat >
<namespace>http:// exanpl e. conl f oo</ nanespace>

<l ocation>ftp://ftp.exanple.conlschemas/foo_1.1. xsd</
<l ocati on>http://ww. exanpl e. comf schenma/foo_1. 1. xsd</
<l ocati on>NETCONF</| ocat i on>

</ schema>
<schenma>

<identifier>bar</identifier>
<ver si on>2008- 06- 01</ ver si on>
<f or mat >yang</ f or mat >
<nanespace>htt p:// exanpl e. conf bar </ nanespace>
<l ocati on>

htt p://exanpl e. com schena/ bar @008- 06- 01. yang
</l ocati on>
<l ocati on>NETCONF</| ocat i on>

</ schema>
<schenma>

<identifier>bar-types</identifier>
<ver si on>2008- 06- 01</ ver si on>
<f or mat >yang</ f or mat >
<namespace>htt p:// exanpl e. conl bar </ nanmespace>
<l ocati on>
http://exanpl e. com schena/ bar-types@008- 06-01. yang
</l ocati on>
<l ocati on>NETCONF</ | ocat i on>

</ schema>
</ schemas>
</ net conf - st at e>

</ dat a>

</rpc-reply>
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4.2. Retrieving Schema |nstances

G ven the reply in the previous section, the follow ng exanples
illustrate the retrieval of 'foo', 'bar’, and ’bar-types’ schenma at
multiple locations, with nultiple formats, and in multiple |ocations.

1. foo, version 1.0 in xsd format:

a. Via FTP using |ocation
ftp://ftp.exanpl e.com schemas/foo_1.0. xsd

b. Via HITP using location
htt p: // ww. exanpl e. conf scherma/ foo_1. 0. xsd

c. Via <get-schema> using identifier, version, and
format paraneters.

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<get - schema
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-netconf-nmonitoring">
<identifier>foo</identifier>
<versi on>1. 0</ ver si on>
<f or mat >xsd</ f or mat >
</ get - schenma>
</rpc>

<rpc-reply message-id="101"
xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0" >
<dat a
xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-nonitoring">
<xs:schema xm ns: xs="htt p://ww. w3. or g/ 2001/ XM_Schena" >

<l-- foo 1.0 xsd schema contents here -->
</ xs: schema>
</ dat a>

</rpc-reply>
2. bar, version 2008-06-01 in YANG fornat:

a. Via HTTP using | ocation
http: // exanpl e. com schena/ bar @008- 06- 01. yang

b. Via <get-schema> using identifier and version
paraneters
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<rpc nessage-i d="102"
xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<get - schema
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-netconf-nonitoring">
<identifer>bar</identifer>
<versi on>2008- 06- 01</ ver si on>
</ get - schenma>
</rpc>

<rpc-reply message-id="102"

xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0">

<dat a

xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-nonitoring">

nodul e bar {

//default format (yang) returned
/I bar version 2008-06-01 yang nodul e
//contents here ..

</ dat a>
</rpc-reply>

3. bar-types, version 2008-06-01 in default YANG fornmat:
a. Via <get-schema> using identifer paraneter:

<rpc nessage-i d="103"
xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0">
<get - schema
xm ns="urn:ietf:parans: xm : ns:yang:ietf-netconf-nonitoring">
<i dentifer>bar-types</identifer>
</ get - schenma>
</rpc>

<rpc-reply message-i d="103"

xm ns="urn:ietf:paranms: xm : ns: netconf:base: 1. 0">

<dat a

xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-nonitoring">

nmodul e bar-types {

//default format (yang) returned
//1latest revision returned
/lis version 2008-06-01 yang nodul e
//contents here ..

</ dat a>
</rpc-reply>
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5. NETCONF Monitoring Data Model

The data nodel described in this neno is defined in the follow ng
YANG nodul e.

This YANG nodul e i nports typedefs from[RFC6021] and references
[ RFC4741], [RFCAT742], [RFCA743], [RFCA744], [RFC5539], [xm schema-1],
[ RFC6020], [1SQ | EC19757-2:2008], and [ RFC5717].

<CODE BEGA NS> file "ietf-netconf-nonitori ng@010-10-04. yang"
nodul e ietf-netconf-nonitoring {

namespace "urn:ietf:parans: xnm :ns:yang:ietf-netconf-nonitoring";
prefix "ncni;

import ietf-yang-types { prefix yang; }
inmport ietf-inet-types { prefix inet; }

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <nailto:netconf@etf.org>

WG Chair: Mehnet Ersue
<muai | t o: rehnet . er sue@sn. conp

WG Chair: Bert Wjnen
<mai | to: bertietf@w jnen. net>

Edi t or: Mar k Scott
<mai |l to: mar k. scott @ri csson. conp

Edi tor: Martin Bjorkl und
<mailto:nbj @ail-f.com";

description
"NETCONF Mboni toring Mdul e.
Al'l elements in this nodule are read-only.

Copyright (c) 2010 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD
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Li cense set forth in Section 4.c of the IETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 6022; see
the RFC itself for full legal notices."

revision 2010-10-04 {
description
"Initial revision.";
ref erence
"RFC 6022: YANG Modul e for NETCONF Mbnitoring"
}

typedef netconf-datastore-type {
type enuneration {
enum r unni ng;
enum candi dat e;
enum st art up;
}
description
"Enuneration of possible NETCONF datastore types."
ref erence
"RFC 4741: NETCONF Confi guration Protocol”
}

identity transport {
description
"Base identity for NETCONF transport types."
}

identity netconf-ssh {
base transport;
description
"NETCONF over Secure Shell (SSH).";
ref erence
"RFC 4742: Using the NETCONF Configuration Protoco
over Secure SHell (SSH";

}

identity netconf-soap-over-beep {
base transport;
description
"NETCONF over Sinple hject Access Protocol (SOAP) over
Bl ocks Extensi bl e Exchange Protocol (BEEP)."
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reference
"RFC 4743: Using NETCONF over the Sinple oject
Access Protocol (SQAP)";

}

i dentity netconf-soap-over-https {

base transport;

description
"NETCONF over Sinple bject Access Protocol (SOAP)
over Hypertext Transfer Protocol Secure (HITPS)."

ref erence
"RFC 4743: Using NETCONF over the Sinple nject

Access Protocol (SQAP)"

}

identity netconf-beep {
base transport;
description
"NETCONF over Bl ocks Extensible Exchange Protocol (BEEP)."
reference
"RFC 4744: Using the NETCONF Protocol over the
Bl ocks Extensi bl e Exchange Protocol (BEEP)";

}

identity netconf-tls {
base transport;
description
"NETCONF over Transport Layer Security (TLS)."
ref erence
"RFC 5539: NETCONF over Transport Layer Security (TLS)"
}

identity schema-format {
description
"Base identity for data nodel schema | anguages.”
}

identity xsd {
base schema-format;
description
"WBC XML Schema Definition.";
ref erence
"WBC REC REC- xnl schena- 1- 20041028:
XML Schema Part 1: Structures”
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identity yang {
base schema- f or nat ;
description
"The YANG data nodel i ng | anguage for NETCONF."
ref erence
"RFC 6020: YANG - A Data Model i ng Language for the
Net wor k Configuration Protocol (NETCONF)";

}

identity yin {
base schema-format;
description
"The YIN syntax for YANG ";
reference
"RFC 6020: YANG - A Data Model i ng Language for the
Net wor k Configuration Protocol (NETCONF)";

}

identity rng {
base schema- f or nat ;
description
"Regul ar Language for XM. Next Generation (RELAX NG.";
ref erence
"1 SO | EC 19757-2: 2008: RELAX NG'
}

identity rnc {
base schena-format;
description
"Rel ax NG Conpact Syntax";
ref erence
"1 SO | EC 19757-2: 2008: RELAX NG'
}

groupi ng comon-counters {
description
"Counters that exist both per session, and al so gl obally,
accunmul ated fromall sessions."

| eaf in-rpcs {
type yang: zer o- based- count er 32;
description
"Nurmber of correct <rpc> nessages received."

| eaf in-bad-rpcs {
type yang: zer o- based- count er 32;

Scott & Bjorklund St andards Track [ Page 16]



RFC 6022 YANG Modul e for NETCONF Monitoring Cct ober 2010

description
"Nurber of messages received when an <rpc> nessage was expected,
that were not correct <rpc> nessages. This includes XM parse
errors and errors on the rpc layer."
}
| eaf out-rpc-errors {
type yang: zer o- based- count er 32;
description
"Nurmber of <rpc-reply> nmessages sent that contained an
<rpc-error> el ement.";

| eaf out-notifications {
type yang: zer o- based- count er 32;
description
"Nurmber of <notification> nessages sent."
}

}

contai ner netconf-state {
config fal se
description
"The netconf-state container is the root of the nonitoring
data nodel . ";

contai ner capabilities {
description
"Contains the list of NETCONF capabilities supported by the
server.";

leaf-list capability {
type inet:uri;
description
"Li st of NETCONF capabilities supported by the server."
}

}

contai ner datastores {
description
"Contains the list of NETCONF configuration datastores."”

list datastore {
key nane;
description
"Li st of NETCONF configuration datastores supported by
t he NETCONF server and related information."

| eaf nane {
type netconf -dat astore-type;
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description
"Nanme of the datastore associated with this list entry."
}

cont ai ner | ocks {
presence
"This container is present only if the datastore
is |ocked.";
description
"The NETCONF <l ock> and <partial -1 ock> operations all ow
a client to lock specific resources in a datastore. The
NETCONF server will prevent changes to the | ocked
resources by all sessions except the one that acquired
the | ock(s).

Monitoring information is provided for each datastore
entry including details such as the session that acquired
the I ock, the type of lock (global or partial) and the
list of |ocked resources. Miltiple |ocks per datastore
are supported.”;

groupi ng lock-info {
description
"Lock rel ated parameters, common to both gl obal and
partial |ocks.";

| eaf | ocked-by-session {
type uint32;
mandat ory true;
description
"The session I D of the session that has | ocked
this resource. Both a global |ock and a partia
| ock MUST contain the NETCONF sessi on-i d.

If the lock is held by a session that is not managed
by the NETCONF server (e.g., a CLI session), a session
id of O (zero) is reported.”
reference
"RFC 4741: NETCONF Confi guration Protocol"

| eaf | ocked-tinme {
type yang: dat e-and-ti ne;
mandat ory true
description
"The date and tinme of when the resource was
| ocked. ";
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choi ce | ock-type {
description
"Indicates if a global lock or a set of partial |ocks
are set.";

cont ai ner gl obal -1 ock {
description
"Present if the global lock is set."
uses | ock-i nfo;

}

list partial-lock {
key | ock-id;
description
"List of partial |ocks."
ref erence
"RFC 5717: Partial Lock Renote Procedure Call (RPC) for
NETCONF" ;

| eaf lock-id {
type uint32;
description
"This is the lock id returned in the <partial -l ock>
response. ”;

uses | ock-i nfo;
leaf-1ist select {
type yang: xpat hl. 0;
m n-el enents 1;
description
"The xpath expression that was used to request
the I ock. The sel ect expression indicates the
original intended scope of the Iock."
}
| eaf-1ist | ocked-node {
type instance-identifier;
description
"The list of instance-identifiers (i.e., the
| ocked nodes).

The scope of the partial lock is defined by the Iist
of | ocked nodes.";

Scott & Bjorklund St andards Track [ Page 19]



RFC 6022 YANG Modul e for NETCONF Monitoring Cct ober 2010

cont ai ner schenmas {
description
"Contains the list of data nodel schemas supported by the
server.";

list schema {
key "identifier version format";

description
"Li st of data nodel schemas supported by the server."”

| eaf identifier {
type string;
description
"Identifier to uniquely reference the schema. The
identifier is used in the <get-schema> operation and may
be used for other purposes such as file retrieval

For nodel i ng | anguages that support or require a data
nmodel name (e.g., YANG nodul e nane) the identifier MJST
mat ch that nane. For YANG data nodels, the identifier is
the nane of the npdul e or subnobdule. |In other cases, an
identifier such as a filename MAY be used instead."”;

}
| eaf version {
type string;
description
"Version of the schema supported. Miltiple versions MAY be
supported sinultaneously by a NETCONF server. Each
versi on MJST be reported individually in the schema |ist,
i.e., with same identifier, possibly different |ocation
but different version.
For YANG data nodel s, version is the value of the nost
recent YANG ’'revision’ statenent in the nodul e or
subnodul e, or the enpty string if no 'revision' statenent
is present.";
}

| eaf format {
type identityref {
base schema-format;
}
description
"The data nodeling | anguage the schema is witten
in (currently xsd, yang, yin, rng, or rnc).
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For YANG data nodel s, 'yang’ fornmat MJST be supported and
"yin' format MAY al so be provided."
}
| eaf nanespace {
type inet:uri;
mandat ory true
description
"The XML nanespace defined by the data nodel

For YANG data nodels, this is the nobdul e s nanespace.
If the list entry describes a subnmodule, this field
contai ns the namespace of the nodule to which the
subnodul e bel ongs. "

leaf-1ist |location {
type union {
type enuneration {
enum " NETCONF" ;
}
type inet:uri;
}
description
"One or nore locations fromwhich the schema can be
retrieved. This |list SHOULD contain at |east one
entry per schena.

A schena entry nmay be located on a renote file system
(e.g., reference to file systemfor ftp retrieval) or
retrieved directly froma server supporting the

<get - schema> operation (denoted by the value 'NETCONF ).";
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cont ai ner sessions {
description
"The sessions container includes session-specific data for
NETCONF nanagenent sessions. The session list MJST include
all currently active NETCONF sessions.”

list session {
key session-id;
description
"Al'l NETCONF sessions nanaged by the NETCONF server
MUST be reported in this list."

| eaf session-id {
type uint32 {
range "1..max";
}
description
"Unique identifier for the session. This value is the
NETCONF session identifier, as defined in RFC 4741."
ref erence
"RFC 4741: NETCONF Confi guration Protocol"

| eaf transport ({
type identityref {
base transport;

mandat ory true
description
"Identifies the transport for each session, e.g.

"netconf-ssh’, 'netconf-soap’, etc."
}
| eaf usernane ({
type string;
mandat ory true;
description
"The usernane is the client identity that was authenticated
by the NETCONF transport protocol. The algorithmused to
derive the username is NETCONF transport protocol specific
and in addition specific to the authentication nmechani sm
used by the NETCONF transport protocol."
}

| eaf source-host {
type inet: host;
description
"Host identifier of the NETCONF client. The val ue
returned is inplenentation specific (e.g., hostnane,
| Pv4 address, |Pv6 address)";
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| eaf login-time {
type yang: date-and-ti ne;
mandat ory true
description
"Time at the server at which the session was established.™
}
uses common-counters {
description
"Per-session counters. Zero based with follow ng reset
behavi our:
- at start of a session
- when nmax val ue is reached"

}
}
}

contai ner statistics {
description
"Statistical data pertaining to the NETCONF server."

| eaf netconf-start-tinme {
type yang: dat e-and-ti ne;
description
"Date and tinme at which the nmanagenent subsystem was
started.";

| eaf in-bad-hellos {
type yang: zer o- based- count er 32;
description
"Nurmber of sessions silently dropped because an
i nvalid <hell o> nessage was received. This includes <hell o>
messages with a 'session-id attribute, bad nanespace, and
bad capability declarations."
}
| eaf in-sessions {
t ype yang: zer o- based- count er 32;
description
"Nurmber of sessions started. This counter is increnented
when a <hell 0> nmessage with a <session-id> is sent.

"in-sessions’ - 'in-bad-hellos =
"nunber of correctly started netconf sessions'"

| eaf dropped-sessions {
type yang: zer o- based- count er 32;
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description
"Nurber of sessions that were abnornally term nated, e.g.
due to idle tineout or transport close. This counter is not
i ncrenmented when a session is properly closed by a
<cl ose-sessi on> operation, or killed by a <kill-session>
operation.";
}
uses conmmon-counters {
description
"d obal counters, accunulated fromall sessions
Zero based with follow ng reset behavi our
- re-initialization of NETCONF server
- when max value is reached"
}
}
}

rpc get-schema {
description
"This operation is used to retrieve a schema fromthe
NETCONF server.

Positi ve Response
The NETCONF server returns the requested schena

Negati ve Response
I f requested schema does not exist, the <error-tag>is
“invalid-val ue’

If nore than one schena nmatches the requested paraneters, the
<error-tag> is 'operation-failed' , and <error-app-tag> is
" dat a- not - uni que’ . ";

i nput {
| eaf identifier {
type string;

mandat ory true
description
"Identifier for the schema list entry.";
}
| eaf version {
type string;
description
"Version of the schena requested. |If this paranmeter is not
present, and nore than one version of the schema exists on
the server, a 'data-not-unique’ error is returned, as
descri bed above.";
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}

| eaf format {
type identityref {
base schenma-format;

}
description
"The data nodeling | anguage of the schema. |If this
paraneter is not present, and nore than one formats of
the schema exists on the server, a ’'data-not-unique error
is returned, as described above."
}
out put {

anyxm data {
description
"Contains the schema content."
}
}
}

<CODE ENDS>

6.

Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC4741]. The |owest NETCONF | ayer is the
secure transport |ayer and the mandatory to inplenent secure
transport is SSH [ RFC4742].

Sonme of the readable data nodes in this YANG nodul e nay be consi dered
sensitive or vulnerable in some network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes.

These are the containers, |ist nodes, and data nodes with their
specific sensitivity/vulnerability:

/ net conf - st at e/ sessi ons/ sessi on/ usernanme: Contains identity
i nformati on that could be used in an attenpt to authenticate with
the server.

This usernane is only neant for nonitoring, and SHOULD NOT be used
for other purposes, such as access control, without a detailed

di scussion of the limtations of this reported username. For
exanple, it is possible that server A and server B night report
the sane usernane, but these mght be for different persons.
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| ANA Consi der ations

This docunent registers one URI in "The | ETF XM. Regi stry".
Following the format in [ RFC3688], the followi ng has been registered.

URI: urn:ietf:parans: xm :ns:yang:ietf-netconf-nonitoring
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

Thi s docunent registers one nodule in the "YANG Mdul e Nanes"
registry. Following the format in [ RFC6020], the follow ng has been
regi stered.

name: ietf-netconf-nonitoring

namespace: urn:ietf:paranms: xn :ns:yang:ietf-netconf-nonitoring
prefix: ncm

reference: RFC 6022
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