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1. Introduction

In the context of MPLS Transport Profile (MPLS-TP, see [9] and [1]),
the rationales for Operations, Admnistration, and Miintenance (OAM
are twofold as it can serve

0 as a network-oriented functionality, used by a transport network
operator to nmonitor his network infrastructure and to inplenent
i nternal mechanisms in order to enhance the general behavior and
the I evel of performance of his network (e.g., protection
mechani smin case of node or link failure). As an exanple, fault
| ocalization is typically associated with this use case.

0 as a service-oriented functionality, used by a transport service
provider to nonitor services offered to end custonmers in order to
be able to react rapidly in case of a problemand to be able to
verify some of the Service Level Agreement (SLA) paraneters (e.g.
usi ng performance nonitoring) negotiated with the end custoners.
Note that a transport service could be provided over severa
networ ks or administrative domains that may not all be owned and
managed by the same transport service provider

More generally, OAMis an inportant and fundamental functionality in
transport networks as it contributes to:

o the reduction of operational conplexity and costs, by allow ng for
efficient and autonmatic detection, localization, and handling and
di agnosi s of defects, as well as by mnimzing service
interruptions and operational repair tines.

o the enhancenent of network availability, by ensuring that defects
(for exanple, those resulting in msdirected custoner traffic) and
faults are detected, diagnosed, and dealt with before a custoner
reports the probl em

0 neeting service and perfornmance objectives, as the OAM
functionality allows for SLA verification in a nulti-naintenance
domai n environnent and allows for the deternination of service
degradation due, for exanple, to packet delay or packet | oss.

1.1. Scope of This Documnent
This docunent lists architectural and functional requirenents for the
OAM functionality of MPLS-TP. These requirenents apply to
pseudowi res (PW), Label Switched Paths (LSPs), and Sections.

These requirenents are derived fromthe set of requirenents specified
by ITU-T and published in the ITU T Suppl enent Y. Sup4 [10].
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By covering transport specificities, these requirenents conpl enent
those identified in RFC 4377 [11]; yet, sone requirenents nay be
simlar.

This docunent only lists architectural and functional OAM
requirenents. It does not detail the inplications of their
applicability to the various types (e.g., point-to-point, point-to-
mul ti point, unidirectional, bidirectional, etc.) of PW, LSPs, and
Sections. Furthernore, this docunment does not provide requirenents
on how t he protocol solution(s) should behave to achi eve the
functional objectives. Please see [12] for further information

Note that the OAM functions identified in this docunent nay be used
for fault-management, performance-nonitoring, and/or protection-

swi tching applications. For exanple, connectivity verification can
be used for fault managenent by detecting failure conditions, but may
al so be used for performance nonitoring through its contribution to
the eval uation of performance netrics (e.g., unavailability tine).
Nevertheless, it is outside the scope of this docunent to specify

whi ch function should be used for which application

Note also that it is anticipated that inplenmenters may wi sh to
i mpl ement OAM nessage handling in hardware. Al though not a
requirenent, this fact could be taken as a design consideration

1.2. Requirenents Language and Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

Al t hough this docunment is not a protocol specification, the use of
this | anguage clarifies the instructions to protocol designers
produci ng solutions that satisfy the requirenents set out in this
docunent .

In this docunent, we:

o refer to the inability of a function to performa required action
as a fault. This does not include an inability due to preventive
mai nt enance, | ack of external resources, or planned actions. See
also ITUT G806 [3].

o refer to the situation in which the density of anonalies has

reached a |l evel where the ability to performa required function
has been interrupted as a defect. See also ITUT G 806 [3].
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o refer to OAM actions that are carried out continuously or at |east
over long periods of time, permtting proactive reporting of fault
and/ or performance results as proactive OAM

o refer to OAM actions that are initiated via manual intervention
for alimted tine to carry out troubl eshooting as on-denmand OAM

o refer to a Label Edge Router (LER), for a given LSP or Section
and to a PWTerninating Provider Edge (T-PE), for a given PW as
an End Point. Further, we refer to a Label Switching Router
(LSR), for a given LSP, and to a PWSw tching Provider Edge
(S-PE), for a given PW as an Internediate Point. This docunent
does not nake a distinction between End Points (e.g., source and
destination) as it can be inferred fromthe context of the
sent ences.

0 use the term"node" as a general reference to End Points and
I nt ermedi ate Points.

o refer to both segnent and concatenated segnments as segnents (see
[1] for definitions relating to the term"segnment" as well as for
other definitions relating to MPLS-TP)

o refer to both single segnent PW and nulti-segnent PW as PWs.

o refer to both bidirectional associated LSPs and bidirectional co-
routed LSPs as bidirectional LSPs.

2.  OAM Requi rements

This section lists the requirements by which the OAM functionality of
MPLS- TP shoul d abi de

The requirenents |listed bel ow may be net by one or nore QAM
protocols; the definition or selection of these protocols is outside
the scope of this docunent.

RFC 5654 [1] states (Requirenment #2) that the MPLS-TP design, SHOULD
as far as reasonably possible, reuse existing MPLS standards. This
general requirement applies to MPLS-TP CAM  MPLS-TP OAM i s defi ned
in this docunent through a set of functional requirenents. These
requirenents will be nmet by protocol solutions defined in other
docunents. The way in which those protocols are operated and the way
in which a network operator can control and use the MPLS-TP OQAM
functions SHOULD be as sinilar as possible to the nechani sns and
techni ques used to operate OAMin other transport technol ogies
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2.1. Architectural Requirenents
2.1.1. Scope of OAM

The protocol solution(s) devel oped to neet the requirenents
identified in this docunent MUST at |east be applicable to point-to-
poi nt bidirectional PW, point-to-point co-routed bidirectional LSPs,
and point-to-point bidirectional Sections. Section 2.2 provides
additional information with regard to the applicability to point-to-
poi nt associ ated bidirectional LSPs, point-to-point unidirectiona
LSPs, and point-to-mnultipoint LSPs.

The service enmulated by a PWnmay span nultiple donmains. An LSP nmay
al so span multiple dormains. The protocol solution(s) MJST be
applicable to end-to-end and to segnents. Mre generally, it MJST be
possi ble to operate OAM functi ons on a per-donain basis and across
mul ti pl e domai ns.

Since LSPs may be stacked, the protocol solution(s) MJST be
applicable on any LSP, regardl ess of the | abel stack depth.
Furthermore, it MJST be possible to estimate OAM fault and
performance netrics of a single PWor LSP segnent or of an aggregate
of PWor LSP segnents.

2.1.2. | ndependence

The protocol solution(s) SHOULD be independent of the underlying
tunneling or point-to-point technology or transm ssion nedia.

The protocol solution(s) SHOULD be independent of the service a PW
may enul at e.

Any OAM function operated on a PW LSP, or Section SHOULD be

i ndependent of the OAM function(s) operated on a different PW LSP
or Section. In other words, only the OAM functions operated on a
given LSP (for exanple) should be used to achi eve the OAM obj ecti ves
for that LSP.

The protocol solution(s) MJST support the capability to be
concurrently and independently operated end-to-end and on segnents.
Therefore, any OAM function applied to segnent(s) of a PWor LSP
SHOULD be i ndependent of the OAM function(s) operated on the end-to-
end PWor LSP. |t SHOULD al so be possible to distinguish an OAM
packet running over a segnent of a PWor LSP from anot her QAM packet
runni ng on the end-to-end PWor LSP
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Furt hernmore, any OAM function applied to segnent(s) of a PWor LSP
SHOULD be i ndependent of the QAM function(s) applied to other
segrment (s) of the sane PWor LSP.

Not e: | ndependence should not be understood in ternms of isolation
as there can be interactions between OAM functi ons operated, for
exanple, on two different LSPs.

2.1.3. Data Pl ane

OAM functions operate in the data plane. QOAM packets MJST run in-
band; that is, OAM packets for a specific PW LSP, or Section MJST
follow the exact sane data path as user traffic of that PW LSP, or
Section. This is often referred to as fate sharing.

It MJUST be possible to discrinmnate user traffic from OAM packets.
This includes a neans to differentiate OAM packets fromuser traffic
as well as the capability to apply specific treatnment to OAM packet s,
at the nodes processing these OAM packets.

As part of the design of OAM protocol solution(s) for MPLS-TP, a
mechani sm for enabling the encapsul ati on and differentiation of OQAM
messages on a PW LSP, or Section, MJST be provided. Such nechanism
SHOULD al so support the encapsul ation and differentiation of existing
| P/ MPLS and PW OAM nessages.

2.1.4. QAMand |IP Capabilities

There are environments where | P capabilities are present in the data
pl ane. | P/ MPLS environnents are exanpl es of such environnents.

There are al so environnents where | P capabilities nay not be present

in the data plane. MPLS-TP environnents are exanpl es of environnments
where | P capabilities nmight or mght not be present.

Not e: Presence or absence of IP capabilities is deploynent
scenari o dependent.

It MUST be possible to deploy the OAM functionality in any of these
environnents. As a result, it MJST be possible to operate OAM
functions with or without relying on IP capabilities, and it MJST be
possi ble to choose to make use of | P capabilities when these are
present.

Furt hernmore, the nmechanismrequired for enabling the encapsul ation

and differentiation of OAM nessages (see Section 2.1.3) MJST support
the capability to differentiate OAM nessages of an QOAM functi on
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operated by relying on I P capabilities (e.g., using encapsulation in
an | P header) from OAM nessages of an OAM function operated w thout
relying on any | P capability.

Note that IP capabilities include the capability to forma standard
| P header, to encapsulate a payload in an |IP header, to parse and
anal yze the fields of an I P header, and to take actions based on the
content of these fields.

For certain functions, OAM nessages need to incorporate
identification information (e.g., of source and/or destination
nodes). The protocol solution(s) MJST at | east support
identification information in the formof an | P addressing structure
and MUST al so be extensible to support additional identification
schenes.

2.1.5. Interoperability and Interworking

It is REQURED that OQAM interoperability is achi eved between distinct
domains nmaterializing the environnents described in Section 2.1.4.
It is also REQU RED that the first two requirenents of Section 2.1.4
still hold and MJUST still be met when interoperability is achieved.

When MPLS-TP is run with IP routing and forwardi ng capabilities, it
MUST be possible to operate any of the existing | P/ MPLS and PW OAM
protocols (e.g., LSP-Ping [4], MPLS-BFD [13], VCCV [5], and VCCV-BFD
[14]).

2.1.6. Configuration

OAM functions MJST operate and be configurable even in the absence of
a control plane. Conversely, it SHOULD be possible to configure as
wel | as enabl e/ disable the capability to operate OAM functi ons as
part of connectivity managenent, and it SHOULD al so be possible to
configure as well as enable/disable the capability to operate OAM
functions after connectivity has been established.

In the latter case, the custoner MJST NOT perceive service
degradation as a result of OAM enabling/disabling. Ildeally, OAM
enabl i ng/ di sabl i ng shoul d take place w thout introducing any customer
i mpairnments (e.g., no customer packet |osses). Procedures ained to
prevent any traffic inpairnment MJUST be defined for the enabling/

di sabling of QOAM functi ons.

Means for configuring OAM functions and for connectivity managenent
are outside the scope of this docunent.
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2.2. Functional Requirenents

Hereafter are listed the required functionalities conposing the
MPLS- TP OAM tool set. The list may not be exhaustive and as such the
OAM nechani sns devel oped in support of the identified requirenents
SHALL be extensible and thus SHALL NOT preclude the definition of
addi tional OAM functionalities, in the future.

The design of OAM nechani snms for MPLS-TP, MUST allow for the ability
to support experinmental OAM functions. These functions MJST be
di sabl ed by default.

The use of any OAM function MJST be optional and it MJST be possible
to select the set of OAM function(s) to use on any PW LSP, or
Secti on.

It is RECOWENDED that any protocol solution, neeting one or nore
functional requirenment(s), be the sane for PWs, LSPs, and Secti ons.

It is RECOWENDED that any protocol solution, nmeeting one or nore
functional requirenment(s), effectively provides a fully featured
function; that is, a function that is applicable to all the cases
identified for that functionality. |In that context, protoco
solution(s) MJST state their applicability.

Unl ess otherwi se stated, the OAM functionalities MJUST NOT rely on
user traffic; that is, only OAM nessages MJST be used to achi eve the
obj ecti ves.

For the on-denmand OAM functions, the result of which may vary
dependi ng on packet size, it SHOULD be possible to performthese
functions using different packet sizes.

2.2.1. Ceneral Requirenents

If a defect or fault occurs on a PW LSP, or Section, nechanisnms MJST
be provided to detect it, diagnose it, localize it, and notify the
appropriate nodes. Mechani sns SHOULD exi st such that corrective
actions can be taken

Furt hermore, nechani sns MJUST be available for a service provider to

be aware of a fault or defect affecting the service(s) he provides,
even if the fault or defect is |located outside of his donain.
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Prot ocol solution(s) devel oped to neet these requirenents nay rely on
i nformati on exchange. Information exchange between various nodes

i nvol ved in the operation of an OAM functi on SHOULD be reliable such
that, for exanple, defects or faults are properly detected or that
state changes are effectively known by the appropriate nodes.

2.2.2. Continuity Checks

The MPLS-TP OAM t ool set MUST provide a function to enable an End
Point to nonitor the |iveness of a PW LSP, or Section.

This function SHOULD be perfornmed between End Points of PWs, LSPs,
and Secti ons.

This function SHOULD be perforned proactively.

The protocol solution(s) developed to performthis function MJIST al so
apply to point-to-point associated bidirectional LSPs, point-to-point
uni directional LSPs, and point-to-nultipoint LSPs.

2.2.3. Connectivity Verifications

The MPLS-TP OAM t ool set MUST provide a function to enable an End
Point to deternine whether or not it is connected to specific End
Poi nt (s) by neans of the expected PW LSP, or Section.

This function SHOULD be perfornmed proactively between End Points of
PWs, LSPs, and Secti ons.

This function SHOULD be perforned on-demand between End Poi nts and
Internedi ate Points of PW and LSPs, and between End Points of PWs,
LSPs, and Secti ons.

The protocol solution(s) developed to performthis function
proactively MIJST al so apply to point-to-point associated
bidirectional LSPs, point-to-point unidirectional LSPs, and point-to-
mul ti poi nt LSPs.

The protocol solution(s) developed to performthis function on-denmand
MAY al so apply to point-to-point associated bidirectional LSPs, to
poi nt-to-point unidirectional LSPs, and point-to-nultipoint LSPs in
case a return path exists.
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2.2.4. Route Tracing

The MPLS-TP OAM tool set MUST provide functionality to enable an End
Point to discover the Internmediate (if any) and End Point(s) along a
PW LSP, or Section, and nore generally to trace the route of a PW
LSP, or Section. The information collected MJST include identifiers
related to the nodes and interfaces conposing that route.

This function SHOULD be performed on-demand.

This function SHOULD be perfornmed between End Points and I ntermnedi ate
Points of PW and LSPs, and between End Points of PW, LSPs, and
Secti ons.

The protocol solution(s) developed to performthis function MAY al so
apply to point-to-point associated bidirectional LSPs, to point-to-
poi nt uni directional LSPs, and point-to-nultipoint LSPs in case a
return path exists.

2.2.5. Diagnostic Tests

The MPLS-TP OAM tool set MUST provide a function to enable conducting
di agnostic tests on a PW LSP, or Section. An exanple of such a

di agnostic test consists of performng a | oop-back function at a node
such that all OAM and data traffic are | ooped back to the originating
End Point. Another exanple of such diagnostic test consists in
estimating the bandwi dth of, e.g., an LSP

This function SHOULD be perfornmed on-demand.

This function SHOULD be perfornmed between End Points and | nternediate
Points of PW and LSPs, and between End Points of PWs, LSPs, and
Secti ons.

The protocol solution(s) developed to performthis function MAY al so
apply to point-to-point associated bidirectional LSPs, to point-to-
poi nt unidirectional LSPs and point-to-nultipoint LSPs, in case a
return path exists.

2.2.6. Lock I nstruct

The MPLS-TP OAM t ool set MUST provide functionality to enable an End
Point of a PW LSP, or Section to instruct its associated End
Point(s) to lock the PW LSP, or Section. Note that |ock corresponds
to an administrative status in which it is expected that only test
traffic, if any, and OAM (dedicated to the PW LSP, or Section) can
be mapped on that PW LSP, or Section
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This function SHOULD be performed on-denmand.

This function SHOULD be perfornmed between End Points of PW, LSPs,
and Sections.

The protocol solution(s) developed to performthis function MJST al so
apply to point-to-point associated bidirectional LSPs, point-to-point
uni directional LSPs, and point-to-nultipoint LSPs.

2.2.7. Lock Reporting

Based on the tunneling capabilities of MPLS, there are cases where
Internediate Point(s) of a PWor of an LSP coincide with End Point(s)
of another LSP on which the fornmer is nmapped/tunneled. Further, it
may happen that the tunnel LSP is out of service as a result of a

| ock action on that tunnel LSP. By neans outside of the scope of
this docunment, the Internediate Point(s) of the PWor LSP may be
aware of this condition. The MPLS-TP OAM t ool set MJST provide a
function to enable an Internediate Point of a PWor LSP to report, to
an End Point of that same PWor LSP, a lock condition indirectly

af fecting that PWor LSP

This function SHOULD be perfornmed proactively.

This function SHOULD be performed between Internediate Points and End
Poi nts of PW and LSPs.

The protocol solution(s) developed to performthis function MJST al so
apply to point-to-point associated bidirectional LSPs, point-to-point
unidirectional LSPs, and point-to-nultipoint LSPs.

2.2.8. A arm Reporting

Based on the tunneling capabilities of MPLS, there are cases where
Internediate Point(s) of a PWor of an LSP coincide with End Point(s)
of another LSP on which the forner is nmapped/tunneled. Further, it
may happen that the tunnel LSP be out of service as a result of a
fault on that tunnel LSP. By neans outside of the scope of this
docunent, the Internediate Point(s) of the PWor LSP may be aware of
this condition. The MPLS-TP OAM t ool set MJST provide functionality
to enable an Internediate Point of a PWor LSP to report, to an End
Poi nt of that sanme PWor LSP, a fault or defect condition indirectly
af fecting that PWor LSP

This function SHOULD be perforned proactively.

This function SHOULD be performed between Internediate Points and End
Points of PW and LSPs.
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The protocol solution(s) developed to performthis function MJST al so
apply to point-to-point associated bidirectional LSPs, point-to-point
uni directional LSPs, and point-to-nultipoint LSPs.

2.2.9. Renote Defect |ndication

The MPLS-TP OAM tool set MUST provide a function to enable an End
Point to report, to its associated End Point, a fault or defect
condition that it detects on a PW LSP, or Section for which they are
the End Points.

This function SHOULD be perfornmed proactively.

This function SHOULD be perfornmed between End Points of PWs, LSPs,
and Sections.

The protocol solution(s) developed to performthis function MJIST al so
apply to point-to-point associated bidirectional LSPs and MAY al so
apply to point-to-point unidirectional LSPs and point-to-nultipoint
LSPs in case a return path exists.

2.2.10. dient Failure Indication
The MPLS-TP OAM t ool set MUST provide a function to enable the
propagati on, fromedge to edge of an MPLS-TP network, of infornation
pertaining to a client (i.e., external to the MPLS-TP network) defect
or fault condition detected at an End Point of a PWor LSP, if the
client layer OAM functionality does not provide an alarm
notification/propagation functionality.
This function SHOULD be performed proactively.
This function SHOULD be perforned between End Points of PW and LSPs.
The protocol solution(s) developed to performthis function MJST al so
apply to point-to-point associated bidirectional LSPs, point-to-point
uni directional LSPs, and point-to-nultipoint LSPs.

2.2.11. Packet Loss Measurenent

The MPLS-TP OAM t ool set MUST provide a function to enable the
quantification of packet loss ratio over a PW LSP, or Section

The |l oss of a packet is defined in RFC2680 [6] (see Section 2.4).
This definition is used here.
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Packet-loss ratio is defined here to be the ratio of the nunber of
user packets lost to the total nunmber of user packets sent during a
defined tine interval

This function MAY either be perforned proactively or on-denand.

This function SHOULD be perfornmed between End Points of PWs, LSPs,
and Sections.

It SHOULD be possible to rely on user traffic to performthis
functionality.

The protocol solution(s) developed to performthis function MJST al so
apply to point-to-point associated bidirectional LSPs, point-to-point
uni directional LSPs, and point-to-nultipoint LSPs.

2.2.12. Packet Del ay Measurenent

The MPLS-TP OAM tool set MUST provide a function to enable the
quantification of the one-way, and if appropriate, the two-way, delay
of a PW LSP, or Section.

0 The one-way delay is defined in [7] to be the tine elapsed from
the start of transmission of the first bit of a packet by an End
Point until the reception of the last bit of that packet by the
ot her End Poi nt.

0 The two-way delay is defined in [8] to be the tine elapsed from
the start of transmission of the first bit of a packet by an End
Point until the reception of the last bit of that packet by the
sanme End Point.

Two-way delay nmay be quantified using data traffic | oopback at the
renote End Point of the PW LSP, or Section (see Section 2.2.5).

Accurate quantification of one-way delay nmay require clock
synchroni zati on, the neans for which are outside the scope of this
docunent .

This function SHOULD be performed on-demand and MAY be perforned
proactively.

This function SHOULD be perfornmed between End Points of PWs, LSPs,
and Sections.

Vi gour eux, et al. St andards Track [ Page 14]



RFC 5860 OAM Requi renents for MPLS-TP May 2010

The protocol solution(s) developed to performthis function MJST al so
apply to point-to-point associated bidirectional LSPs, point-to-point
uni directional LSPs, and point-to-multipoint LSPs, but only to enable
the quantification of the one-way del ay.

3. Congestion Considerations

A nmechanism (e.g., rate limting) MJST be provided to prevent QAM
packets from causi ng congestion in the Packet Swi tched Network.

4. Security Considerations

This docunent, in itself, does not inply any security consideration
but OAM as such, is subject to several security considerations. QAM
nmessages can reveal sensitive information such as passwords,
performance data and details about, e.g., the network topol ogy.

The nature of OAM t herefore suggests having sone form of

aut henti cation, authorization, and encryption in place. This wll
prevent unaut horized access to MPLS-TP equi pnent and it will prevent
third parties fromlearning about sensitive information about the
transport networKk.

OAM syst ens (network nmanagenent stations) SHOULD be designed such
that OAM functi ons cannot be accessed wi thout authorization

QOAM pr ot ocol solutions MIST include the facility for OAM nessages to
aut henticated to prove their origin and to nake sure that they are
destined for the receiving node. The use of such facilities MJST be
confi gurabl e.

An OAM packet received over a PW LSP, or Section MJST NOT be
f orwar ded beyond the End Point of that PW LSP, or Section, so as to
avoid that the OAM packet |eaves the current administrative domain.
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