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Abst r act

Thi s docunent presents requirenments specific to hone control and
aut omati on applications for Routing Over Low power and Lossy (ROLL)

networks. In the near future, many hones will contain high nunbers
of wireless devices for a wide set of purposes. Exanples include
actuators (relay, light dimer, heating valve), sensors (wall switch,

wat er | eak, blood pressure), and advanced controllers (radio-
frequency-based AV renote control, central server for light and heat
control). Because such devices only cover a linmted radi o range,
routing is often required. The aimof this docunment is to specify
the routing requirenents for networks conprising such constrained
devices in a honme-control and autonmation environment.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5286
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1. Introduction
Thi s docunent presents requirenments specific to hone control and

aut
net
of

act
wat

omation applications for Routing Over Low power and Lossy (ROLL)
works. In the near future, many honmes will contain high nunbers
Wi rel ess devices for a wide set of purposes. Exanples include
uators (relay, light dinmer, heating valve), sensors (wall switch
er | eak, blood pressure), and advanced controllers. Basic hone-

control nodul es such as wall switches and plug-in nodul es may be

turned into an advanced hone autonation solution via the use of an
| P-enabl ed application responding to events generated by wal
swi tches, notion sensors, light sensors, rain sensors, and so on

Net wor k nodes may be sensors and actuators at the sane tine. An

exanple is a wall switch for replacenment in existing hones. The push

buttons may generate events for a controller node or for activating
ot her actuator nodes. At the sane tinme, a built-in relay may act as
actuator for a controller or other renote sensors.
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Because ROLL nodes only cover a limted radio range, routing is often
required. These devices are usually highly constrained in terns of
resources such as battery and nmenory and operate in unstable
environnents. Persons nmoving around in a house, opening or closing a
door, or starting a mcrowave oven affect the reception of weak radio
signals. Reflection and absorption nmay cause a reliable radio |ink
to turn unreliable for a period of tine and then becone reusable
again, thus the term"lossy". Al traffic in a ROLL network is
carried as | Pv6 packets.

The connected hone area is very nuch consuner oriented. The

i mplication on network nodes is that devices are very cost sensitive,
whi ch | eads to resource-constrai ned environnments havi ng sl ow CPUs and
smal | nenory footprints. At the sane time, nodes have to be
physically small, which puts a linit to the physical size of the
battery, and thus, the battery capacity. As a result, it is comon
for battery-operated, sensor-style nodes to shut down radio and CPU
resources for nost of the time. The radio tends to use the sane
power for listening as for transmtting.

Al t hough this docunent focuses its text on radi o-based wrel ess

net wor ks, hone-automati on networks may al so operate using a variety
of links, such as | EEE 802.15.4, Bluetooth, Low Power WFi, wired or
ot her | ow power PLC (Power-Line Communication) links. Many such | ow
power link technol ogies share simlar characteristics with | ow power
wi rel ess and this docunent should be regarded as applying equally to
all such l|inks.

Section 2 describes a few typical use cases for honme automation
applications. Section 3 discusses the routing requirenments for
net wor ks conprisi ng such constrai ned devices in a hone network
environnent. These requirenents nay be overl appi ng requirenents
derived fromother application-specific routing requirenments
presented in [BU LD NG REQS], [RFC5673], and [ RFC5548].

A full list of requirenments docunents nmay be found in Section 7.
Ter m nol ogy
ROLL: Routing Over Low power and Lossy networks. A ROLL
node may be classified as a sensor, actuator, or
controller.
Act uat or: Net wor k node that perforns sone physical action
Dimers and rel ays are exanpl es of actuators. |If

sufficiently powered, actuator nodes may participate
in routing network nessages.
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Border router:

Channel

Controller:

Downst r eam

DR:

DSM

LLNs:

LAN:

PAN:

PDA

PLC
RAM

Sensor:

Upstream

Brandt, et al

Infrastructure device that connects a ROLL network to
the Internet or sone backbone network.

Radi o frequency band used to carry network packets.

Net wor k node that controls actuators. Contro
deci si ons may be based on sensor readi ngs, sensor
events, schedul ed actions, or incom ng comuands from
the Internet or other backbone networks. |If
sufficiently powered, controller nodes may participate
in routing network nessages.

Data direction traveling froma Local Area Network
(LAN) to a Personal Area Network (PAN) device.

Demand- Response. The mechani sm of users adj usting
their power consunption in response to the actua
pricing of power.

Demand- Si de Management. Process allow ng power
utilities to enable and di sable I oads in consumer
prem ses. Were DR relies on voluntary action from
users, DSM may be based on enrollnent in a forma
program

Low Power and Lossy NetworKks.

Local Area Network

Personal Area Network. A geographically linmted
wirel ess network based on, e.g., 802.15.4 or Z-Wave

radi o.

Personal Digital Assistant. A small, handheld
conput er.

Power - Li ne Conmuni cati on.

Random Access Menory.

Net wor k node that neasures sone physical paraneter
and/ or detects an event. The sensor nmy generate a
trap message to notify a controller or directly
activate an actuator. |If sufficiently powered, sensor
nodes may participate in routing netwrk nessages.

Data direction traveling froma PAN to a LAN device
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Refer to the ROLL ternminol ogy reference docunent [ROLL-TERM for a
full list of terns used in the | ETF ROLL WG

1.2. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. Hone Automation Applications

Honme autonmtion applications represent a special segnent of networked
devices with its unique set of requirenents. Historically, such
applications used wired networks or power-line conmunication (PLC)
but wirel ess solutions have enmerged, allow ng existing hones to be
upgraded nore easily.

To facilitate the requirenments discussion in Section 3, this section
lists a few typical use cases of hone autonation applications. New
applications are being devel oped at a high pace and this section does
not nean to be exhaustive. Mst home automation applications tend to
be running some kind of command/response protocol. The comand nmay
come from several places

2.1. Lighting Application in Action

A lamp may be turned on, not only by a wall switch but also by a
nmovenent sensor. The wall-switch nmodule nmay itself be a push-button
sensor and an actuator at the sane tinme. This will often be the case
when upgradi ng exi sting hones as existing wiring is not prepared for
aut omat i on.

One event may cause many actuators to be activated at the sane tine.

Using the direct analogy to an electronic car key, a house owner nmay
activate the "l eaving honme" function froman el ectronic house key,
nobi | e phone, etc. For the sake of visual inpression, all lights
should turn off at the sane tine; at least, it should appear to
happen at the same tine.

2.2. Energy Conservation and Optim zing Energy Consunption
In order to save energy, air conditioning, central heating, w ndow
shades, etc., may be controlled by timers, notion sensors, or

renotely via Internet or cell. Central heating may al so be set to a
reduced tenperature during nighttine.
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The power grid nay experience periods where nore w nd-generated power
is produced than is needed. Typically this may happen during night
hour s.

In periods where electricity demands exceed avail abl e supply,
appl i ances such as air conditioning, climte-control systens, washing
machi nes, etc., can be turned off to avoid overl oadi ng the power
grid.

This is known as Denand- Si de Managenent (DSM. Renote control of
househol d appliances is well-suited for this application

The start/stop decision for the appliances can also be regul ated by
dynam ¢ power pricing information obtained fromthe electricity
utility conpanies. This nmethod, called Dermand- Response (DR), works
by notivation of users via pricing, bonus points, etc. For exanple,

t he washi ng machi ne and di sh washer may just as well work while power
is cheap. The electric car should also charge its batteries on cheap
power .

In order to achieve effective electricity savings, the energy
nmoni toring application nust guarantee that the power consunption of
the ROLL devices is much | ower than that of the appliance itself.

Most of these appliances are nains powered and are thus ideal for
providing reliable, always-on routing resources. Battery-powered
nodes, by conparison, are constrained routing resources and may only
provide reliable routing under sone circunstances.

2.3. Myving a Renpote Control Around

A renpote control is a typical exanple of a nobile device in a home
automati on network. An advanced renote control may be used for
dimring the light in the dining roomwhile eating and | ater on
turning up the nusic while doing the dishes in the kitchen. Reaction
nmust appear to be instant (within a few hundred mlliseconds) even
when the renote control has noved to a new |l ocation. The renote
control may be comunicating to either a central home autonmation
controller or directly to the lanps and the nedia center

2.4. Adding a New Mbdule to the System

Smal | -si ze, | ow cost nodul es may have no user interface except for a
single button. Thus, an automated inclusion process is needed for
controllers to find new nodul es. Inclusion covers the detection of
nei ghbors and the assi gnment of a unique node ID. Inclusion should
be conpleted within a few seconds
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For ease of use in a consuner application space such as hone control
nodes nmay be included without having to type in special codes before
inclusion. One way to achieve an acceptabl e bal ance between security
and conveni ence is to bl ock inclusion during nornmal operation
explicitly enabl e inclusion support just before adding a new nodul e,
and disable it again just after adding a new nodul e.

For security considerations, refer to Section 5.

I f assignment of unique addresses is perfornmed by a centra
controller, it must be possible to route the inclusion request from
the joining node to the central controller before the joining node
has been included in the network.

2.5. Controlling Battery-Qperated W ndow Shades

In consuner prem ses, w ndow shades are often battery-powered as
there is no access to nmains power over the windows. For battery
conservation purposes, such an actuator node is sleeping nost of the
time. A controller sending commands to a sl eeping actuator node via
ROLL devices will have no problens delivering the packet to the
nearest powered router, but that router may experience a delay unti
the next wake-up tine before the command can be deli vered.

2.6. Renote Video Surveill ance

Renote video surveillance is a fairly classic application for hone
networking. It provides the ability for the end-user to get a video
stream froma web camreached via the Internet. The video stream nmay
be triggered by the end-user after receiving an alarmfrom a sensor
(movenent or snoke detector) or the user sinply wants to check the
home status via video.

Note that in the former case, nore than likely, there will be a form
of inter-device comunication: upon detecting sone novenent in the
hone, the novenent sensor may send a request to the light controller
to turn on the lights, to the Web Camto start a video streamthat
woul d then be directed to the end-user’s cell phone or Persona
Digital Assistant (PDA) via the Internet.

In contrast to other applications, e.g., industrial sensors, where
data would mainly be originated by a sensor to a sink and vice versa,
this scenario inplicates a direct inter-device conmmunication between
ROLL devi ces.
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2.7. Healthcare

By addi ng communi cation capability to devices, patients and elderly
citizens may be able to do sinple neasurenments at hone.

Thanks to online devices, a doctor can keep an eye on the patient’s
health and receive warnings if a newtrend is discovered by autonated
filters.

Fi ne-grai ned, daily measurenments presented in proper ways may allow
the doctor to establish a nore precise diagnosis.

Such applications may be realized as wearabl e products that
frequently do a measurenment and automatically deliver the result to a
data sink locally or over the Internet.

Applications falling in this category are referred to as at-hone
health reporting. Wether neasurenents are done in a fixed interva
or they are nanual ly activated, they |leave all processing to the
recei ving data sink.

A nore active category of applications may send an alarmif sone
alarmcondition is triggered. This category of applications is
referred to as at-hone health nonitoring. Measurenents are
interpreted in the device and may cause reporting of an event if an
alarmis triggered

Many i npl enentati ons nay overlap both categori es.

Since wireless and battery operated systens nmay never reach 100%
guar ant eed operational tine, healthcare and security systens will
need a nmanagenent |ayer inplenmenting al arm mechani sms for | ow
battery, report activity, etc.

For instance, if a blood pressure sensor did not report a new
nmeasurenent, say five mnutes after the scheduled tine, sone
responsi bl e person nust be notified.

The structure and perfornmance of such a nanagenent |ayer is outside
the scope of the routing requirenents listed in this docunent.
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2.7.1. At-Hone Health Reporting
Applications m ght include:

o Tenperature

o Wi ght

0 Bl ood pressure

o Insulin |evel

Measurenments may be stored for long-termstatistics. At the sane
time, a critically high blood pressure may cause the generation of an
alarmreport. Refer to Section 2.7.2.

To avoid a hi gh nunmber of request nessages, nodes may be configured
to autononously do a neasurenment and send a report in intervals.

2.7.2. At-Home Heal th Monitoring

An al arm event nmy becone active, e.g., if the nmeasured bl ood
pressure exceeds a threshold or if a person falls to the ground.
Al arm condi ti ons must be reported with the highest priority and
tinmeliness.

Applications m ght include:

Tenperature

Wi ght

Bl ood pressure

Insulin |evel

El ectrocardi ogram ( ECG
Posi tion tracker

OO0OO0OO0O0O0

2.8. Al arm Systens

A home security alarmsystemis conprised of various sensors
(vibration, fire, carbon nonoxi de, door/w ndow, gl ass-break,
presence, panic button, etc.).

Some snoke alarns are battery powered and at the sane tine nounted in
a high place. Battery-powered safety devices should only be used for
routing if no other alternatives exist to avoid draining the battery.
A snoke alarmwith a drained battery does not provide a | ot of
safety. Also, it may be inconvenient to change the batteries in a
snmoke al arm
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Br andt ,

Honme Aut omati on Rout

ing Requirenments in LLNs Apri

Al arm system appl i cati ons may have both a synchronous and an

asynchronous behavior; i.e.

central control application (e.

the network state) or send a nessage to the contro

their own initiative

When a node (or a group of nodes)

i ntrusion, snoke, fire),

informati on or ask ot her nodes

Fi nally,

g., for a periodical

close to the alarmevent).

2010

they may be periodically queried by a
refreshnent of
application on

identifies a risk situation (e.qg.
it sends an alarm nessage to a centra
controller that could autononmously forward it via the Internet or

interact with other network nodes (e.g., try to obtain nore detail ed

routing via battery-powered nodes may be very slowif the

nodes are sleeping nost of the tine (they could appear unresponsive

to the alarm detection).
battery drain,

Uni que Routing Requirenents of

Honme Autonation Applications

Home automation applications have a nunber of specific routing
requirenents related to the set of honme networking applications and

t he perceived operation of the

system

To ensure fast nmessage delivery and avoid
routi ng should be avoi ded via sl eepi ng devi ces.

The rel ations of use cases to requirenents are outlined in the table

bel ow:

| 2.1. Lighting Application in
| Action

| 2. 2. Energy Conservation and
| Optim zi ng Energy Consunption

| 2. 3. Moving a Renpte Control
| Around

| 2.4. Adding a New Mddule to
| the System

et al.

I nf or mat i ona

o +
| Requirenent

o e e e e e e e e e e - +
| 3.2. Support of Mbility |
| 3.3. Scalability |
o m e e e e e e aaa - +
| 3.1. Constraint-Based Routing|
e .
| 3.2. Support of Mbility |
| 3. 4. Convergence Tinme |
o m e e e e e e aaa - +
| 3.4. Convergence Tinme

| 3.5. Manageability |
o e e e e e e e e e e - +
| 3.1. Constraint-Based Routing|
| 3.2. Support of Mobility |
| 3.4. Convergence Tinme |
o +
| 3.3. Scalability |
| 3. 4. Convergence Tine |
o e e e e e e e e e e e e +
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3.1. Constraint-Based Routing

For conveni ence and | ow operational costs, power consunption of
consumer products nmust be kept at a very low level to achieve a long
battery lifetime. One inplication of this fact is that Random Access
Menmory (RAM) is limted and it may even be powered down, |eaving only
a few 100 bytes of RAM alive during the sleep phase.

The use of battery-powered devices reduces installation costs and
does enable installation of devices even where main power lines are
not available. On the other hand, in order to be cost effective and
efficient, the devices have to naxinm ze the sleep phase with a duty
cycle lower than 1%

Some devices only wake up in response to an event, e.g., a push
but t on.

Si npl e battery-powered nodes such as novenent sensors on garage doors
and rain sensors nay not be able to assist in routing. Depending on
the node type, the node never listens at all, listens rarely, or
makes contact on denmand to a pre-configured target node. Attenpting
to comuni cate with such nodes nmay at best require a long time before
getting a response.

O her battery-powered nodes may have the capability to participate in
routing. The routing protocol SHOULD route via nains-powered nodes
i f possible.

The routing protocol MIST support constraint-based routing taking
i nto account node properties (CPU, nenory, |evel of energy, sleep
i nterval s, safety/conveni ence of changing battery).

3.2. Support of Mbility

In a honme environnent, although the majority of devices are fixed
devices, there is still a variety of nobile devices, for exanple, a
renote control is likely to nove. Another exanple of nobile devices
i s wearabl e heal thcare devices

Whi | e heal thcare devices delivering nmeasurenent results can tolerate
route discovery tinmes nmeasured in seconds, a renote control appears
unresponsive if using nore than 0.5 seconds to, e.g., pause the

nusi c.

On nore rare occasions, receiving nodes may al so have noved.

Exanpl es include a safety-off switch in a clothes iron, a vacuum
cl eaner robot, or the wireless chine of doorbell set.
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Refer to Section 3.4 for routing protocol convergence tines.

A non-responsi ve node can either be caused by 1) a failure in the
node, 2) a failed Iink on the path to the node, or 3) a noved node.
In the first two cases, the node can be expected to reappear at
roughly the sane location in the network, whereas it can return
anywhere in the network in the latter case.

3.3. Scalability

Looki ng at the nunber of wall swi tches, power outlets, sensors of
various natures, video equipnent, and so on in a nodern house, it
seenms quite realistic that hundreds of devices nmay forma hone-
automation network in a fully populated "smart" honme, and a | arge
proportion of those may be | ow power devices. Myving towards

pr of essi onal - bui | di ng automati on, the number of such devices may be
in the order of several thousands.

The routing protocol needs to be able to support a basic home

depl oynent and so MJST be able to support at |east 250 devices in the
network. Furthernore, the protocol SHOULD be extensible to support
nore sophi sticated and future deploynents with a | arger nunber of

devi ces.

3.4. Convergence Tine

A wireless home automation network i s subject to various
instabilities due to signal strength variation, nmoving persons, and
the like.

Measured fromthe transm ssion of a packet, the follow ng convergence
time requirenments apply.

The routing protocol MIST converge within 0.5 seconds if no nodes
have noved (see Section 3.2 for notivation).

The routing protocol MJIST converge within four seconds if nodes have
nmoved to re-establish connectivity within a tine that a human
operator would find tolerable as, for exanple, when noving a renote
control unit.

In both cases, "converge" neans "the originator node has received a
response fromthe destination node". The above-nentioned convergence
time requirements apply to a home control network environnent of up
to 250 nodes with up to four repeating nodes between source and
destinati on.
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3.5. Manageability

The ability of the honme network to support auto-configuration is of
the utnost inportance. Indeed, nost end-users will not have the
expertise and the skills to perform advanced confi guration and
troubl eshooting. Thus, the routing protocol designed for hone-

aut onati on networks MJST provide a set of features including zero-
configuration of the routing protocol for a new node to be added to
the network. Froma routing perspective, zero-configuration neans
that a node can obtain an address and join the network on its own,
al rost wi thout human intervention

3.6. Stability

If a node is found to fail often conpared to the rest of the network,
this node SHOULD NOT be the first choice for routing of traffic.

4, Traffic Pattern

Dependi ng on the design phil osophy of the hone network, wall switches
may be configured to directly control individual |anps or
alternatively, all wall sw tches send control conmands to a centra
lighting control conputer, which again sends out control commands to
rel evant devi ces.

In a distributed system the traffic tends to be multipoint-to-
multipoint. In a centralized system it is a nmix of multipoint-to-
poi nt and point-to-multipoint.

Wall switches only generate traffic when activated, which typically
happens fromone to ten tinmes per hour.

Remote controls have a sinmilar transmt pattern to wall switches but
may be activated nore frequently in sone depl oynments

Tenperature/air and pressure/rain sensors send franes when queried by
the user or can be preconfigured to send neasurenents at fixed
intervals (typically mnutes). Mtion sensors typically send a frane
when notion is first detected and another frame when an idle period
with no novenent has el apsed. The hi ghest transmi ssion frequency
depends on the idle period used in the sensor. Sonetines, a tinmer
will trigger a franme transm ssion when an extended period w thout
status change has el apsed.

Al frames sent in the above exanples are quite short, typically |less
than five bytes of payload. Lost franes and interference from ot her
transmitters may lead to retransmissions. 1In all cases

acknow edgnent franmes with a size of a few bytes are used
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5.

Security Considerations

As is the case with every network, LLNs are exposed to routing
security threats that need to be addressed. The wreless and

di stributed nature of these networks increases the spectrum of
potential routing security threats. This is further anplified by the
resource constraints of the nodes, thereby preventing resource-

i ntensive routing security approaches from bei ng depl oyed. A viable
routing security approach SHOULD be sufficiently |ightweight that it
may be inplenented across all nodes in a LLN. These issues require
special attention during the design process, so as to facilitate a
commercially attractive depl oynent.

An attacker can snoop, replay, or originate arbitrary nessages to a
node in an attenpt to mani pul ate or disable the routing function

To mtigate this, the LLN MIST be able to authenticate a new node
prior to allowing it to participate in the routing decision process.
The routing protocol MJIST support nessage integrity.

A further exanple of routing security issues that nay arise is the
abnor mal behavi or of nodes that exhibit an egoistic conduct, such as
not obeying network rules or forwarding no or fal se packets.

O her inportant issues may arise in the context of denial-of-service
(DoS) attacks, nalicious address space allocations, advertisenent of
vari abl e addresses, a w ong nei ghborhood, etc. The routing

prot ocol (s) SHOULD support defense agai nst DoS attacks and ot her
attenpts to maliciously or inadvertently cause the nechani sns of the
routing protocol (s) to over-consune the linmted resources of LLN
nodes, e.g., by constructing forwarding | oops or causing excessive
routing protocol overhead traffic, etc.

The properties of self-configuration and sel f-organization that are
desirable in a LLN introduce additional routing security

consi derations. Mechanisns MUST be in place to deny any node that
attenpts to take nalicious advantage of self-configuration and self-
organi zation procedures. Such attacks may attenpt, for exanple, to
cause DoS, drain the energy of power-constrained devices, or to
hijack the routing mechanism A node MJUST authenticate itself to a
trusted node that is already associated with the LLN before the
former can take part in self-configuration or self-organization. A
node that has al ready authenticated and associated with the LLN MJST
deny, to the maxi mum extent possible, the allocation of resources to
any unauthenticated peer. The routing protocol (s) MJIST deny service
to any node that has not clearly established trust with the HC LLN
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7.

7.

In a honme-control environment, it is considered unlikely that a
network is constantly being snooped and at the sane tine, ease of use
is inportant. As a consequence, the network key MAY be exposed for
short periods during inclusion of new nodes.

El ectronic door |ocks and other critical applications SHOULD apply
end-to-end application security on top of the network transport
security.

If connected to a backbone network, the LLN SHOULD be capabl e of
limting the resources utilized by nodes in said backbone network so
as not to be vulnerable to DoS. This should typically be handl ed by
border routers providing access from a backbone network to resources
in the LLN

Wth | ow conputati on power and scarce energy resources, LLNs’ nodes
may not be able to resist any attack from hi gh-power nalicious nodes
(e.g., laptops and strong radi os). However, the anount of danmge
generated to the whol e network SHOULD be comrensurate with the nunber
of nodes physically conproni sed. For exanple, an intruder taking
control over a single node SHOULD NOT be able to conpletely deny
service to the whol e network.

In general, the routing protocol (s) SHOULD support the inplenentation
of routing security best practices across the LLN. Such an

i mpl enent ati on ought to include defense agai nst, for exanple,
eavesdroppi ng, replay, nmessage insertion, nodification, and man-in-
the-nmiddl e attacks.

The choice of the routing security solutions will have an inpact on
the routing protocol (s). To this end, routing protocol (s) proposed
in the context of LLNs MJUST support authentication and integrity
nmeasures and SHOULD support confidentiality (routing security)
neasur es.
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