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Abst ract

Session nobility is the transfer of media of an ongoi ng comruni cati on
session fromone device to another. This docunent describes the
basi ¢ approaches and shows the signaling and nedia fl ow exanpl es for
providing this service using the Session Initiation Protocol (SIP)
Service discovery is essential to locate targets for session transfer
and is discussed using the Service Location Protocol (SLP) as an
exanpl e. This docurment is an informational docunent.
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1. Overview

As nobil e devices inprove and include nore enhanced capabilities for

| P-based mul ti media comunications, they will remain linted in terns
of bandwi dth, display size, and conputational power. Stationary IP
mul ti medi a endpoi nts (including hardware | P phones, videoconferencing
units, enbedded devices and software phones) all ow nbore conveni ence
of use, but are not nobile. Mving active nultinedia sessions

bet ween these devices allows nobile and stationary devices to be used
concurrently or interchangeably in m d-session, conbining their
advantages into a single "virtual device". An approach to session
nobility based on the Session Initiation Protocol (SIP) [1] was
described first in [20], where two different nmethods are proposed:
third-party call control (3pcc) [2] and the REFER nethod [3].

Thi s docunent expands on this concept, defining a franework for
session nobility that allows a Mbile Node to discover avail able
devices and to include themin an active session. |In particular, the
framework for session nobility presented in this docunent describes
basi ¢ approaches for using existing protocols and shows the signaling
and nedi a fl ow exanpl es for providing session nobility using SIP. It
is intended as an informational docunent.

The devices selected as session transfer targets nay be either
personal or public. Personal devices are ones used by a single

i ndi vidual, such as one’s PC or phone. Public devices are ones
avail able for use by a large group of people and include |arge
conference-room di splays. Two capabilities are required to transfer
sessi ons:

Devi ce Discovery - At all tines, a user is aware of the devices
that are available in his local area, along with their
capabilities.

Session Mbility - While in a session with a renote partici pant,
the user may transfer any subset of the active nedia sessions to
one or nore devices.

Thi s docunent describes session nobility exanples for SIP. It does
not mandate any particul ar protocol for device discovery. Mny

di fferent protocols exist and we discuss the tradeoffs involved in
choosi ng between them For our exanples, we use the Service Location
Protocol (SLP) [17], prinmarily because it is the only such protocol
standardi zed by the | ETF.
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2.

Requi renment s

This session nobility franework seeks to fulfill the follow ng
requirenents

0 REQ 1. Backward Conpatibility - W distinguish two kinds of
devices. Enhanced devices support the call flows described in
Section 5 and can performdi scovery, while basic devices can do
nei ther and only have basic SIP capabilities. Devices initiating
session nobility nust have enhanced functionality, while all
others can be either basic or enhanced devices. This includes the
transfer destinations, such as the |local video canera, as well as
t he devi ce being used by the renote participant.

0 REQ2: Flexibility - Differences in device capabilities should be
reconcil ed. Transfer should be possible to devices that do not
support the codec being used in the session, and even to devices
that do not have a codec in common with the renpote participant. A
transfer should al so take into account device differences in
di spl ay resol ution and bandwi dt h.

0 REQ 3: Mnimal Disruption - Session transfer should involve
m ni mal di sruption of the nedia fl ow and shoul d not appear to the
renote participant as a new call

Rol es of Entities

Session nobility involves five types of conmponents: A Correspondent
Node (CN), a Mobile Node (MN), one or nore |ocal devices used as
targets for session transfer, an SLP [17] Directory Agent (DA), and,
optionally, a transcoder. The Correspondent Node (CN) is a basic
mul ti medi a endpoi nt being used by a renote participant and may be

| ocated anywhere. It may be a SIP User Agent (UA), or a Public
Swi t ched Tel ephone Network (PSTN) phone reachabl e through a gateway.
The Mobile Node (MN) is a nobile device, containing a SIP UA for
standard SIP call setup, as well as specialized SIP-handling
capabilities for session nobility, and an SLP [17] User Agent (UA)
for discovering |ocal devices. The |local devices are located in the
user’s local environnment for discovery and use in his current
session. They may be nobility-enhanced or basic. Basic devices,
such as | P phones, are SIP-enabl ed, but have no other special
capabilities. Mobility-enhanced devi ces have SLP Service Agent
capabilities for advertising their services and session nobility
handl ing. They also contain an SLP UA, whose purpose wll be

expl ained in the discussion of nulti-device systens in Section 5.4.3.
The SLP Directory Agent (DA) keeps track of devices, including their
| ocations and capabilities. The use of SLP will be described in nore
detail in Section 4. SlIP-based transcoding services [18] are used,
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when necessary, to translate between nedia streans, as described in
Section 6.

4. Device Discovery

A Mobi |l e Node nmust be able to discover suitable devices inits
vicinity. This is outside the scope of SIP, and a separate service
| ocation protocol is needed. It is outside the scope of this
docunment to define any service location protocol. This section

di scusses various options, and describes one of themin nore detail

Whil e having a global infrastructure for discovering devices or other
services in any location would be desirable, nothing of this sort is
currently depl oyed or standardized. However, this docunent assumes
that such an infrastructure is unnecessary for discovering devices
that are in close proximty, such as in the same room It is
possi bl e for such devices to be discovered through direct

conmmuni cati on over a short-range wrel ess protocol such as the

Bl uet oot h Sessi on Description Protocol (SDP). Two other categories
of service discovery protocols may be used, assum ng that devices
that are physically close to each other are also within the sanme
networ k and/or part of the same DNS domain. Milticast-based
protocol s, such as SLP [17] (in its serverless node) or Bonjour
(nDNS-SD [30]), may be used as long as the Mobile Node is within the
same subnet as the |local devices. Wen devices are part of the sane
DNS domai n, server-nmode SLP or non-multicast DNS Service Discovery
(DNS-SD) [29] are possible solutions. Such protocols can discover
devices within a | arger geographi cal area, and have the advantage
over the first category in that they allow for the discovery of
devices at different location granularities, such as at the roomor
building level, and in locations other than the current one. In
order to discover devices in a specific location, |location
attributes, such as room nunber, nust be used in the search, e.g., as
service attributes in SLP or as a domain nane in DNS-SD. The nobile
device nust ascertain its location in order to performthis search
We note that many of these techniques could be difficult to inplenent
in practice. For exanple, different wireless networks nmay be

depl oyed by different organizations, which could make it unrealistic
to have a common DNS set up

We describe here how SLP is used in server node in general, then how
it may be used to discover devices based on their |location. As
mentioned before, this is only one of many ways to perform service
di scovery. SLP identifies services by a "service type", a "service
URL", which can be any URL, and a set of attributes, defined as
nane-val ue pairs. The attributes may be information such as vendor,
supported medi a codecs, and display resolution. SLP defines three
roles: Service Agents (SAs), which send descriptions of services;
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User Agents (UAs), which query for services; and Directory Agents
(DAs), which receive the registrations and queries. An SA registers
a service description to a DAwith a service registration (SrvReg)
nmessage that includes its service type, service URL, and attribute-
value set. A UA queries for services by sending a service request
(SrvRgst) nessage, narrow ng the query based on service type and
attribute values. It receives a reply (SrvRply) that contains a |ist
of URLs of services that natch the query. It nay then ascertain the
specific attributes of each service using an attribute request
(AttrRgst) nessage.

Thi s docunent assunes the follow ng use of SLP for discovering |oca
devices. Devices have a service type of "sip-device" and a SIP URI
as the service URI. Section 5.2 describes the formof this URI.
Attributes specify device characteristics such as vendor, supported
medi a codec, display resolution, as well as |ocation coordinates,
such as street address and room nunber. SAs are co-located with SIP
UAs on session-nobility enhanced devices, while a separate SAis
avail abl e to send SrvReg nessages on behal f of basic devices, which
do not have integrated SLP SAs.

The Mobil e Node includes an SLP UA that discovers avail able |oca

devi ces and displays themto the user, show ng, for exanple, a map of
all devices in a building or a list of devices in a current room
Once the MN receives its current |ocation in some nmanner, its SLP UA
i ssues a SrvRgst nessage to the DA requesting all SIP devices, using
the location attributes to filter out those that are not in the
current room A SrvRply nessage is sent to the nobile device with a
list of SIP URIs for all devices in the room A separate attribute
request (AttrRgst) is then sent for each URL to get the attributes of
the service. The M displays for the user the available devices in
the roomand their attributes. Figure 1 shows this protocol flow.
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Devi ce DA MN
| (1) SrvReg | |
|- > |
| (2) SrvRply | |
| <o | |
| | |
| | |
| | (3) SrvRgst |
| | <o |
| | (4) SrvRply URL list
| |- >
| | (5) AttrRgst URL1 |
| | <o |
| | (6) AttrRply |
| R RRRREEEEEEEELE >
|
|

Figure 1. SLP nessage flow for the device to register its service
and the MN to discover it, along with its attributes.

5. Session Mbility
5.1. Options for Session Mbility
5.1.1. Transfer and Retrieva

Session nobility involves both transfer and retrieval of an active
session. A transfer nmeans to nove the session on the current device
to one or nore other devices. A retrieval causes a session currently
on another device to be transferred to the |ocal device. This may
nmean returning a session to the device on which it had originally
been before it was transferred to another device. For exanple, after
di scovering a large video nonitor, a user transfers the video out put
streamto that device; when he wal ks away, he returns the streamto
his nobil e device for continued conmruni cation. One nay al so nove a
session to a device that had not previously carried it. For exanple,
a participant in an audio call on his stationary phone may | eave his
office in the niddle of the call and transfer the call to the nobile
device as he is running out the door.

5.1.2. Wiole and Split Transfer

The set of session nedia may either be transferred conpletely to a
single device or split across nultiple devices. For instance, a user
may only wish to transfer the video conponent of his session while
mai nt ai ni ng the audi o conponent on his PDA. Alternatively, he may
find separate video and audi o devices and wi sh to transfer one nedia
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type to each. Furthernore, even the two directions of a full-duplex
session may be split across devices. For exanple, a PDA s display
may be too small for a good view of the other call participant, so
the user may transfer video output to a projector and continue to use
t he PDA canera

5.1.3. Transfer Mdes

Two di fferent nodes are possible for session transfer, Mbile Node
Control (MNC) node and Session Handoff (SH) node. W describe them
bel ow in turn.

5.1.3.1. Mobile Node Control (M\C) Mode

In Mobile Node Control node, the Mobile Node uses third-party call
control [2]. It establishes a SIP session with each device used in
the transfer and updates its session with the CN, using the SDP
paraneters to establish nedia sessions between the CN and each
device, which take the place of the current nmedia sessions with the
CN. The shortcoming of this approach is that it requires the MNto
remain active to maintain the sessions.

5.1.3.2. Session Handoff (SH) Mbdde

A user may need to transfer a session conpletely because, for
exanpl e, the battery on his nobile device is running out or he is

| osing radio connectivity. Alternatively, the user of a stationary
devi ce who | eaves the area and wi shes to transfer the session to his
nmobi |l e device will not want the session to remain on the stationary
device when he is away, since it will allow others to easily tanper
with his call. In such a case, Session Handoff node, which

compl etely transfers the session signaling and nedia to another
device, is useful

Based on our experiments, we have found MNC npde to be nore

i nteroperable with existing devices used on the CN' s side. The
remai nder of this section describes the transfer, retrieval, and
splitting of sessions in each of the two session transfer nodes.

5.1.4. Types of Transferred Media

A conmuni cati on session may consist of a nunber of nedia types, and a
user should be able to transfer any of themto his device of choice.
Thi s docunent considers audio, video, and nessagi ng. Audio and video
are carried by RTP and negotiated in the SDP body of the SIP requests
and responses. Three different nmethods exist for carrying text
messages, and possibly other M ME types, that are suitable for SIP
endpoints. RTP may be used to transport text payloads in real tineg,
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based on [9]. Any exanples given for audio and video will work
identically for text, as only the payloads differ. For the transfer
of entire messages (as opposed to a small number of characters in
RTP), either the SIP MESSAGE nethod [21] or the Message Session Rel ay
Protocol (MSRP) [7] may be used. MESSAGE is used to send individua
page- node nessages. The nessages are not associated with a session
and no negotiation is done to establish a session. Typically, a SIP
UAwll allow the user to send MESSAGE requests during an established
dialog, and they are sent to the sane contact address as al

signaling nmessages are sent in md-session. W discuss |ater how
these nessages are affected by session mobility. MSRP, on the other
hand, is based on sessions that are established Iike the real-tine
medi a sessions previously described. As such, transferring themis
simlar to transferring other nedia sessions. However, this docunent
will point out where special handling is necessary for these types of
sessi ons.

5.2. Addressing of Local Devices

As stated before, this docunent assunes both personal and public
devices. W assune that public devices use a dedicated Address of
Record (AOR), such as sip:devicell@xanple.com A personal device

al ready uses the owner’s AOR, so that he should be reachabl e there;
that AOR could al so be used for transferring sessions. However, it
is preferable to distinguish the role of a device as a transfer
target fromits existing role. Therefore, all devices are assuned to
have dedi cated AORs.

Since every transfer device has its own AOR, there is a one-to-one
mappi ng between AOR and device. Therefore, a transfer request could
be addressed to the AOR, which would resolve to the device. However,
in Section 5.4.3, we present a nodel where devices create nmulti-
device systens to pool their capabilities. Therefore, a single

devi ce nust be reachable by nmultiple URIs representing different
combi nations of devices. The appropriate solution is to define each
conbi nation of devices with a Aobally Routable UA URI (GRUU) [12].

Therefore, we assune the follow ng addressing for the remai nder of
the document. As nentioned earlier, a device has a unique ACR It
registers a separate contact URI for itself and for each system of
devices that it controls. Each contact has an associ ated GRUU, which
is registered with SLP as the Service URI, and may be directly
addressed by another device in a request sent through the proxy.
Wien the proxy forwards the request to the device, it will replace
the CRUU with the contact URI, as described in [12]. Therefore, the
contact URI, not the associated GRUU, will be used by devices to
determ ne whether the request is for the device itself or for a

mul ti-device system W assune that the public GRUU i s used.
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5.3. Mbbile Node Control Mbde

5.3.1. Transferring a Session to a Single Local Device

5.3.1.1. RTP Media

| ocal device MN

| (3) INVITE | oca

par ans

Cct ober 2009

RTP |
S |
| (4) 200 OK CN parans
| (5) ACK
(6) ACK CN parans |
e L R | RTP

Figure 2. Mbobile Node Control node flow for transfer to a single

devi ce.

Figure 2 shows the nmessage flow for transferring a session to a

single local device. It follows Third Party Cal

Contro

Fl ow |

(specified in [2]), which is recomended as | ong as the endpoints
will inmediately answer. The MN sends a SIP INVITE request to the

| ocal device used for the transfer, requesting that a new session be
est abl i shed, but does not include an SDP body. The |oca
response contains an SDP body that includes the address and port it
will use for any nedia, as well as a list of codecs it supports for
each. The MN updates the session with the CN by sending an | NVI TE
request (re-INVITE) containing the local device' s nedia paraneters in

the SDP body, as foll ows:

v=0

c=I N | P4 av_devi ce. exanpl e. com
mFaudi o 4400 RTP/ AVP O 8
a=rtpmap: 0 PCMJ 8000

a=rtpmap: 8 PCMA/ 8000

mevi deo 5400 RTP/ AVP 31 34
a=rtpmap: 31 H261/ 90000

a=rt pnmap: 34 H263/ 90000
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Sendi ng both audio and video nedia |lines will transfer both nedia
sessions of an existing audio/video call to the |ocal device.
Alternatively, the MN may sel ect a subset of the nedia available on
the | ocal device, and use the | ocal device' s paraneters for those
media in the request sent to the CN, while continuing to use its own
paraneters for the rest of the nedia. For exanple, if it only w shes
to transfer an audio session to a |ocal device that supports audio
and video, it will isolate the appropriate nedia line for audio from
the response received fromthe local device and put it in the request
sent to the CN, along with its own video paraneters. The CN will
send a response and includes, in its body, the nedia paranmeters that
it will use, which nmay or may not be the sane as the ones used in the
existing session. The MN will send an ACK nessage to the |oca

devi ce, which includes these paraneters in the body. The MN will
establish a session with the |ocal device and nmaintain its session
with the CN, while the nedia flowwi |l be established directly
between the CN and the local device. Only the M\, who will be in an
ongoi ng session with the CN, will later be allowed to retrieve the
medi a session. Parsing of unknown SDP attributes by the controller
is discussed in [2].

5.3.1.2. MSRP Sessi ons

In figure 2, the nessage sequence for transferring an MSRP nessage
session using MNC node is identical to that used for audio or video,
al t hough the contents of the messages differ. To sinplify the
exanpl e, we assunme that an MSRP session, with no other nedia, is
being transferred to a | ocal messagi ng node, MSGN. In the follow ng
flow, we refer to the corresponding nessages in Figure 2. An enpty
I NVITE request (1) is sent to the local nessagi ng node, MSGN, as
fol | ows:

I NVI TE si p: msgn@xanpl e. com gr=urn: uui d: jtr5623n SIP/ 2.0
To: <sip: msgn@xanpl e. cony gr=urn: uui d: jtr5623n>

From <si p: bob@xanpl e. conp; t ag=786

Call-1D: 893rty@m. exanpl e. com

Cont ent - Type: application/sdp

The messagi ng node responds with all of its media capabilities,
i ncluding MSRP, as follows (2):

SIP/2.0 200 K

To: <sip: negn@xanpl e. con gr=urn: uui d: j tr5623n; tag=087j s>; t ag=087j s
From <si p: bob@xanpl e. conp; t ag=786

Call-1D: 893rty@m. exanpl e. com

Cont ent - Type: application/sdp
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v=0

c=I N | P4 nmsgn. exanpl e. com
menessage 52000 msrp/tcp *
a=accept-types:text/plain
a=pat h: msr p: / / nsgn. exanpl e. com 12000/ kj hd37s2s2; tcp
nraudi o 4400 RTP/ AVP 0 8
a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000

nevi deo 5400 RTP/ AVP 31 34
a=rtpmap: 31 H261/ 90000
a=rtpmap: 34 H263/ 90000

The sane request is then sent by the MNto the CN (3), but containing
the MSRP nedia and attribute lines with the path given in the MGN
response above. The CN responds (4) with its own path. The M
includes this in the ACK that it sends to the MSGN (6).

MBRP sessions are carried over a reliable connection, using TCP or
TLS (Transport Layer Security). Therefore, unlike in the case of

real -tinme nedia, this connection nust be established. According to
the MSRP specifications, the initiator of a nmessage session, known as
the "offerer”, nmust be the active endpoint, and open the TCP
connection between them |In this transfer scenario, the offerer of
both sessions is the M\, who is on neither end of the desired TCP
connection. As such, neither endpoint will establish the connection
A negotiation mechani smcoul d be used to assign the role of active
endpoi nt during session setup. However, while MSRP | eaves open this
possibility, it is not currently included in this docunent due to
complexity. The only other way that such session transfer would be
possible is if both the CN and the |l ocal device ordinarily use an
MSRP relay [8], since no direct connection nust be established

bet ween them \Wen each new endpoint receives the I NVITE request
fromthe M\, it will create a TLS connection with one of its
preconfigured relays if such a connection does not yet exist (the CN
wi || already have one because of its session with the MN) and receive

the path of the relay. In its response to the M\, it will include
the entire path that nust be traversed, including its relay, in the
path attribute. For instance, the response fromthe MSGN will | ook

as foll ows:

SIP/2.0 200 CK

To: <sip: nsgn@xanpl e. cony gr=urn: uui d: j tr5623n; t ag=087j s>; t ag=087j s
From <si p: bob@xanpl e. con»; t ag=786

Call-1D: 893rty@m. exanpl e. com

Cont ent - Type: application/sdp
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v=0

c=I N | P4 nmsgn. exanpl e. com

menessage 52000 msrp/tcp *

a=accept-types:text/plain

a=pat h: msrp: //rel ayA. exanpl e. com 12000/ kj hd37s2s2;tcp \
pat h: nsrp: // nsgn. exanpl e. com 12000/ kj hd37s2s2; tcp

Since the CN and the | ocal device each establish a TLS connection
with their relay, as they would for any session, and the relays wll
establish a connection between them when a subsequent NMSRP nessage is
sent, neither party needs to establish any special connection. The
exi sting protocol nmay therefore be used for session transfer.

5.3.2. Transfer to Multiple Devices

In order to split the session across nultiple devices, the M

est abli shes a new session with each | ocal device through a separate

I NVI TE request, and updates the existing session with the CN with an
SDP body that conbi nes appropriate nedia paranmeters it receives in
their responses. For instance, in order to transfer an audi o and
video call to two devices, the MNinitiates separate sessions with
each of them conbines the audio nedia line fromone response and the
video nedia line fromthe other, and sends themtogether as the
request to the CN, as foll ows:

v=0

mraudi o 48400 RTP/ AVP 0

c= IN I P4 audi o_dev. exanpl e. com
a=rtpmap: 0 PCMJ 8000

mevi deo 58400 RTP/ AVP 34

c= IN P4 video_dev. exanpl e. com
a=rt pmap: 34 H263/ 90000

The CN responds with its own paranmeters for audio and video. The M

splits them and sends one to each | ocal device in the ACK that
conpl et es each session setup.
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vi deo_dev audi o_dev VN CN
| | (1) INVITE no sdp | |
| S | RTP Audi o |
| | (2) 200 parans |
| o > |
| | (3) INVITE no sdp |
R R EEL LD | |
| | (4) 200 par amns |
R RREEEEEEEE > |
| | | (5) INVITE a/v parans|
| | |~ >
| | RTP Audio |
| RTP Vi deo | <o e |
S |
| | | (6) 200 OK |
| | | <o |
| | | (7) ACK |
| | R RERAREREEEEEE >
| | (8) ACK CN audio | |
| I | RTP Audi o |
| [ oo >|
| | (9) ACK CN video |
R e e | RTP Vi deo |
S >|

|
|

Figure 3. Mdbile Node Control node flow for transfer to multiple
devi ces.

Splitting a full-duplex nedia service, such as video, across an i nput
and an output device, such as a canera and a video display, is a
sinpl e extension of this approach. The signaling is identical to
that of Figure 3, with the audi o and vi deo devices replaced by a

vi deo output and a video input device. The SDP, however, is slightly
different. The MNinvites the local devices into two different
sessions, but does not include any SDP body. They each respond with
all of their available nedia. |f they only support unidirectiona
nmedia, as is the case for a canmera or display-only device, they wll

i nclude the "sendonly" or "recvonly" attributes. Oherw se, the WMN
wi |l have to append the appropriate attribute to each one’s nedia

I ine before sending the conbined SDP body to the CN. That body will

| ook as foll ows:
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mevi deo 50900 RTP/ AVP 34
a=rtpmap: 34 H263/ 90000
a=sendonly

c=I N | P4 canera. exanpl e. com
nevi deo 50800 RTP/ AVP 34
a=rt pnmap: 34 H263/ 90000
a=recvonly

c=I N | P4 displ ay. exanpl e. com

In updating an SDP session, according to Section 8 of [4], the i-th
media line in the new SDP corresponds to the i-th nmedia line in the
previous SDP. In the above cases, if a nedia type is added during
the transfer, the nmedia line(s) should follow the existing ones.
Wien an existing nedia is transferred to a different device, the
nmedi a |line should appear in the same place that it did in the
previous SDP, as should the lines for all nedia that have not been
altered. Wen a duplex nedia streamis being split across an input
and out put device, the stream corresponding to the input device
shoul d appear in place of the duplex nedia stream Since this new
streamis the one that will be received by the CN, including it in
pl ace of the old one ensures that the CN views the new streamas a
repl acenent of the old one. The nedia |ine corresponding to the
out put device nust appear after all existing nmedia lines. 1In the

| ast exanple, if the SDP had initially contained a video |ine
followed by an audio line, the updated SDP sent to the CN woul d | ook
as foll ows:

mevi deo 50900 RTP/ AVP 34
a=rtpmap: 34 H263/ 90000
a=sendonl y

c=I N | P4 canera. exanpl e. com
mFaudi o 45000 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

mevi deo 50800 RTP/ AVP 34
a=rtpmap: 34 H263/ 90000
a=recvonly

c=I N | P4 di spl ay. exanpl e. com

During the course of the session, the CN may send a MESSAGE request
to the MN containing text conversation fromthe renote user. |f the
nmobi | e user wi shes to have such nessages di splayed on a device other
than the M\, the request is sinply forwarded to that device. The
forwarded nessage shoul d be conposed as though it were any other
nmessage fromthe MN to the local device, and include the body of the
recei ved message. The local device will send any MESSAGE request to
the M\, who will forward it to the CN
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5.3.3. Retrieval of a Session

The MN may | ater retrieve the session by sending an | NVITE request to
the CNwith its own nedia paraneters, causing the nedia streans to
return. It then sends a BYE nessage to each |l ocal device to

term nate the session

5.4. Session Handoff (SH) node
5.4.1. Transferring a Session to a Single Local Device

Sessi on Handoff node uses the SIP REFER nethod [3]. This nessage is
a request sent by a "referrer" to a "referee", which "refers" it to
another URI, the "refer target", which may be a SIP URI to be
contacted with an I NVITE or other request, or a non-SIP URI, such as
a web page. This URlI is specified in the Refer-To header. The
Referred-By [5] header is used to give the referrer’s identity, which
is sent to the refer target for authorization. Essential headers
fromthis nessage may al so be encrypted and sent in the nessage body
as Secure/ Mul tipurpose Internet Mail Extensions (SSMME) to

aut henticate the REFER request. Figure 4 shows the flow for
transferring a session.

Shacham et al. I nf or mat i onal [ Page 16]



RFC 5631 SIP Session Mbility Cct ober 2009

devi celb MN CN
| (1) REFER |

|
I
|
9) 200 K | |
I
|
|

Figure 4. Session Handoff node flow for transfer to a single
devi ce.

The MN sends the following REFER request (1) to a |ocal device:

REFER si p: devi cel5@xanpl e. com gr =ur n: uui d: qf nb443ccui SIP/ 2.0
To: <si p: devi cel5@xanpl e. com gr =ur n: uui d: gf nb443ccui >
From <si p: bob@xanpl e. cone
Ref er - To: <si p: corresp@xanpl e. com gr =ur n: uui d: bbb6981; audi o; vi deo?
Repl aces="1@m. exanpl e. com
t o-t ag=bbb; f rom t ag=aaa" >
Ref erred-By: <sip: bob@xanpl e. con

[S/M ME aut henti cation body]

This message refers the local device to invite the refer target, the
CN, into a session. The "audio" and "video" tokens in the Refer-To
URI are callee capabilities [10]. Here they are used to informthe
referee that it should initiate an audio and video session with the
CN. Also included in the URI is the Replaces header field,

speci fying that a Replaces header field should be included with the
specified value in the subsequent | NVITE request. The Repl aces
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header identifies an existing session that should be replaced by the
new session. Here, the local device will request that the CN
replaces its current session with the MN with the new session
According to [6], the CN should only accept a request to replace a
session fromcertain authorized categories of users. One such type
of user is the current participant in the session. The M nay,
therefore, refer the local device to replace its current session with
the CN. However, it provides authentication by encrypting severa
headers fromthe original REFER request in an S/M M body that it
sends in the REFER  The |l ocal device sends this body to the CN

This keeps a malicious user fromindiscrimnately replacing another
user’'s session. Once the local device receives the REFER request, it
sends an I NVITE request to the CN, and a nornal session setup ensues.
The CN then tears down its session with the M\

Once the local device has established a session with the CN, it sends
a NOTI FY request to the MN, as specified in [3]. This NOTIFY
contains the To (including tag), From (including tag), and Call-1D
header fields fromthe established session to allowthe MNto
subsequently retrieve the session, as described in Section 5.4. 2.

Once a session is transferred, the destination for MESSAGE requests
nmoves automatically. Since a new session is established between the
CN and the |l ocal device, any subsequent MESSAGE requests will be sent
to that device

The transfer flow described above for nmedia sessions nmay al so be used
to transfer an MSRP session. The local device will initiate an NMSRP
session in nmessage (4), along with the other sessions. The REFER
request (1) indicates that an MSRP session should be established
using callee capabilities in the Refer-To header field, as it does
for audio and video. Such a nedia feature tag, "nmessage" has al ready
been defined [11]. Once the | ocal device receives the REFER request,
it initiates an MSRP session with the CN. As the initiator, it wll
establish a TCP connection in order to carry the session (as
specified in [7]), or will set up the session through its relay if
configured to do so.
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5.4.2. Retrieval of a Session

devi celb MN CN

| (1) REFER |

| <o | |
| (2) 202 Accepted | |
---------------------------- >| |
| (3) REFER |

D RREEEEEEEE > |
| (4) 202 Accepted | |
| <o |
| | (5) INVITE, Replaces
| R EEEEPEEE T >
| | RTP |
| [ <oooo
| | (6) 200 XK |
| | <o |
| | RTP |
| [ o >|
| | (7) ACK |
| R R RREELEEEE >
| (8) BYE | |
| |
| (9) 200 &K |

Figure 5. Session Handoff node flow for session retrieval

Figure 5 shows the flow for retrieval by the MN of a session
currently on a local device. |In order to better notivate the nessage
flow, we start by describing the final INVITE (5) and work backwards.
In order for a device to retrieve a session in Session Handoff node,
it must initiate a session with the CN that replaces the CN s

exi sting session. The follow ng nessage is sent by the MNto the CN

(5):

I NVI TE si p: corresp@xanpl e. cont gr =ur n: uui d: bbb6981 SIP/ 2.0
To: <sip:corresp@xanpl e. cony gr=urn: uui d: bbb6981>

From <sip: bob@xanpl e. cone

Repl aces: 1@levi cel5. exanpl e. com t o-tag=aaa; fromt ag=bbb
Ref erred-By: <sip: devi cels@xanpl e. conr

[ S/ M ME aut hentication body]
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Since the users on the MN and the |ocal device are different
identities, the MN needs to be referred by the I ocal device and
include its URI in the Referred-By header, in addition to including
an S/M ME aut hentication body fromthe | ocal device, in order to be
permtted to replace the session. Therefore, the MN nust receive a
REFER request fromthe local device referring it to send this INVITE
request. The user could use the user interface of the | ocal device
to send this REFER nessage. However, such an interface may not be
avail able. Also, the user may wi sh to execute the transfer while
runni ng out of the office with nobile device in hand. |In order for
the MN to pronpt the REFER fromthe | ocal device, it sends a "nested
REFER' [5], a REFER request for another REFER. In this case, the
second REFER is sent back to the Mbile Node. That REFER nust
specify that the Replaces header be included in the subsequent |NVITE
request. The REFER request fromthe | ocal device to the MN (3) is
conmposed as foll ows:

REFER si p: bob@xanpl e. com gr =ur n: uui d: yt av223h67gb3 SI P/ 2.0

To: <si p: bob@xanpl e. com gr=urn: uui d: yt av223h67gb3>

From <sip: devi cel5@xanpl e. con»

Ref er-To: <si p: correspondent @xanpl e. com gr =ur n: uui d: bbb6981; audi o;
vi deo?Repl aces="1@levi cel5. exanpl e. con t o- t ag=aaa;
fromtag=bbb">

Ref erred-By: <sip: devi cels@xanpl e. conr

[S/M ME aut henti cation body]

A header field is included in the Refer-To URI to specify the val ue
of the Repl aces header in the target INVITE request. 1In order to
have this nessage sent to it, the MN nust send the foll owi ng REFER
request (1):

REFER si p: devi cel5@xanpl e. com gr =ur n: uui d: qf nb443ccui SIP/ 2.0
To: <si p: devi cel5@xanpl e. com gr =ur n: uui d: qf nb443ccui >
From <si p: bob@xanpl e. cone
Ref er - To: <si p: bob@xanpl e. com gr =ur n: uui d: yt av223h67gb3; mnet hod=REFER
?Ref er - To="<si p: correspondent @xanpl e. com gr =ur n: uui d: bbb6981
audi o; vi deo?Repl aces=%21@levi cel5. exanpl e. com
t o-tag=aaa; from t ag=bbb%221>" >

The Refer-To header specifies that the MNis the refer target and
that the referral be in the formof a REFER request. The header
field specifies that the REFER request contains a Refer-To header
containing the URI of the CN. That URI, itself, contains the "audio"
and "video" callee capabilities that will tell the MNto initiate an
audi o and video call, and a header field specifying that the ultimate
I NVI TE request contains a Replaces header. |[If the MN had previously
transferred the session to the |local device, it would have received
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these in the NOTIFY sent by the |ocal device follow ng the

establi shment of the session. |If, on the other hand, the MNis
retrieving a session it had not previously held, as mentioned above
in Section 5.1.1, it gets these paraneters by subscribing to the

D al og Event Package [13] of the local device. Such a subscription
woul d only be granted, for instance, to the owner of the origina
device that carried the session. Even when these paraneters are
provided in the Replaces header, the |ocal device does not accept the
REFER request from anybody except the original participant in the
session or the owner of the device. The MN receives the REFER
request fromthe |ocal device, sends the INVITE request to the CN
whi ch accepts it, and, once the session is established, termn nates
its session with the |ocal device.

5.4.3. Transfer to Multiple Devices

Splitting a session in SH node requires nultiple media sessions to be
establ i shed between the CN and | ocal devices, w thout the M\
controlling the signaling. This could be done by sending multiple
REFER requests to the |l ocal devices, referring each to the CN. The
di sadvantage of this nmethod is that there is currently no standard

way to associate multiple sessions as part of a single call in SIP
Theref ore, each session between the CN and a | ocal device will be
treated as a separate call. They may occupy different parts of the

user interface, their nmedia nay not be avail abl e sinultaneously, and
they may have to be terminated separately. This certainly does not
fulfill the requirenent of seanl essness.

Thi s docunment describes the use of nulti-device systens to overcone
this problem A local device's SLP UA queries for other devices and
joins with themto create a "virtual device", or a Milti-Device
System (MDS). We refer to the controlling device as the Milti-Device
System Manager (MDSM. |In a systemthat includes at |east one

nmobi | i t y- enhanced devi ce, one of themmy act as the MDSM 1In a
system consisting entirely of basic devices, either a dedicated host
or another |ocal device fromoutside of the systemacts as MDSM
When t he MDSM subsequently receives a REFER request, it uses third-
party call control to set up media sessions between the CN and each
device in the system Specifically, it invites each |ocal device
into a separate session, and uses their nedia paraneters (and
possibly its own) in the INVITE request it sends to the CN

A single device may act as an MDSM for several different groups of
devices, and al so act as an ordinary device with only its native
capabilities. There nmust be a way to address a request to a device
and specify whether it is to the device itself or one of the nulti-
device systens it controls. As nentioned above in Section 5.2, a
device registers a separate contact for itself and for each of its
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mul ti-device systens. For exanple, the device with AOR

"si p: devi cell@xanpl e. com' and hostnanme "devi cell. exanpl e. com' will
regi ster a contact "sip:devicell@evicell. exanpl e.coni that
represents its own capabilities. Once it discovers other devices and
creates an MDS, it will register a new contact,
"sip:avl@levi cell. exanple.conf. It associates a GRUU with each of
these contacts. The device itself and any new systemis registered
in SLP using the GRUU. Wen the proxy receives a request addressed
toa GRUW, it will rewite it as the contact URl before forwarding
the request to the device. The device will use this unique contact
to determ ne whether to handle the request natively or with one of
its systens.

Figure 6 shows the transfer of a session to a nulti-device system
The audi o device has previously discovered the video device and
created a multi-device system The REFER request sent to

"si p:devi cell@xanpl e. com gr =ur n: uui d: 893eeeyui nnB81" pronpts the
audi o device to invite the video device into a session to ascertain
its SDP, and then to invite the CNinto a session using its own SDP
and that of the video device.
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vi deo audi o MN CN
| | (1) REFER |
| | <o | |
| | (2) 202 Trying | |
| (3) INVITE no sdp I >| |
<o | | |
| (4) 200 XK SDP | | |
|- > |
| | (5) INVITE a/v SDP, Repl aces
| bR EEEEEELE P EEEES >
| | RTP Audi o
| [ <o |
| | RTP Vi deo |
S |
| | (6) 200 OK CN SDP
| | o |
| RTP Audi o |
| (7) ACK CN Video SDP |. ...t >
I RRRREEEEEEEEEEERPEEE | | |
| RTP Video | | |
S >|
| | (8) ACK | |
| |~ >
| | | (9) BYE |
| | | <-oomeoo---
| | | (10) 200 X |
| | R >
| |
| |

Figure 6. Session Handoff to a nulti-device system
5.5. Distributing Sessions for Incomng Cal
The exanpl es presented above have invol ved an established session

that a user transfers to one or nore devices. Another scenario would
be for an incoming call to be inmmediately distributed between

mul ti pl e devices when the user accepts the call. |In such a case, the
initial session would not yet be established when the transfer takes
pl ace.

The transfer could be carried out in either of the transfer nodes.
However, conplete handoff to a separate device, which is done in
Sessi on Handof f node, could be achieved through existing neans, such
as proxying or redirection. MC node would be useful in a case where
the user wishes to automatically include an additional device in a
call. For instance, a user with a desk IP phone and a PCwith a
video canera could join the two into a single |ogical device. The
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SIP UA on the PC would, for any incomng call, send an | NVI TE r equest
to the desk phone, setting the display nanme in the From header field
to "Bob Jones (audio portion)", for instance, so that the user can
identify the caller on the phone. The user could then either accept
or reject, as he would with a call coming directly to the phone. |If
he accepts, the PC UA, acting as the controller, would respond to the
caller with its video paraneters and the phone’'s audi o paraneters in
the SDP body. The final ACK fromthe Correspondent Node woul d then
conpl ete the session establishnent.

If the desk phone is registered as a contact for the user, it would
also ring in response to the direct call being proxied there, in
addition to the INVITE request sent by the controller, causing
confusion to the user. The use of caller preferences can solve this
problem as the caller would indicate that the call should
preferentially be proxied to devices with audio and vi deo
capabilities. It is likely that the caller would use caller
preferences in any case, if they were available to him to avoid the
cal | ee unknowi ngly picking up the | P phone when he has a vi deo-
capabl e device available. However, since caller preferences are not
yet wi dely supported on comercial devices, the callee nust ensure
the proper routing of the call. One solution would be for the PCto
register its contact with a higher priority than the one given to the
phone. The Call Processing Language (CPL) [22] (the "proxy" node)
could then be used to specify that forking should be done to the set
of user devices in sequence, rather than in parallel. Since all
calls would first be sent to the PCas long as it were online, it
woul d redirect any request that included only audio in its SDP

5.6. Use of ICE in Session Mbility

Interactive Connectivity Establishnent (1CE) [27] is a protocol for
Net wor k Address Transl ator (NAT) traversal that may be used with SIP
Rat her than negotiating addresses and ports used for nedi a sessions
directly in SDP, a list of possible address/ports (candidates) is
exchanged, and the Session Traversal Uilities for NAT (STUN) [28]
protocol is used to check which pairs of candidates nmay be used. |CE
could be used in the call flows described in this section. In MC
node, the candi dates woul d be sent by each |ocal device to the M\
who woul d exchange themwith the CN. Afterward, each device woul d
perform checks with the CN to determine an appropriate candidate. In
SH node, where the | ocal device establishes a session with the CN

| CE would work no differently than in the standard case.
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6.

6.

Reconci ling Device Capability Differences

Session nobility sonetinmes involves the transfer of a session between
devices with different capabilities. For exanple, the codec being
used in the current session may not be avail able on the new devi ce.
Furt hernmore, that device nmay not support any codec that is supported
by the CN. In addition to codecs, devices may have different
resolutions or bandwidth linmtations that nmust be taken into account
when carrying out a session transfer

1. Codec Differences

Bef ore executing a session transfer, the device checks the
capabilities of the CN and the new device. These may be found
through either the SIP OPTIONS nethod, used in SIP to query a
device’'s nedia capabilities, or may be included as SLP service
attributes. Since the OPTIONS nethod is standard, it is suggested to
be used to query the CN, while SLP is suggested to be used to get the
medi a capabilities of local devices, since it is already being used
for them

If the CN and the | ocal device are found to have a common codec, the
transfer flow will negotiate that this should becone the codec used
in the nedia session. In M\NC node, the MN forwards the response from
the | ocal device to the CN, who will choose a codec it supports from
t hose available. In Session Handoff nobde, the MN sends a REFER
request to the local device and allows it to negotiate a conmon codec
with the CN during their session establishnment. No special behavior
of the MN is required.

If the MN sees that a common codec does not exist, it executes the
transfer through an internedi ate transcoding service. Rather than
establishing a direct nedia session between the CN and the |oca

devi ce, separate sessions are established between the transcoder and
each of them with the transcoder translating between the streans.
The Mobil e Node discovers avail abl e transcoders through sone neans,

i ncluding SLP

Using transcoding services in SIP is defined in [18] using third-
party call control. 1In MNC node, the Mbile Node establishes one
medi a session between the transcoder and the CN, and one between the
transcoder and the local device. This differs fromthe norma
transcodi ng case, where one party establishes a nedia session between
itself and the transcoder and one between the transcoder and the
other party. The M\ starts by sending an | NVITE request to the |loca
device with no body; it receives in the response the |list of codecs
that the device can use. It then repeats this for the CN, and
receives its available codecs. |t chooses one codec from each side
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along with the address and port of each device, and conbines themin
an I NVITE request sent to the transcoder. The transcoder responds
with the ports on which it will accept each stream The appropriate
port information is sent individually to the CN and the |ocal device.
Once the three sessions have been established, two nedia sessions
exist, and the transcoder translates between them This flowis
shown in Figure 7.

AN Transcoder VN CN
(codec A (codec B)
| | (1) INVITE no sdp | |
R EEEEEE | |
| | (2) 200 AN parans | |
R R EEEEEE > |
| | [ (3) INVITE no sdp |
| | |- >

| | | (4) 200 OK CN parans

| | | <o |
| | (5) INVITE AN, CN parans |

| | e | |
| | (6) 200 OK TA, TB parans | |
| |- > |
| | (7) ACK | |
| SRR EE RS | |
| | (8) ACK TA parans | |
| e | |
| RTP | | |
[t >| RTP | |
| [ >|
| | | (9) ACK TB parans

| | EETREREEEEEEEEEERPPEEE >
| | | RTP |
| RTP S |
I< .......... | | |

Figure 7. Transfer of a session in Mbile Node Control node
through a transcoder to translate between native codecs
of CN and an audi o node AN, where they share no conmon
codec.

I n Session Handof f node, the local device itself establishes a
session with the CN through the transcoder. After receiving the
REFER request, it uses the OPTIONS nmethod to find the capabilities of
the CN. It will then use a common codec, if available, in the
session setup, or set up the transcoded session using third-party
call control as in [18].
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6.2. Display Resolution and Bandwi dth Di fferences

O her differences in device capabilities, such as display resolution
and bandwidth limtations, are al so suggested to be reconciled during
transfer. For exanple, a nobile device, linmted both in its display
size and bandwidth, will likely be receiving the video stream from
the other call participant at a low resolution and frame rate. Wen
the user transfers his video output to a | arge-screen display, he nmay
start view ng nuch higher-quality video at the higher native
resolution of the display and at a higher frane rate.

Changi ng the image resolution and frane rate requires no special
handling by the MN\.  An SDP fornmat is defined [19] for specifying

t hese and other paranmeters for the H 263+ codec, for exanple. The
suitabl e i mage formats and corresponding MPIs (M nimum Pi cture
Interval, related to the frame rate) supported for the given codec
are listed following the nedia line, in order of preference. For
exanple, the following lines in SDP would indicate that a device
supports the H 263 codec (value 34) with the inage sizes of 16CIF,
4CIF, CF, and QCIF (with the MPI for each format following the "="):

mrvi deo 60300 RTP/ AVP 34
a=fnt p: 34 16Cl F=8; 4Cl F=6; Cl F=4; QCl F=3

In MNC node, the response by the local device (Figure 2, nessage 2)
to the initial I NVITE request sent by the MNincludes this line in
the SDP body, and the MN then includes it in the INVITE request sent

to the CN (3). In Session Handoff node, the |ocal device includes
this paranmeter in the INVITE request sent to the CN (Figure 4,
message 3) after receiving the REFER request. |If the local device is

not configured to include the supported inage sizes during session
establishment, the information could be nade avail abl e through SLP
The MN then includes it in the I NVITE request sent to the CNin

Mobi | e Node Control node. However, this information is not sent in
Session Handoff node unless the | ocal device was configured to send

it. In both nodes, the MN sends its own resolution and frane rate
preferences in the body of the INVITE request sent to retrieve the
sessi on.

7. Simul taneous Session Transfer

A session transfer nay be carried out by one call participant after
the other participant has transferred the session on his side. |If
the first transfer was done in M\NC node, a subset of the origina
session nmedia is now on | ocal devices. The MN receives either a
re-INVITE fromthe other participant or an INVITE request froma

| ocal device on the other side. This nessage carries the new nedia
paraneters of the session. The M\, therefore, nust send a re-I1NVITE
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to any local devices with these paraneters. It then includes the
paraneters returned fromthese devices in the 200 K response. |f
the first transfer was done in SH node, the |ocal device wll
directly receive the session transfer nessage fromthe other party
and will follow the normal procedure for responding to an INVITE
request. If it is controlling other |local devices for this session
as part of an MDS, it follows the procedure above, where the first
transfer was done in MNC node

It may occur that both participants attenpt a transfer at the sane
time. In MNC node, each node initiates a session with a |l oca

device, then sends a re-INVITE to the other node. Section 14.2 in
[1] mandates a 491 response when a re-INVITE is received for a dialog
once another re-INVITE has al ready been sent. Once both parties
receive this response, they each generate a randomtinmer wth
staggered intervals. Once its tinmer fires, each participant attenpts
the re-INVITE again. The first to receive it fromthe other

partici pant responds to it with the SDP paraneters of its |oca
device. Both participants then send an ACK request to their |oca
devi ce containing the new paraneters obtained fromthe other one
during the re-1NVITE process.

In SH node, if both participants attenpt a transfer at the same tine,
after one node sends a REFER request to the | ocal device, it receives
the INVITE request fromthe | ocal device on the other end. The
appropriate protocol definition could nandate that a 491 response be
sent in this case, as well. This response would be returned to the
referrer in a NOTIFY indicating the status of the referred session
establishnent. The staggered timer solution described above coul d
work. The MN woul d cancel the REFER request sent to the |oca

device, then wait a random anount of tinme before sending it again.

8. Session Ternination

Once a session has been transferred, the user may termnate it by
hangi ng up the current device, as he would do in a call originating
on that device. This should be true even when the session is using
several local devices. In MNC node, when the user hangs up the
current device, a BYE request is sent to the controller. The
controller must then send a BYE request to each device used in the
transfer and a BYE request to the CN. An MDSM used for SH node nust
follow the sane procedure. |In SH node, the current device has
previously initiated an ordinary session with the CNin response to
the REFER request, and the BYE it sends to the CN on hang-up requires
no special handling.
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9. Security Considerations

As this work is based heavily on the work in [2], [3], and [5], the
security considerations described in those docunents apply. W

di scuss here the particul ar i ssues of authorizing use of |oca

devi ces, providing nedia-level security follow ng transfer, and the
i ssue of flooding attacks in M\C node.

9.1. Authorization for Using Local Devices

It is necessary that the use of a local device be linmted to

aut hori zed parties. As stated earlier, this docunent assunes both
personal and public devices, and these have different authorization
policies. A personal device only accepts transfer requests froma
single identity, the device owner. Therefore, the npst appropriate
means of access control is to maintain a list of identities
representing the device owner authorized to transfer sessions to the
device. As nentioned before, the device is configured with an AOR
representing its status as a transfer device, in addition to the
user's AOR. Only requests nmade to the device AOR follow t he access
list, while incomng requests to the user’s ACR are accepted from
anyone (provided that a white or blacklist or other policy does not
preclude their request from being accepted). The SIP-Identity header
[25] is used to securely identify the initiator of a SIP request.
That specification can be used in our use-cases when the |ocal device
must ensure that the INVITE or REFER request in MNC or SH node,
respectively, is indeed fromthe owner of the device

Public devices accept transfer requests froma | arge nunber of
identities. Access lists may be used for this purpose.

Al ternatively, since devices are often available to categories of
users, such as "manager" or "faculty nmenber", an appropriate solution
may be to use trait-based authorization [23]. Using this mechani sm
a user may acquire, froma trusted authorization service, an
"assertion" of his user status and pernissions. The assertion, or a
reference to it, is included in the request to use the device.

9.2. Mintaining Media Security During Session Mbility

9.2.1. Establishing Secure RTP Using SDP
Confidentiality, nessage authentication, and replay protection are
necessary in internet protocols, including those used for real-tine
mul ti medi a conmmuni cati ons. The Secure Real -tine Transfer Protocol

(SRTP) [14] provides these for RTP streanms. Since SRTP may be used
to carry the media sessions of SIP devices, such as the MN and CN, we
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di scuss how to ensure that the session continues to use SRTP
following the transfer to another device. This is also discussed in
| ess detail in [2].

The establishnment of secure RTP conmuni cations through SDP is defined
by two docunents. The "crypto" attribute [15] is a nedia-leve
attribute whose val ue includes the desired cryptographic suite and
key parameters used to performsymretric encryption on the RTP
packets. Since the key information is sent in the SDP body with no
dedi cated encryption or integrity protection, a separate protoco

such as S/M ME nmust be used to protect the signaling nessages

Anot her docunent [16] specifies the "key-ngnt" attribute used to
provi de paraneters for a key managenent protocol, such as M KEY

Using this attribute, the two participants exchange keys encrypted by
a public or shared key, or negotiate a key using the Diffie-Hell man
nmet hod.

The use of cryptographic paraneters in SDP does not change the
message flows described earlier in this docunent. For instance, in
MNC node shown in Figure 2, the response fromthe |ocal device (2)
will include, in addition to any supported nmedia type, cryptographic
i nformati on for each type. This cryptographic information will be a
list of attribute Iines describing the crypto suite and key
paraneters using either of the two attributes nentioned. These lines
will be sent by the MNto the CN in the subsequent request (3). The
CN wi Il choose a cryptographic nmethod and return its own key
information in the response (4). Miintaining a secure nedia session
in SH node requires the local device to negotiate a cryptographic
relationship in the session that it establishes following its receipt
of the REFER request.

It is noted in [2] that establishing media security in third party
call control depends on the cooperation of the controller. |In this
docunent, the Mbile Node (MN) in Mbile Node Control node (MNC) has
the role of controller in 3pcc, while in the Session Handoff (SH)
node, MN uses the REFER nethod instead. The following is an excerpt
from that docunent

End-to-end nmedia security is based on the exchange of keying
material within SDP. The proper operation of these nechanisns
with third party call control depends on the controller behaving
properly. So long as it is not attenpting to explicitly disable

t hese nechani sns, the protocols will properly operate between the
participants, resulting in a secure nedia session that even the
control |l er cannot eavesdrop or nodify. Since third party cal
control is based on a nodel of trust between the users and the
controller, it is reasonable to assune it is operating in a well-
behaved manner. However, there is no cryptographic nmeans that can
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prevent the controller frominterfering with the initial exchanges
of keying materials. As aresult, it is trivially possibl[e] for
the controller to insert itself as an internediary on the nedia
exchange, if it should so desire

We note here that given the nodel presented in this docunent, where
the controller is operated by the sane person that uses the |oca
device, i.e., the MN user, there is even nore reason to believe that
the controller will be well-behaved and will not interfere with the
initial transfer of key exchanges.

9.2.2. Securing Media Using the Transport Layer

The exchange of nedia could alternatively be secured at the transport
| ayer, using either TLS or Datagram Transport Layer Security (DTLS)
[24]. The one consideration for use of these protocols in session
mobi lity would be assigning the client and server roles. |n SH node,
it may be assumed that the local device, the referee, would act as
the client, since it is initiating the signaling session with the CN
However, in MNC node, these roles would be unclear. The sane problem
was mentioned above in establishing a secure connection for an MSRP
session transferred in MNC node. This problemcould be sol ved

t hrough the use of Connection-Oriented Media (COVEDI A) [26], which
specifies the "setup"” SDP attribute to negotiate these roles.

We describe here briefly howthis is done. |In the MNC exchange shown
in Figure 2, the local device chooses whether to specify a nedia
session over a secured transport in its response to the WN. If so,
it includes under the nmedia line a "setup” attribute set to either
"active", "passive", or "actpass". This is sent on to the CN
Assuming it agreed to such a session, it responds with a "setup"
attribute, as per the COVEDI A specifications. This is then sent by
the MNto the local device. |If the local device and CN agreed on
their roles, the appropriate session could be established, through
which the nedia would be transnmitted. Before they transnmt nedia
between them the CN and | ocal device exchange nessages to establish
the TLS or DITLS session. This sanme approach could be used to
establish an SRTP security context over DTLS, as per [31].

9.3. Flooding Attacks in MNC Mde

The MNC call flows in this docunent, where one device instructs

anot her device to send an RTP flowto a third one, present the
possibility of a flooding attack. This is a general problemthat
relates to any use of 3pcc. |In this docunent, it is only a concern
where the device is public, as described at the beginning of this
section, and a large group of people can transfer nedia to it, since
there nmay not be a very strong trust relationship between the device

Shacham et al. I nf or mat i onal [ Page 31]



RFC 5631

owner

SIP Session Mbility Cct ober 2009

(e.g., an institution) and the users. oviously, where a

device is private and only its owner can transfer to it, the concern
does not exist, given the use of the lIdentity header nentioned
earlier. A possible solution may be the use of ICE [27], since both

si des

confirmthat they want to receive each other’s nedia.
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