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Abst r act

Thi s docunent specifies Renote Authentication Dial-In User Service
(RADIUS) attributes for authorizing nmanagenment access to a Network
Access Server (NAS). Both local and renote managenent are supported,
wi th granul ar access rights and managenent privileges. Specific
provi sions are nade for renote nanagenent via Franed Managenent
protocol s and for managenent access over a secure transport protocol

Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

This docunment may contain material from|ETF Docunents or |ETF
Contributions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
materi al may not have granted the IETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it nmay
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1

I ntroduction

RFC 2865 [ RFC2865] defines the NAS-Pronpt (7) and Administrative (6)
val ues of the Service-Type (6) Attribute. Both of these val ues
provi de access to the interactive, text-based Command Line Interface
(CLI) of the NAS, and were originally devel oped to control access to
t he physical console port of the NAS, nost often a serial port.

Renote access to the CLI of the NAS has been avail able in NAS

i npl enent ati ons for many years, using protocols such as Tel net,

Rl ogin, and the renote term nal service of the Secure SHell (SSH)
In order to distinguish |ocal, physical, console access fromrenote
access, the NAS-Port-Type (61) Attribute is generally included in
Access- Request and Access- Accept nessages, along with the Service-
Type (6) Attribute, to indicate the formof access. A NAS-Port-Type
(61) Attribute with a value of Async (0) is used to signify a loca
serial port connection, while a value of Virtual (5) is used to
signify a renote connection, via a renpte termnal protocol. This
usage provides no selectivity anong the various available renote
term nal protocols (e.g., Telnet, R ogin, SSH etc.).

Today, it is common for network devices to support nore than the two
privilege levels for managenent access provided by the Service-Type
(6) Attribute with values of NAS-Pronpt (7) (non-privileged) and
Admi ni strative (6) (privileged). Al so, other managenent nechanisns
may be used, such as Web-based nanagenent, the Sinple Network
Managenment Protocol (SNWP), and the Network Configuration Protoco
(NETCONF). To provide support for these additional features, this
specification defines attributes for Franmed Managenent protocols,
managenent protocol security, and nmanagenent access privilege |evels.

Renot e managenent via the conmand line is carried over protocols such
as Telnet, Riogin, and the renote term nal service of SSH  Since
these protocols are primarily for the delivery of terninal or

term nal enul ation services, the term"Franed Managenent" is used to
descri be nmanagenent protocols supporting techniques other than the
command line. Typically, these nechanisns fornmat nmanagenent
information in a binary or textual encoding such as HTM,, XM, or
ASN. 1/ BER.  Exanpl es i ncl ude Wb-based managenent (HTM. over HITP or
HTTPS), NETCONF (XML over SSH or BEEP or SOAP), and SNMP (SM over
ASN. 1/BER). Command line interface, nenu interface, or other text-
based (e.g., ASCI|I or UTF-8) terminal enulation services are not
considered to be Franed Managenent protocols.
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2.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent uses term nol ogy from RFC 2865 [ RFC2865], RFC 2866
[ RFC2866], and RFC 5176 [ RFC5176].

The term"integrity protection", as used in this docunent, is *not*
the sane as "authentication”, as used in SNVP. |Integrity protection
requires the sharing of cryptographic keys, but it does not require
authenticated principals. |Integrity protection could be used, for
exanpl e, with anonynous Diffie-Hellman key agreenment. In SNW, the
proof of identity of the principals (authentication) is conflated

wi th tanper-resistance of the protected nmessages (integrity). In
this docunent, we assunme that integrity protection and authentication
are separate concerns. Authentication is part of the base RADI US

pr ot ocol

SNMP uses the terms "auth" and "noAuth", as well as "priv" and

"noPriv". There is no analog to auth or noAuth in this docunment. In
this docunent, we are assum ng that authentication always occurs when
it isrequired, i.e., as a prerequisite to provisioning of access via

an Access-Accept packet.
Overvi ew

To support the authorization and provisioning of Framed Managenent
access to nmanaged entities, this docunent introduces a new val ue for
the Service-Type (6) Attribute [RFC2865] and one new attribute. The
new val ue for the Service-Type (6) Attribute is Franed- Managenent
(18), used for renote device managenent via a Franed Managenent
protocol. The new attribute is Framed- Managenent-Protocol (133), the
val ue of which specifies a particular protocol for use in the renote
nmanagenent sessi on.

Two new attributes are introduced in this document in support of
granul ar nanagenent access rights or command privilege levels. The
Managenent - Pol i cy-1d (135) Attribute provides a text string
specifying a policy nane of |ocal scope, that is assuned to have been
pre-provisioned on the NAS. This use of an attribute to specify use
of a pre-provisioned policy is simlar to the Filter-Id (11)
Attribute defined in [ RFC2865] Section 5.11.

The | ocal application of the Managenent-Policy-1d (135) Attribute
within the managed entity nmay take the formof (a) one of an
enuneration of conmmand privilege levels, (b) a mapping into an SNWP
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Access Control Model, such as the View Based Access Control Mbdel
(VACM [RFC3415], or (c) sone other set of nanagenment access policy
rules that is rmutually understood by the nanaged entity and the
renot e managenent application. Exanples are given in Section 8.

The Managenent-Privil ege-Level (136) Attribute contains an integer-
val ued nmanagenent privilege level indication. This attribute serves
to nodify or augnent the managenent perm ssions provided by the NAS-
Pronmpt (7) value of the Service-Type (6) Attribute, and thus applies
to CLI managenent.

To enabl e managenent security requirenents to be specified, the
Managenent - Transport-Protection (134) Attribute is introduced. The
value of this attribute indicates the m ninumlevel of secure
transport protocol protection required for the provisioning of NAS
Prompt (7), Administrative (6), or Framed- Managenment (18) service.

4. Donmain of Applicability

Most of the RADIUS attributes defined in this docunent have broad
applicability for provisioning | ocal and renote nmanagenent access to
NAS devi ces. However, those attributes that provision renote access
over Franmed Management protocols and over secure transports have
speci al considerations. This docunent does not specify the details
of the integration of these protocols with a RADIUS client in the NAS
i mpl ementation. However, there are functional requirements for
correct application of Franed Management protocols and/or secure
transport protocols that will linmt the selection of such protocols
that can be considered for use with RADIUS. Since the RADI US user
credentials are typically obtained by the RADIUS client fromthe
secure transport protocol server or the Franed Managenent protoco
server, the protocol, and its inplenentation in the NAS, MJST support
forns of credentials that are conpatible with the authentication

nmet hods supported by RADI US

RADI US currently supports the follow ng user authentication nethods,
al t hough others may be added in the future:

0 Password - RFC 2865

0 CHAP (Chal | enge Handshake Authentication Protocol) - RFC 2865
0 ARAP (Apple Renbte Access Protocol) - RFC 2869

0 EAP (Extensible Authentication Protocol) - RFC 2869, RFC 3579

o HITP Digest - RFC 5090
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The renote nanagenent protocols selected for use with the RADI US
renot e NAS nmanagenent sessions, for exanple, those described in
Section 6.1, and the secure transport protocols selected to neet the
protection requirenents, as described in Section 6.2, obviously need
to support user authentication nethods that are conpatible with those
that exist in RADIUS. The RADI US aut hentication nethods nost |ikely
usable with these protocols are Password, CHAP, and possibly HTTP

Di gest, with Password being the distinct common denoninator. There
are nmany secure transports that support other, nore robust,

aut henti cati on nmechani sms, such as public key. RADI US has no support
for public key authentication, except within the context of an EAP
Met hod. The applicability statement for EAP indicates that it is not
i ntended for use as an application-layer authentication nechanism so
its use with the nmechani sns described in this docunent is NOT
RECOMVENDED. I n sone cases, Password nmay be the only conpatible

RADI US aut henti cati on nmet hod avai |l abl e.

5. New Values for Existing RADI US Attributes
5.1. Service-Type
The Service-Type (6) Attribute is defined in Section 5.6 of RFC 2865
[ RFC2865]. This docunment defines a new value of the Service-Type
Attribute, as follows:
18 Fr amed- Managenent

The semantics of the Franed-Managenent service are as foll ows:

Fr amed- Managenent A Framed Managenent protocol session should
be started on the NAS

6. New RADI US Attributes

Thi s docunent defines four new RADIUS attri butes related to
managenent aut horization

6.1. Franed- Managenent - Prot oco

The Framed- Managenent - Prot ocol (133) Attribute indicates the
application-layer managenent protocol to be used for Franed
Managenment access. |t MAY be used in both Access-Request and Access-
Accept packets. This attribute is used in conjunction with a
Service-Type (6) Attribute with the value of Franed-Managenent (18).

It is RECOWENDED that the NAS include an appropriately val ued

Fr aned- Managenent - Prot ocol (133) Attribute in an Access- Request
packet, indicating the type of nanagenent access being requested. It
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is further RECOVWENDED t hat the NAS include a Service-Type (6)
Attribute with the val ue Franmed- Managenent (18) in the sanme Access-
Request packet. The RADI US server MAY use these attributes as a hint
in making its authorization decision.

The RADI US server NAY include a Franed- Managenent - Protocol (133)
Attribute in an Access-Accept packet that also includes a Service-
Type (6) Attribute with a value of Framed- Managenent (18), when the
RADI US server chooses to enforce a nmanagenent access policy for the
aut henti cated user that dictates one form of managenent access in
preference to others.

When a NAS receives a Framed- Managenent - Prot ocol (133) Attribute in
an Access-Accept packet, it MJIST deliver that specified form of
managenent access or di sconnect the session. |If the NAS does not
support the provisioned managenent application-layer protocol, or the
managenent access protocol requested by the user does not match that
of the Framed- Managenent - Protocol (133) Attribute in the Access-
Accept packet, the NAS MJUST treat the Access-Accept packet as if it
had been an Access-Rej ect.

A summary of the Framed- Managenent - Prot ocol (133) Attribute format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Type | Length | Val ue

B T e o i S I i i S S N iy St S I S S
Val ue (cont) |

i T S e TR e o E

Type

133 for Framed- Managenent - Pr ot ocol .
Length

6
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Val ue
The Value field is a four-octet enunerated val ue.

SNVP

Web- based
NETCONF
FTP

TFTP
SFTP

RCP

SCP

O~NO U WN P

Al'l other values are reserved for | ANA allocation subject to the
provi sions of Section 11.

The acronyns used in the above tabl e expand as foll ows:

0 SNMP: Sinple Network Managenent Protocol [RFC3411], [RFC3412],
[ RFC3413], [RFC3414], [RFC3415], [RFC3416], [RFC3417], [RFC3418].

0 Web-based: Use of an enbedded web server in the NAS for nmanagenent
via a generic web browser client. The interface presented to the
adm ni strator may be graphical, tabular, or textual. The protoco
is HTML over HTTP. The protocol nmay optionally be HTM. over
HTTPS, i.e., using HTTP over TLS [HTM.] [ RFC2616].

0 NETCONF: Managenent via the NETCONF protocol using XM. over
supported transports (e.g., SSH BEEP, SOAP). As secure transport
profiles are defined for NETCONF, the list of transport options
may expand [ RFCA741], [RFCA742], [RFCA743], [RFCAT744].

o FTP: File Transfer Protocol, used to transfer configuration files
to and fromthe NAS [ RFC0959].

o TFTP: Trivial File Transfer Protocol, used to transfer
configuration files to and fromthe NAS [ RFC1350].

0 SFTP: SSH File Transfer Protocol, used to securely transfer
configuration files to and fromthe NAS. SFTP uses the services
of SSH [SFTP]. See also Section 3.7, "SSH and File Transfers" of
[SSH . Additional infornmation on the "sftp" programmay typically
be found in the online docunmentation ("man" pages) of Unix
syst emns.
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Nel

0 RCP: Renpte CoPy file copy utility (Unix-based), used to transfer
configuration files to and fromthe NAS. See Section 3.7, "SSH
and File Transfers", of [SSH . Additional information on the
"rcp" programmay typically be found in the online docunentation
("man" pages) of Unix systens.

0 SCP: Secure CoPy file copy utility (Unix-based), used to transfer
configuration files to and fromthe NAS. The "scp" programis a
simpl e wrapper around SSH. It’'s basically a patched BSD Uni x
"rcp", which uses ssh to do the data transfer (instead of using
"rcmd"). See Section 3.7, "SSH and File Transfers", of [SSH].

Addi tional information on the "scp" program nmay typically be found
in the online docunentation ("man" pages) of Unix systens.

Managenent - Transport - Prot ecti on

The Managenent - Transport-Protection (134) Attribute specifies the
m ni mum | evel of protection that is required for a protected
transport used with the Franmed or non-Franed Managenent access
session. The protected transport used by the NAS MAY provide a
greater level of protection, but MJUST NOT provide a | ower |evel of
protection.

When a secure form of non-Franed Managenent access is specified, it
means that the renote terminal session is encapsulated in sonme form
of protected transport, or tunnel. It nmay also nean that an explicit
secure node of operation is required, when the Framed Managenent
protocol contains an intrinsic secure node of operation. The
Managenent - Transport-Protection (134) Attribute does not apply to CLI
access via a local serial port, or other non-renpte connection

When a secure form of Framed Managenent access is specified, it means
that the application-layer nanagenent protocol is encapsulated in
some formof protected transport, or tunnel. It may al so nean that
an explicit secure node of operation is required, when the Franed
Managenment protocol contains an intrinsic secure node of operation

A value of "No Protection (1)" indicates that a secure transport
protocol is not required, and that the NAS SHOULD accept a connection
over any transport associated with the application-Iayer managenent
protocol. The definitions of managenent application to transport

bi ndi ngs are defined in the rel evant docunents that specify those
managenent application protocols. The sane "No Protection" senantics
are conveyed by onitting this attribute froman Access-Accept packet.

Specific protected transport protocols, cipher suites, key agreenent

met hods, or authentication nethods are not specified by this
attribute. Such provisioning is beyond the scope of this docunent.
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It is RECOWENDED that the NAS include an appropriately val ued
Managenent - Transport-Protection (134) Attribute in an Access- Request
packet, indicating the level of transport protection for the
managenent access being requested, when that information is avail able
to the RADIUS client. The RADI US server MAY use this attribute as a
hint in making its authorization decision

The RADI US server MAY include a Managenent-Transport-Protection (134)
Attribute in an Access-Accept packet that also includes a Service-
Type (6) Attribute with a value of Framed- Managenent (18), when the
RADI US server chooses to enforce a managenent access security policy
for the authenticated user that dictates a mninumlevel of transport
security.

When a NAS receives a Managenent - Transport-Protection (134) Attribute
in an Access-Accept packet, it MJST deliver the managenent access
over a transport with equal or better protection characteristics or

di sconnect the session. |If the NAS does not support protected
managenent transport protocols, or the I evel of protection available
does not match that of the Managenent- Transport-Protection (134)
Attribute in the Access-Accept packet, the NAS MJST treat the
response packet as if it had been an Access-Reject.

A sunmary of the Managenent-Transport-Protection (134) Attribute
format is shown below. The fields are transnmitted fromleft to
right.
0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type | Length | Val ue
B Lt r s i i i o o T s ks S R S

Val ue (cont) |
B i i S S S Tk i o

Type
134 for Managenent-Transport-Protection
Length

6
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Val ue

The Value field is a four-octet enunerated val ue.

1 No- Pr ot ecti on
2 Integrity-Protection
3 Integrity-Confidentiality-Protection

Al'l other values are reserved for | ANA allocation subject to the
provi sions of Section 11.

The nanes used in the above table are el aborated as fol |l ows:

0 No-Protection: No transport protection is required. Accept
connections via any supported transport.

0 Integrity-Protection: The managenent transport MJST provide
Integrity Protection, i.e., protection from unauthorized
nodi fication, using a cryptographic checksum

0 Integrity-Confidentiality-Protection: The managenment transport
MUST provide both Integrity Protection and Confidentiality
Protection, i.e., protection from unauthorized nodification, using
a cryptographi c checksum and protection from unauthorized
di scl osure, using encryption

The configuration or negotiation of acceptable al gorithns, nodes, and
credentials for the cryptographic protection nmechanisns used in

i npl ementi ng protected nanagenent transports is outside the scope of
this docunent. Many such nechani sns have standardi zed net hods of
configuration and key nmanagenent.

6.3. Managenent-Policy-1d

The Managenent-Policy-1d (135) Attribute indicates the nane of the
managenent access policy for this user. Zero or one Managenent -
Policy-1d (135) Attributes MAY be sent in an Access-Accept packet.
I dentifying a policy by name allows the policy to be used on
different NASes without regard to inplenmentation details.

Multiple forms of managenent access rules nmay be expressed by the
underlying named policy, the definition of which is beyond the scope
of this docunent. The managenment access policy MAY be applied
contextual |y, based on the nature of the managenent access nethod.

For exanple, sonme named policies may only be valid for application to
NAS- Pronpt (7) services and sonme other policies may only be valid for
SNVP
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The managenent access policy naned in this attribute, received in an
Access- Accept packet, MIST be applied to the session authorized by
the Access-Accept. |If the NAS supports this attribute, but the
policy name is unknown, or if the RADIUS client is able to determ ne
that the policy rules are incorrectly formatted, the NAS MJST treat
the Access-Accept packet as if it had been an Access-Reject.

No precedence relationship is defined for nultiple occurrences of the
Management - Pol i cy-1d (135) Attribute. NAS behavior in such cases is
undefined. Therefore, two or nore occurrences of this attribute
SHOULD NOT be included in an Access-Accept or CoA-Request (Change- of -
Aut hori zation). 1In the absence of further specification defining
sonme sort of precedence relationship, it is not possible to guarantee
nmul ti-vendor interoperability when using multiple instances of this
attribute in a single Access-Accept or CoA-Request packet.

The content of the Management-Policy-1d (135) Attribute is expected
to be the name of a managenent access policy of local significance to
the NAS, within a nanespace of significance to the NAS. |In this
regard, the behavior is simlar to that for the Filter-1d (11)
Attribute. The policy nanes and rules are conmitted to the |oca
configuration data-store of the NAS, and are provisioned by neans
beyond the scope of this document, such as via SNWP, NETCONF, or CLI

The nanespace used in the Managenent-Policy-1d (135) Attribute is
sinmple and monolithic. There is no explicit or inplicit structure or
hi erarchy. For exanple, in the text string "exanple.cont, the "."
(period or dot) is just another character. 1t is expected that text
string matching will be perforned without parsing the text string
into any sub-fields.

Overl oading or subdividing this sinple name with multi-part
specifiers (e.g., Access=renote, Level=7) is likely to lead to poor
mul ti-vendor interoperability and SHOULD NOT be utilized. |If a
sinmple, unstructured policy nane is not sufficient, it is RECOMENDED
that a Vendor Specific (26) Attribute be used instead, rather than
overl oadi ng the semantics of Managenent-Policy-1d.
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A sunmmary of the Managenent-Policy-1d (135) Attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2
0123456789012345678901
R o T s S B ik i o e e e o o o

| Type | Length | Text
B i T o R R e S e i sl S T S R S e S e i i

Type

135 for Managenent-Policy-1d.
Length

>= 3
Text

The Text field is one or nore octets, and its contents are

i mpl erent ati on dependent. It is intended to be hunman
readabl e and the contents MJUST NOT be parsed by the receiver;
the contents can only be used to | ook up locally defined
policies. It is RECOMENDED that the nessage contain UTF-8
encoded 10646 [ RFC3629] characters.

6.4. Managenent-Privil ege-Leve

The Managenent-Privil ege-Level (136) Attribute indicates the integer-
val ued privilege level to be assigned for nmanagenent access for the
aut henticated user. Many NASes provide the notion of differentiated
managenent privilege | evels denoted by an integer value. The
specific access rights conferred by each value are inplenentation
dependent. It MAY be used in both Access-Request and Access- Accept
packets.

The mapping of integer values for this attribute to specific

col l ections of managenent access rights or pernissions on the NAS is
vendor and inplenentation specific. Such mapping is often a user-
configurable feature. 1t’'s RECOWENDED that greater numeric val ues
inply greater privilege. However, it would be a m stake to assune
that this recommendati on al ways hol ds.

The managenent access level indicated in this attribute, received in
an Access-Accept packet, MJST be applied to the session authorized by
the Access-Accept. |If the NAS supports this attribute, but the
privilege level is unknown, the NAS MJST treat the Access-Accept
packet as if it had been an Access-Reject.
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A summary of the Managenent-Privil ege-Level (136) Attribute format is
show below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
I S S S T i S S S T 3
| Type | Length | Val ue
T S i T i S s it S S S 2
Val ue (cont) |
B il i S S S S S T S S

Type

136 for Managenent-Privil ege-Level.
Length

6
Val ue

The Value field is a four-octet Integer, denoting a managenent
privilege |evel.

It is RECOWENDED to limt use of the Managenent-Privil ege-Level
(136) Attribute to sessions where the Service-Type (6) Attribute has
a value of NAS-Prompt (7) (not Administrative). Typically, NASes
treat NAS-Pronpt as the mininal privilege CLI service and

Admi nistrative as full privilege. Using the Managenent-Privil ege-
Level (136) Attribute with a Service-Type (6) Attribute having a
val ue of NAS-Pronpt (7) will have the effect of increasing the

m ni mum privilege level. Conversely, it is NOI RECOWENDED to use
this attribute with a Service-Type (6) Attribute with a value of
Adm nistrative (6), which may require decreasing the naxi mum
privilege |evel.

It is NOT RECOMVENDED to use the Managenent-Privil ege-Level (136)
Attribute in conbination with a Managenent-Policy-1d (135) Attribute
or for managenent access nethods other than interactive CLI. The
behavi or resulting fromsuch an overlay of managenent access control
provisioning is not defined by this docunent, and in the absence of
further specification, is likely to lead to unexpected behaviors,
especially in nmulti-vendor environments.
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7.

8.

Use with Dynam ¢ Aut horization

It is entirely OPTIONAL for the NAS nanagenent authorization
attributes specified in this docunent to be used in conjunction wth
Dynam ¢ Aut hori zation extensions to RADI US [ RFC5176]. Wen such
usage occurs, those attributes MAY be used as listed in the Table of
Attributes in Section 10.

Some gui dance on how to identify existing managenent sessions on a
NAS for the purposes of Dynamic Authorization is useful. The primary
session identifiers SHOULD be User-Nanme (1) and Service-Type (6). To
acconmodat e i nstances when that information al one does not uniquely
identify a session, a NAS supporting Dynam ¢ Authorizati on SHOULD

mai ntain one or nore internal session identifiers that can be
represented as RADIUS attributes. Exanples of such attributes

i ncl ude Acct-Session-1d (44), Acct-Milti-Session-1d (50), NAS-Port
(5), or NAS-Port-Id (87). In the case of a renote nmanagenent

session, comon identifier values mght include things such as the
renote | P address and renote TCP port nunber, or the file descriptor
value for use with the open socket. Any such identifier is obviously
transient in nature, and inplenentati ons SHOULD take care to avoid
and/ or properly handl e duplicate or stale val ues.

In order for the session identification attributes to be available to
the Dynamic Authorization Cient, a NAS supporting Dynamc
Aut hori zation for management sessions SHOULD incl ude those session
identification attributes in the Access-Request nessage for each such
session. Additional discussion of session identification attribute
usage nmay be found in Section 3 of [RFC5176].

Exanpl es of Attribute G oupings

1. Unprotected CLI access, via the local console, to the "super-
user" access | evel

*  Service-Type (6) = Administrative (6)
* NAS-Port-Type (61) = Async (0)
* Managenent - Transport-Protection (134) = No-Protection (1)

2. Unprotected CLI access, via a renpote console, to the "super-user"
access | evel

* Service-Type (6) = Administrative (6)

* NAS-Port-Type (61) = Virtual (5)
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*  Managenent - Transport-Protection (134) = No-Protection (1)

3. CLI access, via a fully protected secure renote terninal service
to the non-privil eged user access |evel:

* Service-Type (6) = NAS-Pronpt (7)
*  NAS-Port-Type (61) = Virtual (5)

* Managenent - Transport-Protection (134) = Integrity-
Confidentiality-Protection (3)

4, CLI access, via a fully protected secure renote term nal service,
to a custom managenent access |level, defined by a policy:

* Service-Type (6) = NAS-Pronpt (7)
*  NAS-Port-Type (61) = Virtual (5)

* Managenent - Transport-Protection (134) = Integrity-
Confidentiality-Protection (3)

* Managenent - Policy-1d (135) = "Network Adm nistrator”

5. CLI access, via a fully protected secure renote termnal service,
with a managenment privilege |evel of 15:

* Service-Type (6) = NAS-Pronpt (7)
*  NAS-Port-Type (61) = Virtual (5)

* Managenent - Transport-Protection (134) = Integrity-
Confidentiality-Protection (3)

* Managenent - Privil ege-Level (136) = 15

6. SNWP access, using an Access Control Model specifier, such as a
custom VACM Vi ew, defined by a policy:

* Service-Type (6) = Framed- Managenent (18)
*  NAS-Port-Type (61) = Virtual (5)
*  Franed- Managenent - Prot ocol (133) = SNWP (1)

* Managenent - Policy-1d (135) = "SNWP Network Adninistrator View
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There is currently no standardi zed way of inplenmenting this
managenent policy mapping within SNMP. Such nechani sns are the
topic of current research.

7. SNWP fully protected access:
* Service-Type (6) = Franmed- Managenent (18)
*  NAS-Port-Type (61) = Virtual (5)
*  Franed- Managenent - Prot ocol (133) = SNWP (1)

*  Managenent - Transport-Protection (134) = Integrity-
Confidentiality-Protection (3)

8. Web (HTTP/HTM.) access:
* Service-Type (6) = Franmed- Managenent (18)
*  NAS-Port-Type (61) = Virtual (5)
*  Franed- Managenent - Prot ocol (133) = Web-based (2)

9. Secure web access, using a custom nanagenent access | evel
defined by a policy:

* Service-Type (6) = Framed- Managenent (18)
*  NAS-Port-Type (61) = Virtual (5)
*  Franed- Managenent - Prot ocol (133) = Web-based (2)

* Managenent - Transport-Protection (134) = Integrity-
Confidentiality-Protection (3)

* Managenent-Policy-1d (135) = "Read-only web access"
9. Dianeter Translation Considerations
When used in Dianeter, the attributes defined in this specification
can be used as Dianmeter attribute-value pairs (AVPs) fromthe Code
space 1-255 (RADIUS attribute conpatibility space). No additiona

D aneter Code values are therefore allocated. The data types and
flag rules for the attributes are as foll ows:
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10.

T +

| AVP Flag rules |
[----+----- [ R - ----+
| | SHOULD MUST]| |
Attribute Name Val ue Type | MUST| MAY | NOTI| NOT| Encr |
--------------------------------- I e R IR
Servi ce- Type | | | | | |
Enumerated | M | P | | V | Y |
Fr anmed- Managenent - Pr ot ocol | | | | | |
Enunerated | M | P | | V | Y |
Managenent - Transport-Protection | | | | | |
Enunerated | M | P | | V | Y |
Managenent - Pol i cy-1d | | | | | |
UTF8String | M | P | | V | Y |
Managemnent - Pri vi | ege- Level | | | | | |
I nt eger | M | P | | V | Y |
--------------------------------- I R S I

The attributes in this specification have no special translation
requirenents for Dianeter to RADIUS or RADIUS to Di aneter gateways;
they are copied as is, except for changes relating to headers,

al i gnment, and padding. See also [RFC3588], Section 4.1, and

[ RFC4005], Section 9.

What this specification says about the applicability of the
attributes for RAD US Access- Request packets applies in Dianeter to
AA- Request [ RFC4005] .

What is said about Access-Accept applies in Dianeter to AA- Answer
nmessages that indicate success.

Tabl e of Attributes

The following table provides a guide to which attributes may be found
i n which kinds of packets, and in what quantity.

Access Messages

Request Accept Reject Challenge # Attribute

0-1 0-1 0 0 133 Fr anmed- Managenent - Pr ot ocol

0-1 0-1 0 0 134 Managenent - Transport - Prot ecti on
0 0-1 0 0 135 Managenent - Pol i cy-1d

0 0-1 0 0 136 Managenent - Pri vi | ege- Level
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Accounti ng Messages

Request Response # Attribute

0-1 0 133 Fr anmed- Managenent - Pr ot ocol

0-1 0 134 Managenent - Transport - Prot ecti on
0-1 0 135 Managenent - Pol i cy-1d

0-1 0 136 Managenent - Pri vi | ege- Level

Change- of - Aut hori zati on Messages

Request ACK NAK # Attribute

0 0 0 133 Fr amed- Managenent - Pr ot ocol

0 0 0 134 Managenent - Transport - Prot ecti on
0-1 0 0 135 Managenent - Pol i cy-1d (Note 1)

0-1 0 0 136 Managenent - Pri vi | ege- Level (Note 1)

Di sconnect Messages

Request ACK NAK # Attribute

0 0 0 133 Fr aned- Managenent - Pr ot ocol

0 0 0 134 Managenent - Transport - Prot ecti on
0 0 0 135 Managenent - Pol i cy-1d

0 0 0 136 Management - Pri vi | ege- Level

(Note 1) When included within a CoA-Request, these attributes
represent an authorization change request. Wen one of these
attributes is omtted froma CoA-Request, the NAS assunes that the
attribute value is to remain unchanged. Attributes included in a
CoA- Request replace all existing values of the sanme attribute(s).

The follow ng table defines the neaning of the above table entries.

0 This attribute MUST NOT be present in a packet.
0+ Zero or nore instances of this attribute MAY be present in

a packet.

0-1 Zero or one instance of this attribute MAY be present in
a packet.

1 Exactly one instance of this attribute MJST be present in
a packet.

11. | ANA Consi derati ons

The foll owi ng nunbers have been assigned in the RADIUS Attribute
Types registry.
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12.

12.

0 New enunerated value for the existing Service-Type Attribute:
*  Franed- Managenent (18)
o0 New RADIUS Attribute Types
*  Franed- Managenent - Prot ocol (133)
*  Managenent - Transport-Protection (134)
* Managenent - Pol i cy-1d (135)
*  Managenent - Privi |l ege- Level (136)

The enunerated val ues of the newy assigned RADIUS Attribute Types as
defined in this docunent were assigned at the sane tine as the new
Attribute Types.

For the Framed- Managenent - Protocol Attribute:

SNVP

Web- based
NETCONF
FTP

TFTP
SFTP

RCP

SCP

oO~NO UG WN B

For the Managenent-Transport-Protection Attribute:

1 No- Pr ot ecti on
2 Integrity-Protection
3 Integrity-Confidentiality-Protection

Assi gnnents of additional enunerated values for the RADIUS attri butes
defined in this docunent are to be processed as described in

[ RFC3575], subject to the additional requirenent of a published

speci fication.

Security Considerations
1. CGeneral Considerations
Thi s specification describes the use of RADI US and Di aneter for
pur poses of authentication, authorization, and accounting for

managenent access to devices within networks. RADI US threats and
security issues for this application are described in [RFC3579] and
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[ RFC3580]; security issues encountered in roamng are described in
[ RFC2607]. For Dianeter, the security issues relating to this
application are described in [ RFC4005] and [ RFC4072].

Thi s docunment specifies new attributes that can be included in

exi sting RADI US packets, which may be protected as described in

[ RFC3579] and [RFC5176]. |In Dianeter, the attributes are protected
as specified in [RFC3588]. See those docunents for a nore detailed
descri ption.

The security mechani snms supported in RADIUS and Di aneter are focused
on preventing an attacker from spoofing packets or nodifying packets
intransit. They do not prevent an authorized RADI US/ D aneter server
or proxy frominserting attributes with malicious intent.

A |l egacy NAS may not recognize the attributes in this docunent that
suppl enent the provisioning of CLI managenent access. |f the value
of the Service-Type Attribute is NAS-Pronpt or Administrative, the

| egacy NAS nmay silently discard such attributes, while pernitting the
user to access the CLI nanagenent interface(s) of the NAS. This can
lead to users inproperly receiving authorized managenent access to
the NAS, or access with greater levels of access rights than were

i ntended. RADIUS servers SHOULD attenpt to ascertain whether or not
the NAS supports these attributes before sending themin an Access-
Accept nessage that provisions CLI access.

It is possible that certain NAS i nplenentations may not be able to
determ ne the protection properties of the underlying transport
protocol as specified by the Managenent- Transport-Protection
Attribute. This may be a linmtation of the standard application
programm ng interface of the underlying transport inplenentation or
of the integration of the transport into the NAS inplenmentation. |In
ei ther event, NASes conforming to this specification, which cannot
determ ne the protection state of the renote managenent connection
MUST treat an Access-Accept nmessage contai ning a Managenent -
Transport-Protection Attribute containing a value other than No-
Protection (1) as if it were an Access-Reject nessage, unless
specifically overridden by local policy configuration

Use of the No-Protection (1) option for the Managenent-Transport -

Protection (134) Attribute is NOT RECOWENDED i n any depl oynent where
secure managenent or configuration is required.
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12.

2. RADIUS Proxy Operation Considerations

The devi ce managenent access authorization attributes presented in
this docunent present certain considerations when used in RADI US
proxy environnments. These considerations are not different from
those that exist in RFC 2865 [ RFC2865] with respect to the Service-
Type Attribute values of Adnministrative and NAS- Pronpt.

Most RADI US proxy environnments are also nulti-party environments. In
multi-party proxy environnents it is inportant to distinguish which
entities have the authority to provi sion managenent access to the
edge devices, i.e., NASes, and which entities only have authority to
provi sion network access services of various sorts.

It may be inportant that operators of the NAS are able to ensure that
access to the CLI, or other managenent interfaces of the NAS, is only
provisioned to their own enployees or contractors. One way for the
NAS to enforce this requirenment is to use only |ocal, non-proxy

RADI US servers for nmanagenent access requests. Proxy RADI US servers
could be used for non-nmanagenent access requests, based on |oca
policy. This "bifurcation" of RADIUS authentication and

aut hori zation is a sinple case of separate adm nistrative real ns.

The NAS may be designed so as to mamintain separate lists of RADIUS
servers for nanagenent AAA use and for non-nanagenent AAA use.

An alternate nethod of enforcing this requirenent would be for the
first-hop RADIUS proxy server, operated by the owner of the NAS, to
filter out any RADIUS attributes that provision nanagenment access
rights that originate from"up-streani proxy servers not operated by
the NAS owner. Access-Accept nessages that provision such locally
unaut hori zed nmanagenent access MAY be treated as if they were an
Access-Reject by the first-hop proxy server

An additional exposure present in proxy deploynments is that sensitive
user credentials, e.g., passwords, are likely to be available in
cleartext format each of the proxy servers. Encrypted or hashed
credentials are not subject to this risk, but password authentication
is a very commonly used nechani smfor managenent access

aut hentication, and in RADI US passwords are only protected on a hop-
by-hop basis. Malicious proxy servers could msuse this sensitive

i nformation.

These i ssues are not of concern when all the RADIUS servers, |oca
and proxy, used by the NAS are under the sole administrative contro
of the NAS owner.
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