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case of loss of connectivity with the server.

The Lenpnade Profile relies upon several extensions to | MAP, Sieve,
and Mail Subnission protocols. The docunment al so defines a new | MAP
ext ensi on and registers several new | MAP keywor ds
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1. Introduction

The Lenonade Profile, or sinply Lenonade, provides enhancenents to
Internet email to support diverse service environments. Lenpnade
mai | servers provide both a Lenpbnade Submi ssion Server and a Lenonade
Message Store, which are based on the existing [ SUBM T] and [ | MAP]
protocols, respectively. They MAY al so include a Lenonade Message
Del i very Agent, which provides delivery-tine filtering services based
on [ SI EVE].

Thi s docunent describes the Lenobnade Profile that includes:

0 General common enhancenents to Internet Mail, described in 5 and
4,

0 "Forward wi thout downl oad" that describes exchanges between
Lenonade clients and servers to allow submitting new emai l
nmessages i ncorporating content that resides on | ocations externa
to the client, described in Section 8.

0 Quick mailbox resynchronization, described in Section 5. 1.

0 Extensions to support nore precise, and broader, notifications
fromthe store in support of notifications and view filters
described in 5.4.1 and 5.5.

0 Delivery-tine filtering in support of typical mail nanagenment use
cases, as described in Section 3.3.

The LEMONADE WG used the architecture shown in [ LEMONADE- ARCH to
devel op the Lenopnade Profile.
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3.

3.

1.

It is intended that the Lenpnade Profile support realizations of the
OW's nobile email enabler (MEM (see [ OVA- VEM REQF and
[ OVA- MEM ARCH] ) using Internet Miil protocols defined by the | ETF.

Conventions Used in This Docunent

In examples, "M", "I:", and "S:" indicate lines sent by the client
Message User Agent, | MAP enmil server, and SMIP subnit server,
respectively.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

O her capitalized words are typically nanes of extensions or comuands
-- these are uppercased for clarity only, and are case-insensitive.

Thi s docunent uses termninology defined in [ RFC5598]. See [ RFC5598]
for further details on Enail Architecture.

Al exanples in this docunent are optinized for Lenpbnade use and

m ght not represent exanples of proper protocol usage for a general
use Subm t/IMAP client. In particular, exanples assune that Submt
and | MAP servers support all Lenpnade extensions described in this
docunent, so they do not denonstrate fall backs in the absence of an
ext ensi on.

Summary of the Required Support

Lenonade Submi ssion Servers
Lenonade Submi ssion Servers MJST provide a service as described in
[ SUBM T], and MJST support the following. Note that the Lenonade

Profile inposes further requirenents for sone cases, detailed in the
sections cited.
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T e e e e e ook +
| SMTIP ext ensi on | Ref er ence | Requirenents |
Fmm e e e e Fmm e e e o e e +
| 8Bl TM ME | [ SMIP-8BI TM ME] | [ SMIP-BURL] |
| AUTH | [ SMIP- AUTH] | [ SUBM T] |
| Bl NARYM ME | [SMIP-BI NARYM ME] | Section 4.1 |
| BURL i map | [ SMIP- BURL] | Section 8 |
| CHUNKI NG | [SMIP-BINARYM ME] | Section 4.1 |
| DSN | [ SMTP- DSN] | Section 4.3 |
| ENHANCEDSTATUSCODES | [ SMIP- STATUSCODES] | Section 4.5 |
| Pl PELI NI NG | [SMIP-PIPELINING | Section 4.2 |
| S| ZE | [ SMIP- SI ZE] | Section 4.4 |
| STARTTLS | [ SMIP-TLS] | Section 4.6 |
Fom e e e ek e e e ek oo +

3.2. Lenonade Message Stores

Lenonade Message Stores MJST provide a service as described in

[ MAP], and MUST support the following. Note that the Lenbnade
Profile inposes further requirements for some cases, detailed in the
sections cited.
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o e e e e e e e i e oo oo R +
| | MAP ext ensi on | Ref er ence | Requirenents |
o e e e e e oo o e oo S +
| Bl NARY | [1 MAP-BI NARY] | Section 5.2 |
| CATENATE | [ MAP- CATENATE] | Section 5.7 |
| COVPRESS=DEFLATE | [IMAP-COWRESS] | Section 5.3 |
| CONDSTORE | [1MAP- CONDSTORE] | Section 5.1 |
| CONTEXT=SEARCH | [I MAP-CONTEXT] | Section 5.5 |
| CONTEXT=SORT | [ MAP-CONTEXT] | Section 5.5 |
| CONVERT | [IMAP-CONVERT] | Section 5.2 |
| ENABLE | [1 MAP-ENABLE] | Section 5.1 |
| ESEARCH | [IMAP-ESEARCH] | Section 5.5 |
| ESORT | [IMAP-CONTEXT] | Section 5.5 |
| | 18NLEVEL=1 | [ 1 MAP- | 18N] | Section 5.8 |
| | DLE | [ 1 MAP- | DLE] | Section 5.4.1 |
| LI TERAL+ | [IMAP-LITERAL+] | Section 5.8 |
| NAMESPACE | [! MAP-NAMESPACE] | Section 5.6 |
| NOTI FY | [1 MAP-NOTI FY] | Section 5.4.1 |
| QRESYNC | [IMAP-QRESYNC] | Section 5.1 |
| SASL- I R | [IMAP-SASL-IR] | Section 5.8 |
| SORT | [ 1 MAP- SORT] | Section 5.5 |
| STARTTLS | [ 1 MAP] | - |
| Ul DPLUS | [IMAP-UDPLUS] | Section 5.7 |
| URLAUTH | [IMAP-URLAUTH | Section 5.7 |
| URL- PARTI AL | Section 5.7.1 | Section 5.7 |
| $Forwar ded keyword | - | Section 5.9 |
| $Subnit Pendi ng keyword | - | Section 5.10 |
| $Subnmi tted keyword | - | Section 5.10 |
o e e e e e e e e e e e e m o Fom e e e e e o S +

In addition to this list, any Lenonade Message Stores MJIST send the
CAPABI LI TY response code (see Section 7.1 of [IMAP]) in the initial
server greeting and after the LOG N AUTHENTI CATE conmands.
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3.3. Lenonade Message Delivery Agents

Lenmonade Message Delivery Agents MJUST support Sieve mail filtering
| anguage as described in [SIEVE], and MJST support the follow ng
Si eve extensions. Note that the Lenonade Profile inposes further
requirenents for sone cases, detailed in the sections cited.

o e oo oo oo +
| Si eve extension | Ref er ence | Requirenents |
Fom e e e e e m o o m e e e e e oo S +
| ENOTI FY | [ SI EVE- NOTI FY] | Section 6 |
| | MAPAFLAGS | [SIEVE-1 MAPAFLAGS] | Section 6 |
| RELATI ONAL | [SI EVE- RELATI ONAL] | Section 6 |
| VACATI ON | [SIEVE-VACATION] | Section 6 |
| VARI ABLES | [SIEVE-VARI ABLES] | Section 6 |
| conparator-i;unicode-casemap | [ UN CODE- CASEMAP] | Section 6 |
o e e e e e e e m e e e e e e e a - B TS +

Lenonade Message Delivery Agents should al so consider supporting a
Si eve script managenent protocol, such as [ MANAGESI EVE] .

4, Lenonade Subni ssion Servers

Al'l Lenbnade Submi ssion Servers inplenent the Mail Subm ssion
protocol described in [SUBMT], which is in turn a specific profile
of [ESMIP]. Therefore, any MJA designed to subnmit enail via [ SUBM T]
or [ESMIP] will interoperate with Lenonade Submni ssion Servers.

In addition, Lenonade Subm ssion Servers inplenent the follow ng set
of SMIP and Subm ssion extensions to increase nessage subm ssion
ef ficiency.

4.1. Forward w t hout Downl oad

In order to optimze network usage for the typical case where nessage
content is copied to, or sourced from the | MAP store, Lenpnade

provi des support for a suite of extensions collectively known as
"forward without downl oad", discussed in detail in Section 8.

Lenmonade Submi ssion Servers MJIST support BURL [ SMIP-BURL], 8BI TM ME
[ SMIP-8BI TM ME], BI NARYM ME [ SMTP- Bl NARYM ME], and CHUNKI NG
[ SMTP- Bl NARYM ME] SMIP ext ensi ons.

BURL MUST support URLAUTH type URLs [ MAP-URLAUTH], and thus MJST

advertise the "imap" option followi ng the BURL EHLO keyword (see
[ SMIP-BURL] for nore details).

Cridland, et al. St andards Track [ Page 7]



RFC 5550 Lemonade Profile August 2009

4.2. Pipelining

Some clients regularly use networks with a relatively high I atency,
such as nobile or satellite-based networks. Avoidance of round trips
within a transaction has a great advantage for the reduction in both
bandwi dth and total transaction time. For this reason, Lenponade-
conpliant mail Subni ssion Servers MJST support the SMIP service
extensions for comand pi pelining [ SMIP-PI PELI NI NG .

4.3. DSN Support

Lenonade-conpliant mail Submi ssion Servers MJST support SMIP service
extensions for delivery status notifications [ SMIP-DSN] .

4. 4. Message Size Declaration

There is a distinct advantage in detecting failure cases as early as
possi ble in many cases, such as where the user is charged per octet,
or where bandwidth is low This is especially true of |arge nessage
si zes.

Lenmonade Submi ssion Servers MJST support the SMIP service extension
for message size declaration [ SMIP-SI ZE] .

Lenonade Submi ssion Servers MJST expand all BURL parts before
evaluating if the supplied nessage size is acceptable.

A Lenmpnade- capabl e client SHOULD use nessage size declaration. In
particular, the client MUST NOT send a nessage to a mail Subm ssion
Server if it knows that the nessage exceeds the nmaxi mal nessage size
advertised by the Submi ssion Server. Wen including a nessage size
in the MAIL FROM conmand, the client MJUST use a value that is at

| east as large as the size of the assenbl ed nessage data after
resolution of all BURL parts.

4.5, Enhanced Status Code Support
Lenmonade- conpl i ant mail Submi ssion Servers MJST support the SMIP
service extension for returning enhanced error codes
[ SMIP- STATUSCODES] . These allow a client to determ ne the precise
cause of failure.

4.6. Encryption and Conpression
Lenmonade- conpl i ant mail Submi ssion Servers MJST support the SMIP

service extension for secure SMIP over Transport Layer Security (TLS)
[ SMIP-TLS] .
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5.

5.

5.

Support for the DEFLATE conpression nethod, as described in
[ TLS-COWP], is RECOMVENDED

Lenonade Message Stores

Al'l Lenpbnade Message Stores inplenent the Internet Message Access
Protocol, as defined in [IMAP]. Therefore, any MJA witten to access
messages using the facilities described in [IMAP] will interoperate
with a Lenonade Message Store.

In addition, Lenpbnade Message Stores provide a set of extensions to
address the linmtations of sone clients and networks.

1. Quick Resynchronization

Resynchroni zation is a costly part of an | MAP session, and nobile
networ ks are generally nore prone to unintended di sconnection, which
in turn makes this problem nore acute. Therefore, Lenpbnade Message
Stores provide a suite of extensions to reduce the synchronization
cost.

Lenmonade-conpl i ant | MAP servers MJST support the CONDSTORE

[ 1 MAP- CONDSTORE], the QRESYNC [ | MAP- QRESYNC], and the ENABLE

[ 1 MAP- ENABLE] extensions. These allow a client to quickly
resynchroni ze any nail box by asking the server to return all flag
changes and expunges that have occurred since a previously recorded
state. This can also speed up client reconnect in case the transport
| ayer is cut, whether accidentally or as part of a change in network.

When i npl enenti ng QRESYNC [ | MAP- QRESYNC], client and servers need to
al so conply with errata subnmitted for this docunent (see Appendi x A)

[ 1 MAP- SYNC- HOMQ details how clients performefficient mail box
resynchroni zati on.

2. Message Part Handling

The handl i ng of nessage parts, especially attachnments, represents a
set of challenges to limted devices, both in ternms of the bandwi dth
used and the capability of the device.

Lenonade-conpl i ant | MAP servers MJST support the BI NARY [ | MAP- Bl NARY]
extension. This noves M ME body part decodi ng operations fromthe
client to the server. The decoded data is equal to or less in size
than the encoded representation, so this reduces bandw dth

ef fectively.
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[ 1 MAP-BI NARY] allows for servers to refuse to accept upl oaded
messages containing binary data, by not accepting the Binary content-
transfer-encodi ng; however, Lenonade-conpliant | MAP servers SHALL

al ways accept binary encoded M ME nessages in APPEND commands for any
f ol der.

[ 1 MAP- CONVERT] MUST al so be supported by servers, which allows
clients to request conversions between nedia types, and allows for
scaling inages, etc. This provides the ability to view attachments
(and sonetinmes body parts) without the facility to cope with a w de
range of media types, or to efficiently view attachnents.

5.3. Conpression

Lenmonade Message Stores SHOULD support the Deflate conpression
algorithmfor TLS, as defined in [TLS-COW], in order to facilitate
conpression at as low a | evel as possible.

However, the working group acknow edges that for nmany endpoints, this
is a rarely deployed technol ogy, and as such, Lenpbnade Message Stores
MUST provide [| MAP- COWPRESS] support for fallback application-Ieve
stream conpressi on, where TLS is not actively providing conpression

5.4. Notifications

The addition of server-to-client notifications transforns the
Lemonade Profile into an event-based synchroni zation protocol
Whenever an event occurs that interests the MJA, a notification can
be generated. The Lenpnade W5 used the notifications architecture
shown i n [ LEMONADE- NOTI FI CATI ONS] to devel op the Lenpnade Profile.

If the MJA is connected to the | MAP server, inband notifications are
generated using the facilities outlined in Section 5.4.1

When the MJA is not connected, the notification filter generates an
out band notification. The notification filter nmay be considered as
acting on a push enmil repository.

If the MJA is not connected, and outband notification is disabled,

the client nust performa quick-sync on reconnect to determ ne
mai | box changes, using the nmechani snms outlined in Section 5. 1.
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5.4.1. | MAP Notifications

Lenmonade Message Stores MJST support the IDLE [I MAP-I DLE] extension
The extension allows clients to receive unsolicited notifications
about changes in the selected nmail box, w thout needing to poll for
changes. The responses formng these notifications MIST be sent in a
timely manner when such changes happen.

Lenmonade Message Stores al so provide the NOTIFY extension described
in [I MAP-NOTI FY], which allows clients to request specific event
types to be sent imediately to the client, both for the currently
sel ected folder and others. Such event types include nessage
delivery and nmil box renanes.

5.4.2. External Notifications

Lenmonade and TCP provide for long-lived idle connections between the
client and mail store, allowi ng the server to push notifications
within | MAP. Sone nobile networks support dornmancy, which shuts down
the radio traffic channel during idle periods to conserve handset and
network resources, while maintaining I|P and TCP state. (See the

[ LEMONADE- DEPLOYMENTS] docunent for nore information.)

However, there are environments where the email client cannot renain
active indefinitely, or where it is not advisable (or even al ways
possi ble) for TCP connections to the server to renmain up while idle
for extended periods. |In these situations, a good user experience
requires that when "interesting" events occur in the mail store, the
client be informed so that it can connect and resynchronize. At an
absolute mninum this requires that at |least the arrival of new nail
generate sone sort of wake-up to the enmamil client. A nunber of
vendors have inplenented various solutions to this. As exanples of
what has been done, for nany years (long pre-dating cellular
handsets) the techni que described in [FI NGER-HACK] has been
supported. Today, a number of email vendors include facilities to
send SM5 or other sinple non-stream nessages to clients on handsets
when new nail arrives. The OQpen Mbile Alliance (OMA) has published
a nechani smthat uses WAP PUSH to send a basi c nessage containing a
URL [OMA-EMN]. The IETF is investigating ways to standardi ze
enhanced functionality in this area.

A "push email" user experience can be achi eved using any nunber of
techni ques, ranging from al ways-on TCP connectivity to the server and
t he NOTI FY extension descri bed above, to OVA EM\, or even a non-

standard trigger nessage over SMS. In any technique, the client

| earns of the existence of new mail, and decides to fetch information
about it, sone part of it, or all of it, and then presents this to

t he user.
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5.5. Searching and View Filters

Lenmonade Message Stores MJST support the ESEARCH [ | MAP- ESEARCH]
extension. The extension allows clients to efficiently find the
first or last nmessages, find a count of matching nessages, and obtain
a list of matching nessages in a considerably nore conpact
representation.

Lenmonade Message Stores al so provide a nechanismfor clients to avoid
handl i ng an entire mail box, instead accessing a view of the mail box.
This technique, common in many desktop clients as a client-side
capability, is useful for constrained clients to nminimze the
gquantity of nessages and notification data.

Lenmonade Message Stores therefore MJST inplenent the CONTEXT=SEARCH
ESORT, and CONTEXT=SORT extensions defined in [|I MAP- CONTEXT], as wel
as the SORT extension defined in [l MAP-SORT].

5.6. Mail box Handling

Lenmonade Message Stores MUST support the NAMESPACE [ | MAP- NAMESPACE]
extension. The extension allows clients to discover shared nail boxes
and mail boxes bel onging to other users, and provide a normalized

hi erarchy view of the mail boxes avail abl e.

Lenonade Message Stores MJST support the | 18NLEVEL=<n> [| MAP-118N]
extension, with <n> having the value 1 or 2. It adds support for
non- Engli sh (internationalized) search and sort functions. (Note
that | 18NLEVEL=2 inplies support for |18NLEVEL=1, so a Lenonade-
conpliant client that nakes use of this extension MJST recognize
either one.)

5.7. Forward w t hout Downl oad

In order to optimze network usage for the typical case where nessage
content is copied to, or sourced from the | MAP store, Lenpnade

provi des support for a suite of extensions collectively known as
"forward without downl oad", discussed in detail in Section 8.

Lenonade Message Stores MJST support CATENATE [ | MAP- CATENATE],

U DPLUS [ MAP- U DPLUS], and URLAUTH [ MAP- URLAUTH] . Lenbnade Message

Stores MJST al so support URL-PARTIAL as described in Section 5.7.1.
5.7.1. Support for PARTIAL in CATENATE and URLAUTH

[ 1 MAP- URL] introduced a new syntactic elenent for referencing a byte

range of a nessage/body part. This is done using the ; PARTI AL=
field. If an |IMAP server supports PARTIAL in | MAP URL used in
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CATENATE and URLAUTH ext ensions, then it MJST advertise the URL-
PARTI AL capability in both the CAPABILITY response and the equival ent
response-code

5.8. Additional | MAP Extensions

Lenonade Message Stores MUST support the LI TERAL+ [ MAP- LI TERAL+]
extension. The extension allows clients to save a round trip each
time a non-synchronizing literal is sent.

Lenonade Message Stores MJST al so inplenent the SASL-1R

[1 MAP- SASL-1 R] extension, which allows clients to save a round trip
during authentication, potentially pipelining the entire

aut henti cati on sequence.

Lenmonade-conpl i ant | MAP servers MJST support | MAP over TLS [I MAP] as
required by [IMAP]. As noted above in Section 5.3, servers SHOULD
support the deflate conpression algorithmfor TLS, as specified in

[ TLS- COWP] .

5.9. Registration of $Forwarded | MAP Keyword

The $Forwarded | MAP keyword is used by several IMAP clients to
specify that the narked nessage was forwarded to another enai
address, enbedded within or attached to a new nessage. A mail client
sets this keyword when it successfully forwards the nessage to

anot her enail address. Typical usage of this keyword is to show a
different (or additional) icon for a message that has been forwarded.
Once set, the flag SHOULD NOT be cl eared.

Lenonade Message Stores MJST be able to store the $Forwarded keyword.
They MJUST preserve it on the COPY operation. The servers MJST
support the SEARCH KEYWORD $For war ded.

5.10. Registration of $SubnitPending and $Subnitted | MAP Keywords

The $Submit Pendi ng | MAP keyword designates the nessage as awaiting to
be subnmitted. This keyword allows storing nmessages waiting to be
submitted in the sane nail box where nmessages that were al ready
submitted and/or are being edited are stored. A mail client sets
this keyword when it decides that the nmessage needs to be sent out.
When a client (it mght be a different client fromthe one that

deci ded that the nessage is pendi ng subnission) starts sending the
message, it atomically (using "STORE (UNCHANGEDSI NCE)") adds the
$Submi tted keyword. Once submission is successful, the
$Submi t Pendi ng keyword is atomcally cleared. The two keywords all ow
nessages being actively submtted (nessages that have both $Submtted
and $Submi t Pendi ng keywords set) to be distinguished from nessages

Cridland, et al. St andards Track [ Page 13]



RFC 5550 Lemonade Profile August 2009

awaiting to be subnmitted, or from nessages already submtted. They
al so allow all nessages that were supposed to be subnitted to be
found, if the client submitting themcrashes or quits before
submitting them

Lenonade Message Stores MJST be able to store the $Subm t Pendi ng and
the $Submitted keyword. Lenonade Message Stores MUST preserve them
on the COPY operation. The servers MJST support the SEARCH KEYWORD
$Submi t Pendi ng and SEARCH KEYWORD $Subnitted.

5. 11. Rel ated | MAP Ext ensi ons
Section 5.11 is non-nornative.

Server inplementations targeting to fulfill OVA MEM requirenents

[ OVA- MEM REQ) shoul d consider inplenmenting the [I MAP-FILTERS], which
provides a way to persist definition of virtual mail boxes on the
server. They should al so consider inplenenting the METADATA- SERVER
[ METADATA] extension, which provides a way of storing user-defined
data associated with a user account.

6. Lenonade Message Delivery Agents

Lenonade Message Delivery Agents MJST support the [SIEVE] filtering
| anguage at the point of delivery, allowing the user to control which
nmessages are accepted, and where they are filed.

Lenonade Message Delivery Agents MJIST support the Sieve Vacation

ext ensi on [ SI EVE- VACATI ON], which allows the client to set up an

aut o-responder, typically to report being on vacation (thus the nane
of the Sieve extension).

Lenmonade Message Delivery Agents MJUST support the Sieve Enotify
ext ensi on [ SI EVE-NOTI FY], which allows a Sieve script to generate
notifications (such as XMPP, SIP, or email) about received nessages.

Lenonade Message Delivery Agents MJUST support the Sieve Variabl es
ext ensi on [ S| EVE- VARI ABLES], which adds support for variables to the
Si eve scripting |language. This extension is typically used with
Sieve Enotify or Vacation to custom ze responses/notifications.

Lenonade Message Delivery Agents MJST support the Sieve Rel ational
ext ensi on [ SI EVE- RELATI ONAL], whi ch adds support for relational
conparisons to the Sieve scripting | anguage. This extension is
typically used together with Sieve Enotify.
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Lenonade Message Delivery Agents MJUST support the Sieve | map4Fl ags
extension [ SI EVE-| MAPAFLAGS], which allows a Sieve script to set | MAP
flags/ keywords when delivering a nmessage to a mmil box. For exanple,
this can be used to automatically mark certai n messages as

i nteresting, urgent, etc.

Lenonade Message Delivery Agents MJUST support the i;unicode-casenmap
conmparator in Sieve [ UNI CODE- CASEMAP], which is declared as
"conparator-i;unicode-casemap" in the Sieve "require" statenment. The
conmparator allows for case-insensitive matching of Unicode
characters.

Lenonade Message Delivery Agents shoul d consi der supporting Sieve
scri pt managenent using the [ MANAGESI EVE] protocol. |If they do, they
MUST al so advertise in [ MANAGESI EVE] all Sieve extensions listed in
this section.

7. Lenonade Message User Agents

Al t hough all existing | MAP MJAs are Lenpbnade conpliant in as nuch as
all Lenonade services are based on the existing [| MAP] and [ SUBM T]
protocols, client inplenentors are encouraged to take full advantage
of the facilities provided by Lenpbnade Submi ssion Servers and
Lenonade Message Stores, as described in 4 and 5, respectively.

Wien opening a connection to the Submi ssion Server, clients MJST do
so using port 587 unless explicitly configured to use an alternate
port [RFC5068]. (Note that this requirenment is somewhat stronger
than the one specified in [SUBMT], as [SUBMT] didn't prescribe the
exact procedure to be used by submssion clients.) |If the TCP
connection to the submi ssion server fails to open using port 587, the
client MAY then inmediately retry using a different port, such as 25.
See [SUBM T] for information on why using port 25 is likely to fai
depending on the current location of the client, and may result in a
failure code during the SMIP transaction

In addition, sone specifications are useful to support interoperable
messagi ng with an enhanced user experience.

Lenonade- capabl e clients SHOULD support the Format and Del Sp
paraneters to the text/plain nmedia type described in [ FLOAED], and
generate this format for nessages.

Lenonade- capabl e clients SHOULD support, and use, the $Forwarded
keyword described in Section 5.9.
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8. Forward wi t hout Downl oad
8.1. NMbtivations

The advent of client/server email using the [IMAP] and [ SUBM T]
protocol s changed what fornmerly were | ocal disk operations to becone
repetitive network data transm ssions.

Lemonade "forward w t hout downl oad" nakes use of the [ SMIP-BURL]
extension to enabl e access to external sources during the subm ssion
of a message. In conbination with the [IMAP-URLAUTH] extension,

i nclusion of message parts or even entire nessages fromthe | MAP nail
store is possible with a mininmal trust relationship between the | MAP
and SMIP SUBM T servers.

Lemonade "forward wi thout downl oad" has the advantage of maintaining
one submi ssion protocol, and thus avoids the risk of having multiple
paral |l el and possibly divergent nechani sns for subnission. The
client can use [SUBM T] extensions w thout these being added to | MAP.
Furt hernmore, by keeping the details of nessage subnission in the SMIP
SUBM T server, Lenonade "forward without downl oad" can work with

ot her nessage retrieval protocols such as POP, NNTP, or whatever el se
may be designed in the future.

8.2. Message Sendi ng Overvi ew

The act of sending an email nmessage can be thought of as involving
multiple steps: initiation of a new draft, draft editing, nessage
assenbly, and nessage subm ssion.

Initiation of a new draft and draft editing takes place in the MJA
Frequently, users choose to save nore conpl ex nmessages on an [| MAP]
server (via the APPEND conmand with the \Draft flag) for later recall
by the MJA and resunption of the editing process.

Message assenbly is the process of producing a conplete nessage from
the final revision of the draft and external sources. At assenbly
time, external data is retrieved and inserted in the nessage.

Message submission is the process of inserting the assenbl ed nmessage

into the [ESMIP] infrastructure, typically using the [ SUBM T]
pr ot ocol .
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8.3. Traditional Strategy

Traditionally, nmessages are initiated, edited, and assenbled entirely
within an MJA, although drafts may be saved to an [| MAP] server and
later retrieved fromthe server. The conpleted text is then
transmitted to a Message Subni ssion Agent (MSA) for delivery.

There is often no clear boundary between the editing and assenbly
processes. |If a nmessage is forwarded, its content is often retrieved
i Mmediately and inserted into the nessage text. Simlarly, when
external content is inserted or attached, the content is usually
retrieved i medi ately and nade part of the draft.

As a consequence, each save of a draft and subsequent retrieval of
the draft transnmits that entire (possibly large) content, as does
nmessage submi ssion

In the past, this was not nuch of a problem because drafts, externa
data, and the nessage subnission nmechanismwere typically |ocated on
the sane systemas the MJA. The nost conmon probl em was runni ng out
of di sk quot a.
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8.4. A New Strategy

The nodel distingui shes between a Message User Agent (MJA), an
| MAPv4Revl Server ([IMAP]), and an SMIP submit server ([SUBMT]), as
illustrated in Figure 1.

Fomemmeiianeanaiiaas + e +
| | <--eemo----- | |
| MJA (M | | 1 MAPv4Rev1 |
| | | Server |
| | ------------ > | (Server 1) |
e + [ +
n | n |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | v
| | dmmmmmm e aaa +
| R L > | SMrp |
| | Submi t |
I | Server |
| (Server S) |
e +

Figure 1: Lenonade "forward w thout downl oad"

Lenonade "forward w t hout downl oad" allows a Message User Agent to
conpose and forward an email conbining fragnents that are located in
an | MAP server, without having to download these fragnents to the
client.

This section informatively describes two ways to perform"forward
wi t hout downl oad" based on where the nessage assenbly takes place.
The first uses the extended APPEND conmmand [ | MAP- CATENATE] to edit a
draft nessage in the nessage store and cause the nessage assenbly on
the I MAP server. This is nost often used when a copy of the nessage
is to be retained on the | MAP server, as discussed in Section 8.6.

The second uses a succession of BURL and BDAT conmands to submit and
assenbl e through concatenation, nessage data fromthe client and
external data fetched fromthe provided URL. The two subsequent
sections provide step-by-step instructions on how "forward wi t hout
downl oad" is achieved.
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8.4.1. Message Assenbly Using | MAP CATENATE Extension

In the [ SMIP-BURL]/[| MAP- CATENATE] variant of the Lenonade "forward
wi t hout downl oad" strategy, messages are initially conposed and
edited within an MJA. The [| MAP- CATENATE] extension to [IMAP] is
then used to create the nessages on the | MAP server by transmitting
new text and assenbling them The U DPLUS [| MAP- Ul DPLUS] | MAP
extension is used by the client in order to learn the UD of the
created nmessages. Finally, an [I MAP-URLAUTH] format URL is given to
a [SUBM T] server for subnission using the BURL [ SMIP- BURL]

ext ensi on.

The flow involved to support such a use case consists of:

M {to |l -- Optional} The client connects to the | MAP server,
optionally starts TLS (if data confidentiality is required),

aut henti cates, opens a mail box ("I NBOX" in the exanple below, and
fetches body structures (see [|INAP]).

Exanpl e:

M A0051 U D FETCH 25627 (U D BODYSTRUCTURE)

l: * 161 FETCH (U D 25627 BODYSTRUCTURE (("TEXT" "PLAI N'
("CHARSET" "US-ASCI1") NIL NIL "7BI'T" 1152 23)(
"TEXT" "PLAIN' ("CHARSET" "US-ASCI|" " NAME"
"trip.txt")

"<960723163407. 2011 7h@vashi ngt on. exanpl e. con"
"Your trip details" "BASE64" 4554 73) "M XED'))
I: A0051 OK conmpl et ed

M {to I} The client invokes CATENATE (see [I| MAP- CATENATE] for
details of the semantics and steps) -- this allows the MJA to create
nmessages on the | MAP server using new data conbi ned with one or nore
nmessage parts already present on the | MAP server.

Note that the exanple for this step doesn't use the LI TERAL+

[ 1 MAP- LI TERAL+] extension. Wthout LITERAL+ the new nessage is
constructed using three round trips. |If LITERAL+ is used, the new
nmessage can be constructed using one round trip.
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<

A0052 APPEND Sent FLAGS (\Draft \Seen $MDNSent)
CATENATE ( TEXT {475}

+ Ready for literal data

Message- |1 D: <419399E1. 6000505@aer nar f on. exanpl e. or g>
Date: Thu, 12 Nov 2004 16:57:05 +0000

From Bob Ar <bar @xanpl e. or g>

M ME-Version: 1.0

To: foo@xanpl e. net

Subj ect: About our holiday trip

Content - Type: nul ti part/ m xed;

boundary="------------ 030308070208000400050907"

-------------- 030308070208000400050907
Cont ent - Type: text/plain; fornmat=flowed

Qur travel agent has sent the updated schedul e.

Cheers,
Bob
-------------- 030308070208000400050907
URL "/ 1 NBOX; Ul DVALI DI TY=385759045/ ;
Ul D=25627/; Secti on=2. M ME" URL "/ NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Secti on=2" TEXT {44}
+ Ready for literal data

T[T

z—

M om-mmmmee e 030308070208000400050907- -

M)

I : A0052 OK [ APPENDUI D 387899045 45] CATENATE Conpl et ed

M {to I} The client uses the GENURLAUTH conmand to request a URLAUTH
URL (see [ MAP- URLAUTH]).

I: {to M The I MAP server returns a URLAUTH URL suitable for later

retrieval with URLFETCH (see [| MAP- URLAUTH] for details of the
semantics and steps).

M A0053 GENURLAUTH "i map: // bob. ar @xanpl e. or g/ Sent ;
Ul DVALI DI TY=387899045/ ; ui d=45; expi r e=2005- 10-
28T23: 59: 59Z; url aut h=submi t +bob. ar" | NTERNAL

I: * GENURLAUTH "i map://bob. ar @xanpl e. or g/ Sent ;

Ul DVALI DI TY=387899045/ ; ui d=45; expi re=

2005- 10-28T23: 59: 59Z; ur | aut h=submni t +bob. ar:

i nternal : 91354a473744909de610943775f 92038"
I A0053 OK GENURLAUTH conpl et ed

M {to S} The client connects to the mail Subnission Server and
starts a new nmail transaction. It uses BURL to |let the SMIP subnit
server fetch the content of the nessage fromthe | MAP server (see

[ 1 MAP- URLAUTH] for details of the senmantics and steps -- this allows
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the MJA to authorize the SMIP subnit server to access the nessage
conposed as a result of the CATENATE step). Note that the second
EHLO command is required after a successful STARTTLS command. Al so
note that there mght be a third required EHLO conmand if the second
EHLO response doesn’t list any BURL options. Section 8.4.2
denonstrates this.

220 ow ry. exanpl e. org ESMIP
EHLO potter.exanple.org
250- ow ry. exanpl e. com
250- 8BI TM ME
250- Bl NARYM ME
250- Pl PELI NI NG
250- BURL i map
250- CHUNKI NG
250- AUTH PLAI N
250- DSN
250- Sl ZE 10240000
250- STARTTLS
250 ENHANCEDSTATUSCODES
STARTTLS
220 Ready to start TLS
. TLS negoti ati on, subsequent data is encrypted...
EHLO potter.exanple.org
250- ow ry. exanpl e. com
250- 8BI TM ME
250- Bl NARYM ME
250- Pl PELI NI NG
250- BURL i map
250- CHUNKI NG
250- AUTH PLAI N
250- DSN
250- SI ZE 10240000
250 ENHANCEDSTATUSCODES
AUTH PLAI N aGFycnkAaGFycnk AYWN) aWB=
MAI L FROM <bob. ar @xanpl e. or g>
RCPT TO <f oo@xanpl e. net >
235 2.7.0 PLAIN authentication successful.
250 2.5.0 Address Ck.
250 2.1.5 foo@xanpl e. net K
BURL i map://bob. ar @xanpl e. or g/ Sent ; Ul DVALI DI TY=387899045/ ;
ui d=45/; url aut h=subni t +bar: i nternal :
91354a473744909de610943775f 92038 LAST

S: {to I} The nail Subm ssion Server uses URLFETCH to fetch the
message to be sent. (See [|MAP-URLAUTH] for details of the semantics
and steps. The so-called "pawn-ticket" authorization nmechani sm uses
a URI that contains its own authorization credentials.)
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I: {to S} Provides the nessage conposed as a result of the CATENATE
step).

The mail Submi ssion Server opens an | MAP connection to the | MAP
server:

I: * OK [CAPABI LI TY | MAPAREV1 STARTTLS NAMESPACE LI TERAL+
CATENATE URLAUTH Ul DPLUS CONDSTORE | DLE] i map. exanpl e. com
| MAP server ready

S: a000 STARTTLS

I: a000 Start TLS negoti ati on now

... TLS negotiation, if successful - subsequent data

is encrypted..

S: a001 LOA N submitserver secret

I: a001 OK submitserver logged in

S: a002 URLFETCH "i map:// bob. ar @xanpl e. or g/ Sent ;

Ul DVALI DI TY=387899045/ ; ui d=45/ ; ur| aut h=submi t +bob. ar
i nternal : 91354a473744909de610943775f 92038"

I: * URLFETCH "i map://bob. ar @xanpl e. or g/ Sent ;

Ul DVALI DI TY=387899045/ ; ui d=45/; ur| aut h=subni t +bob. ar
i nternal : 91354a473744909de610943775f 92038" {15065}

... message body follows. ..

I a002 OK URLFETCH conpl et ed

S: a003 LOGOUT

I: * BYE See you later

I a003 OK Logout successfu

Note that if data confidentiality is not required, the nmail
Submi ssion Server may omt the STARTTLS command before issuing the
LOE N command

S: {to M Subni ssion server assenbles the conplete nessage; if the
assenbly succeeds, it returns K to the MJA

S: 250 2.5.0 .

M {to I} The client narks the nessage containing the forwarded
attachnent on the | MAP server

M A0054 Ul D STORE 25627 +FLAGS. SI LENT ( $For war ded)
I: * 215 FETCH (U D 25627 MODSEQ (12121231000))
I A0054 OK STORE conpl et ed

Note: the U D STORE comrand shown above will only work if the marked
nmessage is in the currently selected mail box; otherwise, it requires
a SELECT. This command can be omitted, as it sinply changes non-
operational netadata not essential to client operations or
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interoperability. The untagged FETCH response is due to
[ 1 MAP- CONDSTORE]. The $Forwarded | MAP keyword is described in
Section 5.9.

8.4.2. Message Assenbly Usi ng SMIP CHUNKI NG and BURL Extensi ons

In the [I MAP- URLAUTH] /[ SMIP- BURL] variant of the Lenonade "forward
wi t hout downl oad" strategy, nessages are initially conposed and
edited within an MJA. During submi ssion [ SUBM T], BURL [ SMIP- BURL]
and BDAT [ SMIP- Bl NARYM ME] commands are used to create the nessages
frommltiple parts. New body parts are supplied using BDAT
commands, while existing body parts are referenced using

[ 1 MAP- URLAUTH] fornmat URLs in BURL commands.

The flow involved to support such a use case consists of:

M {tol -- Optional} The client connects to the | MAP server,
optionally starts TLS (if data confidentiality is required),

aut henti cates, opens a mail box ("I NBOX" in the exanple below, and
fetches body structures (see [|INMAP]).

Exanpl e:

M B0051 U D FETCH 25627 (U D BODYSTRUCTURE)

I: * 161 FETCH (U D 25627 BODYSTRUCTURE (("TEXT" "PLAI N'
("CHARSET" "US-ASCI1") NIL NIL "7BI T 1152 23)(
"TEXT" "PLAIN' ("CHARSET" "US-ASCII" "NAME"
"trip.txt")

"<960723163407. 20117h@vashi ngt on. exanpl e. con®"
"Your trip details" "BASE64" 4554 73) "M XED"))
| B0051 OK conpl et ed

M {to I} The client uses the GENURLAUTH command to request URLAUTH
URLs (see [|I MAP-URLAUTH]) referencing pieces of the nessage to be
assenbl ed.

I: {to M The I MAP server returns URLAUTH URLs suitable for |ater
retrieval with URLFETCH (see [| MAP-URLAUTH] for details of the
semanti cs and steps).
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M B0052 GENURLAUTH "i map://bob. ar @xanpl e. or g/ | NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/; Secti on=2. M ME;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar"
| NTERNAL "i map://bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar" | NTERNAL

I: * GENURLAUTH "i map://bob. ar @xanpl e. or g/ | NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/; Secti on=2. M ME;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:
i nt ernal : AODEAD473744909de610943775f 9BEEF"
"i map:// bob. ar @xanpl e. or g/ | NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:
i nt ernal : BEEFAODEAD473744909de610943775f 9"

I B0052 OK GENURLAUTH conpl et ed

M {to S} The client connects to the mail Subm ssion Server and
starts a new nmail transaction. |t uses BURL to instruct the SMIP
submit server to fetch fromthe | MAP server pieces of the nessage to
be sent (see [SMIP-BURL] for details of the semantics and steps).

Note that the second EHLO command is required after a successful
STARTTLS command. The third EHLO command is required if and only if
the second EHLO response doesn’t |list any BURL options. See
Section 8.4.1 for an exanple of submi ssion where the third EHLO
conmand/ response is not present.

220 ow ry. exanpl e. org ESMIP
EHLO potter.exanple.org
250- ow ry. exanpl e. com
250-8BI TM ME
250- Bl NARYM ME
250- PI PELI NI NG
250- BURL
250- CHUNKI NG
250- AUTH DI GEST- MD5
250- DSN
250- SI ZE 10240000
250- STARTTLS
250 ENHANCEDSTATUSCODES
STARTTLS
220 Ready to start TLS

. TLS negoti ati on, subsequent data is encrypted...
EHLO potter. exanple.org
250- owl ry. exanpl e. com
250- 8BI TM ME
250- Bl NARYM ME
250- Pl PELI NI NG
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250- BURL

250- CHUNKI NG

250- AUTH DI GEST- MD5 CRAM MD5 PLAI N EXTERNAL

250- DSN

250- Sl ZE 10240000

250 ENHANCEDSTATUSCODES

AUTH PLAI N aGFycnkAaGFycnk AYWN) aWB=

235 2.7.0 PLAIN aut hentication successful.

EHLO potter.exanple.org

250- ow ry. exanpl e. com

250- 8BI TM ME

250- Bl NARYM ME

250- Pl PELI NI NG

250-BURL i map imap://imp. exanple.org

250- CHUNKI NG

250- AUTH DI GEST- MD5 CRAM MD5 PLAI N EXTERNAL

250- DSN

250- Sl ZE 10240000

250 ENHANCEDSTATUSCODES

MAI L FROM <bob. ar @xanpl e. or g> BODY=BI NARY

250 2.5.0 Address .

RCPT TO <f oo@xanpl e. net >

250 2.1.5 foo@xanpl e. net K

BDAT 475

Message- | D <419399E1. 6000505@aer nar f on. exanpl e. or g>

Date: Thu, 12 Nov 2004 16:57:05 +0000

From Bob Ar <bar @xanpl e. org>

M Me-Version: 1.0

To: foo@xanpl e. net

Subj ect: About our holiday trip

Cont ent - Type: nul ti part/ m xed;
boundary="------------ 030308070208000400050907"

-------------- 030308070208000400050907
Cont ent - Type: text/plain; format=flowed

Qur travel agent has sent the updated schedul e.

Cheers,

Bob

-------------- 030308070208000400050907

250 2.5.0 &K

BURL i map:// bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Secti on=2. M Mg
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:
i nt ernal : AODEAD473744909de610943775f 9BEEF

250 2.5.0 &K

BURL i map:// bob. ar @xanpl e. or g/ | NBOX;

SNZIZIZIZIZIZIZIZIZIZIZIZIZIZIZIZIZIZINZEDNZEQD00000000s0ns0nnnnn

=»
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Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=submi t +bob. ar
i nt er nal : BEEFAODEAD473744909de610943775f 9

S: 250 2.5.0 K

M BDAT 44 LAST

L R 030308070208000400050907- -

S: {to I} The nail Subm ssion Server uses URLFETCH to fetch the

pi eces of the nmessage to be sent. (See [SMIP-BURL] for details of
the semantics and steps. The so-called "pawn-ticket" authorization
nmechani smuses a URl which contains its own authorization
credentials.).

I: {to S} Returns the requested body parts.

The mail Submi ssion Server opens an | MAP connection to the | MAP
server:

[: * OK [CAPABI LI TY | MAPAREV1 STARTTLS NAMESPACE LI TERAL+
CATENATE URLAUTH Ul DPLUS CONDSTORE | DLE] i map. exanpl e. com
| MAP server ready

S: b000 STARTTLS

I: bOO0 Start TLS negoti ati on now

. TLS negotiation, if successful - subsequent data
is encrypted..

S: b001 LOA N submitserver secret

I: b001 OK submitserver |ogged in

S: b002 URLFETCH "i map:// bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Secti on=2. M ME
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=submi t +bob. ar

i nt ernal : AODEAD473744909de610943775f 9BEEF" "i map: //
bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;

expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:
i nt er nal : BEEFAODEAD473744909de610943775f 9"

I: * URLFETCH "i map://bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Secti on=2. M ME
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=submi t +bob. ar
i nt er nal : AODEAD473744909de610943775f 9BEEF" {84}

. message section follows...

"i map:// bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=submi t +bob. ar
i nt ernal : BEEFAODEAD473744909de610943775f 9" {15065}

... nhessage section follows. ..

I: b002 OK URLFETCH conpl et ed

S: b003 LOGOUT

I: * BYE See you later
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I b003 OK Logout successfu

Note that if data confidentiality is not required, the mai
Submi ssion Server may omt the STARTTLS command before issuing the
LOG N conmand

S: {to M Subni ssion Server assenbles the conplete nessage; if the
assenbly succeeds, it acknow edges acceptance of the nessage by
sendi ng 250 response to the |ast BDAT commrand:

S: 250 2.5.0 &k, nessage accepted.

M {to I} The client narks the nessage containing the forwarded
attachnent on the | MAP server

M B0053 Ul D STORE 25627 +FLAGS. SI LENT ( $For war ded)
I: * 215 FETCH (U D 25627 MODSEQ (12121231000))
| B0053 OK STORE conpl et ed

Note: the U D STORE comrand shown above will only work if the marked
nmessage is in the currently selected mail box; otherwise, it requires
a SELECT. As in the previous exanple, this conmand is not critical
and can be onmitted. The untagged FETCH response is due to

[ 1 MAP- CONDSTORE] . The $Forwarded | MAP keyword is described in
Section 5.9.

8.5. Security Considerations for Pawn-Tickets

The so-called "pawn-ticket" authorization nechanismuses a URI, which
contains its own authorization credentials using [| MAP-URLAUTH]. The
advantage of this nmechanismis that the SMIP subnit [SUBM T] server
cannot access any data on the [IMAP- URLAUTH] server w thout a "pawn-
ticket" created by the client.

The "pawn-ticket"” grants access only to the specific data that the
SMIP subnmit [SUBM T] server is authorized to access, can be revoked
by the client, and can have a tinme-linmted validity.

8.6. Copies of Sent Messages: The fcc Probl em

The "fcc problemt refers to delivering a copy of a message to a
mai | box, or "file carbon copy". By far, the nost conmon case of fcc
is aclient leaving a copy of outgoing nmail in a "Sent Mail" or

" Qut box" mai | box.

In the traditional strategy, the MJA duplicates the effort spent in

transmtting to the MSA by witing the nessage to the fcc destination
in a separate step. This may be a wite to a local disk file or an
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APPEND to a mailbox on an | MAP server. The latter is one of the
"repetitive network data transnissions" that represents the "problent
aspect of the "fcc problent.

The BURL [ SMIP-BURL] extension can be used to elimnate the
additional transmission. The final nessage is uploaded to the
mai | box desi gned for outgoing mail by the APPEND command of [ MAP].
Not e that when doing so, the client ought to use the $Subnit Pendi ng
and $Subm tted | MAP keywords described in Section 5.10. Also note

t hat APPEND, i ncl udi ng when enhanced by [| MAP- CATENATE], can only
create a single copy of the nmessage and this is only of use on the
server that stages the outgoing nessage for submi ssion. Additiona
copi es of the nessage on the same server can be created by using one
or nore COPY conmands.

Depl oynment Consi der ati ons

Depl oyment consi derations are di scussed extensively in
[ LEMONADE- DEPLOYMENTS] .

Security Considerations

I mpl enentors are advised to exam ne the security considerations of
all the referenced docunents. This section nerely highlights these,
and advi ses inplenentors on specific issues relating to the

conbi nati on of extensions.

Security considerations on Lenonade "forward wi thout downl oad" are
di scussed t hroughout Section 8. Additional security considerations
can be found in [IMAP], [SUBM T], [SIEVE], and other docunents
descri bing other SMIP, | MAP, and Si eve extension conprising the
Lenmonade Profile.

Not e that the mandatory-to-inplenment authenticati on nechanismfor
SMIP submi ssion is described in [ SMIP-AUTH]. The mandatory-t o-
i mpl enent aut henticati on nechanismfor I MAP is described in [|NMAP].

1. Confidentiality Protection of Subnmitted Messages

When clients subnmt new nessages, link protection such as [TLS]
guards agai nst an eavesdropper seeing the contents of the submtted
message. It is worth noting, however, that even if TLS is not used,

the security risks are no worse if BURL is used to reference the text
than if the text is submitted directly. |If BURL is not used, an
eavesdropper gains access to the full text of the nmessage. |f BURL
is used, the eavesdropper may or may not be able to gain such access,
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dependi ng on the formof BURL used. For exanple, sone fornms restrict
use of the URL to an entity authorized as a Subm ssion Server or a
speci fic user.

2. TLS

Wien Lenonade clients use the BURL extension for mail submission, an
extension that requires sending a URLAUTH token to the mail

Subni ssion Server, such a token should be protected frominterception
to avoid a replay attack that may disclose the contents of the
message to an attacker. [TLS]-based encryption of both the | MAP
session that issues GENURLAUTH and the nmmil subnission path wll
provi de protection against this attack.

Lenonade- conpl i ant mail Submi ssion Servers SHOULD use TLS-protected
| MAP connections when fetching nessage content using the URLAUTH

t oken provided by the Lenopnade client.

When a client uses SMIP STARTTLS to send a BURL command t hat
references non-public information, there is a user expectation that
the entire nessage content will be treated confidentially. To neet
this expectation, the nmessage Subm ssion Server SHOULD use STARTTLS
or a mechani sm provi di ng equi val ent data confidentiality when
fetching the content referenced by that URL.

3. Additional Extensions and Depl oynent Model s

This specification provides no additional security measures beyond
those in the referenced Internet Mail and Lenonade docunents.

We note, however, the security risks associated wth:
0 CQutband notifications

o Server configuration by client

0o Cdient configuration by server

0o Presence of proxy servers

0 Presence of servers as internediaries

0 |In general, the deploynent nodels considered by OVA MEM that are
not conventional |ETF depl oynent nodels

0 Measures to address a perceived need to traverse firewalls and
nobi | e network internediaries
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Depl oynments that provide these additional services or operate in
t hese environnments need to consult the security considerations for
the rel evant standards and organi zati onal security practices.

| ANA Consi der ations

| MAP4 capabilities are registered by | ETF Review, as defined in

[ RFC5226]. This docunent defines the URL- PARTI AL | MAP capability
(Section 5.7.1). |ANA added this extension to the | ANA | MAP
Capability registry.

Changes since RFC 4550

Wien conpared to RFC 4550, this docunment adds the follow ng
addi tional requirenents on a Lenonade conpliant | MAP server:

| MAP ext ensions: Bl NARY, COVPRESS=DEFLATE, CONTEXT=SEARCH,
CONTEXT=SORT, CONVERT, ENABLE, ESEARCH, ESCRT, | 18NLEVEL=1,
NOTI FY, QRESYNC, SASL-1R, SORT, URL-PARTI AL;

| MAP keywords: $Submit Pendi ng, $Subnmitted.

O her requirenments: Require any Lenonade conpliant | MAP server to
support the CAPABILITY response code.

Wien conpared to RFC 4550, this docunment adds the foll ow ng new
requi renents on a Lenonade conpliant Message Delivery Agents:

Support for the Sieve filtering | anguage, together with the foll ow ng
Si eve extensions:

ENOTI FY, | MAPAFLAGS, RELATI ONAL, VACATI ON, VARI ABLES, conpar at or -
i ; uni code- casenap.

When conpared to RFC 4550, this docunment reconmends use of the
DEFLATE conpression nmethod for TLS. All other requirenents remain
t he sane.

Additionally, the foll ow ng changes/inprovnments were done to RFC 4550
(the Iist might be inconplete):

A new section with sone additional requirenents on Lenbnade Mil
User Agents was added, in particular they are required to support
For mat =f | owed paraneter to the text/plain nedia type.

Usage of the $Forwarded | MAP keyword was clarified.

For war d- wi t hout - downl oad exanpl es were corrected and extended.

Cridland, et al. St andards Track [ Page 30]



RFC 5550 Lemonade Profile August 2009

13.

14.

14.

Added a new section describing in-band and out - of - band
notifications froma Lenpnade conpliant nmil store.
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Appendix A, FErrata
Errata | D: 1807 [Err1807]

Status: Verified
Type: Techni cal

Reported By: Tino Sirainen

Dat e Reported: 2009-07-14
Verifier Nane: Al exey Ml ni kov
Date Verified: 2009-07-18

Section 1 says:
It should say:

Once a "CONDSTORE enabling cormmand” is issued by the client, the
server MJST automatically include both U D and nod-sequence data in
al | subsequent untagged FETCH responses (until the connection is

cl osed), whether they were caused by a regular STORE/U D STORE, a
STORE/ U D STORE wi th UNCHANGEDSI NCE nodi fier, or an external agent.
Note that this rule doesn’'t affect untagged FETCH responses caused by
a FETCH command t hat doesn’t include U D and/ or MODSEQ FETCH dat a
item or U D FETCH wi thout the MODSEQ FETCH data item

Not es:
Rat i onal e:

It’s very difficult for clients to nmake use of unsolicited FETCH
responses without the U D field. This is nade even worse by the text
that says "servers SHOULD NOT send U Ds for previously expunged
messages [in VANISHED replies]”. Since it’s not a MJST NOT, a
conversation with an RFC conpliant server could be for exanple:

Al NOOP

* 0 EXI STS

Al K

A2 NOOP

* 10 EXI STS

* VANI SHED 1000: 2000

* 3 FETCH (FLAGS (\Seen) MODSEQ (14749))
* 5 FETCH (FLAGS (\Seen) MODSEQ (14749))
* VANl SHED 2000: 3000

A2 OK NOOP Conpl et ed

The client couldn’t do anything with the information from FETCH
replies, because it can’'t know what nessages they refer to.
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Errata |ID: 1808 [ Err1808]

Status: Verified
Type: Technica

Reported By: Tinop Sirainen
Dat e Reported: 2009-07-14
Verifier Nane: Al exey Ml ni kov
Date Verified: 2009-07-18

Section 3.4 says:

If at | east one nessage got expunged, the server MJST send
t he updat ed per-nail box nodification

sequence using the H GHESTMODSEQ response code (defined in
[ CONDSTORE] ) in the tagged OK response.

Exanpl e: C A202 CLGCSE
S: A202 OK [ H GHESTMODSEQ 20010715194045319] done

It should say:

The server MUST NOT send the updated per-mail box nodification
sequence using the H GHESTMODSEQ response code (defined in

[ CONDSTORE]) in the tagged K response, as this mght cause | oss of
synchroni zation on the client.

Exanpl e: C. A202 CLCsE
S: A202 K done

Not es:

Rat i onal e:

The H GHESTMODSEQ can’t be used reliably unless server sends to client
al |l changes done by other clients. Even then it's difficult for both
clients and servers to inplenent this. For exanple:

Cl: 2 STORE 1 +FLAGS. S| LENT \ Del et ed
S1: * 1 FETCH ( MODSEQ 1)
Sl: 2 K

* N

C2: 1 STORE 2 +FLAGS. SI LENT \ Del et ed
S1: * 2 FETCH ( MODSEQ 2)
S2: 1 OK

*

Cl:
S1:

CLOSE
[ H GHESTMODSEQ 3]

ww
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The client probably thought that only nessage 1 was expunged, so it
doesn't register the second expunge. And it probably never will if it
uses QRESYNC to find out only about new expunges.

And even worse exanple would be if the second client had al so renoved
the \Deleted flag fromnessage 1. Then the first client would have
regi stered wong nessage to be expunged.

Errata I D: 1809 [Err1809]

Status: Verified
Type: Technica

Reported By: Tino Sirainen
Dat e Reported: 2009-07-14
Verifier Nane: Al exey Ml ni kov
Date Verified: 2009-07-18

Section 5 says:

After conpleting a full synchronization, the client MJST al so take
note of any unsolicited MODSEQ FETCH data itens received fromthe
server. \Wenever the client receives a tagged response to a comand,
it calculates the highest value anbng all MODSEQ FETCH data itens
recei ved since the last tagged response. |If this value is bigger
than the client’s copy of the H GHESTMODSEQ val ue, then the client
MJST use this value as its new H GHESTMODSEQ val ue

Note: It is not safe to update the client’s copy of the H GHESTMODSEQ
value with a MODSEQ FETCH data item value as soon as it is received
because servers are not required to send MODSEQ FETCH data itens in

i ncreasi ng nodsegence order. This can lead to the client m ssing
some changes in case of connectivity |oss.

It should say:

After conpleting a full synchronization, the client MJST al so take
note of any unsolicited MODSEQ FETCH data itens and H GHESTMODSEQ
response codes received fromthe server. Wenever the client receives
a tagged response to a conmand, it checks the received unsolicited
responses to cal cul ate the new H GHESTMODSEQ val ue. |f the

Hl GHESTMODSEQ r esponse code is received, the client MJIST use it even
if it has seen higher nod-sequences. Qherw se, the client calcul ates
t he hi ghest val ue anong all MODSEQ FETCH data itens received since the
| ast tagged response. |If this value is bigger than the client’s copy
of the H GHESTMODSEQ val ue, then the client MJST use this value as its
new HI GHESTMODSEQ val ue
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Exanpl e: C. Al STORE 1:2 (UNCHANGEDSI NCE 96) +FLAGS. SI LENT \ Seen
S: * 1 FETCH (U D 6 MODSEQ (103))
S: * 2 FETCH (U D 7 MODSEQ (101))
S: * OK [H GHESTMODSEQ 99] VANI SHED reply with
MODSEQ 100 i s del ayed
S

Al OK [ MODI FI ED 3] done

C. A2 STORE 3 +FLAGS. SI LENT \ Seen
S: * 3 FETCH (U D 8 MODSEQ (104))
S: A2 OK [H GHESTMODSEQ 99] Still del ayi ng VAN SHED

C. A3 NOOP
S * VAN SHED 8
S. A3 OK [ H GHESTMODSEQ 104] done

Note: It is not safe to update the client’s copy of the H GHESTMODSEQ
value with a MODSEQ FETCH data item val ue as soon as it is received
because servers are not required to send MODSEQ FETCH data itens in

i ncreasi ng nodseqgence order. Sone conmands nay al so del ay EXPUNGE
(or VANISHED) replies with smaller nod-sequences. These can lead to
the client m ssing sonme changes in case of connectivity | oss.

Not es:

Rati onal e:

O herwi se clients could | ose changes in case of connectivity |oss.
Errata ID: 1810 [Err1810]

Status: Verified
Type: Techni cal

Reported By: Tino Sirainen

Dat e Reported: 2009-07-14
Verifier Nane: Al exey Ml ni kov
Date Verified: 2009-07-18

Section 1 says:
It should say:

Server inpl enenti ng QRESYNC MUST send untagged events to client in a
way that client doesn’t |ose any changes in case of connectivity |oss.
In particular this means that if server sends MODSEQ FETCH data itemns
whil e EXPUNGE (or VANI SHED) replies with | ower nod-sequences are being
del ayed, the server MJST send H GHESTMODSEQ response code with a | ower
val ue than the EXPUNGE s nod-sequence. See exanple in section 5.
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This is related to the other errata in section 5, which describes what

the client’s behavi or shoul d be.
behavi or shoul d be.
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