Net wor k Wor ki ng Group M Badra
Request for Comments: 5539 CNRS/ LI MOS Labor at ory
Cat egory: Standards Track May 2009

NETCONF over Transport Layer Security (TLS)
Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
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Contributions published or made publicly avail abl e bef ore Novenber
10, 2008. The person(s) controlling the copyright in sone of this
materi al may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.

Abstract
The Networ k Configuration Protocol (NETCONF) provides nechanisns to
install, manipulate, and delete the configuration of network devices.

Thi s docunent describes how to use the Transport Layer Security (TLS)
protocol to secure NETCONF exchanges.
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1. Introduction

The NETCONF protocol [RFC4A741] defines a nechani smthrough which a
networ k devi ce can be managed. NETCONF i s connection-oriented,
requiring a persistent connection between peers. This connection
nmust provide integrity, confidentiality, peer authentication, and
reliable, sequenced data delivery.

Thi s docunent defines "NETCONF over TLS", which includes support for
certificate-based nmutual authentication and key derivation, utilizing
the protected ciphersuite negotiation, nutual authentication, and key
managenent capabilities of the TLS (Transport Layer Security)
protocol, described in [ RFC5246].

Thr oughout this document, the terns "client" and "server" are used to
refer to the two ends of the TLS connection. The client actively
opens the TLS connection, and the server passively listens for the

i ncom ng TLS connection. The terns "nmanager" and "agent" are used to
refer to the two ends of the NETCONF protocol session. The nanager

i ssues NETCONF renote procedure call (RPC) commands, and the agent
replies to those conmands. When NETCONF is run over TLS using the
mappi ng defined in this docunent, the client is always the nanager,
and the server is always the agent.

1.1. Conventions Used in This Docunment
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. NETCONF over TLS

Since TLS is application-protocol -i ndependent, NETCONF can operate on
top of the TLS protocol transparently. This docunment defines how
NETCONF can be used within a TLS session

2.1. Connection Initiation

The peer acting as the NETCONF manager MJUST al so act as the TLS
client. It MJST connect to the server that passively listens for the
i ncom ng TLS connection on the TCP port 6513. It MJST therefore send
the TLS dientHell o nessage to begin the TLS handshake. Once the TLS
handshake has finished, the client and the server MAY begin to

exchange NETCONF data. |In particular, the client will send conplete
XML docunents to the server containing <rpc> elenments, and the server
will respond with conplete XM. docunments containing <rpc-reply>

el ements. The client MAY indicate interest in receiving event
notifications froma server by creating a subscription to receive
event notifications [RFC5277]. |In this case, the server replies to
i ndi cate whether the subscription request was successful and, if it
was successful, the server begins sending the event notifications to
the client as the events occur within the system

Al'l NETCONF nessages MUST be sent as TLS "application data". It is
possi ble that multiple NETCONF nessages be contained in one TLS
record, or that a NETCONF nessage be transferred in multiple TLS
records.

Thi s docunent uses the same delimter sequence ("]]>]]>") defined in
[ RFCA742], which MJUST be sent by both the client and the server after
each XML docunent in the NETCONF exchange. Since this character
sequence can legally appear in plain XML in attribute val ues,
comrents, and processing instructions, inplementations of this
docunent MUST ensure that this character sequence is never part of a
NETCONF nmessage

| mpl enent ati on of the protocol specified in this docunent MAY

i mpl ement any TLS ci pher suite that provides certificate-based nutual
aut hentication [ RFC5246]. The server MJST support certificate-based
client authentication

| npl enent ati ons MUST support TLS 1.2 [RFC5246] and are REQU RED to
support the nandatory-to-inplenent cipher suite, which is

TLS RSA WTH AES 128 CBC SHA. This docunent is assumed to apply to
future versions of TLS; in which case, the nmandatory-to-inpl enent

ci pher suite for the inplenmented version MIUST be support ed.
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2.

3.

3.

2. Connection C osure

A TLS client (NETCONF nmanager) MJST cl ose the associated TLS
connection if the connection is not expected to i ssue any NETCONF RPC
commands later. It MJST send a TLS close_notify alert before closing
the connection. The TLS client MAY choose to not wait for the TLS
server (NETCONF agent) close notify alert and sinply close the
connection, thus generating an inconplete close on the TLS server
side. Once the TLS server gets a close_notify fromthe TLS client,

it MIUST reply with a close_notify unless it becones aware that the
connection has already been closed by the TLS client (e.g., the

cl osure was indicated by TCP).

Wien no data is received froma connection for a long time (where the
application decides what "long" means), a NETCONF peer MAY cl ose the
connection. The NETCONF peer MUST attenpt to initiate an exchange of
close_notify alerts with the other NETCONF peer before closing the
connection. The close notify's sender that is unprepared to receive
any nore data MAY cl ose the connection after sending the close notify
alert, thus generating an inconplete close on the close notify's
recei ver side

Endpoi nt Aut hentication and lIdentification
1. Server ldentity

During the TLS negotiation, the client MJST carefully exam ne the
certificate presented by the server to determine if it neets the
client’s expectations. Particularly, the client MIST check its
under st andi ng of the server hostnanme against the server’s identity as
presented in the server Certificate nessage, in order to prevent nan-
i n-the-mddle attacks.

Mat ching is perforned according to the rules below (follow ng the
exanpl e of [RFC4642]):

0 The client MJST use the server hostnane it used to open the
connection (or the hostnane specified in the TLS "server_nane"
ext ensi on [ RFC5246]) as the value to conpare against the server
nane as expressed in the server certificate. The client MJST NOT
use any formof the server hostnane derived froman insecure
renote source (e.g., insecure DNS | ookup). CNAME canonicali zation
i s not done.

o |If a subjectAltNane extension of type dNSNane is present in the
certificate, it MJIST be used as the source of the server’s
identity.
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o0 Mtching is case-insensitive.

o A"*" wildcard character MAY be used as the |eftnost nane
component in the certificate. For exanple, *.exanple.comwould
mat ch a. exanpl e. com foo. exanple.com etc., but would not match
exanpl e. com

o If the certificate contains nultiple nanes (e.g., nore than one
dNSNane field), then a match with any one of the fields is
consi dered accept abl e.

If the match fails, the client MIST either ask for explicit user
confirmation or term nate the connection and indicate the server’s
identity is suspect.

Additionally, clients MJST verify the binding between the identity of
the servers to which they connect and the public keys presented by
those servers. dients SHOULD i npl enent the algorithmin Section 6
of [RFC5280] for general certificate validation, but MAY suppl enent
that algorithmw th other validation nethods that achieve equival ent
I evel s of verification (such as conparing the server certificate
against a local store of already-verified certificates and identity
bi ndi ngs) .

If the client has external infornmation as to the expected identity of
the server, the hostnane check MAY be omitted.

3.2. dient ldentity

The server MUST verify the identity of the client with certificate-
based aut hentication according to local policy to ensure that the
incomng client request is legitimte before any configuration or
state data is sent to or received fromthe client.

4. Security Considerations

The security considerations described throughout [RFC5246] and
[ RFCA741] apply here as well.

This docunment in its current version does not support third-party
aut hentication (e.g., backend Authentication, Authorization, and
Accounting (AAA) servers) due to the fact that TLS does not specify
this way of authentication and that NETCONF depends on the transport
protocol for the authentication service. |If third-party

aut hentication is needed, BEEP or SSH transport can be used.
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An attacker might be able to inject arbitrary NETCONF nessages via
sonme application that does not carefully check exchanged nessages or
deliberately insert the deliniter sequence in a NETCONF nessage to
create a DoS attack. Hence, applications and NETCONF APl s MJUST
ensure that the delimter sequence defined in Section 2.1 never
appears in NETCONF nessages; otherw se, those nessages can be

dropped, garbled, or misinterpreted. |If the deliniter sequence is
found in a NETCONF nessage by the sender side, a robust

i mpl erent ati on of this docunent should warn the user that illega
characters have been discovered. |If the delimter sequence is found

in a NETCONF nessage by the receiver side (including any XM
attribute values, XML coments, or processing instructions), a robust
i mpl enentation of this docunent nust silently discard the nessage

wi t hout further processing and then stop the NETCONF sessi on.

Finally, this docunent does not introduce any new security
consi derations conpared to [ RFC4742].

5. | ANA Consi derati ons

| ANA has assigned a TCP port nunber (6513) in the "Registered Port
Numbers" range with the nane "netconf-tls". This port will be the
default port for NETCONF over TLS, as defined in this docunent.

Regi stration Contact: Mhanmad Badra, badra@sina.fr.
Transport Protocol: TCP

Port Number: 6513

Broadcast, Multicast or Anycast: No.

Port Name: netconf-tls.

Servi ce Nane: netconf.

Ref erence: RFC 5539
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