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Abstract

This meno describes a nechanismto provide a secure binding between
the multiple addresses with different prefixes available to a host
within a multihoned site. This mechani sm enpl oys either

Cryptographi cally Generated Addresses (CGAs) or a new variant of the
same thene that uses the sane format in the addresses. The nain idea
in the newvariant is that infornmation about the nultiple prefixes is
i ncluded within the addresses thenselves. This is achieved by
generating the interface identifiers of the addresses of a host as
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hashes of the available prefixes and a random nunber. Then, the
mul ti pl e addresses are generated by prepending the different prefixes

to

the generated interface identifiers. The result is a set of

addresses, call ed Hash-Based Addresses (HBAs), that are inherently
bound to each other.
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1. Introduction

In order to preserve inter-domain routing systemscalability, |Pv6
sites obtain addresses fromtheir Internet Service Providers (ISPs).
Such an addressing strategy significantly reduces the anount of
routes in the global routing tables, since each | SP only announces
routes to its own address bl ocks, rather than announci ng one route
per customer site. However, this addressing scheme inplies that

mul ti honed sites will obtain nultiple prefixes, one per ISP

Mor eover, since each ISP only announces its own address bl ock, a
mul ti honed site will be reachable through a given ISP if the ISP
prefix is contained in the destination address of the packets. This
nmeans that, if an established conmuni cation needs to be routed
through different 1SPs during its lifetime, addresses with different
prefixes will have to be used. Changing the address used to carry
packets of an established conmunication exposes the conmunication to
nunerous attacks, as described in [11], so security nechanisns are
required to provide the required protection to the involved parties.
This meno describes a tool that can be used to provide protection
agai nst sonme of the potential attacks, in particular against future/
preneditated attacks (aka time shifting attacks in [12]).

This meno describes a nmechanismto provide a secure binding between
the multiple addresses with different prefixes available to a host
within a nultihonmed site.

It should be noted that, as opposed to the nobility case where the
addresses that will be used by the nobile node are not known a
priori, the nultiple addresses available to a host within the
mul ti honed site are pre-defined and known in advance in nost of the
cases. The nechani sm proposed in this neno enpl oys either

Crypt ographi cally Generated Addresses (CGAs) [2] or a new variant of
the same thenme that uses the same format in the addresses. The new
vari ant, Hash-Based Address (HBA), takes advantage of the address set
stability. 1In either case, a secure binding between the addresses of
a node in a nultihoned site can be provided. CGAs enpl oy public key
cryptography and can deal w th changi ng address sets. HBAs enpl oy
only synmetric key cryptography, and have snaller conputationa
requirenents.

For the purposes of the Shinb protocol, the other characteristics of
the CGAs and HBAs are simlar. Both can be generated by the host
itself without any reliance on external infrastructure. Both enploy
the sane format of addresses and sane fornmat of data fed to generate
the addresses. It is not required that all interface identifiers of
a node’ s addresses be equal, preserving some degree of privacy

t hrough changes in the addresses used during the communications.
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The main idea in HBAs is that information about the multiple prefixes
is included within the addresses thenselves. This is achieved by
generating the interface identifiers of the addresses of a host as
hashes of the available prefixes and a random nunber. Then, the
mul ti pl e addresses are obtai ned by prepending the different prefixes
to the generated interface identifiers. The result is a set of
addresses that are inherently bound. A cost-efficient mechanismis
available to deternine if two addresses belong to the sane set, since
given the prefix set and the additional paraneters used to generate
the HBA, a single hash operation is enough to verify if an HBA

bel ongs to a gi ven HBA set.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

3. Overview
3.1. Threat Mbodel

The threat analysis for the multihom ng problemis described in [11].
This anal ysis basically identifies attacks based on redirection of
packets by a malicious attacker towards addresses that do not bel ong
to the nmulti homed node. There are essentially two types of
redirection attacks: conmunication hijacking and fl oodi ng attacks.
Conmmruni cati on hijacking attacks are about an attacker stealing on-
goi ng and/or future conmunications froma victim Flooding attacks
are about redirecting the traffic generated by a legitinmate source
towards a third party, flooding it. The HBA sol ution provides ful
protection agai nst the comruni cati on hijacking attacks. The Shinb
protocol [9] protects against flooding attacks. Residual threats are
described in the "Security Considerations" section

3.2. Overview

The basic goal of the HBA nmechanismis to securely bind together

mul tiple | Pv6 addresses that belong to the same nultihoned host.

This allows rerouting of traffic without worrying that the

conmmuni cation is being redirected to an attacker. The technique that
is used is to include a hash of the permtted prefixes in the

| oworder bits of the | Pv6 address.

So, eliding sone details, say the available prefixes are A, B, C, and
D, the host would generate a prefix list P consisting of (A B,C D)
and a random nunber called Mddifier M Then it would generate the
new addr esses:
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ATl HMIT ATT P)
Bl HM[| B[] P)
ClI HM[| C[]| P)
DIl HM[| D[] P)

Thus, given one valid address out of the group and the prefix list P
and the random Modifier Mit is possible to deterni ne whether another
address is part of the group by conputing the hash and checking

agai nst the | ow order bits.

3.3. Mtivations for the HBA Design

The design of the HBA technique was driven by the foll ow ng
consi derati ons:

First of all, the goal of HBAis to provide a secure binding between
the I Pv6 address used as an identifier by the upper-layer protocols
and the alternative locators available in the nultihoned node so that
redirection attacks are prevented.

Second, in order to achieve such protection, the sel ected approach
was to include security information in the identifier itself, instead
of relying on third trusted parties to secure the binding, such as

t he ones based on repositories or Public Key Infrastructure. This
deci sion was driven by depl oyment considerations, i.e., the cost of
deploying the trusted third-party infrastructure.

Third, application support considerations described in [16] resulted
in selecting routable | Pv6 addresses to be used as identifiers.
Hence, security information is stuffed within the interface
identifier part of the | Pv6 address.

Fourth, performance considerations as described in [17] notivated the
usage of a hash-based approach as opposed to a public-key-based
approach based on pure Cryptographi c Generated Addresses (CGA), in
order to avoid inposing the performance of public key operations for
every comunication in multihoned environnments. The HBA approach
presented in this docunment presents a cheaper alternative that is
attractive to many common usage cases. Note that the HBA approach
and the CGA approaches are not nutually exclusive and that it is
possi ble to generate addresses that are both valid CGA and HBA
addresses providing the benefits of both approaches if needed.
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4.

Crypt ographi ¢ Generated Addresses (CGAs) Conpatibility
Consi der ati ons

As described in the previous section, the HBA techni que uses the
interface identifier part of the I Pv6 address to encode information
about the nultiple prefixes available to a nultihomed host. However,
the interface identifier is also used to carry cryptographic

i nformati on when Cryptographic Generated Addresses (CGAs) [2] are
used. Therefore, conflicting usages of the interface identifier bits
may result if this is not taken into account during the HBA design
There are at least two valid reasons to provide CGA- HBA
conpatibility:

First, the current Secure Nei ghbor Discovery (SeND) specification [3]
uses the CGAs defined in [2] to prove address ownership. |f HBAs are
not conpatible with CGAs, then nodes using HBAs for nultihom ng

woul dn’t be able to do Secure Nei ghbor Di scovery using the same
addresses (at |least the parts of SeND that require CGAs). This would
i mply that nodes woul d have to choose between security (from SeND)
and fault tolerance (from | Pv6é nmultihom ng support provided by the
Shinb protocol [9]). In addition to SeND, there are other protocols
that are considered to benefit fromthe advantages of fered by the CGA
schene, such as nobility support protocols [13]. Those protocols
could not be used with HBAs if HBAs are not conpatible with CGAs.

Second, CGAs provide additional features that cannot be achieved
using only HBAs. In particular, because of its own nature, the HBA
techni que only supports a predeterm ned prefix set that is known at
the tine of the generation of the HBA set. No additions of new
prefixes to this original set are supported after the HBA set
generation. |In nost of the cases relevant for site nultihoning, this
is not a problem because the prefix set available to a nultihomed set
is not very dynanmic. New prefixes nay be added in a nultihomed site
when a new | SP is available, but the timng of those events are
rarely in the same time scale as the lifetine of established

conmmuni cations. It is then enough for nmany situations that the new
prefix is not available for established conmunications and that only
new comuni cations benefit fromit. However, in the case that such
functionality is required, it is possible to use CGAs to provide it.
Thi s approach clearly requires that HBA and CGA approaches be
conmpatible. If this is the case, it then would be possible to create
HBA/ CGA addresses that support CGA and HBA functionality

simul taneously. The inputs to the HBA/ CGA generation process will be

both a prefix set and a public key. |In this way, a node that has
est abli shed a comuni cati on using one address of the CGA HBA set can
tell its peer to use the HBA verification when one of the addresses
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of its HBA/ CGA set is used as |ocator in the conmunication or to use
CGA (public-/private-key-based) verification when a new address that
does not belong to the HBA/CGA set is used as locator in the
comuni cati on.

So, because of the aforenentioned reasons, it is a goal of the HBA
design to define HBAs in such a way that they are conpatible with
CGAs as defined in [2] and their usages described in [3]
(consequently, to understand the rest of this note, the reader should
be famliar with the CGA specification defined in [2]). This neans
that it nust be possible to generate addresses that are both an HBA
and a CGA, i.e., that the interface identifier contains cryptographic
i nformati on of CGA and the prefix-set information of an HBA. The CGA
specification already considers the possibility of including
additional information into the CGA generation process through the
usage of Extension Fields in the CGA Paraneter Data Structure. It is
then possible to define a Multi-Prefix extension for CGA so that the
prefix set information is included in the interface identifier
generation process.

Even though a CGA conpati bl e approach is adopted, it should be noted
that HBAs and CGAs are different concepts. |In particular, the CRA is
i nherently bound to a public key, while an HBA is inherently bound to
a prefix set. This nmeans that a public key is not required to
generate an HBA-only address. Because of that, we define three
different types of addresses:

- CGA-only addresses: These are addresses generated as specified in
[2] without including the Multi-Prefix extension. They are bound
to a public key and to a single prefix (contained in the basic CGA
Paraneter Data Structure). These addresses can be used for SeND
[3]; if used for nmultihonming, their application will have to be
based on the public key usage.

- CGA/ HBA addresses: These addresses are CGAs that include the
Mul ti-Prefix extension in the CGA Paraneter Data Structure used
for their generation. These addresses are bound to a public key
and a prefix set and they provide both CGA and HBA
functionalities. They can be used for SeND as defined in [3] and
for any usage defined for HBA (such as a Shinmb protocol).

- HBA-only addresses: These addresses are bound to a prefix set but
they are not bound to a public key. Because HBAs are conpatible
with CGA, the CGA Paraneter Data Structure will be used for their
generation, but a randomnonce will be included in the Public Key
field instead of a public key. These addresses can be used for
HBA- based nul ti hom ng protocols, but they cannot be used for SeND.
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5. Milti-Prefix Extension for CGA

The Multi-Prefix extension has the following TLV format as defined in

[8]:
0 1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S
| Ext ensi on Type | Ext ensi on Data Length |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| P| Reserved |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Prefix[1]

|

+

|

B T et S S S i S T ai A S S Y S SIS
|

+ Prefix[ 2]

|
+-

|
+
|
+
|
+
|
T e TE

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
+ Prefix[n] +
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Ext Type: 16-bit type identifier of the Milti-Prefix extension (see
the "I ANA Consi derations" section).

Ext Len: 16-bit unsigned integer. Length of the Extension in
octets, not including the first 4 octets.

Pflag: Set if a public key is included in the Public Key field of
the CGA Paraneter Data Structure, reset otherw se.

Reserved: 31-bit reserved field. MJST be initialized to zero, and
i gnored upon receipt.

Prefix[1...n]: Vector of 64-bit prefixes, nunbered 1 to n.
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6.

HBA- Set CGenerati on

The HBA generation process is based on the CGA generation process
defined in Section 4 of [2]. The goal is to require the m ninum
anount of changes to the CGA generation process. It should be noted
that the follow ng procedure is only valid for Sec values of 0, 1

and 2. For other Sec val ues, RFC 4982 [10] has defined a CGA SEC
registry that will contain the specifications used to generate CGAs.
The generation procedures defined in such specifications nust be used
for Sec values other than 0, 1, or 2.

The CGA generation process has three inputs: a 64-bit subnet prefix,
a public key (encoded in DER as an ASN.1 structure of the type
Subj ect Publ i cKeyl nfo), and the security paraneter Sec.

The main difference between the CGA generation and the HBA generation
is that while a CGA can be generated independently, all the HBAs of a
gi ven HBA set have to be generated using the sane paraneters, which

inmplies that the generation of the addresses of an HBA set will occur

in a coordinated fashion. |In this meno, we will describe a nmechani sm
to generate all the addresses of a given HBA set. The generation
process of each one of the HBA address of an HBA set will be heavily

based in the CGA generation process defined in [2]. More precisely,
the HBA set generation process will be defined as a sequence of
lightly nodified CGA generations.

The changes required in the CGA generation process when generating a
single HBA are the following: First, the Miulti-Prefix extension has
to be included in the CGA Paraneter Data Structure. Second, in the
case that the address being generated is an HBA-only address, a
random nonce will have to be used as input instead of a valid public
key. For backwards conpatibility issues with pure CGAs, the random
nonce MJUST be encoded as a public key as defined in [2]. In
particul ar, the random nonce MJST be formatted as a DER-encoded ASN. 1
structure of the type SubjectPublicKeylnfo, defined in the Internet
X. 509 certificate profile [5]. The algorithmidentifier MJST be
rsaEncryption, which is 1.2.840.113549.1.1.1, and the random nonce
MJUST be formatted by using the RSAPublicKey type as specified in
Section 2.3.1 of RFC 3279 [4]. The random nonce length is 384 bits.

The resulting HBA-set generation process is the foll ow ng:
The inputs to the HBA generation process are:
o0 A vector of n 64-bit prefixes,

0 A Sec paraneter, and
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(o]

In the case of the generation of a set of HBA/ CGA addresses, a
public key is also provided as input (not required when generating
HBA- onl y addr esses).

The out put of the HBA generation process are:

(o]

(o]

An HBA- set

their respective CGA Paraneter Data Structures

The steps of the HBA-set generation process are:

1

Mul ti-Prefix extension generation. GCenerate the Miulti-Prefix

extension with the format defined in Section 5. |nclude the
vector of n 64-bit prefixes in the Prefix[1...n] fields. The Ext
Len field value is (n*8 + 4). If a public key is provided, then

the Pflag is set to one. Oherwise, the Pflag is set to zero.

Modi fier generation. Generate a Mddifier as a random or
pseudorandom 128-bit value. |f a public key has not been provided
as an input, generate the Extended Mdifier as a 384-bit random or
pseudorandom val ue. Encode the Extended Mdifier value as an RSA
key in a DER-encoded ASN.1 structure of the type

Subj ect Publ i cKeyl nfo defined in the Internet X 509 certificate
profile [5].

Concatenate fromleft to right the Modifier, 9 zero octets, the
encoded public key or the encoded Extended Mdifier (if no public
key was provided), and the Miulti-Prefix extension. Execute the
SHA-1 algorithmon the concatenation. Take the 112 leftnost bits
of the SHA-1 hash value. The result is Hash2.

Conpare the 16*Sec leftnost bits of Hash2 with zero. |If they are
all zero (or if Sec=0), continue with step (5). O herw se,
increment the Modifier by one and go back to step (3).

Set the 8-bit collision count to zero.
For i=1 to n (nunber of prefixes) do:

6.1. Concatenate fromleft to right the final Mdifier val ue,
Prefix[i], the collision count, the encoded public key or the
encoded Extended Mdifier (if no public key was provided), and
the Multi-Prefix extension. Execute the SHA-1 algorithmon the
concatenation. Take the 64 leftnost bits of the SHA-1 hash
value. The result is Hashi[i].
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6.2. Forman interface identifier fromHashl[i] by witing the
value of Sec into the three leftnpst bits and by setting bits 6
and 7 (i.e., the "u" and "g" bits) both to zero.

6.3. Cenerate address HBA[i] by concatenating Prefix[i] and the
64-bit interface identifier to forma 128-bit | Pv6 address with
the subnet prefix to the left and interface identifier to the
right as in a standard | Pv6 address [6].

6.4. Performduplicate address detection if required. |If an
address collision is detected, increment the collision count by
one and go back to step (6). However, after three collisions,
stop and report the error

6.5. Formthe CGA Paranmeter Data Structure that corresponds to
HBA[i] by concatenating fromleft to right the final Modifier
value, Prefix[i], the final collision count value, the encoded
public key or the encoded Extended Modifier, and the Milti -
Prefix extension.

Note: nost of the steps of the process are taken from[2].

7. HBA Verification

The follow ng procedure is only valid for Sec values of 0, 1, and 2.
For ot her Sec val ues, RFC 4982 [10] has defined a CGA SEC registry
that will contain the specifications used to verify CGAs. The
verification procedures defined in such specifications nmust be used
for Sec values other than 0,1, or 2.

7.1. Verification That a Particular HBA Address Corresponds to a G ven
CGA Paraneter Data Structure

HBAs are constructed as a CGA Extension, so a properly formatted HBA
and its correspondent CGA Paraneter Data Structure will successfully
finish the verification process described in Section 5 of [2]. Such
verification is useful when the goal is the verification of the

bi ndi ng between the public key and the HBA.

7.2. Verification That a Particul ar HBA Address Bel ongs to the HBA Set
Associated with a G ven CGA Paraneter Data Structure

For multihom ng applications, it is also relevant that the receiver
of the HBA information verifies if a given HBA address belongs to a
certain HBA set. An HBA set is identified by a CGA Paraneter Data
structure that contains a Multi-Prefix extension. So, the receiver
needs to verify if a given HBA belongs to the HBA set defined by a
CGA Paraneter Data Structure. It should be noted that the receiver
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may need to verify if an HBA belongs to the HBA set defined by the
CGA Paraneter Data Structure of another HBA of the set. |If this is
the case, HBAs will fail to pass the CGA verification process defined
in [2], because the prefix included in the Subnet Prefix field of the
CGA Paraneter Data Structure will not match the prefix of the HBA
that is being verified. To verify if an HBA belongs to an HBA set
associ ated with another HBA, verify that the HBA prefix is included
in the prefix set defined in the Multi-Prefix extension, and if this
is the case, then substitute the prefix included in the Subnet Prefix
field by the prefix of the HBA, and then performthe CGA verification
process defined in [2].

So, the process to verify that an HBA bel ongs to an HBA set
determined by a CGA Paraneter Data Structure is called HBA
verification and it is the follow ng:

The inputs to the HBA verification process are:

0o An HBA

0 A CGA Paraneter Data Structure

The steps of the HBA verification process are the foll ow ng:

1. Verify that the 64-bit HBA prefix is included in the prefix set of
the Multi-Prefix extension. |If it is not included, the
verification fails. If it is included, replace the prefix
contained in the Subnet Prefix field of the CGA Paraneter Data
Structure by the 64-bit HBA prefix.

2. Run the verification process described in Section 5 of [2] with
the HBA and the new CGA Paraneters Data Structure (including the
Mul ti-Prefix extension) as inputs. The steps of the process are
i ncl uded bel ow, extracted from|[2]:

2.1. Check that the collision count in the CGA Paraneter Data
Structure is 0, 1, or 2. The CAA verification fails if the
collision count is out of the valid range.

2.2. Check that the subnet prefix in the CGA Paraneter Data
Structure is equal to the subnet prefix (i.e., the leftnost 64
bits) of the address. The CGA verification fails if the prefix
values differ. Note: This step always succeeds because of the
action taken in step 1.
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8.

2.3. Execute the SHA-1 algorithmon the CGA Paraneter Data
Structure. Take the 64 leftnost bits of the SHA-1 hash val ue.
The result is Hashl.

2.4. Conpare Hashl with the interface identifier (i.e., the
rightnost 64 bits) of the address. Differences in the three
|l eftnost bits and in bits 6 and 7 (i.e., the "u" and "g" bits)
are ignored. |If the 64-bit values differ (other than in the
five ignored bits), the CGA verification fails.

2.5. Read the security parameter Sec fromthe three |eftnost bits
of the 64-bit interface identifier of the address. (Sec is an
unsi gned 3-bit integer.)

2.6. Concatenate fromleft to right the Modifier, 9 zero octets,
the public key, and any extension fields (in this case, the
Multi-Prefix extension will be included, at |east) that follow
the public key in the CGA Paraneter Data Structure. Execute
the SHA-1 algorithmon the concatenation. Take the 112
leftnost bits of the SHA-1 hash value. The result is Hash2.

2.7. Conpare the 16*Sec leftnost bits of Hash2 with zero. |If any
one of themis non-zero, the CGA verification fails.
O herwi se, the verification succeeds. (If Sec=0, the C&A
verification never fails at this step.)

Exanpl e of HBA Application in a Miltihomi ng Scenario

In this section, we will describe a possible application of the HBA
technique to I Pv6 nultihon ng

We will consider the follow ng scenario: a multihoned site obtains
Internet connectivity through two providers: |SPA and | SPB. Each
provi der has del egated a prefix to the nulti honed site (PrefA :/nA
and PrefB::/nb, respectively). In order to benefit from nmultihon ng
the hosts within the nultihoned site will configure nultiple IP
addresses, one per available prefix. The resulting configuration is
depicted in the next figure.
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We assune that both Hostl and Host2 support the Shint protocol

Host2 is not located in a nmultihonmed site, so there is no need for it
to create HBAs (it nust be able to verify themthough, in order to
support the Shinmb protocol, as we will describe next).

Host1l is located in the nultihoned site, so it will generate its
addresses as HBAs. In order to do that, it needs to execute the

HBA- set generation process as detailed in Section 6 of this neno.

The inputs of the HBA-set generation process will be: a prefix vector
containing the two prefixes available inits link, i.e., PA LA :/64
and PB:LB::/64, a Sec paraneter value, and optionally a public key.
In this case, we will assune that a public key is provided so that we
can also illustrate how a renunbering event can be supported when
HBA/ CGA addresses are used (see the sub-section referring to dynamic
address set support). So, after executing the HBA-set generation
process, Hostl will have: an HBA-set consisting in tw addresses,
i.e., PALAiidA and PB:LB:iidB with their respective CGA Paraneter
Data Structures, i.e., CGA PDS A and CGA PDS B. Note that iidA and
iidB are different but both contain infornmation about the prefix set
avail able in the multi honmed site.
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W will next consider a conmunication between Host1l and Host 2.

Assume that both |1SPs of the nultihonmed site are working properly, so
any of the avail able addresses in Hostl can be used for the

communi cati on. Suppose then that the comruni cation is established
using PA:LAiidA and I PHost2 for Host1l and Host2, respectively. So
far, no special Shinb support has been required, and PA:LAiidA is
used as any other global |P address.

Suppose that at a certain nonent, one of the hosts involved in the
communi cati on decides that nultihom ng support is required in this
communi cation (this basically neans that one of the hosts involved in
t he conmuni cation desires enhanced fault-tol erance capabilities for
this communication, so that if an outage occurs, the comuni cation
can be re-honmed to an alternative provider).

At this nonment, the Shinmbé protocol Host-Pair Context establishment
exchange will be performed between the two hosts (see [9]). In this
exchange, Hostl will send CGA PDS A to Host?2.

After the reception of CGA PDS A, Host2 will verify that the received
CGA Paraneter Data Structure corresponds to the address being used in
the conmuni cation PA:LAiidA. This nmeans that Host2 will execute the
HBA verification process described in Section 7 of this meno with PA
LA iidA and CGA PDS A as inputs. In this case, the verification will
succeed since the CGA Paraneter Data Structure and the addresses used
in the verification match.

As long as there are no outages affecting the conmunication path

t hrough | SPA, packets will continue flowing. |If a failure affects
the path through I SPA, Hostl will attenpt to re-hone the

conmuni cation to an alternative address, i.e., PB:LB:iidB. |n order
to acconplish this, after detecting the outage, Host1l will inform
Host2 about the alternative address. Host2 will verify that the new
address belongs to the HBA set of the initial address. In order to
acconplish this, Host2 will execute the HBA verification process with
the CGA Paraneter Data Structure of the original address (i.e.

CGA PDS A) and the new address (i.e., PB:LB:iidB) as inputs. The
verification process will succeed because PB:LB::/64 has been
included in the Miulti-Prefix extension during the HBA-set generation
process. Additional verifications may be required to prevent
floodi ng attacks (see the comments about flooding attacks prevention
in the Security Considerations section of this nmeno).

Once the new address is verified, it can be used as an alternative

| ocator to re-honme the conmuni cation, while preserving the origina
address (PA'LAiidA) as an identifier for the upper layers. This
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means that follow ng packets will be addressed to/fromthis new
address. Note that no additional HBA verification is required for
the follow ng packets, since the new valid address can be stored in
Host 2.

In this exanple, only the HBA capabilities of the Hostl addresses

were used. In other words, neither the public key included in the
CGA Paraneter Data Structure nor its correspondent private key was
used in the protocol. In the follow ng section, we will consider a

case where its usage is required
8.1. Dynanmic Address Set Support

In the previous section, we have presented the mechanisms that allow
a host to use different addresses of a predeternined set to exchange
packets of a conmunication. The set of addresses involved was
predet erm ned and known when the communication was initiated. To
achi eve such functionality, only HBA functionalities of the addresses
were needed. In this section, we will explore the case where the
goal is to exchange packets using additional addresses that were not
known when the comuni cati on was established. An exanple of such a
situation is when a new prefix is available in a site after a

renunbering event. In this case, the hosts that have the new address
avail able may want to use it in comunications that were established
before the renunbering event. 1In this case, HBA functionalities of

t he addresses are not enough and CGA capabilities are to be used.

Consi der then the previous case of the conmunication between Host1
and Host2. Suppose that the communication is up and running, as
described earlier. Hostl is using PA LA iidA and Host2 is using

| PHost 2 t o exchange packets. Now suppose that a new address, PC. LC
addC is available in Hostl. Note that this address is just a regular
| Pv6 address, and it is neither an HBA nor a CGA. Hostl wants to use
this new address in the existent conmmunication with Host2. It should
be noted that the HBA nmechani sm described in the previous section
cannot be used to verify this new address, since this address does
not belong to the HBA set (since the prefix was not available at the
nmoment of the generation of the HBA set). This means that
alternative verification mechanisnms will be needed.

In order to verify this new address, CGA capabilities of PA LA iidA
are used. Note that the sane address is used, only that the
verification nechanismis different. So, if Hostl wants to use PC
LC. addC to exchange packets in the established comruni cation, it wll
use the UPDATE nessage defined in the Shinb protocol [9], conveying
the new address, PC: LC: addC, and this nmessage will be signed using
the private key corresponding to the public key contained in

CGA PDS A. Wen Host2 receives the nessage, it will verify the

Bagnul o St andards Track [ Page 16]



RFC 5535 HBA June 2009

signature using the public key contained in the CGA Paraneter Data
Structure associated with the address used for establishing the
conmuni cation, i.e., CGA PDS A and PA: LA iidA, respectively. Once
that the signature is verified, the new address (PC. LC. addC) can be
used in the comuni cation

In any case, a renunbering event has an inpact on a site that is
using the HBA technique. |In particular, the new prefix added will

not be included in the existing HBA set, so it is only possible to
use the new prefix with the existing HBA set if CGA capabilities are
used. Wile this is acceptable for the short term in the long run
the site will need to renunber its HBA addresses. |n order to do
that, it will need to re-generate the HBA sets assigned to hosts
including the new prefix in the prefix set, which will result in

di fferent addresses, not only because we need to add a new address
with the new prefix, but also because the addresses with the existing
prefixes will also change because of the inclusion of a new prefix in
the prefix set. Moreover, since HBA addresses need to be generated

I ocally, once these are generated after the renunbering event, the
new address information needs to be conveyed to the DNS nanager in
case that such address information is to be published in the DNS (see
DNS consi derations section for nore details).

9. DNS Consi derations

HBA sets can be generated using any prefix set. Actually, the only
particularity of the HBA is that they contain infornmation about the
prefix set in the interface identifier part of the address in the
formof a hash, but no assunption about the properties of prefixes
used for the HBA generation is nade. This basically neans that
dependi ng on the prefixes used for the HBA set generation, it nmay or
may not be reconmended to publish the resulting (HBA) addresses in
the DNS. For instance, when Uni que Local Address (ULA) prefixes [18]
are included in the HBA generation process, specific DNS
considerations related to the |ocal nature of the ULA should be taken
into account and proper reconmendations related to publishing such
prefixes in the DNS should foll owed. Mreover, anbng its addresses,
a given host can have sonme HBAs and sone other |Pv6 addresses. The
consequence fromthis is that only HBA addresses wi |l be bound

toget her by the HBA techni que, while other addresses would not be
bound to the HBA set. This would basically nmean that if one of the
other addresses is used for initiating a Shiné conmunication, it
won't be possible to use the HBA technique to bind the address used
with the HBA set. Furthernore, since HBA addresses are

i ndi stinguishable fromother | Pv6 addresses in their format, an
initiator will not be able to distinguish, by nerely |ooking at the
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10.

11.

di fferent addresses, which ones belong to the HBA set and which ones
do not, so alternative nmeans would be required the initiator is
supposed to use only HBA for establishing comunications in the
presence of non-HBA addresses in the DNS

In addition, it should be noted that the actual HBA values are a
result of the HBA generation procedure, neaning that they cannot be
arbitrarily chosen. This has an inplication with respect to DNS
managenent, because the party that generates the HBA address set
needs to convey the address information to the DNS nmanager, so that
t he addresses are published and not the other way around. The
situation is simlar to regular CGA addresses and even to the case
where statel ess address autoconfiguration is used. |In order to do
that, it is possible to use Dynanic DNS updates [19] or other
proprietary tools. A sinilar consideration applies when the host
wants to publish reverse-DNS entries. Since the host needs to
generate its HBA addresses, it will need to convey the address
information to the DNS nanager so the proper reverse-DNS entry is
popul ated in case it is needed. It should be noted that neither the
Shi m6 protocol nor the HBA technique rely on the reverse DNS for its
proper functioning and the general reasons for requiring reverse-DNS
popul ation apply as for any other regular |1Pv6 address.

| ANA Consi der ati ons

Thi s docunent defines a new CGA Extension, the Milti-Prefix
extension. This extension has been assigned the CGA Extension Type
val ue 0x0012.

Security Considerations

The goal of HBAs is to create a group of addresses that are securely
bound, so that they can be used interchangeably when communi cating
with a node. |If there is no secure binding between the different
addresses of a node, a nunber of attacks are enabl ed, as described in
[11]. In particular, it would be possible for an attacker to
redirect the conmunications of a victimto an address sel ected by the
attacker, hijacking the comunication. Wen using HBAs, only the
addresses belonging to an HBA set can be used interchangeably,
limting the addresses that can be used to redirect the comunication
to a predeterm ned set that belongs to the original node involved in
the conmuni cation. So, when using HBAs, a node that is conmunicating
usi ng address A can redirect the comunication to a new address B if
and only if B belongs to the sanme HBA set as A
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This neans that if an attacker wants to redirect conmunications
addressed to address HBAl1 to an alternative address | PX, the attacker
will need to create a CGA Paraneter Data Structure that generates an
HBA set that contains both HBA1 and | PX

In order to generate the required HBA set, the attacker needs to find
a CGA Paranmeter Data Structure that fulfills the foll ow ng
condi tions:

o the prefix of HBAL and the prefix of IPX are included in the
Mul ti-Prefix extension

0o HBAl is included in the HBA set generated.

Note: this assumes that it is acceptable for the attacker to redirect
HBAl to any address of the prefix of |IPX

The remaining fields that can be changed at will by the attacker in
order to neet the above conditions are: the Modifier, other prefixes
inthe Milti-Prefix extension, and other extensions. |In any case, in
order to obtain the desired HBA set, the attacker will have to use a
brute-force attack, which inplies the generation of nultiple HBA sets
with different parameters (for instance with a different Mdifier)
until the desired conditions are neet. The expected nunber of tines
that the generation process will have to be repeated until the
desired HBA set is found is exponentially related with the nunber of
bits containing hash information included in the interface identifier
of the HBA. Since 59 of the 64 bits of the interface identifier
contain hash bits, then the expected nunber of generations that wll
have to be perforned by the attacker are Q(2"59). Note: W assune
brute force is the best attack agai nst HBA/CGAs. Al so, note that the
assunption that the Sec tool defined in [2] multiplies the attack
factor holds for brute-force attacks but may not hold for other
attack cl asses.

The protection against brute-force attacks can be inproved by

i ncreasing the Sec paraneter. A non-zero Sec paraneter inplies that
steps 3-4 of the generation process will be repeated Q(2"(16*Sec))

ti mes (expected nunber of times). |If we assinilate the cost of
repeating the steps 3-4 to the cost of generating the HBA address, we
can estimate the nunber of tinmes that the generation is to be
repeated in Q(2"(59+16*Sec)), in the case of Sec values of 1 and 2.
For other Sec val ues, Sec protection nechanisns will be defined by
the specifications pointed by the CGA SEC registry defined in RFC
4982 [ 10].
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11.

1. Security Considerations Wien Using HBAs in the Shinb Protoco

In this section, we will analyze the security provided by HBAs in the
context of a Shinmb protocol as described in Section 8 of this meno.

First of all, it nust be noted that HBAs cannot prevent

man-i n-the-niddle (hereafter MTM attacks. This neans that in the
scenario described in Section 8, if an attacker is located along the
path between Host1l and Host2 during the lifetime of the

communi cation, the attacker will be able to change the addresses used
for the communication. This neans that he will be able to change the
addresses used in the comunication, adding or renoving prefixes at
his will. However, the attacker nust make sure that the CGA
Paraneter Data Structure and the HBA set is changed accordingly.

This essentially neans that the attacker will have to change the
interface identifier part of the addresses involved, since a change
inthe prefix set will result in different interface identifiers of
the addresses of the HBA set, unless the appropriate Mdifier value
is used (which would require Q(2(59+16*Sec)) attenpts). So, HBA
doesn’'t provide M TM attacks protection, but a MTM attacker will
have to change the address used in the conmmunication in order to
change the prefix set valid for the conmunication

HBAs provi de protection against tine shifting attacks [11], [12]. In
the multi homi ng context, an attacker would performa tine shifted
attack in the following way: an attacker placed along the path of the
communi cation will nodify the packets to include an additiona

address as a valid address for the communi cation. Then the attacker
woul d | eave the on-path location, but the effects of the attack woul d
remain (i.e., the address would still be considered as a valid
address for that comrunication). Next we will present how HBAs can
be used to prevent such attacks.

If the attacker is not on-path when the initial CGA Paraneter Data
Structure is exchanged, his only possibility to |launch a redirection
attack is to fake the signature of the nessage for addi ng new
addresses using CGA capabilities of the addresses. This inplies

di scovering the public key used in the CGA Parameter Data Structure
and then cracking the key pair, which doesn't seemfeasible. So in
order to launch a redirection attack, the attacker needs to be
on-path when the CGA Paraneter Data Structure is exchanged, so he can
nodify it. Now, in order to launch the redirection attack, the
attacker needs to add his own prefix in the prefix set of the CGA
Paraneter Data Structure. W have seen in the previous section that
there are two possi bl e approaches for this:
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1. Find the right Mdifier value, so that the address initially used
in the comunication is contained in the new HBA set. The cost of
this attack is O(2(59+16*Sec)) iterations of the generation
process, so it is deenmed unfeasible.

2. Use any Modifier value, so that the address initially used in the
communi cation is probably not included in the HBA set. In this
case, the attacker nust renmain on-path, since he needs to rewite
the address carried in the packets (if not, the endpoints will
noti ce a change in the address used in the comunication). This
essentially neans that the attacker cannot |aunch a tinme shifted
attack, but he nmust be a full-tinme man-in-the-m ddle.

So, the conclusion is that HBAs provide protection against tine
shifted attacks

HBAs do not provide conplete protection agai nst floodi ng attacks,

and, as a result, the SH Mb protocol has other neans to deal with
them However, HBAs nmake it very difficult to launch a flooding
attack towards a specific address. It is possible though, to | aunch
a flooding attack against a prefix. And of course, the protection
that HBA offers applies only to nodes that enploy it; HBA provides no
solution for general -purpose flooding-attack protection for other
nodes.

Suppose that an attacker has easy access to a prefix PX :/nX and that
he wants to launch a flooding attack on a host located in the address
P:iid. The attack would consist of establishing comunication with a
server S and requesting a heavy flow fromit. Then sinply
redirecting the flowto P:iid, flooding the target. |In order to
performthis attack, the attacker needs to generate an HBA set
including P and PX in the prefix set, and be sure that the resulting
HBA set contains P:iid. 1In order to do this, the attacker needs to
find the appropriate Mdifier value. The expected nunber of attenpts
required to find such Modifier value is (2(59+16*Sec)), as presented
earlier. So, we can conclude that such attack is not feasible.

However, the target of a flooding attack is not linited to specific
hosts, but it can also be | aunched agai nst other el enents of the
infrastructure, such as router or access links. |In order to do that,
the attacker can establish a comunication with a server S and
request a downl oad of a heavy flow. Then, the attacker redirects the
communi cati on to any address of the target network. Even if the
target address is not assigned to any host, the floww |l flood the
access link of the target site, and the site access router will also
suffer the overload. Such attack cannot be prevented using HBAs,
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11.

11.

since the attacker can easily generate an HBA set using his own
prefix and the target network prefix. |In order to prevent such
attacks, additional nechanisns are required, such as reachability
tests.

2. Privacy Considerations

HBAs can be used as RFC 4941 [7] addresses. |If a node wants to use
tenporary addresses, it will need to periodically generate new HBA
sets. The effort required for this operation depends on the Sec
paraneter value. |If Sec=0, then the cost of generating a new HBA set
is simlar to the cost of generating a random nunber, i.e., one
iteration of the HBA set generation procedure. However, if Sec>0,
then the cost of generating an HBA set is significantly increased,
since it required (2(16*Sec)) iterations of the generation process.
In this case, depending on the frequency of address change required,
the support for RFC 4941 address nmay be nore expensive.

3. SHA-1 Dependency Consi derati ons

Recent attacks on currently used hash functions have notivated a
consi derabl e anpbunt of concern in the Internet comunity. The
recommended approach [14] [15] to deal with this issue is first to
anal yze the inpact of these attacks on the different Internet
protocol s that use hash functions, and second to nake sure that the
different Internet protocols that use hash functions are capabl e of
nmgrating to an alternative (nore secure) hash function w thout a
maj or disruption in the Internet operation

The af orenentioned analysis for CGAs and their extensions (including
HBAs) is performed in RFC 4982 [10]. The conclusion of the analysis
is that the security of the protocols using CGAs and their extensions
are not affected by the recently avail abl e attacks agai nst hash
functions. 1In spite of that, the CGA specification [2] was updated
by RFC 4982 [10] to enable the support of alternative hash functions.

4, DoS Attack Considerations

In order to use the HBA technique, the owner of the HBA set nust
informits peer about the CGA Paraneter Data Structure in order to
all ow the peer to verify that the different HBAs belong to the same
HBA set. Such information nust then be stored by the peer to verify
alternative addresses in the future. This can be a vector for DoS
attacks, since the peer nmust conmit resources (in this particular
case nmenory) to be able to use the HBA techni que for address
verification. It is then possible for an attacker to |launch a DoS
attack by conveying HBA information to a victim inmposing on the
victimto use nenory for storing HBA related state, and eventually
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13.

runni ng out of nenory for other genuine operations. |n order to
prevent such an attack, protocols that use the HBA techni que shoul d
i mpl enent proper DoS prevention techniques.

For instance, the Shint protocol [9] includes a 4-way handshake to
establish the Shinb context and, in particular, to establish the HBA-
related state. In this 4-way handshake, the receiver remains

statel ess during the first 2 nessages, while the initiator nust keep
state throughout the exchange of the 4 nessages so that the cost of
the context establishnent is higher in menory terns for the initiator
(i.e., the potential attacker) than for the receiver (i.e., the
potential victin). |In addition to that, the 4-way handshake prevents
t he usage of spoofed addresses fromoff-path attacker, since the
initiator nust be able to receive information through the address it
has used as source address, enabling the tracking of the |ocation
fromwhich the attack was | aunched.
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