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Abstract

Thi s docunent describes a standard way to store the configuration and
the results of traceroute nmeasurenents. This document first
describes the term nology used in this docunent and the traceroute
tool itself; afterwards, the comon information nodel is defined,
dividing the information elenents into two semantically separated
groups (configuration elenents and results elenments). Mbreover, an
additional elenent is defined to relate configuration elenents and
results elenents by neans of a common unique identifier. On the
basis of the information nodel, a data nodel based on XM. is defined
to store the results of traceroute neasurenents.
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1

I ntroduction

Traceroutes are used by lots of neasurenent efforts, either as

i ndependent neasurenents or as a neans of getting path information to
support other neasurenent efforts. That is why there is the need to
standardi ze the way the configuration and the results of traceroute
nmeasurenents are stored. The standard netrics defined by the | PPM
group in matters of delay, connectivity, and | osses do not apply to
the metrics returned by the traceroute tool. Therefore, in order to
conmpare results of traceroute neasurenents, the only possibility is
to add to the stored results a specification of the operating system
as well as the name and version for the traceroute tool used. This
document, in order to store results of traceroute neasurenments and
al | ow conparison of them defines a standard way to store them using
an XML schena.

The docunent is organized as follows: Section 2 defines the
term nol ogy used in this docunent; Section 3 describes the traceroute
tool; Section 4 describes the results of a traceroute measurenent as
di spl ayed to the screen fromwhich the traceroute tool was |aunched;
Section 5 and Section 6, respectively, describe the information node
and data nodel for storing configuration and results of the
traceroute neasurenents; Section 7 contains the XML schema to be used
as a tenplate for storing and/ or exchangi ng traceroute neasurenent

i nformati on; the docunment ends with security considerations and | ANA
considerations in Section 8 and Section 9 respectively.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Term nol ogy Used in This Docunent
The term nol ogy used in this docunment is defined as follows:

0 traceroute tool: a software tool for network diagnostic that
behaves as described in Section 3;

0 traceroute neasurenent: an instance of the traceroute too
| aunched, with specific configuration paraneters (traceroute
measur enent configuration paraneters), froma specific host
(initiator of the traceroute neasurenent) giving as out put
specific traceroute neasurenent results;

o traceroute probe: one of many |IP packets sent out by the
traceroute tool during a traceroute measurenent;
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3.

0o traceroute neasurenent configuration paraneters: the configuration
paraneters of a traceroute neasurenent;

0o traceroute neasurenent results: the results of a traceroute
nmeasur enent ;

o0 traceroute neasurenent information: both the results and the
configuration paranmeters of a traceroute neasurenent;

0 traceroute neasurenent path: a sequence of hosts transited in
order by traceroute probes during a traceroute measurenent.

The Traceroute Tool and Its Qperations

Traceroute is a network diagnostic tool used to deternine the hop-by-
hop path froma source to a destination and the Round Trip Tinme (RTT)
fromthe source to each hop. Traceroute can be therefore used to

di scover sone information (hop counts, delays, etc.) about the path
between the initiator of the traceroute neasurenent and other hosts.

Typically, the traceroute tool attenpts to discover the path to a
destination by sending UDP probes with specific time-to-live (TTL)
values in the I P packet header and trying to elicit an I CW

Tl ME_EXCEEDED r esponse from each gateway al ong the path to sone host.

In nore detail, a first set of probes with TTL equal to 1 is sent by
the traceroute tool fromthe host initiating the traceroute

nmeasur enent (sone tool inplenentations allow setting the initial TTL
to a value equal to "n" different from1, so that the first "n-1"
hops are skipped and the first hop that will be traced is the "n-th"
in the path). Upon receiving a probe, the first hop host decreases
the TTL value (by one or nore). By observing a TTL value equal to
zero, the host rejects the probe and typically returns an | CWP
message with a Tl ME_EXCEEDED val ue. The traceroute tool can
therefore derive the IP address of the first hop fromthe header of
the |1 COVWP nessage and eval uate the RTT between the host initiating the
traceroute neasurenment and the first hop. The next hops are

di scovered followi ng the sane procedure, taking care to increase at
each step the TTL val ue of the probes by one. The TTL value is
increased until either an | CVP PORT_UNREACHABLE nessage is received,
meani ng that the destination host has been reached, or the nmaxinmm
configured nunber of hops has been hit.

Sone inplenentati ons use | CWP Echoes, instead of UDP dat agranmns.
However, many routers do not return | CMP nessages about | CW
nmessages, i.e., no | CMP TI ME_EXCEEDED is returned for an | CVMP Echo.
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Therefore, this docunent recomends to base inplenentations on UDP
dat agrans. Considerations on TCP-based i npl enentations of the
traceroute tool are reported in Appendix A 1

4. Results of Traceroute Measurenents

The following list reports the information fields provided as results
by all traceroute tool inplenentations considered. The order in
which they are reported here is not relevant and changes in different
i npl enment ati ons. For each hop, the following information is

report ed:

o the hop index;

o the host synbolic address, provided that at |east one of the
probes received a response, the synbolic address could be resol ved
at the corresponding host, and the option to display only
numeri cal addresses was not set;

o the host IP address, provided that at |east one of the probes
received a response;

o the RIT for each response to a probe.

Dependi ng on the traceroute tool inplenentation, additiona
i nformati on m ght be displayed in the output (for instance, MPLS-
related information).

It might happen that sone probes do not receive a response within the
configured tineout (for instance, if the probe is filtered out by a
firewall). 1In this case, an "*" is displayed in place of the RITT.
The informati on nodel reflects this using a string with the val ue of
"RoundTri pTi nreNot Avai | abl e", meani ng either the probe was | ost
because of a tineout or it was not possible to transnmit a probe. It
may al so happen that sone inplenentations print the sane |line
multiple tinmes when a router decreases the TTL by nore than one, thus
| ooking like nmultiple hops. The information nodel is not inpacted by
this since each line is handl ed separately; it is left to the
applications handling the XM file how to deal with it. Moreover,
for delays below 1 ns, some inplenmentations report O ns (e.g., UN X
and LINUX), while WNDOAS reports "< 1 ns".

5. Information Mddel for Traceroute Measurenents
The informati on nodel is conposed of information elenments; for

defining these information el enents, a tenplate is used. Such
tenplate is specified in the |list bel ow
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nane - A uni que and neani ngful nane for the infornmation el enent.
The preferred spelling for the nane is to use nixed case if the
name i s conmpound, with an initial |ower-case letter, e.qg.
"sour cel pAddr ess".

description - The senmantics of this information el enent.
dat aType - One of the types listed in Section 5.1 of this docunent
or in an extension of the information nodel. The type space for

attributes is constrained to facilitate inplenentation

units - |If the elenent is a neasure of sone kind, the units
identify what the neasure is.

Dat a Types

This section describes the set of basic valid data types of the
i nformati on nodel

(o]

string - The type "string" represents a finite-length string of
valid characters fromthe Unicode character encoding set. Unicode
allows for ASCII and many other international character sets to be
used. It is expected that strings will be encoded in UTF-8
format, which is identical in encoding for US-ASCI| characters but
whi ch al so accommodat es ot her Uni code nulti-byte characters.

string255 - Sane type as "string" but with the restriction of 255
characters.

i net AddressType - The type "inet AddressType" represents a type of
Internet address. The allowed values are inported from [ RFC4001]
(where the intent was to inport only sone of the val ues);

addi tional allowed values are "asnunber" and "noSpecification".

i net Address - The type "inet Address"” denotes a generic Internet
address. The allowed val ues are inported from[RFC4001] (the

val ues inported are unknown, ipv4, ipv6, and dns), while non-

gl obal 1Pv4/1Pv6 addresses (e.g., ipvdz and ipv6z) are excl uded;
an additional allowed value is the AS nunber, indicated as the
actual nunber plus the indication of how the mapping fromlIP
address to AS nunber was performed. "Unknown" is used to indicate
an | P address that is not in one of the formats defi ned.

i pASNunber Mappi ngType - The type "i pASNunber Mappi ngType"
represents a type of mapping fromlIP to AS nunber, it indicates
the method that was used to do get the mapping (all owed val ues are
"bgpt abl es”, "routingregistries”, "nslookup", "others" or
"unknown") .
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0 boolean - The type "bool ean" represents a bool ean val ue accordi ng
to XML standards [ WBC. REC- xm schenma- 2- 20041028] .

0 unsignedlnt - The type "unsignedint" represents a value in the
range (0..4294967295).

0 unsignedShort - The type "unsignedShort" represents a value in the
range (0..65535).

0 unsignedByte - The type "unsi gnedByte" represents a value in the
range (0..255).

0 u8nonzero - The type "u8nonzero" represents a value in the range
(1..255).

0 probesType - The type "probesType" represents a way of indicating
the protocol used for the traceroute probes. Values defined in
this document are UDP, TCP, and | CMWP

0 operationResponseStatus - The type "operati onResponseStatus" is
used to report the result of an operation. The allowed values are
i mported from [ RFC4560] .

0 dateTine - The type "dateTine" represents a date-tine
specification according to XM. standards
[ WBC. REC- xnl schema- 2- 20041028] but is restricted to the val ues
defined in [ RFC3339].

5. 2. I nformati on El enents

This section describes the elenents related to the storing of a
traceroute neasurement. The elenents are grouped in two groups
(configuration and results) according to their semantics. In order
to relate configuration and results el ements by neans of a conmon

uni que identifier, an additional elenent is defined belonging to both
groups.

5.2.1. Relationships between the Information El ements
Every traceroute nmeasurenent is represented by an instance of the
"traceRoute" elenment. This class provides a standardized
representation for traceroute neasurenent data. The "traceroute"
el ement is an el enent that can be conposed of (depending on the
nature of the traceroute nmeasurenent)
o 1 optional "RequestMetadata" el enent;

o 0..2147483647 "Measurenent" el enents.
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Each "Measurenent"” el enent contains:

(o]

(o]

1

0.

optional "Measurenent Met adata" el enment;

. 2147483647 "Measurenment Result" el enents.

The "Request Met adata" el enent can be used for specifying paraneters
of a traceroute nmeasurenent to be perforned at one or nore nodes by
one or nore traceroute inplenmentations. Depending on the
capabilities of a traceroute inplenentation, not all requested
paraneters can be applied. VWhich paraneters have actually been
applied for a specific traceroute neasurenent is specified in a
"Measur ement Met adat a" el enment .

The "Request Met adata" el ement is a sequence that contains:

(0]

(o]

1

1

1

"Test Nane" el enent;

optional "Tool Versi on" el enent;
optional "Tool Nane" el enment;

"Ct| Tar get Addr ess" el enent;

optional "CtlBypassRouteTabl e" el enent;
optional "CtI ProbeDataSi ze" el enment;
optional "CtITimeQut" el enent;
optional "CI ProbesPerHop" el enent;
optional "CtlPort" el enent;

optional "CtI MaxTtl" el ement;
optional "CtIDSField* el enent;
optional "Ctl SourceAddress" el ement;
optional "CtlIflndex" el enent;
optional "CtIM scOptions" el enent;
optional "CtI MaxFail ures" el enment;

optional "CtlIDontFragnment" el enent;
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I f the "Request Metadata" el enent
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optional "Ctllnitial Ttl" el enent;
optional "CtlDescr" elenent;

"Ctl Type" el ement.

Decenber 2008

is omtted froman XM file, it

means that the traceroute neasurenent configuration paraneters

requested were all

themin detail.

used and t he "Measurenent Met adat a"

element lists

The "Measurenent Met adata" el enent is a sequence that contains:

(o]

Ni ccolini, et al.
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"Test Nane" el enent;

" OSNane" el enent;

"OSVersion" el enent;

"Tool Versi on" el ement;

"Tool Nane" el enent;

"Ct| Tar get Addr essType" el enent;
"Ct| Tar get Address" el enent;

"Ct | BypassRout eTabl e" el enent;
"Ct| ProbeDat aSi ze" el enent;
"Ctl TimeQut” el ement;

"Ct| ProbesPer Hop" el enment;

"Ctl Port" el enent;

"Ctl MaxTtl" el ement;

"Ct| DSFi el d" el enment;

"Ct| Sour ceAddr essType" el enent;
"Ct| Sour ceAddr ess” el enent;
"CtlIflndex" el ement;

optional "CtIM scOptions" el enent;
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o 1 "CIMxFailures" elenent;

o 1 "CI DontFragnent" elenent;

o 1"ClInitialTtl" el ement;

o 1 optional "Ctl Descr" el enent;

o 1 "CtlType" elenent.

Configuration informati on el enents can describe not just traceroute
measur enents that have al ready happened (" Measur enent Met adat a"

el ements), but also the configuration to be used when requesting a
measur enent to be nade ("Request Metadata" elenent). This is quite
different semantically, even if the individual information elenents
are simlar. Due to this simlarity, both "RequestMetadata" and
"Measur enent Met adat a* are represented by the sanme type in the XM
schena. Al elenents that are missing fromthe "Request Metadata" or
mar ked as optional in the "Request Metadata" but mandatory in the
"Measur enent Met adat a" nust be specified as enpty el enents.

Speci fying them as enpty el enents neans use the default value. The
"Ct | Type" elenment could have been optional in the "RequestMtadata"
but since default values cannot be specified for conplex types in an
XM. schenma, the elenent is mandatory in the "Request Met adat a”

The "Measurenment Result" el enent is a sequence that contains:

0 1 "TestNane" el enent;

0 1 "ResultsStart Dat eAndTi ne" el enent;

0 1 "ResultslpTgt Addr Type" el enment;

0 1 "ResultslpTgtAddr" el enment;

o 1 "ProbeResults" el ements;

0 1 "Resul t sendDat eAndTi ne" el enment.

Additionally, it is inportant to say that each "ProbeResults" el enent
i s a sequence that contains:

o 1..255 "hop" el enents.
Each "hop" elenment is a sequence that contains:

o 1..10 "probe" el enents;
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1 optional "HopRawQut put Data" el enent.

Each "probe" el enent contains:

(o]

(0]

1 "HopAddr Type" el ement;

1 "HopAddr" el enent;

1 optional "HopNane" el ement;

0..255 optional "MPLSLabel StackEntry" el ements;
1 "ProbedRoundTri pTi ne" el enent;

1 "ResponseStatus" el ement;

1 "Time" el enent.

Di fferent nunbers of appearances of the three basic elenents in the
XML file are neant for different scopes:

(0]

afile with only 1 "RequestMetadata" elenent represents a file
contai ning the traceroute measurenent configuration paraneters of
a traceroute nmeasurenment; it can be used to distribute the
traceroute neasurenment configuration paraneters over nultiple
nodes asked to run the same traceroute neasurenent;

a file with 1 "Measurenent” el enment containing 1
"Measur enent Met adat a* and 1 "Measurenment Result™ el enent represents
a file containing the traceroute neasurenent information of a
traceroute neasurenent;

afilewith 1 "Measurenent” elenent containing 1
"Measur enent Met adat a" and n "Measurenment Result" el enents
represents a file containing the traceroute neasurenent
information of a set of traceroute neasurenents run over different
tinmes with always the sane traceroute neasurenent configuration
par aneters

afile with 1 "RequestMetadata” and 1 "Measurenent"” el ement
containing 1 "Measurenent Met adata"™ and 1 "Measurenment” el enent
represents a file containing the traceroute neasurenent
infornmati on of a traceroute neasurenent (containing both the
requested traceroute nmeasurenent configuration paraneters and the
ones actually used);

ot her conbi nations are possible to store nultiple traceroute
neasurenents all in one XM. file.
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5.2.2. Configuration Information El enments

This section describes the elements specific to the configuration of
the traceroute neasurenent (belonging to both the "Request Met adat a"
and " Measur enent Met adata" el enents).

5.2.2.1. I Target AddressType
0 nanme - CI Target AddressType

0 description - Specifies the type of address in the corresponding
"Ct| Target Address" elenent. This elenment is not directly
reflected in the XML schema of Section 7. The host address type
can be determ ned by exam ning the inetAddress type nane and the
correspondi ng el enent val ue.

o dataType - inetAddressType
0 units - NA

5.2.2.2. I Target Address
0 nanme - CI Target Address

0 description - In the "Request Metadata" elenment, it specifies the
host address requested to be used in the traceroute neasurenent.
In the "Measurenent Met adata" elenment, it specifies the host
address used in the traceroute neasurenent.

0 dataType - inetAddress
0 units - NA
5.2.2.3. Il BypassRouteTabl e
0 nane - CIl BypassRouteTabl e

0 description - In the "Request Metadata" el ement, specifies if the
optional bypassing of the route table was enabled or not. 1In the
"Measur enment Met adat a" el enent, specifies if the optional bypassing
of the route table was enabled or not. |If enabled, the norma
routing tables will be bypassed and the probes will be sent
directly to a host on an attached network. |If the host is not on
a directly attached network, an error is returned. This option
can be used to performthe traceroute neasurement to a | ocal host
through an interface that has no route defined. This object can
be used when the setsockopt SOL_SOCKET SO DONTROUTE option is
supported and set (see [I|EEE. 1003-1G 1997]).
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5.2.2.

5.2. 2.

5.2.2.

dat aType - bool ean
units - NA

4. Ctl ProbeDat aSi ze
name - Ct| ProbeDat aSi ze

description - Specifies the size of the probes of a traceroute
measurenent in octets (requested if in the "Request Met adat a"

el ement, actually used if in the "Measurenent Met adata” el ement).

I f UDP datagrans are used as probes, then the value contained in
this object is exact. |f another protocol is used to transnit
probes (i.e., TCP or I1CW), for which the specified size is not
appropriate, then the inplenentation can use whatever size
(appropriate to the nethod) is closest to the specified size. The
maxi mum val ue for this object is conputed by subtracting the
smal | est possible | P header size of 20 octets (IPv4 header with no
options) and the UDP header size of 8 octets fromthe nmaxi mumIP
packet size. An |IP packet has a maxi num si ze of 65535 octets
(excluding |1 Pv6 junbograns).

dat aType - unsi gnedShort

units - octets

5. CI TineCut

nane - C | Ti meQut

description - Specifies the tineout value, in seconds, for each
probe of a traceroute neasurenment (requested if in the
"Request Met adat a" el ement, actually used if in the
"Measur enment Met adat a" el enent).

dat aType - unsi gnedByte

units - seconds

6. Ctl ProbesPer Hop

nane - Ct| ProbesPer Hop

description - Specifies the nunber of probes with the sane tine-
to-live (TTL) value that are sent for each host (requested if in

the "Request Met adata" el ement, actually used if in the
" Measur enent Met adat a" el enent).
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(o]

(o]

dat aType - unsi gnedByte

units - probes

5.2.2.7. CtlPort

(o]

(o]

5.2

5.2

name - Ctl Port

description - Specifies the base port used by the traceroute
nmeasurenent (requested if in the "Request Metadata" el enent,
actually used if in the "Measurenent Met adata” el ement).

dat aType - unsi gnedShort

units - port nunber

.8.  Ctl MaxTtl

name - Ct| MaxTtl

description - Specifies the maxi num TTL val ue for the traceroute
nmeasurenent (requested if in the "Request Met adata" el enent,
actually used if in the "Measurenent Met adata" el ement).

dat aType - u8nonzero

units - tinme-to-live val ue

.9. CIDSField

nane - CIDSField

description - Specifies the value that was requested to be stored
inthe Differentiated Services (DS) field in the traceroute probe
(if in the "Request Met adata" el enment). Specifies the value that
was stored in the Differentiated Services (DS) field in the
traceroute probe (if in the "Masurenent Metadata"” el enent). The
DS field is defined as the Type of Service (TOS) octet in an | Pv4
header or as the Traffic Cass octet in an | Pv6 header (see
Section 7 of [RFC2460]). The value of this object nust be a
decimal integer in the range fromO to 255. This option can be
used to determ ne what effect an explicit DS field setting has on
a traceroute neasurenent and its probes. Not all values are |ega
or nmeani ngful. Useful TOS octet values are probably 16 (I ow

del ay) and 8 (high throughput). Further references can be found
in [RFC2474] for the definition of the Differentiated Services
(DS) field and in [RFC1812] Section 5.3.2 for Type of Service
(TOS).
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5.2

5.2.

5.2.

dat aType - unsi gnedByte

units - NA

.10. I Sour ceAddr essType

nane - Ctl Sour ceAddressType

description - Specifies the type of address in the correspondi ng
"Ct| Sour ceAddress" elenent. This elenment is not directly
reflected in the XML schema of Section 7. The host address type
can be deternined by exam ning the "inet Address" type nane and the
correspondi ng el enent value. DNS nanes are not allowed for the
"Ct| Sour ceAddr ess".

dat aType - inet AddressType

units - NA

.11. | Sour ceAddr ess

nane - C| Sour ceAddr ess

description - Specifies the I P address (which has to be given as
an | P nunber, not a hostnane) as the source address in traceroute
probes (requested if in the "Request Metadata" el enent, actually
used if in the "Measurenent Metadata" elenment). On hosts with nore
than one I P address, this option can be used in the
"Request Met adat a" el ement to force the source address to be

sonet hing other than the primary I P address of the interface the
probe is sent on; the value "unknown" neans the default address
will be used.

dat aType - inet Address

units - NA

.12, ¢l flndex

nane - Ctl|flndex

description - Specifies the interface index as defined in

[ RFC2863] that is requested to be used in the traceroute

nmeasur enent for sending the traceroute probes (if in the
"Request Met adata" elenment). A value of 0 indicates that no
specific interface is requested. Specifies the interface index
actually used (if in the "Measurenent Met adata” el ement).
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5.2

5.2

5.2

dat aType - unsi gnedl nt

units - NA

.13. G I MscOptions

nane - Ctl M scQOptions

description - Specifies inplenentation-dependent options
(requested if in the "Request Metadata" elenment, actually used if
in the "Measurenent Met adata” el ement).

dat aType - string255

units - NA

.14. C | MaxFail ures

nane - Ct| MaxFail ures

description - Specifies the maxi num nunber of consecutive tinmeouts
all owed before term nating a traceroute neasurenment (requested if
in the "Request Met adat a" el enent, actually used if in the

"Measur enent Met adat a" el enent). A value of either 255 (nmaxi num
hop count/possible TTL value) or O indicates that the function of
term nating a renote traceroute measurenent when a specific numnber
of consecutive timeouts are detected was disabled. This elenent
is included to give full conpatibility with [ RFC4560]. No known

i npl enment ati on of traceroute currently supports it.

dat aType - Unsi gned8

units - tineouts

.15. Ct | Dont Fr agnment

nane - Ct| Dont Fragnent

description - Specifies if the don't fragment (DF) flag in the IP
header for a probe was enabled or not (if in the

"Measurenent Met adata" elenent). If in the "RequestMetadata”, it
specifies if the flag was requested to be enabled or not. Setting
the DF flag can be used for perform ng a nmanual PATH MIU test.

dat aType - bool ean

units - NVA

Ni ccolini, et al. St andards Track [ Page 16]



RFC 5388 Traceroute Storage Format Decenber 2008

5.2.2.16. ClliInitial Ttl
o name - Cllnitial Ttl
0 description - Specifies the initial TTL value for a traceroute
measur enent (requested if in the "Request Metadata" el enent,
actually used if in the "Measurenent Metadata" element). Such TTL
setting is intended to bypass the initial (often well-known)
portion of a path.
o dataType - u8nonzero
o units - NA
5.2.2.17. I Descr

o nane - C| Descr

0 description - Provides a description of the traceroute
neasur enent .

0o dataType - string255
0 units - NA
5.2.2.18. Cl Type
o nanme - ClType
0 description - Specifies the inplenmentation nethod used for the
traceroute neasurenment (requested if in the "RequestMetadata"

el ement, actually used if in the "Measurenment Met adata" el enent).
It specifies if the traceroute is using TCP, UDP, |ICWMP, or other

types of probes. It is possible to specify other types of probes
by using an el enent specified in another schema with a different
namespace.

o dataType - probesType
O units - NA
5.2.3. Results Information El enents

This section describes the elenments specific to the results of the
traceroute neasurenent.
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5.2.3.

(o]

(o]

5.2.3.

5.2.3.

5.2. 3.

1. ResultsStartDat eAndTi e

name - Resul t sStart Dat eAndTi nme

description - Specifies the date and start time of the traceroute
measurenent. This is the tine when the first probe was seen at
the sending interface.

dat aType - DateTi ne

units - NA

2. Resul tsl pTgt Addr Type

nane - Resul tsl pTgt Addr Type

description - Specifies the type of address in the correspondi ng
"Resul tsl pTgt Addr" elenent. This elenment is not directly
reflected in the XML schema of Section 7. The host address type
can be determi ned by exanining the "inet Address" type nanme and the
correspondi ng el enent val ue.

dat aType - inet AddressType

units - NA

3. Resul tsl pTgt Addr

nane - Resul tsl pTgt Addr

description - Specifies the I P address associated with a

"Ct| Tar get Address" val ue when the destination address is specified
as a DNS nanme. The value of this object should be "unknown" if a
DNS name is not specified or if a specified DNS nane fails to
resol ve.

dat aType - inet Address

units - NA

4. HopAddr Type

nane - HopAddr Type

description - Specifies the type of address in the correspondi ng

"HopAddr" elenment. This elenment is not directly reflected in the
XML scherma of Section 7. The host address type can be determ ned
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5.2.3.

5.2.3.

5.2. 3.

by examining the "inet Address" type nane and the correspondi ng
el ement value. DNS nanes are not allowed for "HopAddr"

dat aType - inet AddressType
units - N A

5.  HopAddr

nane - HopAddr

description - Specifies the address of a hop in the traceroute
measurenent path. This object is not allowed to be a DNS nane.

dat aType - inet Address
units - NA

6. HopNane

name - HopNane

description - Specifies the DNS nanme of the "HopAddr" if it is
available. If it is not available, the elenent is onmtted.

dat aType - inet Address
units - NA

7. WMPLSLabel StackEntry
name - MPLSLabel St ackEntry

description - Specifies entries of the MPLS | abel stack of a probe
observed when the probe arrived at the hop that replied to the
probe. This object contains one MPLS | abel stack entry as a
32-bit value as it is observed on the MPLS | abel stack. Contained
in this single nunber are the MPLS |abel, the Exp field, the S
flag, and the MPLS TTL value as specified in [RFC3032]. |If nore
than one MPLS | abel stack entry is reported, then nultiple

i nstances of elements of this type are used. They nust be ordered
in the same order as on the | abel stack with the top |abel stack
entry being reported first.

dat aType - unsi gnedl nt

units - NA
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5.2.3.

(o]

(o]

5.2.3.

5.2. 3.

5.2. 3.

8. ProbeRoundTri pTi me

nane - ProbeRoundTri pTi ne

description - If this el enent contains the el enent

"roundTri pTinme", this specifies the ambunt of tine neasured in
mlliseconds fromwhen a probe was sent to when its response was
received or when it timed out. The value of this element is
reported as the truncation of the nunber reported by the
traceroute tool (the output "< 1 ms" is therefore encoded as 0
ms). If it contains the elenent "roundTripTi meNot Avai |l able", it
means either the probe was | ost because of a tinmeout or it was not
possible to transmt a probe.

dat aType - unsi gnedShort or string

units - mlliseconds or VA

9. ResponseSt at us

name - ResponseStat us

description - Specifies the result of a traceroute neasurenent
made by the host for a particular probe.

dat aType - operati onResponseSt at us
units - NA

10. Tine

name - Tinme

description - Specifies the tinestanp for the tine the response to
the probe was received at the interface.

dat aType - DateTi ne

units - NA

11. Resul t sendDat eAndTi ne

name - Resul t sEndDat eAndTi me

description - Specifies the date and end tine of the traceroute

nmeasurenent. It is either the tine when the response to the |ast
probe of the traceroute measurenent was received or the time when
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the | ast probe of the traceroute neasurenent was sent plus the
relative tinmeout (in case of a nissing response).

0 dataType - DateTinme

o units - NA

5.2.3.12. HopRawQut put Dat a

0 name - HopRawQut put Dat a

0 description - Specifies the raw output data returned by the
traceroute nmeasurenent for a certain hop in a traceroute
nmeasurenent path. It is an inplenmentation-dependent, printable
string, expected to be useful for a human interpreting the
traceroute results.

0 dataType - string

0 units - NA

5.2.4. Information Element Correlating Configuration and Results
El ement s

This section defines an additional elenment belonging to both previous
groups (configuration elements and results el enents) naned
"TestNanme". This elenment is defined in order to relate configuration
and results elenments by means of a comon unique identifier (to be
chosen in accordance to the specification of [RFC4560]).
5.2.4.1. TestNane
0 nanme - Test Nane
0 description - Specifies the nane of a traceroute measurenent.
This is not necessarily unique within any well-defined scope
(e.g., a specific host, initiator of the traceroute neasurenent).
0 dataType - string255

0O units - NA
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5.2.5. Infornmation Elements to Conpare Traceroute Measurenment Results
with Each O her
This section defines additional elenments bel onging to both previous
groups (configuration elenents and results el enents); these elenents
were defined in order to allow traceroute neasurenent results
conpari son anong different traceroute neasurenents.
5.2.5.1. COSNane
o nanme - OSNane
0 description - Specifies the name of the operating systemon which
the traceroute measurenent was |aunched. This elenent is ignored
if used in the "Request Met adat a"
o dataType - string255
o units - NA
5.2.5.2. (OSVersion
0 name - OSVersion
0 description - Specifies the OS version on which the traceroute
nmeasur enent was | aunched. This elenent is ignored if used in the
"Request Met adat a".
0o dataType - string255
o units - NA
5.2.5.3. Tool Version
o nane - Tool Version
0 description - Specifies the version of the traceroute too
(requested to be used if in the "Request Metadata" el enment,
actually used if in the "Measurenment Met adata" el ement).

0o dataType - string255

o units - NA
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5.2.5.4. Tool Nane

6.

0 nanme - Tool Nane

0 description - Specifies the nanme of the traceroute tool (requested
to be used if in the "Request Metadata" elenent, actually used if
in the "Measurenent Met adata" el enent).

0 dataType - string255

0 units - NA

Data Mbdel for Storing Traceroute Measurenents
For storing and transnmitting information according to the infornmation

nmodel defined in the previous section, a data nodel is required that
specifies how to encode the elements of the information nodel.

There are several design choices for a data nodel. |t can use a
bi nary or textual representation and it can be defined from scratch
or use already existing frameworks and data nodels. |In general, the

use of already existing frameworks and nodel s shoul d be preferred.

Bi nary and textual representations both have advantages and

di sadvantages. Textual representations are (with sone linitations)
human-readabl e, while a binary representati on consunes | ess resources
for storing, transmitting, and parsing data.

An already existing and closely related data nodel is the D SMAN
TRACEROQUTE- M B nodul e [ RFC4560], which specifies a Structure of
Managenment | nfornmation version 2 (SMv2) encodi ng [ RFC2578],

[ RFC2579], and [ RFC2580] for transmitting traceroute measurenent
information (configuration and results). This data nodel is well
suited and supported w thin network managenment systemnms, but as a
general format for storing and transmtting traceroute results, it is
not easily applicable.

Anot her binary representation would be an extension of traffic-flow

i nformation encodings as specified for the IP Flow I nformation Export
(I PFI X) protocol [RFC5101], [RFC5102]. The IPFIX protocol is

extensi ble. However, the architecture behind this protocol [IPFIX]
is targeted at exporting passively neasured flow infornation

Theref ore, sonme obstacles are expected when trying to use it for
transmitting traceroute neasurenent information.

For textual representations, using the eXtensible Markup Language
(XM.) [WBC. REC-xm - 20060816] is an obvi ous choice. XM supports
clean structuring of data and syntax checking of records. Wth sone
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limtations, it is human-readable. It is supported well by a huge
pool of tools and standards for generating, transnmitting, parsing,
and converting it to other data formats. |Its disadvantages are the

resource consunption for processing, storing, and transmtting
information. Since the expected data volunes related to traceroute
measurenent in network operation and nmi ntenance are not expected to
be extremely high, the inefficient usage of resources is not a
significant disadvantage. Therefore, XML was chosen as a basis for
the traceroute nmeasurenent information nodel that is specified in
this meno.

Section 7 contains the XML schema to be used as a tenplate for
storing and/ or exchangi ng traceroute nmeasurenent information. The
schema was designed in order to use an extensibl e approach based on
tenpl ates (pretty sinmilar to how the | PFI X protocol is designed)
where the traceroute configuration elenments (both the requested
paraneters, "RequestMetadata", and the actual paraneters used
"Measurenent Met adata") are netadata to be referenced by results
infornmati on el enents (data) by neans of the "TestNane" el enent (used
as a unique identifier, chosen in accordance to the specification of
[ RFC4560]). Currently Open Gid Forum (OGF) is also using this
approach and cross-requirenments have been anal yzed. As a result of
this analysis, the XML schema contained in Section 7 is conpatible
with the OG schena since both were designed in a way that limts the
unnecessary redundancy and a sinple one-to-one transformati on between
the two exists.

7. XM Schema for Traceroute Measurenents

This section presents the XML schema to be used as a tenplate for
storing and/ or exchangi ng traceroute nmeasurenent information. The
schena uses UTF-8 encoding as defined in [ RFC3629]. |n docunents
conforming to the format presented here, an XML declarati on SHOULD be
present specifying the version and the character encoding of the XM
docunent. The docunent should be encoded using UTF-8. Since sone of
the strings can span nultiple lines, [RFC5198] applies. XM
processing instructions and comments MJST be ignored. Mnd that

whi t espace is significant in XM. when witing docunents confornming to
this schema. Docunents using the presented format nust be valid
according to the XM schema shown in this section. Since el enents of
type "_Ctl Type" may contain el ements from unknown nanmespaces, those
el ements MUST be ignored if their namespace is unknown to the
processor. Values for elenents using the XM. schena type "dateTi ne"
MJUST be restricted to values defined in [RFC3339]. Future versions
of this format MAY extend this schena by creating a new schema that
redefines all or sonme of the data types and el enents defined in this
version or by establishing a conplete new schema

Ni ccolini, et al. St andards Track [ Page 24]



RFC 5388 Traceroute Storage Format Decenber 2008

Due to the Iinmted line I ength sone |ines appear w apped.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs: schema el enent For nmDef aul t =" qual i fi ed"
t ar get Nanespace="urn:ietf: paranms: xm : ns: traceroute-1.0"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xmns:tr="urn:ietf:parans: xnl :ns:traceroute-1.0">
<xs: si npl eType name="string255">
<Xs:annot ati on>
<xs:docunentation>String restricted to 255
characters. </ xs: docunent ati on>
</ xs:annot at i on>

<xs:restriction base="xs:string">
<xs: maxLengt h val ue="255"/>
</xs:restriction>
</ xs:si npl eType>

<xs: si npl eType nane="u8nonzer 0" >
<xs: annot ati on>
<xs: document ati on>unsi gnedByte with non zero
val ue. </ xs: docunent ati on>
</ xs: annot ati on>

<xs:restriction base="xs: unsi gnedByte">
<xs: m nlncl usive val ue="1"/>
</xs:restriction>
</ xs:si npl eType>

<xs: conpl exType nane="_roundTri pTi ne" >
<xs: choi ce>
<xs: el enent nane="roundTri pTi mre" >
<xs: si npl eType>
<xs:restriction base="xs:unsignedlnt"/>
</ xs:si npl eType>
</ xs: el ement >

<xs: el ement nane="roundTri pTi meNot Avai | abl e" >
<xs: conpl exType/ >
</ xs: el emrent >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nane="_i net Addr essUnknown"/ >
<xs:si npl eType nane="_i net Addr essl pv4">

<xs:restriction base="xs:string">
<xs:pattern value="(([1-9]?[0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5

Ni ccolini, et al. St andards Track [ Page 25]



RFC 5388 Traceroute Storage Format Decenber 2008

1).){3}([1-9]?[0-9] | 1[0-9][0-9] | 2[ 0- 4] [0-9] | 25[ 0-5]) "/ >
</xs:restriction>
</ xs:si mpl eType>

<xs:si npl eType nane="_i net Addr essl pv6">
<xs:restriction base="xs:string">
<xs:pattern value="(([\dA-Fa-f]{1,4}:){7}[\dA-Fa-f]{1,4})(:([\d
1{1,3}.){3}[\d]{1,3})?"/>
</xs:restriction>
</ xs:si npl eType>

<xs: si npl eType nane="_i net Addr essDns" >
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="256"/>
</xs:restriction>
</ xs:si npl eType>

<xs: conpl exType nane="_i net Addr essASNunber " >
<Xs:annot ati on>
<xs: document ati on>Speci fies the AS nunmber of a hop in the
traceroute path as a 32-bit nunber and indicates how the
mappi ng from | P address to AS nunber was
per f or med. </ xs: docunent ati on>
</ xs:annot at i on>

<Xs:sequence>
<xs: el ement nane="asNunber" type="xs:unsignedint"/>

<xs: el ement nane="i pASNunber Mappi ngType" >
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: enuneration val ue="bgptabl es"/>

<xs:enuneration val ue="routingregistries"/>
<xs: enuneration val ue="nsl ookup"/ >
<xs:enuneration val ue="others"/>
<xs:enuneration val ue="unknown"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="i net Addr ess" >
<xs: choi ce>
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<xs: el enent nane="i net Addr essUnknown"
type="tr: _inet AddressUnknown"/>
<xs: el ement nane="i net Addr essl pv4" type="tr: _inet Addresslpv4"/>
<xs: el enent nane="i net Addr essl pv6" type="tr: _inet Addresslpv6"/>

<xs: el enent nane="i net Addr essASNunber "
type="tr: _inet Addr essASNunber"/ >

<xs: el ement m nCccurs="0" name="i net Addr essDns"
type="tr: _inet AddressDns"/>
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nanme="i net Addr essW t hout Dns" >
<XS: sequence>
<xs: choi ce>
<xs: el enent nane="i net Addr essUnknown"
type="tr: _inet AddressUnknown"/>

<xs: el ement nane="i net Addr essl pv4"
type="tr: _inet Addressl pv4"/>

<xs: el enent nane="i net Addr essl pv6"
type="tr: _inet Addresslpv6"/>

<xs: el ement nane="i net Addr essASNunber"
type="tr: _inet Addr essASNunber"/ >
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType nane="operati onResponseSt at us" >
<xs:restriction base="xs:string">
<xs: enuneration val ue="responseRecei ved"/ >
<xs: enuneration val ue="unknown"/ >
<xs:enuneration value="internal Error"/>
<xs: enuneration val ue="request Ti mredQut"/ >
<xs: enuneration val ue="unknownDest i nati onAddress"/ >

<xs:enuneration val ue="noRout eToTar get"/ >

<xs:enuneration value="interfacelnacti veToTarget"/>
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<xs: enuneration val ue="arpFailure"/>
<xs:enuneration val ue="nmaxConcurrentLi nm t Reached"/ >
<xs:enuneration val ue="unabl eToResol veDnsNane"/ >

<xs:enuneration val ue="inval i dHost Addr ess"/ >
</ Xxs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="_Ct| Type" >
<xs: choi ce>
<xs: el enent nane="TCP">
<xs: conpl exType/ >
</ xs: el enent >

<xs: el ement nane=" UDP" >
<xs: conpl exType/ >
</ xs: el enent >

<xs: el enent nane="| CVP" >
<xs: conpl exType/ >
</ xs: el enent >

<xs:any namespace="##ot her"/>
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nanme="_ProbeResul t s">
<XS:sequence>
<xs: el ement nmaxQccurs="255" nane="hop">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement maxQOccurs="10" nanme="probe" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent nane="HopAddr"
type="tr:inet AddressWt hout Dns" >
<Xs:annot ati on>
<xs: docunent ati on>Speci fies the address of a
hop in the traceroute nmeasurement path. This
object is not allowed to be a DNS nane. The
address type can be deternined by examining the
"i net Address" type nane and the correspondi ng
el ement val ue. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el emrent >
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<xs: el enent nmi nCccurs="0" nane="HopNane"

type="tr: _inet AddressDns">

<Xs:annot ati on>

<xs: docunent ati on>Speci fi es the DNS nane of
the "HopAddr" if it is available. If it is
not available, the elenent is

om tted. </ xs:docunent ati on>

</ xs: annot ati on>
</ xs: el enent >

<xs: el ement maxCccurs="255" m nCccurs="0"

name="MPLSLabel St ackEntry" >

<XS:annot ati on>

<xs: docunent ati on>Specifies entries of the

MPLS | abel stack of a probe observed when the
probe arrived at the hop that replied to the
probe. This object contains one MPLS | abel stack
entry as a 32-bit value as it is observed on the
MPLS | abel stack. Contained in this single
nunber are the MPLS | abel, the Exp field, the S
flag, and the MPLS TTL val ue as specified in
[RFC3032]. If nore than one MPLS | abel stack
entry is reported, then nmultiple instances of

el ements of this type are used. They nust be
ordered in the same order as on the |abel stack
with the top | abel stack entry being reported
first.</xs:docunentation>

</ Xs: annot ati on>

<xs: si npl eType>

<xs:restriction base="xs: unsignedlnt">
<xs: maxl ncl usi ve val ue="4294967295"/ >
</xs:restriction>

</ xs:si npl eType>
</ xs: el enent >

<xs: el ement nane="ProbeRoundTri pTi ne"

type="tr: _roundTripTi ne">

<Xs:annot ati on>

<xs:docunentation>lf this elenment contains the

el ement "roundTripTime", this specifies the
amount of tinme measured in mlliseconds from
when a probe was sent to when its response was
received or when it tinmed out. The val ue of

this elenent is reported as the truncation of

t he nunber reported by the traceroute tool (the
output "&t; 1 nms" is therefore encoded as 0 ns).
If it contains the el ement
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"roundTri pTi neNot Avai | abl e", it neans either
the probe was | ost because of a tinmeout or it
was not possible to transnmit a probe.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >

<xs: el enent nane="ResponseSt at us"
type="tr:operati onResponseSt at us" >
<xs:annot ati on>
<xs: docunent ati on>Specifies the result of a
traceroute neasurenent nade by the host for a
particul ar probe. </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el emrent >

<xs: el ement nane="Ti ne" type="xs:dateTi me">
<Xs:annot ati on>
<xs: docunent ati on>Specifies the tinestanp for
the tine the response to the probe was
received at the interface.</xs:docunmentation>
</ xs:annot ati on>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement mi nCccurs="0" name="HopRawQut put Dat a"
type="tr:string255">
<Xs:annot ati on>
<xs: docunent ati on>Speci fies the raw out put data
returned by the traceroute nmeasurenent for a
certain hop in a traceroute neasurenent path. It is
an inpl emrent ati on-dependent, printable string,
expected to be useful for a human interpreting the
traceroute results. </xs:docunentation>
</ xs:annot at i on>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="_Met adat a" >
<xs:annot ati on>
<xs: docunent ati on>Speci fies the netadata for a traceroute
operation -- the paraneters requested if used in
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"Request Met adata" or the actual parameters used if used in
"Measur enment Met adat a". </ xs: docunent ati on>
</ xs: annot ati on>

<Xs:sequence>
<xs: el enent nane="Test Nane" type="tr:string255">
<Xs:annot ati on>
<xs: document ati on>Speci fies the nane of a traceroute
nmeasurenent. This is not necessarily unique w thin any
wel | -defined scope (e.g., a specific host, initiator of
the traceroute nmeasurenent).</xs:docunentati on>
</ xs:annot at i on>
</ xs: el ement >
<xs:el ement defaul t=""
<xs:annot ati on>
<xs: docunent ati on>Speci fies the name of the operating
system on which the traceroute neasurenent was | aunched.
This elenent is ignored if used in the
"Request Met adat a" . </ xs: docunent at i on>
</ xs:annot at i on>
</ xs: el emrent >

nane="OSNane" type="tr:string255">

<xs: el enent defaul t=
<XS:annot ati on>
<xs: docunent ati on>Speci fies the OS versi on on which the
traceroute neasurenent was | aunched. This elenent is
ignored if used in the
"Request Met adat a" . </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >

nane="0OSVer si on" type="tr:string255">

<xs:elenment defaul t=
<xs:annot ati on>
<xs: docunent ati on>Speci fies the version of the traceroute
tool (requested to be used if in the "Request Met adat a"
el ement, actually used if in the "Measurenent Met adata"
el ement) . </ xs: docunent at i on>
</ xs:annot at i on>
</ xs: el ement >

nane="Tool Versi on" type="tr:string255">

<xs: el enent defaul t=
<Xs:annot ati on>
<xs: document ati on>Speci fies the nane of the traceroute
tool (requested to be used if in the "Request Met adat a"
el ement, actually used if in the "Measurenent Met adata"”
el ement ). </ xs: docunent at i on>
</ xs:annot at i on>

nane="Tool Nane" type="tr:string255">
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</ xs: el enent >

<xs: el ement nane="Ct| Tar get Address" type="tr:inet Address">
<xs:annot ati on>
<xs:docunentati on>n the "Request Met adata" el enment, it
specifies the host address requested to be used in the
traceroute nmeasurenent. In the "Measurenent Met adata”
element, it specifies the host address used in the
traceroute neasurement. The host address type can be
det erm ned by exani ning the "inet Address" type name and
the correspondi ng el enent val ue. </ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el ement >

<xs: el enent default="fal se" nane="Ct| BypassRout eTabl e"
type="xs: bool ean" >
<xs:annot ati on>
<xs: docunentati on> n the "Request Met adata" el enent
specifies if the optional bypassing of the route
tabl e was enabled or not. |In the "Measurenment Met adat a"
el ement, specifies if the optional bypassing of the route
tabl e was enabled or not. |If enabled, the normal routing
tables will be bypassed and the probes will be sent
directly to a host on an attached network. |If the host is
not on a directly attached network, an error is returned.
This option can be used to performthe traceroute
nmeasurenent to a local host through an interface that has
no route defined. This object can be used when the
set sockopt SOL_SOCKET SO DONTRQUTE option is supported and
set (see the PCsSI X standard | EEE. 1003- 1G 1997).
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el ement >

<xs: el ement default="0" name="Ct| ProbeDat aSi ze" >
<Xs:annot ati on>
<xs: docunent ati on>Speci fies the size of the probes of a
traceroute neasurement in octets (requested if in the
"Request Met adat a" el ement, actually used if in the

"Measurenment Met adat a" elenent). |f UDP datagrans are used
as probes, then the value contained in this object is
exact. |f another protocol is used to transnit probes

(i.e., TCP or ICWP) for which the specified size is not
appropriate, then the inplenentation can use whatever
size (appropriate to the method) is closest to the
specified size. The maxi numvalue for this object is
conmput ed by subtracting the small est possible |IP header
size of 20 octets (IPv4 header with no options) and the
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UDP header size of 8 octets fromthe naxi mum | P packet
size. An |IP packet has a maxi num size of 65535 octets
(excl uding |1 Pv6 junbograns). </ xs: docunent ati on>

</ xs: annot ati on>

<xs: si npl eType>
<xs:restriction base="xs: unsi gnedShort">
<xs: maxl ncl usi ve val ue="65507"/>
</xs:restriction>
</ xs:si npl eType>
</ xs: el emrent >

<xs: el ement default="3" nane="Ct| Ti meCut">

<Xs:annot ati on>
<xs: docunent ati on>Speci fies the tinmeout value, in
seconds, for each probe of a traceroute neasurenent
(requested if in the "Request Met adata" el ement, actually
used if in the "Measurenent Met adat a"
el ement) . </ xs: docunent ati on>

</ xs:annot ati on>

<xs:si npl eType>
<xs:restriction base="xs: unsi gnedByte">
<xs: mnlnclusive val ue="1"/>

<xs: maxl| ncl usi ve val ue="60"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >

<xs: el enent default="3" nanme="Ct| ProbesPer Hop" >

<Xs:annot ati on>
<xs: docunent ati on>Speci fi es the nunber of probes with the
same time-to-live (TTL) value that are sent for each host
(requested if in the "Request Met adata" el ement, actually
used if in the "Measurenent Met adat a"
el ement) . </ xs: docunent ati on>

</ xs:annot at i on>

<xs: si npl eType>
<xs:restriction base="xs: unsi gnedByte">
<xs: mnlnclusive val ue="1"/>

<xs: maxl| ncl usi ve val ue="10"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
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<xs: el enent defaul t="33434" nane="C|Port">
<Xs:annot ati on>
<xs: docunent ati on>Speci fi es the base port used by the
traceroute neasurenent (requested if in the
"Request Met adata" el enent, actually used if in the
"Measur enent Met adat a" el enent) . </ xs: docunent ati on>
</ xs:annot at i on>

<xs: si npl eType>
<xs:restriction base="xs:unsi gnedShort">
<xs: m nlncl usive val ue="1"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el emrent >

<xs: el ement default="30" nane="Ct| MaxTtl" type="tr:u8nonzero">
<xs:annot ati on>
<xs: docunent ati on>Speci fi es the maxi rum TTL val ue for the
traceroute neasurenent (requested if in the
"Request Met adat a" el ement, actually used if in the
"Measur erment Met adat a" el enent) . </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el emrent >

<xs: el enent defaul t="0" nane="Ct| DSFi el d"
t ype="xs: unsi gnedByt e" >
<Xs:annot ati on>
<xs: docunent ati on>Speci fi es the val ue that was requested
to be stored in the Differentiated Services (DS) field in
the traceroute probe (if in the "Request Met adat a"
el ement). Specifies the value that was stored in the
Differentiated Services (DS) field in the traceroute
probe (if in the "Measurenent Metadata" elenment). The DS
field is defined as the Type of Service (TOS) octet in an
| Pv4 header or as the Traffic Class octet in an | Pv6
header (see Section 7 of [RFC2460]). The value of this
obj ect nust be a decinmal integer in the range fromO to
255. This option can be used to deternmi ne what effect an
explicit DS field setting has on a traceroute neasurenent
and its probes. Not all values are | egal or neani ngful
Useful TGOS octet values are probably 16 (Il ow del ay) and
8 (high throughput). Further references can be found in
[ RFC2474] for the definition of the Differentiated
Services (DS) field and in [ RFC1812] Section 5.3.2 for
Type of Service (TOS).</xs:docunentati on>
</ xs: annot ati on>
</ xs: el emrent >
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<xs: el ement nane="Ct| Sour ceAddr ess"
type="tr:inet AddressWt hout Dns" >
<Xs:annot ati on>
<xs: docunent ati on>Speci fies the | P address (which has to
be given as an I P nunber, not a hostnane) as the source
address in traceroute probes (requested if in the
"Request Met adata" el enent, actually used if in the
"Measurenent Met adata" el enent). On hosts with nore than
one | P address, this option can be used in the
"Request Met adata" el enment to force the source address to
be sonething other than the primary | P address of the
interface the probe is sent on; the val ue "unknown" neans
the default address will be used. The address type can be
determi ned by examining the "inet Address" type nane and the
correspondi ng el enent val ue. </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el emrent >

<xs: el ement defaul t="0" name="Ctl|fI|ndex"
t ype="xs: unsi gnedl nt ">
<Xs:annot ati on>
<xs: docunent ati on>Speci fies the interface i ndex as
defined in [ RFC2863] that is requested to be used in the
traceroute neasurenent for sending the traceroute probes
(if in the "Request Metadata" elenent). A value of 0
i ndicates that no specific interface is requested.
Specifies the interface index actually used (if in the
"Measur enment Met adat a" el enent) . </ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el ement >

<xs: el enment nmi nCccurs="0" nane="Ct| M scOptions"
type="tr:string255">
<xs:annot ati on>
<xs: docunent ati on>Speci fi es i npl enent ati on- dependent
options (requested if in the "RequestMetadata" el enent,
actually used if in the "Masurenent Met adat a"
el ement) . </ xs: docunent at i on>
</ xs:annot at i on>
</ xs: el emrent >

<xs: el enent defaul t="5" nane="Ct | MaxFai |l ures"
t ype="xs: unsi gnedByt e" >
<Xs:annot ati on>
<xs: docunent ati on>Speci fi es t he maxi mum nunber of
consecutive tineouts all owed before termnating a
traceroute neasurenent (requested if in the
"Request Met adata" el enent, actually used if in the
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"Measur enent Met adat a" el enent). A value of either 255
(maxi mum hop count/possible TTL value) or 0 indicates
that the function of terminating a renpte traceroute
nmeasur enent when a specific nunber of consecutive
timeouts are detected was disabled. This elenent is
included to give full conpatibility with [ RFC4560]. No
known inpl enentation of traceroute currently supports
it.</xs:docunentation>
</ xs:annot at i on>
</ xs: el emrent >

<xs: el enent default="fal se" nane="Ct| Dont Fragnent"
t ype="xs: bool ean" >
<Xs:annot ati on>
<xs:docunent ati on>Specifies if the don’t fragment (DF)
flag in the I P header for a probe was enabled or not (if
in the "Measurenent Metadata" elenent). |If in the
"Request Metadata", it specifies if the flag was requested
to be enabled or not. Setting the DF flag can be used for
performng a manual PATH MIU test. </ xs: docunmentati on>
</ xs:annot at i on>
</ xs: el emrent >

<xs:element default="1" nane="CtlInitial Ttl"
type="tr:u8nonzero">
<xs: annot ati on>
<xs: docunent ati on>Specifies the initial TTL value for a
traceroute neasurenent (requested if in the
"Request Met adat a" el ement, actually used if in the
"Measurenent Met adata” el enent). Such TTL setting is
i ntended to bypass the initial (often well-known) portion
of a path. </ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el emrent >

<xs: el ement maxQccurs="1" mi nCccurs="0" nanme="Ct| Descr"
type="tr:string255">
<Xs:annot ati on>
<xs: docunent ati on>Provi des a description of the traceroute
nmeasur enent . </ xs: docunent ati on>
</ Xxs: annot ati on>
</ xs: el enent >

<xs: el enment nane="Ct| Type" type="tr: CI| Type">
<Xs:annot ati on>
<xs: docunent ati on>Speci fies the inplenentati on nmet hod
used for the traceroute nmeasurenent (requested if in the
"Request Met adata" el enent, actually used if in the
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"Measurenent Met adata" elenent). It specifies if the
traceroute is using TCP, UDP, |ICWP, or other types of
probes. It is possible to specify other types of probes

by using an el enent specified in another schema with a
di fferent nanespace. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="_Measur enent ">
<XS:annot ati on>
<xs: docunent ati on>Cont ai ns the actual traceroute neasurenment
resul ts. </ xs: docunent ati on>
</ xs: annot ati on>

<Xs:sequence>
<xs: el enent nane="Test Nane" type="tr:string255">
<xXs:annot ati on>
<xs: document ati on>Speci fies the nane of a traceroute
nmeasurenent. This is not necessarily unique w thin any
wel | -defined scope (e.g., a specific host, initiator of
the traceroute nmeasurenent).</xs:docunentati on>
</ xs: annot ati on>
</ xs: el ement >

<xs: el enent nane="Resul t sSt art Dat eAndTi ne" type="xs: dateTi ne">
<xs:annot ati on>
<xs: docunent ati on>Speci fies the date and start time of
the traceroute neasurenent. This is the tinme when the
first probe was seen at the sending
i nterface. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >

<xs: el enent nane="Resul t sl pTgt Addr"
type="tr:inet AddressWt hout Dns" >
<xs: annot ati on>
<xs: docunent ati on>Speci fies the | P address associ at ed
with a "Ct| Target Address" val ue when the destination
address is specified as a DNS nane. The value of this
obj ect should be "unknown" if a DNS nane is not specified
or if a specified DNS nane fails to resolve. The
address type can be deternined by examining the "inet Address"
type name and t he correspondi ng el enent
val ue. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
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<xs: el ement nane="ProbeResul ts" type="tr: ProbeResults"/>

<xs: el enent nane="Resul t sEndDat eAndTi me" type="xs: dateTi ne">
<xs:annot ati on>
<xs: docunent ati on>Speci fies the date and end tinme of the
traceroute neasurenent. It is either the tinme when the
response to the | ast probe of the traceroute neasurenent
was received or the tine when the | ast probe of the
traceroute neasurement was sent plus the relative timeout
(in case of a missing response).</xs:docunentation>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nane="traceRoute">
<xs: conpl exType>
<XS:sequence>
<xs: el enment ni nCccurs="0" name="Request Met adat a"
type="tr: Metadata"/>

<xs: el ement maxQccur s="2147483647" m nCccur s="0"
name=" Measur enent " >
<xs: conpl exType>
<XS: sequence>
<xs: el enent m nCccurs="0" nane="Measur enment Met adat a"
type="tr:_ Metadata"/>

<xs: el ement maxQccurs="2147483647" m nCQccurs="0"
nane="Measur enent Resul t"
type="tr:_ Measurenent"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: schena>

8. Security Considerations
Security considerations discussed in this section are grouped into
considerations related to conducting traceroute neasurenents and

considerations related to storing and transnmitting traceroute
nmeasur enent i nformation.
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This meno does not specify an inplenentation of a traceroute tool
Nei t her does it specify a certain procedure for storing traceroute
nmeasurenent information. Still, it is considered desirable to

di scuss rel ated security issues bel ow

8.1. Conducting Traceroute Measurenents

Conducting I nternet nmeasurenents can raise both security and privacy

concerns. Traceroute neasurenments, in which traffic is injected into
the network, can be abused for denial-of-service attacks disguised as
| egitimate nmeasurenment activity.

Measur ement paraneters MJST be carefully selected so that the
measurenents inject trivial amounts of additional traffic into the
networ ks they nmeasure. |f they inject "too nuch" traffic, they can
skew the results of the neasurenent, and in extrene cases cause
congestion and deni al of service.

The measurenents thensel ves could be harned by routers giving
nmeasurenent traffic a different priority than "normal" traffic, or by

an attacker injecting artificial nmeasurenent traffic. |f routers can
recogni ze neasurenent traffic and treat it separately, the
measurenents will not reflect actual user traffic. |If an attacker

injects artificial traffic that is accepted as legitimate, the |oss
rate will be artificially |owered. Therefore, the neasurenent

met hodol ogi es SHOULD i ncl ude appropriate techniques to reduce the
probability that nmeasurenment traffic can be distinguished from
"normal " traffic.

Aut henti cation techni ques, such as digital signatures, may be used
where appropriate to guard against injected traffic attacks.

8.2. Securing Traceroute Measurenent |nfornation

Traceroute neasurenent information is not considered highly
sensitive. Still, it may contain sensitive information on network
paths, routing states, used |IP addresses, and roundtrip tines that
operators of networks may want to protect for business or security
reasons.

It is thus inportant to control access to information acquired by
conducting traceroute neasurenents, particularly when transnitting it
over a networks but also when storing it. It is RECOWENDED that a
transm ssion of traceroute nmeasurenent information over a network
uses appropriate protection nechanisns for preserving privacy,
integrity, and authenticity. It is further RECOWENDED that secure
aut henti cation and authorization are used for protecting stored
traceroute nmeasurenent information
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9. | ANA Consi derations
Thi s docunent uses URNs to describe an XM. nanespace and an XM
schema for traceroute neasurenent information storing and
transm ssion, conformng to a registry nmechani smdescribed in
[ RFC3688]. Two URI assignnents have been nmde.
1. Registration for the | PPMtraceroute nmeasurenents nanmespace
* URI: urn:ietf:parans:xm:ns:traceroute-1.0
* Registrant Contact: |ESG
*  XM.: None. Nanespace URIs do not represent an XM.
2. Registration for the IPPMtraceroute neasurenents schema
* URlI: urn:ietf:parans: xm :schema:traceroute-1.0
* Registrant Contact: |ESG
*  XM.: See Section 7 of this docunent.
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This section lists traceroute neasurenent configuration paraneters as

wel |

wi dely they may vary.

t ool

7.0),

The LINUX (SUSE 9.1), BSD

where an

as their defaults on various platfornms and illustrates how

Thi s docunent considers four nmmjor traceroute
i mpl enent ati ons and conpares them based on confi gurable
paraneters and default val ues.
and UNI X (SunCS 5.9)

(FreeBSD

i mpl ement ati ons are based on UDP
dat agrans, while the WNDOANS (XP SP2) one uses | CWP Echoes.
conmparison is summarized in the follow ng table,

The
NAin the

option colum neans that such paraneter is not configurable for the

specific inplenentation.

i mpl enentations is outside the scope of this docunent;
sampling a few different

A conprehensi ve conparison of avail able

i mpl emrent ati ons,

however,
it can be observed that

by

they can differ quite significantly in terns of configurable

paraneters and al so default val ues.
only those options that are available in at

Note that in the foll
| east two of t

consi dered i npl enentations are report ed.

Ni ccolini,

owi ng tabl e
he

e NS +
| ©Cs | Option| Description | Default |
Fomm e o - [ Fom e m e e e e e e e e e e e f S +
| LINUX | -m | Specify the maxi mum TTL used | 30 |
[-------- Fo----- |in traceroute probes. [--------- |
| FreeBSDl -m | | OS var |
| --oo- - SREEEE | EEEPEREEE |
| UNNX | -m | | 30 |
R SRR | |- |
| WNDOAS| -h | | 30 |
Fom e oo - Hom - - o e e m e e e e e e e e e e oo oo - Fomm e e o +
| LINUX | -n | Di spl ay hop addresses | - |
[-------- Fommm - | numerically rather than [--------- |
| FreeBSD| -n | synbolically. | - |
| -oo-- SRR | EEEREEEES |
| UNNX | -n | | - |
oo NREREE | EEREEEEE |
| WNDOANS| -d | | - |
N N e N T +
| LINUX | -w |[Set the tine to wait for a | 3 sec |
[-------- R | response to a probe. [--------- |
| FreeBSD -w | | 5 sec |
|- RREEE | R |
| UNLX | -w | | 5 sec |
- AREEEE | EEEREEEES |
| WNDOWNS| -w | | 4 sec |
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S Foomonn . Fommemana +
| LINUX | NA |Specify a |oose source route | - |
[-=------- Fo-m-- | gateway (to direct the [-=-------

| FreeBSDl -g | traceroute probes through | - |
[-------- SR | routers not necessarily in [---------

| UNNX | -g | the path). | - |
R AREEEE | [EEEREEEES |
| WNDOWS| -g | | - |
oo oo T N +
| LINUX | -p | Set the base UDP port nunber | 33434

| ------- SR |used in traceroute probes [---------

| FreeBSDl -p | (UDP port = base + nhops - 1). | 33434

| --oo- - AREEEE | | --oo- e |
| UNNX | -p | | 33434
- oo | [EEEREEEES |
| WNDONS| N A | | - |
Fom e e e - Hom - - o e e e e e e e e e e e e e e e e e m o Fomm e e o +
| LINUX | -q | Set the nunmber of probes per | 3 |
[-------- e | TTL. [--------- |
| FreeBSDl -q | | 3

| --oo--- SREEEE | EEEREEEES |
| UNNX | -q | | 3 |
R oo | EERREREEE |
| WNDONS| N A | | 3
. Foonnnn . N +
| LINUX | -S |Set the |IP source address in [ 1P |
[-------- R | out goi ng probes to the | addr ess

| FreeBSD| -s | speci fied val ue. | of the

| -ooee oo | | out |
| UNLX | -s | |interface
- oo | | |
| WNDONS| N A | | |
oo oo T N +
| LINUX | -t | Set the Type of Service (TOS) | 0
[-------- SR |[in the probes to the specified [---------

| FreeBSD| -t | val ue. | 0

| --oo- - AREEEE | EEEEEEEES |
| UNNX | -t | | 0 |
- oo | EEEREEEES |
| WNDONS| N A | | 0

Fom e e e - Hom - - o e e e e e e e e e e e e e e e e e m o Fomm e e o +
| LINUX | -v | Ver bose output: received | CVP | - |
[-------- Fo--- - | packets ot her than [--------- |
| FreeBSD| -v | TI ME_EXCEEDED and | -
[-------- o | UNREACHABLE are |isted. [---------

| UNNX | -v | | - |
R oo | EERREEEEE |

| WNDONS| N A | | - |
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S Foomonn . Fommemana +
| LINUX | NA |[Set the tine (in nmsec) to | - |
[-------- - | pause between probes. [-=------- |
| FreeBSDl -z | | 0 |
| -ooee oo | EERREREEE |
| UNNX | -P | | 0
R oo | [EEEREEEES |
| WNDONS| N A | | - |
oo oo T N +
| LINUX | -r | Bypass the normal routing | - |
[-------- SR | tabl es and send directly toa |[--------- |
| FreeBSD| -r | host on attached network. | - |
| --oo- - AREEEE | [EEEREEEES |
[ UNLX | -r | | - |
- LR | [EEEREEEES |
| WNDONS| N A | | - |
Fom e e e - Hom - - o e e e e e e e e e e e e e e e e e m o Fomm e e o +
| LINUX | -f | Set the initial TTL for the | 1 |
[-------- Fo--- - | first probe. [--------- |
| FreeBSD| -f | | 1 |
| --oo--- SREEEE | EEERPEEES |
| UNNX | -f | | 1 |
R oo | EERREEEEE |
| WNDONS| N A | | 1 |
. Foonnnn . N +
| LINUX | -F |Set the "don’t fragnent" bit | - |
|-------- to----- | |--------- |
| FreeBSD| -F | | - |
| -ooee oo | EERREEEEE |
| UNNX | -F | | - |
|-------- to----- | |--------- |
| WNDONS| N A | | - |
oo oo T N +
| LINUX | NA |Enable socket |evel debugging. | - |
|-------- to----- | |--------- |
| FreeBSDl -d | | - |
|-------- to----- | |--------- |
| UNNX | -d | | - |
- oo | [EEEREEEES |
| WNDONS| N A | | - |
Fom e e e - Hom - - o e e e e e e e e e e e e e e e e e m o Fomm e e o +
| LINUX | NNA |Use |ICW Echoes instead of UDP | - |
[-------- Fo--- - | dat agr ams. [--------- |
| FreeBSD| -I | | - |
| --oo--- SREEEE | [EEEREEEES |
| UNEX | -1 | - |
|-------- te----- | |--------- |
| WNDONS| N A | | - |
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S Foomonn . Fommemana +
| LINUX | -1 | Specify a network interface to | - |
[-=------- Fo-m-- | obtain the I P address for [-=-------

| FreeBSD| -i | out goi ng | P packets | - |
[-------- SR | (alternative to option -s). [--------- |
| UNLX | -i | | -
R oo | [EEEREEEES |
| WNDONS| N A | | - |
oo oo T N +
| LINUX | NA |Toggle checksum | - |
R oo | EERREEEEE |
| FreeBSD| -x | | - |
| --oo- - AREEEE | [EEEREEEES |
| UNNX | -x | | - |
- R | [EEEREEEES |
| WNDONS| N A | | - |
Fom e e e - Hom - - o e e e e e e e e e e e e e e e e e m o Fomm e e o +
| LINUX | - | As optional |ast paraneter, | Depends
[-------- e | LI NUX, FreeBSD, and UN X | on

| FreeBSDl - | i mpl emrent ations al |l ow | i mpl enment |
[-------- R | speci fying the probe datagram |ation.

| UNIX | - |l ength for outgoing probes. | |
R oo | | |
| WNDONS| N A | |

. Foonnnn . N +

A 1. Alternative Traceroute |Inplenentations

As stated above, the wi despread use of firewalls m ght prevent UDP-
or | CMP-based traceroutes to conpletely trace the path to a
destination since traceroute probes might end up being filtered. In
some cases, such limtation night be overcone by sending instead TCP
packets to specific ports that hosts located behind the firewall are
listening for connections on. TCP-based inplenentations use TCP
SYN, or FIN probes and listen for TIME_EXCEEDED nessages, TCP RESET,
and ot her nessages fromfirewalls and gateways on the path. On the
other hand, sone firewalls filter out TCP SYN packets to prevent

deni al - of -service attacks; therefore, the actual advantage of using
TCP instead of UDP traceroute depends mainly on firewal
configurations, which are not known in advance. A detailed analysis
of TCP-based traceroute tools and neasurenents is outside the scope
of this docunent; regardless, for conpl eteness reasons, the

i nformati on nodel al so supports the storing of TCP-based traceroute
neasur enent s.
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Appendi x B.  Known Problens with Traceroute

B.1. Conpatibility between Traceroute Measurenment Results and | PPM
Metrics

Because of inplenentation choices, a known inconsistency exists
between the round-trip delay netric defined by the | PPM working group
in RFC 2681 and the results returned by the current traceroute too

i mpl enmentations. Unfortunately, it is unlikely that the traceroute
tool inplenmentations will inplement the standard definition in the
near future. The only possibility is therefore to conpare results of
different traceroute nmeasurenents with each other; in order to do
this, specifications both of the operating system (nanme and version)
and of the traceroute tool version used were added to the netadata
elements in order to help in conparing netrics between two different
traceroute neasurenment results (if run using the same operating
system and the sane version of the tool). Mreover, the traceroute
tool has built-in configurable nmechanisns |ike tinmeouts and can
experience problens related to the crossing of firewalls; therefore,
sonme of the packets that traceroute sends out end up being tinmeout or
filtered. As a consequence, it nmight not be possible to trace the
path to a node or there might not be a conplete enough set of probes
describing the RTT to reach it.

Appendix C. Differences to DI SMAN- TRACEROQUTE- M B

For performng renote traceroute operations at nanaged node, the | ETF
has standardi zed t he DI SMAN- TRACEROUTE-M B nodul e in [ RFC4560]. This
nmodul e al | ows:

0 retrieving capability infornmation of the traceroute too
i mpl ement ati on at the managed node;

o configuring traceroute neasurenents to be perforned

o retrieving information about ongoing and conpl eted traceroute
neasur enent s;

0 retrieving traceroute measurenment statistics.

The traceroute storage format described in this docunent has
significant overlaps with this MB nodule. Particularly, the nodels
for the traceroute neasurenent configuration and for the results from
conpl eted neasurenments are alnost identical. But for other parts of

t he DI SMAN- TRACEROUTE M B nodul e there is no need to nodel themin a
traceroute neasurenent storage format. Particularly, the capability

i nformation, information about ongoi ng neasurenents, and neasurenent
statistics are not covered by the DI SMAN traceroute storage nodel
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Concerning traceroute neasurenments and their results, there are
structural differences between the two nodel s caused by the different
choices for the encoding of the specification. For DI SMAN-
TRACERQUTE-M B, the Structure of Managenent Information (SMv2, STD
58, RFC 2578 [RFC2578]) was used, while the IPPMtraceroute

measur enent data nodel is encoded using XM

This difference in structure inplies that the DI SMAN- TRACEROUTE- M B
nmodul e contains SM-specific information el enents (nmanaged objects)
that concern tabl es of managed objects (specification, entry creation
and del etion, status retrieval) that are not required for the XM.-
encoded traceroute neasurenent data nodel

But for nost of the remamining information el enents that concern
configuration of traceroute nmeasurenents and results of conpleted
nmeasurenents, the semantics are identical between the DI SMAN
TRACERQUTE- M B nodul e and the traceroute neasurenent data nodel .
There are very few exceptions to this; these are listed below Al so,
nam ng of infornmation elenents is identical between both nodels with
a few exceptions. For the traceroute neasurenment data nodel, a few
i nformati on el enents have been added, sone because of the different
structure and sonme to provide additional information on conpleted
neasur enent s.

C.1. Scope

There are sonme basic differences in nature and application between

M B nodul es and XML docunents. This results in two nmajor differences
of scope between the DI SMAN- TRACEROUTE-M B nodul e and the traceroute
nmeasur enent data nodel

The first difference is the "traceRouteResultsTable" contained in the
DI SMAN- TRACEROQUTE-M B nodul e. This table allows online observation
of status and progress of an ongoing traceroute neasurenment. This
highly dynamic information is not included in the traceroute

nmeasur enent data nodel because it has not been envisioned to use the
nodel for dynamically reporting progress of individual traceroute
measurenents. The traceroute neasurenent data nodel is rather

i ntended to be used for reporting conpleted traceroute nmeasurenents.

The second difference is due to the fact that information in a MB is
typically tied to a | ocal node hosting the MB instance. The
"Request Met adat a" el enent specified in the traceroute neasurenent
data nodel can be used for specifying a neasurenent request that may
be applied to several probes in a network. This concept does not

exi st in the DI SMAN- TRACEROUTE- M B nodul e
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For the remaining elenents in the D SMAN- TRACEROUTE-M B nodul e and in
the traceroute measurenent data nodel, there is a very good match
between the two worlds. The "traceRouteCt| Tabl e" corresponds to the
"Measur enment Met adat a* el enent, and the conbination of the

"traceRout eProbeHi st oryTabl e* and the "traceRout eHopsTabl e"
corresponds to a collection of "MeasurenentResult" el enents.

C. 2. Nanming

Basically, nanes in both nodels are chosen using the sanme naning
conventi ons.

For the traceroute neasurenent configuration infornmation, all nanes,
such as "Ctl ProbesPerHop", are identical in both nodels except for
the traceRoute prefix that was renoved to avoid unnecessary
redundancy in the XM_ file and for "Ct| DataSi ze", which was renaned
to "Ctl ProbeDat aSi ze" for clarification in the traceroute neasurenent
dat a nodel .

Results of measurenments in the DI SMAN- TRACEROUTE-M B nodul es are
distributed over two tables, the "traceRouteResul tsTabl e" contains
mai nly informati on about ongoi ng neasurenents and the

"traceRout eProbeHi st oryTabl e* contains only information about

conpl et ed neasurenents. According to the SMv2 nam ng conventi ons,
nanes of information elenents in these tables have different prefixes
("traceRout eResul ts" and "traceRout eProbeH story"). Since the
traceroute neasurenment data nodel only reports on conpleted
nmeasurenents, this separation is not needed anynore and the prefix
"Results" is used for all related information el ements.

Beyond that, there are only a few changes in el enment nanes. The
renani ng actions include:

0 "traceRout eProbeHi st oryResponse" to "ProbeRoundTri pTi ne";
0 "traceRout eProbeHi storyHAddr" to "HopAddr";
0 "traceRout eProbeHi storyTi ne" to "Resul t sEndDat eAndTi ne";
0 "traceRout eProbeHi storyLast RC' to "Resul t sHopRawQut put Dat a" .
C. 3. Semantics
The semantics were changed for two information el enents only.
For "traceRout eProbeHi st oryResponse” in the D SMAN- TRACEROUTE-M B, a

value of O indicates that it is not possible to transnit a probe.
For the traceroute neasurenent data nodel, a value of 0 for el enent
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"RoundTri pTi ne" indicates that the neasured tine was | ess than one
mllisecond. For the case that it was not possible to transmt a
probe, a string is used that indicates the problem

For "traceRouteCtl|flndex" in the DI SMAN- TRACEROUTE-M B, a value of O
i ndicates that the option to set the index is not available. This
was translated to the traceroute neasurenent data nodel, such that a
value of 0 for this elenent indicates that the used interface is
unknown.

The el ement "traceRout eProbeH storylLastRC' in the D SMAN- TRACEROUTE-
M B was repl aced by el enent "Resul t sHopRawQut put Data". Wile
"traceRout eProbeHi storylLast RC' just reports a reply code,

"Resul t sHopRawQut put Dat a" reports the full raw output data (per hop)
produced by the traceroute measurenment that was used

C. 4. Additional Information El enents

Only a few information el enents have been added to the nodel of the
DI SMAN- TRACEROUTE- M B nodul e.

o For providing information on the MPLS | abel stack entries of a
probe in the traceroute nmeasurenent path, "MPLSLabel StackEntry"
was added.

o For providing additional tinestanp beyond "Result sEndDat eAndTi ne",
"Resul t sSt art Dat eAndTi ne" and "Ti me" were added

o For providing DNS names at the time of the execution of the
traceroute for each "HopAddr" (which may change over tine),
"HopNane" was added.

Appendi x D. Traceroute Exanples with XM. Representation

This section shows sone exanpl es of traceroute applications. In
addition, the encoding of requests and results is shown for sone of
those exanples. Also, note that in these XM. exanpl es sone |lines
appear wrapped due to the limted length of Iine.

A typical traceroute on a LINUX system | ooks |ike the follow ng:

# traceroute -f 4 ww. exanple 1500

traceroute to ww exanple (192.0.2.42), 30 hops nmax, 1500-byte packets
5 out.hostl. exanple (192.0.2.254) 6.066 ns 5.625 ns 6. 095 ns

6 rtr4.host6.exanple (192.0.2.142) 6.979 ns 6.221 ns 7.368 ns
7 hop7.rtr9.exanple (192.0.2.11) 16.165 ns 15. 347 ns 15. 514 ns
8 192.0.2.222 (192.0.2.222) 32.796 ns 28.723 ns 26.988 ns

9 in.exanple (192.0.2.123) 15.861 ns 16. 262 ns 17.610 ns

0

10 in.exanple (192.0.2.123)(N') 17.391 ms * *

Ni ccolini, et al. St andards Track [ Page 50]



RFC 5388 Traceroute Storage Format Decenber 2008

This traceroute ignores the first 4 hops and uses 1500-byte packets
i ncluding the header. It does not reach its goal since the |ast
listed hop says that the network is not reachable (NI'). The XM
representation for this trace foll ows:
<?xm version="1.0" encodi ng="UTF-8"?>
<traceRoute xm ns="urn:ietf:parans: xn :ns:traceroute-1.0">
<Request Met adat a>
<Test Nanme>Exanpl e 1</ Test Nane>
<OSNane/ >
<QOSVer si on/ >
<Tool Ver si on/ >
<Tool Nane/ >
<Ct| Tar get Addr ess>
<i net Addr essDns>wwv. exanpl e</ i net Addr essDns>
</ Ct | Tar get Addr ess>
<Ct | BypassRout eTabl e/ >
<Ct| Pr obeDat aSi ze>1472</ Ct | Pr obeDat aSi ze>
<CtI| Ti neQut/ >
<Ct | Pr obesPer Hop/ >
<CtlPort/>
<Ctl MaxTtl />
<Ct| DSFi el d/ >
<Ct| Sour ceAddr ess>
<i net Addr essUnknown/ >
</ Ct | Sour ceAddr ess>
<CtlIflndex/>
<CtI M scOptions/>
<Ct| MaxFai | ures/ >
<Ct | Dont Fragnent / >
<Ctllnitial TtI>4</ClInitial Ttl>
<Ct| Descr>Show how it encodes in XM.</C | Descr>
<Ct| Type><UDP/ ></ Ct | Type>
</ Request Met adat a>
<Measur enent >
<Measur enent Met adat a>
<Test Name>Exanpl e 1</ Test Nane>
<OSNane>Li nux</ CSName>
<OSVer si on>2. 6. 16. 54- 0. 2. 5-snp i 386</ OSVer si on>
<Tool Ver si on>1. 0</ Tool Ver si on>
<Tool Nanme>t r acer out e</ Tool Nane>
<Ct| Tar get Addr ess>
<i net Addr essDns>www. exanpl e</ i net Addr essDns>
</ Ct | Tar get Addr ess>
<Ct | BypassRout eTabl e/ >
<Ct| Pr obeDat aSi ze>1472</ Ct | Pr obeDat aSi ze>
<CtI| Ti nreQut/ >
<Ct| Pr obesPer Hop/ >
<Ct|Port/>
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<Ct| MaxTtl/>
<Ct| DSFi el d/ >
<Ct | Sour ceAddr ess>
<i net Addr essl pv4>192. 0. 2. 1</ i net Addr essl| pv4>
</ Ct | Sour ceAddr ess>
<CtlIflndex>2</Ctl1fl ndex>
<Ct| M scOptions/>
<Ct | MaxFai | ures/ >
<Ct | Dont Fragnent />
<Ctllnitial TtI>4</ClInitial Ttl>
<Ct| Descr>Show how it encodes in XM.</Ct| Descr>
<Ct| Type><UDP/ ></ Ct | Type>
</ Measur enment Met adat a>
<Measur ement Resul t >
<Test Nanme>Exanpl e 1</ Test Nane>
<Resul t sSt art Dat eAndTi ne>2008- 05- 16T14: 22: 34+02: 00</ Resul t sSt ar
t Dat eAndTi me>
<Resul t sl pTgt Addr >
<i net Addr essl pv4>192. 0. 2. 42</i net Addr essl pv4>
</ Resul t sl pTgt Addr >
<Pr obeResul t s>
<hop>
<probe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 254</ i net Addr essl pv4>
</ HopAddr >
<HopNane>out . host 1. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>6</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 35+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 254</ i net Addr essl pv4>
</ HopAddr >
<HopNane>out . host 1. exanpl e</ HopNane>
<Pr obeRoundTri pTi me><r oundTri pTi me>5</roundTri pTi me></ Pro
beRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 35+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 254</ i net Addr essl pv4>
</ HopAddr >
<HopNane>out . host 1. exanpl e</ HopNane>
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<Pr obeRoundTri pTi ne>
<roundTri pTi me>6</roundTri pTi me>

</ ProbeRoundTri pTi ne>

<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>

<Ti me>2008- 05- 16T14: 22: 35+02: 00</ Ti me>

</ pr obe>

<HopRawQut put Dat a> 5 out. host 1. exanpl e (192. 0. 2. 254)
5.625 ns 6. 095 ns</ HopRawCut put Dat a>
</ hop>
<hop>

<pr obe>

<HopAddr >
<i net Addr essl pv4>192. 0. 2. 142</i net Addr essl pv4>
</ HopAddr >
<HopNane>rtr 4. host 6. exanpl e</ HopName>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>6</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 36+02: 00</ Ti me>

</ pr obe>
<pr obe>

<HopAddr >
<i net Addr essl pv4>192. 0. 2. 142</i net Addr essl pv4>
</ HopAddr >
<HopNane>rtr 4. host 6. exanpl e</ HopNanme>
<Pr obeRoundTri pTi me>
<roundTri pTi me>6</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 36+02: 00</ Ti me>

</ pr obe>
<pr obe>

<HopAddr >
<i net Addr essl pv4>192. 0. 2. 142</i net Addr essl pv4>
</ HopAddr >
<HopNane>rtr 4. host 6. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>7</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 37+02: 00</ Ti me>

</ pr obe>

<HopRawQut put Data> 6 rtr4. host6. exanple (192.0. 2. 142)
6.221 ns 7. 368 ns</ HopRawQut put Dat a>
</ hop>
<hop>

<pr obe>

2008

6. 06

6.9
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<HopAddr >
<i net Addr essl pv4>192. 0. 2. 11</i net Addr ess| pv4>
</ HopAddr >
<HopNanme>hop7.rtr9. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>16</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 37+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 11</i net Addr essl pv4>
</ HopAddr >
<HopNanme>hop7.rtr9. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>15</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 38+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 11</i net Addr essl pv4>
</ HopAddr >
<HopNane>hop7. rtr9. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>15</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 38+02: 00</ Ti me>
</ pr obe>
<HopRawQut put Data> 7 hop7.rtr9. exanple (192.0.2.11) 16.16
5 s 15. 347 ns 15. 514 ns</ HopRawCut put Dat a>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 222</ i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>32</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 39+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
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<i net Addr essl pv4>192. 0. 2. 222</ i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi me>
<roundTri pTi mre>38</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 39+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 222</ i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi me>26</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 39+02; 00</ Ti me>
</ pr obe>
<HopRawQut put Dat a> 8 192.0.2.222 (192.0.2.222) 32.796 ns
28.723 ns 26. 988 ns</ HopRawCut put Dat a>
</ hop>
<hop>
<probe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
<HopNane>i n. exanpl e</ HopName>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>15</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 40+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
<HopNane>i n. exanpl e</ HopNanme>
<Pr obeRoundTri pTi me>
<roundTri pTi me>16</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 40+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
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<HopNane>i n. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>17</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 40+02: 00</ Ti me>
</ pr obe>
<HopRawQut put Data> 9 in.exanple (192.0.2.123) 15.861 ns
16. 262 ns 17. 610 ns</ HopRawQut put Dat a>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
<HopNane>i n. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>17</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>noRout eToTar get </ ResponseSt at us>
<Ti me>2008- 05- 16T14: 22: 41+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
<HopNane>i n. exanpl e</ HopName>
<Pr obeRoundTri pTi ne>
<roundTri pTi neNot Avai | abl e/ >
</ ProbeRoundTri pTi me>
<ResponseSt at us>r equest Ti nedQut </ ResponsesSt at us>
<Ti me>2008- 05- 16T14: 22: 44+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
<HopNane>i n. exanpl e</ HopNanme>
<Pr obeRoundTri pTi me>
<roundTri pTi neNot Avai | abl e/ >
</ ProbeRoundTri pTi me>
<ResponseSt at us>r equest Ti nedQut </ ResponsesSt at us>
<Ti me>2008- 05- 16T14: 22: 44+02: 00</ Ti me>
</ pr obe>
<HopRawQut put Dat a>10 in.exanple (192.0.2.123)(N) 17.391
ms * *</ HopRawCut put Dat a>
</ hop>
</ ProbeResul t s>
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<Resul t sEndDat eAndTi ne>2008- 05- 16T14: 22: 44+02: 00</ Resul t sEndDat
eAndTi me>
</ Measur enment Resul t >
</ Measur enent >
</ traceRout e>

The second exanpl e was generated on an OpenBSD system On that
system the traceroute |ooks like the follow ng:
# traceroute -P tcp w2. exanple 128

traceroute to w2.exanple (192.0.2.254), 64 hops max, 160-byte packets

egress. exanpl e. net (192.0.2.227) 20.268 ns 21.79 ns 19.992 ns
routerin.exanple (192.0.2.253) 19.983 ns 19.931 ns 19.894 ns
routerdne. exanple (192.0.2.249) 20.943 ns !X * 19.829 ns !X

1 routerl.exanple.org (192.0.2.22) 0.486 ns 0.486 nms 0.482 ns
2 router7.exanple.org (192.0.2.1) 3.27 ns 1.420 ns 1.873 ns

3 hopO.c.exanple (192.0.2.105) 3.177 ms 3.258 ns 3.859 ns

4 hop6.c.exanple (192.0.2.107) 5.994 ms 4.607 ns 5.678 ns

5 hop3.c.exanple (192.0.2.111) 20.341 nms 20.732 ns 19.505 ns
6 1in.exanple.net (192.0.2.222) 20.333 ns 19.174 ns 19.856 ns
7

8

9

It was executed with the TCP protocol and 128-byte packets (plus
header). The traceroute ended at hop 9 because the packets are
adm nistratively filtered (!X). A corresponding XM representation
fol | ows:
<?xm version="1.0" encodi ng="UTF-8"?>
<traceRoute xm ns="urn:ietf:parans: xm :ns:traceroute-1.0">
<Request Met adat a>

<Test Name>Exanpl e 2</ Test Nane>

<OSNane/ >

<OSVer si on/ >

<Tool Ver si on/ >

<Tool Nane/ >

<Ct| Tar get Addr ess>

<i net Addr essDns>w2. exanpl e</ i net Addr essDns>

</ Ct | Tar get Addr ess>

<Ct | BypassRout eTabl e/ >

<Ct | ProbeDat aSi ze>128</ Ct | ProbeDat aSi ze>

<CtI Ti neQut/ >

<Ct| Pr obesPer Hop/ >

<Ctl Port/>

<Ct| MaxTtl />

<Ct | DSFi el d/ >

<Ct | Sour ceAddr ess>

<i net Addr essUnknown/ >

</ Ct | Sour ceAddr ess>

<CtlIflndex/>

<Ct| M scOptions/>
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<Ct| MaxFai |l ures/ >
<Ct | Dont Fragnent />
<Ctllnitial TtI/>
<Ct| Descr>Show how it encodes in XM.</Ct| Descr >
<Ct| Type><TCP/ ></ Ct | Type>
</ Request Met adat a>
<Measur enent >
<Measur enent Met adat a>
<Test Nanme>Exanpl e 2</ Test Nane>
<OSNanme>CpenBSD</ OSNamne>
<OSVersi on>4.1 i 386</ OSVer si on>
<Tool Ver si on></ Tool Ver si on>
<Tool Nanme>t r acer out e</ Tool Nanme>
<Ct| Tar get Addr ess>
<i net Addr essDns>w2. exanpl e</ i net Addr essDns>
</ Ct| Tar get Addr ess>
<Ct | BypassRout eTabl e/ >
<Ct| Pr obeDat aSi ze>128</ Ct | ProbeDat aSi ze>
<Ct| Ti neQut/ >
<Ct| Pr obesPer Hop/ >
<Ctl Port/>
<Ctl MaxTtl />
<Ct| DSFi el d/ >
<Ct | Sour ceAddr ess>
<i net Addr essl pv4>192. 0. 2. 42</i net Addr essl pv4>
</ Ct | Sour ceAddr ess>
<Ctllflndex>1</Ct1Iflndex>
<Ct| M scOptions/>
<Ct| MaxFai | ures/ >
<Ct | Dont Fragnent />
<Ctllnitial Ttl1/>
<Ct| Descr>Show how it encodes in XM.</Ct| Descr>
<Ct| Type><TCP/ ></ Ct | Type>
</ Measur enent Met adat a>
<Measur enent Resul t >
<Test Name>Exanpl e 2</ Test Nane>
<Resul t sSt art Dat eAndTi ne>2008- 05- 14T09: 57: 11+02: 00</ Resul t sSt ar
t Dat eAndTi ne>
<Resul t sl pTgt Addr >
<i net Addr essl pv4>192. 0. 2. 254</ i net Addr essl pv4>
</ Resul t sl pTgt Addr >
<Pr obeResul t s>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 22</i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er 1. exanpl e. or g</ HopNane>
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<Pr obeRoundTri pTi ne>
<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 13+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 22</i net Addr ess| pv4>
</ HopAddr >
<HopNane>r out er 1. exanpl e. or g</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 13+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 22</i net Addr ess| pv4>
</ HopAddr >
<HopNane>r out er 1. exanpl e. or g</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 13+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 1</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er 7. exanpl e. or g</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>3</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 13+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 1</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er 7. exanpl e. or g</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>1</roundTri pTi me>
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</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 13+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 1</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er 7. exanpl e. or g</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>1</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 14+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 105</ i net Addr essl pv4>
</ HopAddr >
<HopNane>hopO. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>3</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 14+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 105</i net Addr essl pv4>
</ HopAddr >
<HopNane>hopO. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>3</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 14+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 105</i net Addr essl pv4>
</ HopAddr >
<HopNane>hopO. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>3</roundTri pTi me>
</ Pr obeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
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<Ti me>2008- 05- 14T09: 57: 14+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 107</i net Addr essl pv4>
</ HopAddr >
<HopNane>hop6. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>5</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 15+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 107</i net Addr essl pv4>
</ HopAddr >
<HopNane>hop6. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>4</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 16+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 107</ i net Addr essl pv4>
</ HopAddr >
<HopNane>hop6. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>5</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 16+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 111</i net Addr essl pv4>
</ HopAddr >
<HopNane>hop3. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi mre>20</roundTri pTi ne>
</ Pr obeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
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<Ti me>2008- 05- 14T09: 57: 17+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 111</i net Addr essl pv4>
</ HopAddr >
<HopNane>hop3. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>20</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 18+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 111</i net Addr essl pv4>
</ HopAddr >
<HopNane>hop3. c. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>19</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 19+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 222</ i net Addr essl pv4>
</ HopAddr >
<HopNane>i n. exanpl e. net </ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>20</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 20+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 222</ i net Addr essl pv4>
</ HopAddr >
<HopNane>i n. exanpl e. net </ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>19</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 20+02: 00</ Ti me>
</ pr obe>
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<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 222</ i net Addr essl pv4>
</ HopAddr >
<HopNane>i n. exanpl e. net </ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>19</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 21+02; 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 227</ i net Addr essl pv4>
</ HopAddr >
<HopNane>egr ess. exanpl e. net </ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>20</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 22+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 227</ i net Addr essl pv4>
</ HopAddr >
<HopNane>egr ess. exanpl e. net </ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>21</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 22+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 227</ i net Addr essl pv4>
</ HopAddr >
<HopNane>egr ess. exanpl e. net </ HopNanme>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>19</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 23+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
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<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 253</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er i n. exanpl e</ HopNanme>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>19</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 24+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 253</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er i n. exanpl e</ HopName>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>19</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 24+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 253</i net Addr essl pv4>
</ HopAddr >
<HopNane>r out eri n. exanpl e</ HopName>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>19</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 25+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 249</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er dnz. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>20</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponseSt at us>unknown</ ResponsesSt at us>
<Ti me>2008- 05- 14T09: 57: 26+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
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<i net Addr essl pv4>192. 0. 2. 249</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er dne. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>

<roundTri pTi neNot Avai | abl e/ >
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r equest Ti nedQut </ ResponseSt at us>
<Ti me>2008- 05- 14T09: 57: 26+02: 00</ Ti me>

</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 249</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r out er dnz. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi mre>19</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponseSt at us>unknown</ ResponsesSt at us>
<Ti me>2008- 05- 14T09: 57: 30+02: 00</ Ti me>
</ pr obe>
</ hop>

</ ProbeResul t s>
<Resul t sEndDat eAndTi ne>2008- 05- 14T09: 57: 30+02: 00</ Resul t sEndDat

eAndTi nme>

</ Measur enent Resul t >
</ Measur enent >
</traceRout e>

2008

The third and | ast exanple is based on the Mcrosoft Wndows pendant
of traceroute. On an M5 Wndows system the command is called
"tracert" and typically |ooks as foll ows:

# tracert

-h

10 www. exanpl e. org

Tracing route to ww exanpl e.org [192.0. 2. 11]
over a naxi mum of 10 hops:

1 1
2 <1
3 <1
4 1
5 2
6 3
7 *
8 5
9 94
10 168

CEEEEEEEE

1 ms 8 ns 192.0.2.99
<1l ns <1 ms r1l.provider4.exanple [192.0.2.102]
<1l ns <1 ms rtr8.provider8.exanple [192.0. 2. 254]
1 ns 1 ns hopll. hoster7. exanpl e [192.0. 2. 4]
3 ns 1 ns swb. provider2. exanpl e [192. 0. 2. 201]
3 ns 3 nms out.provider2. exanple [192.0.2.111]
6 s 5 nms 192.0.2.123
5 s 5 ns 192.0.2.42
95 ns 95 ms ingress.exanple.org [192.0.2.199]
169 ns 169 ms 192.0.2.44
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Trace conpl ete.

In this exanple, the trace was linited to 10 hops, so the tenth and
| ast hop of this exanple was not the final destination. Applying the
XML scherma defined in this docunment, the trace could | ook as foll ows:
<?xm version="1.0" encodi ng="UTF-8"?>
<traceRoute xm ns="urn:ietf:parans: xn :ns:traceroute-1.0">
<Request Met adat a>
<Test Nanme>Exanpl e 3</ Test Nane>
<OSNane/ >
<OSVer si on/ >
<Tool Ver si on/ >
<Tool Nane/ >
<Ct| Tar get Addr ess>
<i net Addr essDns>ww. exanpl e. or g</ i net Addr essDns>
</ Ct| Tar get Addr ess>
<Ct | BypassRout eTabl e/ >
<Ct| ProbeDat aSi ze/ >
<Ct| Ti neQut/ >
<Ct| Pr obesPer Hop/ >
<CtlPort/>
<Ct| MaxTt| >10</ Ct | MaxTt | >
<Ct| DSFi el d/ >
<Ct | Sour ceAddr ess>
<i net Addr essUnknown/ >
</ Ct | Sour ceAddr ess>
<Ct!Iflndex/>
<Ct| M scOptions/>
<Ct| MaxFai |l ures/ >
<Ct | Dont Fragnent />
<Ctllnitial Tt1/>
<Ct| Descr>Show how it encodes in XM.</Ct| Descr>
<Ct| Type><TCP/ ></ Ct | Type>
</ Request Met adat a>
<Measur enent >
<Measur enment Met adat a>
<Test Name>Exanpl e 3</ Test Nane>
<OSName>W ndows </ OSName>
<OSVer si on>XP SP2 32-bit </ OSVer si on>
<Tool Ver si on></ Tool Ver si on>
<Tool Nanme>t r acert </ Tool Nane>
<Ct| Tar get Addr ess>
<i net Addr essDns>ww. exanpl e. or g</ i net Addr essDns>
</ Ct| Tar get Addr ess>
<Ct | BypassRout eTabl e/ >
<Ct| ProbeDat aSi ze/ >
<CtI Ti neQut/ >
<Ct | Pr obesPer Hop/ >
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<Ct| Port/>
<Ct| MaxTt| >10</ Ct | MaxTt | >
<Ct| DSFi el d/ >
<Ct| Sour ceAddr ess>
<i net Addr essl pv4>192. 0. 2. 142</i net Addr essl pv4>
</ Ct | Sour ceAddr ess>
<CtlIflndex>3</Ctl|flndex>
<CtI M scOptions/>
<Ct | MaxFai | ures/ >
<Ct | Dont Fragnent / >
<Ctllnitial Tt1/>
<Ct| Descr>Show how it encodes in XM.</ C | Descr>
<Ct| Type><TCP/ ></ Ct | Type>
</ Measur ement Met adat a>
<Measur ement Resul t >
<Test Nanme>Exanpl e 3</ Test Nane>
<Resul t sSt art Dat eAndTi ne>2008- 05- 14T11: 03: 09+02: 00</ Resul t sSt ar
t Dat eAndTi me>
<Resul t sl pTgt Addr >
<i net Addr essl pv4>192. 0. 2. 11</i net Addr ess| pv4>
</ Resul t sl pTgt Addr >
<Pr obeResul t s>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 99</i net Addr ess| pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi me>1</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 99</ i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi me>
<roundTri pTi me>1</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 99</ i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
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<roundTri pTi me>8</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02; 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 102</i net Addr essl pv4>
</ HopAddr >
<HopNane>r 1. provi der 4. exanpl e</ HopNanme>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 102</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r 1. pr ovi der 4. exanpl e</ HopName>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 102</ i net Addr essl pv4>
</ HopAddr >
<HopNane>r 1. pr ovi der 4. exanpl e</ HopName>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 254</ i net Addr essl pv4>
</ HopAddr >
<HopNane>rtr 8. provi der 8. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
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<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 254</ i net Addr essl pv4>
</ HopAddr >
<HopNane>rtr 8. provi der 8. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 254</ i net Addr essl pv4>
</ HopAddr >
<HopNane>rtr 8. provi der 8. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>0</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 4</ i net Addr ess| pv4>
</ HopAddr >
<HopNane>hopl1l. host er 7. exanpl e</ HopNanme>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>1</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 09+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 4</ i net Addr essl pv4>
</ HopAddr >
<HopNane>hopl1l. host er 7. exanpl e</ HopName>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>1</roundTri pTi me>
</ ProbeRoundTri pTi me>
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<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 10+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 4</ i net Addr essl pv4>
</ HopAddr >
<HopNane>hopl1l. host er 7. exanpl e</ HopNanme>
<Pr obeRoundTri pTi me>
<roundTri pTi me>1</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 10+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 201</ i net Addr essl pv4>
</ HopAddr >
<HopNane>sw6. provi der 2. exanpl e</ HopNanme>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>2</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 10+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 201</ i net Addr essl pv4>
</ HopAddr >
<HopNane>sw6. provi der 2. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>3</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 11+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 201</i net Addr essl pv4>
</ HopAddr >
<HopNane>sw6. provi der 2. exanpl e</ HopNanme>
<Pr obeRoundTri pTi me>
<roundTri pTi me>1</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 11+02: 00</ Ti me>
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</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 111</i net Addr essl pv4>
</ HopAddr >
<HopNane>out . pr ovi der 2. exanpl e</ HopNane>
<Pr obeRoundTri pTi me>
<roundTri pTi me>3</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 11+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 111</i net Addr essl pv4>
</ HopAddr >
<HopNane>out . provi der 2. exanpl e</ HopNanme>
<Pr obeRoundTri pTi me>
<roundTri pTi me>3</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 11+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 111</i net Addr essl pv4>
</ HopAddr >
<HopNane>out . provi der 2. exanpl e</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>3</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 12+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi meNot Avai | abl e/ >
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r equest Ti nedQut </ ResponsesSt at us>
<Ti me>2008- 05- 14T11: 03: 14+02: 00</ Ti me>
</ pr obe>
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<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi me>6</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 15+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 123</i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi me>
<roundTri pTi me>5</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 16+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 42</i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi me>
<roundTri pTi me>5</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 17+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 42</i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi me>5</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 17+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 42</i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi me>5</roundTri pTi me>
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</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 17+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 199</i net Addr essl pv4>
</ HopAddr >
<HopNane>i ngr ess. exanpl e. or g</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>94</roundTri pTi ne>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 19+02; 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 199</i net Addr essl pv4>
</ HopAddr >
<HopNane>i ngr ess. exanpl e. or g</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>95</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 19+02: 00</ Ti me>
</ pr obe>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 199</i net Addr essl pv4>
</ HopAddr >
<HopNane>i ngr ess. exanpl e. or g</ HopNane>
<Pr obeRoundTri pTi ne>
<roundTri pTi me>95</roundTri pTi ne>
</ ProbeRoundTri pTi me>
<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 19+02: 00</ Ti me>
</ pr obe>
</ hop>
<hop>
<pr obe>
<HopAddr >
<i net Addr essl pv4>192. 0. 2. 44</i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi me>168</roundTri pTi me>
</ ProbeRoundTri pTi me>
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<ResponsesSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 20+02: 00</ Ti me>

</ pr obe>
<pr obe>

<HopAddr >
<i net Addr essl pv4>192. 0. 2. 44</ i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi me>
<roundTri pTi me>169</roundTri pTi me>
</ ProbeRoundTri pTi me>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 21+02: 00</ Ti me>

</ pr obe>
<pr obe>

<HopAddr >
<i net Addr essl pv4>192. 0. 2. 44</i net Addr essl pv4>
</ HopAddr >
<Pr obeRoundTri pTi ne>
<roundTri pTi ne>169</roundTri pTi me>
</ ProbeRoundTri pTi ne>
<ResponseSt at us>r esponseRecei ved</ ResponseSt at us>
<Ti me>2008- 05- 14T11: 03: 23+02; 00</ Ti me>

</ pr obe>

</ hop>
</ ProbeResul t s>
<Resul t sEndDat eAndTi ne>2008- 05- 14T11: 03: 23+02: 00</ Resul t sEndDat

eAndTi me>

</ Measur enent Resul t >
</ Measur enent >
</traceRout e>

The three exanples given in this section are intended to give an

i mpression of how a trace could be represented in XM.. The

representation generated by an inplenentation may differ fromthe
exanpl es here depending on the system and the capabilities of the

traceroute inplenentation

2008
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Aut hors’ Addr esses

Saverio N ccolini

NEC Labor atori es Europe, NEC Europe Ltd.
Kur f uer st en- Anl age 36

Hei del berg 69115

Cer many

Phone: +49 (0) 6221 4342 118

EMai | : saveri o. ni ccol i ni @w. necl ab. eu
URI : http: //ww. nw. necl ab. eu

Sandra Tartarelli

NEC Labor at ori es Europe, NEC Europe Ltd.
Kur f uer st en- Anl age 36

Hei del berg 69115

Cer many

Phone: +49 (0) 6221 4342 132

EMBi | : sandra.tartarelli @w. necl ab. eu
URI : http://ww. nw. necl ab. eu

Juergen Quittek

NEC Labor atori es Europe, NEC Europe Ltd.
Kur f uer st en- Anl age 36

Hei del berg 69115

Cer many

Phone: +49 (0) 6221 4342 115

EMai | : quittek@w. necl ab. eu

URI : htt p: // ww. nw. necl ab. eu

Thomas Dietz

NEC Labor atori es Europe, NEC Europe Ltd.
Kur f uer st en- Anl age 36

Hei del berg 69115

Cer many

Phone: +49 (0) 6221 4342 128
EMai | : thomas. di et z@w. necl ab. eu
URI : htt p: // ww. nw. necl ab. eu

Martin Swany

Dept. of Conputer and Information Sciences
Uni versity of Del aware

Newar k DE 19716

Us A

EMai | : swany@JDel . Edu
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