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Abst ract

The Internet network security protocol suite, |Psec, requires

aut hentication, usually of network-layer entities, to enable access
control and provide security services. This authentication can be
based on nmechani sns such as pre-shared symetric keys, certificates
wi th associ ated asymretric keys, or the use of Kerberos (via

Ker beri zed Internet Negotiation of Keys (KINK)). The need to depl oy
aut hentication information and its associated identities can be a
significant obstacle to the use of |Psec.

Thi s docunent explains the rationale for extending the |nternet
network security protocol suite to enable use of |Psec security
services wi thout authentication. These extensions are intended to
protect conmunication, providing "better-than-nothing security”
(BTNS). The extensions nay be used on their own (this use is called
St and- Al one BTNS, or SAB) or may be used to provide network-1ayer
security that can be authenticated by higher layers in the protoco
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stack (this use is called Channel -Bound BTNS, or CBB). The docunent
al so explains situations for which use of SAB and/ or CBB extensions
are applicable.
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I ntroduction

Net work security is provided by a variety of protocols at different
layers in the stack. At the network layer, the |IPsec protocol suite
(consisting of IKE (Internet Key Exchange protocol), ESP

(Encapsul ating Security Payl oad), and AH (Aut hentication Header)) is

used to secure IP traffic. |[IPsec, including IKE, offers high |evels
of security that provide protection froma wi de array of possible
threats, but authentication is required [5][7][8]. |In turn,

aut henti cation requires depl oynent of authentication identities and
credentials, which can be an obstacle to | Psec usage. This docunent
di scusses this dependency and introduces "Better-Than-Not hi ng
Security" (BTNS) as one solution, whose goal is to provide a
general |y useful neans of applying | Psec security services wthout
requi ring network-Iayer authentication

1. Authentication

There are two primary architectural approaches to authentication

enpl oyi ng out - of -band comuni cati ons and usi ng pre-depl oyed
information. CQut-of-band authentication can be done via a trusted
third party, via a separate conmmuni cati on channel to the peer, or via
the sane channel as the comuni cations to be secured but at a higher

| ayer. Qut-of-band authentication requires nechanisns and interfaces
to bind the authenticated identities to the secure comunication
channel s, and is out of scope for this docunent (although it may be
possi ble to extend the channel binding node of BTNS to work with such
mechani snms). Pre-deployed information includes identities, pre-
shared secrets, and credentials that have been authenticated by
trusted authorities (e.g., a certificate and its correspondi ng
private key).

This formof authentication often requires manual depl oynent and
coordi nati on anbng comuni cating peers. Furthernore, obtaining and
depl oyi ng credentials such as certificates signed by certification
authorities (CA) involves additional protocol and adninistrative
actions that may incur significant tine and effort to perform

These factors increase the work required to use IKE with | Psec for
peer authentication. Consequently, some users and applications do
not use IPsec to protect traffic at the network |layer, but rely

i nstead on higher-layer security protocols (e.g., TLS [4]) or operate
wi t hout any security. As Section 2.2.1 describes, higher-Iayer
security protocols may not be enough to protect against somne

net wor k-1 ayer attacks.
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To inprove the situation, one could either reduce the hurdles to
obtain and configure authentication infornmation or renove the

requi renent for authentication in IPsec. The latter approach is the
core idea of BTNS, which provides anonynous (unauthenticated) keying
for I Psec to create security associations (SAs) with peers that do
not possess requisite authentication credentials. This requires
extensions to the I Psec architecture. As the new BTNS nopdes for

| Psec relax the authentication requirenent, the inpacts, tradeoffs,
and risks must be thoroughly understood before applying BTNS to any
communi cations. Mre specifically, this docunent addresses the

i ssues of whet her and when network-1ayer authentication can be
omtted, the risks of using BTNS, and finally, the inpacts to the
exi sting | Psec architecture.

BTNS enpl oys a weaker notion of authenticated identity by conparison
to nost authentication protocols; this weaker notion is bootstrapped
fromthe security association itself. This notion, called

"continuity of association", doesn't nean "Bill Smith" or "owner of
shared secret X2YQ', but neans "the entity with which | have been
conmuni cating on connection #23". Continuity of association is only

invariant within a single SA; it is not invariant across SAs, and
hence can only be used to provide protection during the lifetine of
an SA. This is a core notion used by BTNS, particularly in the
absence of higher-layer authentication. Continuity of association
can be viewed as a formof authentication in which an identity is not
aut henti cated across separate associations or out-of-band, but does
not change during the lifetine of the SA

1.2. | Psec Channels and Channel Binding

When | Psec security services are used by higher-layer protocols, it
is inportant to bind those services to higher-layer protocol sessions
in order to ensure that the security services are consistently
applied to the higher-layer traffic involved. The result of this
binding is an "I Psec channel”, and the act of creating an |IPsec
channel is an instance of channel binding. Channel binding is

di scussed in RFC 5056 [27] and in an associ ated connection | atching
docunent [26]. This subsection summarizes the portions of these
docunments that are essential to understanding certain aspects of

BTNS

A secure channel is a packet, datagram octet stream connection, or
sequence of connections between two endpoints that affords
cryptographic integrity and, optionally, confidentiality to data
exchanged over it [27]. Applying this concept to | Psec, an "I Psec
channel " is a packet flow associated with a higher-Ilayer protoco
session, such as a TCP connection, where all the packets are
protected by |IPsec SAs such that:
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0o the peer’s identity is the same for the lifetinme of the packet
flow, and

o the quality of |Psec protection used for the packet flow s
i ndi vi dual packets is the sane for all of themfor the lifetinme of
t he packet flow [26].

The endpoints of an | Psec channel are the higher-1layer protoco
endpoi nts, which are beyond the endpoints of the IPsec SAs invol ved.
This creates a need to bind each | Psec SA to the higher-Iayer
protocol session and its endpoints. Failure to do this binding
creates vulnerabilities to man-in-the-niddle (MTM attacks, where
what appears to be a single | Psec SA for the higher-1layer protoco
traffic is actually two separate SAs concatenated by the attacker
acting as a traffic-forwardi ng proxy.

The conbi nati on of connection latching [26] with channel binding [27]
creates | Psec channels and binds I Psec SAs to higher-layer protocols.
Connection latching creates an | Psec channel by associating | Psec SAs
to higher-layer protocol sessions, and channel binding enables a

hi gher -1 ayer protocol to bind its authentication to the |Psec SAs.
Caching of this "latch" across higher-layer protocol sessions is
necessary to counter inter-session spoofing attacks, and the channe
bi ndi ng aut hentication should be perfornmed on each hi gher-1ayer
protocol session. Connection |atching and channel binding are usefu
not only for BTNS but al so for | Psec SAs whose peers are fully

aut henticated by | KE during creation of the SA

Channel binding for IPsec is based on information obtained fromthe
SA creation process that uniquely identifies an SA pair. Channe

bi ndi ng can be acconplished by adding this identifying information to
hi gher -l ayer authentication nechani sns based on one-way hashes, key
exchanges, or (public key) cryptographic signatures; in all three
cases, the resulting higher-layer authentication resists man-in-the-
m ddl e attacks on SA creation. Wen each | KE peer uses a public-
private key pair for IKE authentication to create an SA pair, the
pair of public keys used (one for each peer) suffices for channe

bi ndi ng; strong incorporation of this information into higher-I|ayer
aut henti cati on causes that higher-layer authentication to fail when
an M TM attacker has concatenated separate SAs by acting as a
traffic-forwardi ng proxy.
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1.3. BTNS Met hods

There are two classes of scenarios in which BTNS nay be used to apply
| Psec services wi thout network-Ilayer authentication

1. Protection of traffic for a higher-layer protocol that does not
use authentication. The resulting protection is "better than
not hi ng" because once an unauthenticated SA is successfully
created without an MTM that SA' s | Psec security services resist
subsequent M TM attacks even though the absence of authentication
allows the initial creation of the BTNS-based security association
(SA) to be subverted by an MTM This nethod of using BTNS is
call ed Stand-Al one BTNS (SAB) because it does not rely on any
security services outside of |Psec.

2. Protection of traffic generated by a higher-1layer protocol that
uses authentication. The "better-than-nothing” protection in this
case relies on the strength of the higher-layer protocol’s
aut henti cation and the channel binding of that authentication wth
the BTNS-based SAs. The level of protection nay be conparable to
the level afforded by the use of network-layer |KE authentication
when the higher-layer protocol uses strong authentication and
strong channel binding is enployed to associate the BTNS-based SA
with that higher-layer authentication. This nethod of using BTNS
is called Channel -Bound BTNS (CBB) when the conbination of the
hi gher -l ayer authentication and channel binding is sufficient to
detect an M TM attack on creation of a BTNS-based SA

It is possible to conbine I KE aut hentication for one end of an SA
pair with BTNS' s absence of network-Ilayer authentication for the
other end. The resulting asymetric authentication creates
asymetric nodes of BTNS that are discussed further in Section 3.2
bel ow

1.4. BTNS Scope

The scope of BTNS is to provide a generally useful nmeans of applying
| Psec security services that does not require network-1Ieve

aut hentication credentials. The followi ng areas are outside this
scope of BTNS and hence are not discussed further in this document:

1. Use of security frameworks other than I Psec to provide security
services for higher-layer protocols. There are a variety of
security service frameworks other than |IPsec, such as TLS [4],
Simpl e Authentication and Security Layer (SASL) [11], and Ceneric
Security Service Application ProgramInterface (GSS-APl) [10], as
well as a variety of non-1Psec security mechani sms, such as TCP
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MD5 [6], that are described in other docunents. BTNS is based on
| Psec by design; it will not always be the nost appropriate
sol uti on.

2. Use of the Extensible Authentication Protocol (EAP) for IKE
aut hentication. Section 1.3 of RFC 3748 clearly restricts EAP' s
applicability to network access protocols [1]:

"EAP was designed for use in network access authentication
where I P layer connectivity may not be available. Use of EAP
for other purposes, such as bulk data transport, is NOT
RECOMVENDED. "

Hence, EAP authentication for IKE is only applicable to situations
where IKE is being used to establish network access (e.g., create
a Virtual Private Network (VPN) connection). 1In contrast, the
BTNS goal of general applicability enconpasses nany areas other
than network access and specifically includes protocols that
transfer large anobunts of data, such as i SCSI [19] and NFSv4 [21].

3. Manual keying is not considered for BTNS because nmanual keying is
unsafe for protocols that transfer |arge amounts of data (e.g.
RFC 3723 forbids use of manual keying with the I P Storage
protocols, including i SCSI, for this reason [2]).

Structure of This Docunent

The next section discusses the notivations for BTNS, primarily based
on the inplications of IKE s requirenments for network-I|ayer

aut hentication. Section 3 provides a high | evel overview of BTNS
both SAB and CBB. Section 3 also includes descriptions of the
security services offered and the BTNS nodes of operation (based on
conbi nati ons of SAB, CBB, and/or |KE authentication). Section 4
explores the applicability of all of the nodes of BTNS. This is
foll owed by a discussion of the risks and other security
considerations in Section 5. Section 6 briefly describes other
related efforts.

Pr obl em St at enent

This section describes the problens that notivated the devel opnent of
BTNS. The primary concern is that IPsec is not widely utilized
despite rigorous devel opnent effort and enphasis on network security
by users and organi zations. There are also differing viewioints on
which layer is best for securing network comunications and how
security protocols at different layers should interact. The

foll owi ng di scussion roughly categorizes these issues by |ayers:
network | ayer and hi gher | ayers.
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2.1. Network Layer

At the network layer, one of the hurdles is to satisfy the

aut hentication requirenents of IPsec and IKE. This section discusses
some drawbacks of network-1ayer authentication and the results of

t hese requirenents.

2.1.1. Authentication ldentities

Current |Psec authentication supports several types of identities in
the Peer Authorization Database (PAD): |Pv4 addresses, |Pv6
addresses, DNS nanes, Distinguished Nanes, RFC 822 enmil addresses,
and Key IDs [8]. Al require either certificates or pre-shared
secrets to authenticate. The identities supported by the PAD can be
roughly categorized as network-layer identifiers or other

i dentifiers.

The first three types of identifiers -- |Pv4 addresses, |Pv6
addresses and DNS nanes -- are network-layer identifiers. The main
deficiency of |IP addresses as identifiers is that they often do not
consistently represent the sanme physical systens due to the

i ncreasi ng use of dynami c address assignnments (DHCP) and system
mobility. The use of DNS nanes is also affected because the nane to
address mapping is not always up to date as a result. Stale napping
i nformati on can cause inconsistencies between the |IP address recorded
in the DNS for a nanmed system and the actual |P address of that
system leading to problens if the DNS is used to cross-check the IP
address from which a DNS nane was presented as an identifier. DNS
nanes are also not al ways under the control of the endpoint owner

There are two nain drawbacks with the other, non-network-Iayer
identifiers defined for the PAD. The PAD functionality can be overly
restrictive because there are other forns of identifiers not covered
by the PAD specification (EAP does not | oosen these restrictions in
general ; see Section 1.4). Use of any non-network-layer identifiers
for I Psec authentication may result in nmultiple authentications for
the sane or different identifiers at different layers, creating a
need to associ ate aut henticati ons and new error cases (e.g., one of
two aut hentications for the same identifier fails). These issues are
al so related to channel binding and are further discussed later in
thi s docunent.

2.1.2. Authentication Mthods
As described earlier, certificates and pre-shared secrets are the
only met hods of authentication accepted by current |Psec and | KE

specifications. Pre-shared secrets require manual configuration and
out - of -band communi cations. The verification process for
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certificates is cunbersone, plus there are admnistrative and
potential nonetary costs in obtaining certificates. These factors
are anong the possible reasons why I Psec is not wi dely used outside
of environments with the highest security requirenments

2.1.3. Current |IPsec Limts on Unauthenticated Peers

Pre-configuration of Security Policy Database (SPD) "bypass" entries
to enabl e comuni cation with unauthenticated peers only works if the
peer | P addresses are known in advance. The |lack of unauthenticated
| Psec nodes often prevents secure conmmuni cations at the network |ayer
wi t h unaut henti cated or unknown peers, even when they are
subsequently authenticated in a higher-layer protocol or application
The lack of a channel binding APl between |IPsec and higher-1ayer
protocols may further force such comunications to conpletely bypass
| Psec, |eaving the network |ayer of such communicati ons unprotect ed.

2.2. Higher-Layer |ssues

For higher layers, the next subsection focuses on whether |Psec is
necessary if transport layer security is already in use. The use of
| Psec in the presence of transport security provides further
nmotivation for reducing the adm nistrative burdens of using |IPsec.
This is followed by a discussion of the inplications of using

aut hentication at both the network | ayer and a higher layer for the
sane connecti on.

2.2.1. Transport Protection from Packet Spoofing

Consi der the case of transport protocols. Increases in network
performance and the use of long-lived connections have resulted in

i ncreased vul nerability of connection-oriented transport protocols to
certain forms of attacks. TCP, |like many other protocols, is
susceptible to off-path third-party attacks, such as injection of a
TCP RST [24]. The Internet |acks conprehensive ingress filtering to
di scard such spoofed traffic before it can cause danage. These
attacks can affect BGP sessions between core Internet routers, and
are thus of significant concern [3][12]. As a result, a nunber of
proposed sol utions have been devel oped, nost of which are at the
transport |ayer.

Sonme of these sol utions augnent the transport protocol by inproving
its own security, e.g., TCP MD5 [6]. Ohers nodify the core TCP
processing rules to make it harder for off-path attackers to inject
nmeani ngf ul packets either during the initial handshake (e.g., SYN
cookies) or after a connection is established (e.g., TCPsecure)
[15][23]. Some of these approaches are new to TCP, but have al ready
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been incorporated into other transport protocols (e.g., Stream
Control Transmi ssion Protocol (SCTP) [22]) or internediate (so-called
| ayer 3.5) protocols (e.g., Host ldentity Protocol (H P) [14]).

TCP MD5 and its potential successor, TCP Auth [25], are based on

aut hentication; TCP-specific nodifications that |ack authentication
are, at best, tenporary patches to the ubiquitous vulnerability to
spoofing attacks. The obvious solution to spoofing is end-to-end
validation of the traffic, either at the transport layer or the
network layer. The IPsec suite already provides authentication of a
net wor k-1 ayer packet and its contents, but the costs of an

aut hentication infrastructure required for the use of |IPsec can be
prohibitive. Sinmilarly, TCP MD5 requires pre-shared keys, which can
i kewi se be prohibitive. TCP Auth is currently under devel opnent,
and may include a BTNS-1ike node.

Protecting systens from spoof ed packets is ultimately an i ssue of

aut hentication, ensuring that a receiver’'s interpretation of the
source of a packet is accurate. Authentication validates the
identity of the source of the packet. The current |Psec suite
assumes that identity is validated either by a trusted third party --
e.g., a certification authority -- or by a pre-depl oyed shared
secret. Such an identity is unique and invariant across associations
(pair-wi se security configuration), and can be used to reject packets
that are not authentic.

Wth regard to BGP in particular, it has been understood that the use
of appropriate network- or transport-layer authentication is the
preferred protection from TCP spoofing attacks [3]. Authentication
at one router by itself does not provide overall BGP security because
that router renains at the nercy of all routers it peers with, since
it depends on themto al so support authentication [25]. The reality
is that few Internet routers are configured to support authentication
at all, and the result is the use of unsecured TCP for sending BGP
packets. BTNS allows an individual router to relax the need for
authentication in order to enable the use of protected sessions that
are not authenticated. The latter is "better than nothing" in cases
where "nothing" is the alternative. Al though the routing comunity
has chosen solutions other than BTNS for protection of BGP' s TCP
connections (e.g., TCP MD5), the discussion of BGP remains in this
docunent because it was a notivation for the devel opnment of BTNS

2.2.2. Authentication at Miultiple Layers
Some exi sting protocols used on the Internet provide authentication
above the network and transport layers but rely on the |Psec suite

for packet-by-packet cryptographic integrity and confidentiality
services. Exanples of such protocols include i SCSI [19] and the
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renote direct data placenent (RDDP) protocols [16][20]. Wth the
current |IPsec suite, the result is two authentication operations: one
at the IPsec layer using an identity for I KE and an associ ated secret
or key, and another by the higher-layer protocol using a higher-|ayer
identity and secret or key. Wth the current |Psec specifications,
this redundant authentication is necessary because the identity and
key formats differ between | Psec and the higher-1layer protocol and/or
because there is no standard interface to pass authentication results
froml|Psec up to the higher layer. End-node software is then
responsi ble for ensuring that the identities used for these two

aut henti cation operations are consistent in sone fashion; determ ning
whet her these identities are consistent is an authorization policy
deci si on.

Fai lure of the end-node software to enforce appropriate consistency
across authentication operations at different |ayers creates nan-in-
the-m ddl e attack opportunities at the network |layer. An attacker
may exploit this onission by interposing as a proxy; rather than

i npersonate the attacked endpoints, the attacker need only
authenticate with identities that are acceptable to the attacked
endpoi nts. The resulting success enables the attacker to obtain ful
access to the higher-layer traffic by passing the higher-Iayer

aut henti cation operation through without nodification. 1In the

conpl ete absence of consistency checks on the identities used at
different layers, higher-layer traffic nmay be accessible to any
entity that can successfully authenticate at the network | ayer

In principle, a single authentication operation should suffice to
protect the higher-layer traffic, renoving the need for

o the second authentication operation

o configuration and managenent of the identities and secrets or keys
for the second authentication (even if the identities and secrets
or keys are the same, the two authentication operations may enpl oy
different repositories for identities, secrets, and keys), and

0 deternmining in sone fashion that the two authenticated identities
are consistent. As noted above, there are significant potential
M TM vul nerabilities if this is not done.

| Psec may not al ways be present for these higher-layer protocols, and
even when present, may not always be used. Hence, if there is a

choi ce, the higher-layer protocol authentication is preferable as it
wi Il always be avail able for use, independent of |Psec.
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A "better-than-nothing" security approach to | Psec can address this
problem by setting up an | Psec security association w thout an

aut hentication, and then using an extended form of the higher-Iayer
aut hentication to establish that the higher-layer protocol session is
protected by a single IPsec SA. This counters man-in-the-m ddle
(MTM attacks on BTNS | Psec session establishnent by terninating the
hi gher -1 ayer session via an authentication failure when such an
attack occurs. The result is that a single authentication operation
val i dates not only the higher-layer peer’'s identity but also
continuity of the security association to that peer. This higher-

| ayer check for a single IPsec SAis referred in this docunent as
"channel binding", thus the nane Channel - Bound BTNS (CBB) [27].

3. BTNS Overview and Threat Mbdel s

This section provides an overview of BTNS and the | Psec security
services that are offered when BTNS is used. It also describes the
nmul ti pl e operating nodes of BTNS

3. 1. BTNS Overvi ew

This is an overview of what is needed in |IPsec to enable BTNS. The
detail ed specifications of the extensions are addressed by the
rel evant protocol specifications.

The main update to I Psec is adding extensions to security policy that
permit secure conmuni cations w th unauthenticated peers. These

ext ensi ons are necessary for both | Psec and | KE. For |Psec, the
first extension applies to the PAD, which specifies the forms of

aut hentication allowed for each |KE peer. In addition to existing
forns of authentication, such as X 509 certificates and pre-shared
secrets, the extension adds an unaut henticated category in which the
public key presented by the peer serves as its identity (and is

aut henti cated by the peer denpnstrating know edge of the
correspondi ng private key) [28]. The second extension is that a flag
is added to each SPD entry to indicate whether BTNS | ack of

aut hentication is acceptable for that SPD entry.

The changes to enabl e channel binding between | Psec and hi gher-1ayer
protocol s or applications are nore conplex than the policy extensions
above. They require specifying APIs and interactions between |Psec
and hi gher-layer protocols. This docunent assunmes such provisions
will be devel oped, but does not address their details
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3.2. BTNS and I Psec Security Services

The changes and extensions of BTNS primarily affect |Psec policy as
descri bed above. Oher parts of |IPsec and | KE specifications are
unchanged. BTNS does not require a separate |Psec inplenentation, as
BTNS can be integrated with any IPsec inplenentation in a system

The scope of BTNS functionality applies only to the SAs natching the
policies that explicitly specify or enable BTNS nodes in the PAD and
for which the corresponding SPD entries allow BTNS. Al other non-
BTNS policy entries, including entries in the SPD and the PAD, and
non- BTNS SAs are not affected by BTNS

In principle, the result of renoving the requirenent that all SAs be
aut henticated is that BTNS can establish secure | Psec connections in
a fashion simlar to fully authenticated I KE, but BTNS cannot verify
or authenticate the peer identities of these SAs. The following is a
list of security services offered by the I Psec protocol suite with
notes that address the differences created by the addition of BTNS

1. Access Control

BTNS extends | Psec’'s access control services to all ow

unaut henti cated connections. These extensions are integrated with
the I Psec PAD and SPD in a fashion that does not affect the access
controls associated with entries that do not use the BTNS

extensi ons. For Channel - Bound BTNS, the authentication that
applies to the SAis perfornmed at a higher layer in a fashion that
I i nks higher-layer access control policy to | Psec’s network-I|ayer
access control nechani sns.

2. Data Oigin Authentication
St and- Al one BTNS weakens data origin authentication to continuity
of association, nanmely the assurance that traffic on an SA

continues to originate fromthe sanme unauthenticated source.

Channel - Bound BTNS relies on higher-layer authentication to
provi de data origin authentication of protected network traffic.

3. Connectionless Integrity
4. Anti-Replay Protection

5. Confidentiality
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6. (Limted) Traffic Flow Confidentiality

For the security services offered by IPsec that are listed in
items 3 through 6, it is possible to establish secure |Psec
connections with rogue peers via BTNS because authentication is
not required. On the other hand, once a secure connection is
establ i shed, the comrunication is protected by these security
services in the sanme fashion as a connection established by
conventional |Psec neans.

3. 3. BTNS and | Psec Mbdes

The previous sections have described two ways of using BTNS: Stand-
Al one (SAB) and Channel -Bound (CBB). Both of these can al so be used
either symetrically, where neither party authenticates at the
network | ayer, or asymretrically, where only one party does not

aut henticate at the network layer. There are a nunber of cases to
consi der, based on conbi nations of the endpoint security capabilities
of SAB, CBB, and conventional | KE authentication of an identity
(denoted as AUTH below). The follow ng tables show all of the

conbi nati ons based on the capabilities of the two security endpoints:

| AUTH | SAB | | CB- AUTH | CBB
----- B L B Ty g

I I I I I I
AUTH | AUTH | A-SAB | CB- AUTH CB-AUTH | A-CBB

I I I I I I
----- B g

I I I I I I
SAB | A-SAB | S-SAB | CBB | A-CBB | S CBB

I I I I I I
----- R T R T T

No Channel Bi ndi ng Wth Channel Binding

There are six operating nodes that result fromthe conbi nations. The
first three nodes consist of network-layer authentication schenes
used w t hout channel binding to higher-layer authentication

1. AUTH both parties provide and authenticate conventional, |KE-
supported identities.

2. Symmetric SAB (S-SAB): neither party authenticates with a
conventional, |KE-supported identity.

3. Asymmetric SAB (A-SAB): one party does not authenticate with a

conventional, | KE-supported identity, but the other side does
authenticate with such an identity.
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The follow ng three nodes conbi ne the network-1ayer behaviors with
channel binding to higher-layer authentication credentials:

4. CB- AUTH channel binding is used and both parties authenticate
wi th conventional, |KE-supported identities.

5. Symmetric CBB (S-CBB): neither party authenticates with a
conventional, |KE-supported identity, but channel binding is used
to bind the SAs to higher-layer authentication operations.

6. Asymmetric CBB (A-CBB): asynmetric SAB (A-SAB) used with channe
bi nding; at the network |layer, one party does not authenticate
with a conventional, |KE-supported identity, but the other party
does authenticate with such an identity. Channel binding is used
to bind the SA to higher-layer authentication operations.

There are three security mechani snms involved in BTNS wi th channe
bi ndi ng:

1. BTNS and | Psec at the network | ayer,
2. higher-1layer authentication, and

3. the connection latching plus channel bindi ng nechani sns that bind
the higher-layer authentication credentials with the secure |Psec
channel

Aut henti cation at both the network and hi gher |ayers can be either
bidirectional (both peers are authenticated) or unidirectional (one
of the two peers does not authenticate). |In contrast, when channe
binding is used, it nust be applied at both ends of the communication
to prevent M TM attacks. Existing channel binding mechani snms and
APl's for this purpose (e.g., as defined in GSS-API [10]) nandate the
exchange and verification of the channel binding values at both ends
to ensure that correct, non-spoofed channel characteristics are bound
to the higher-layer authentication

Not e: When any Stand- Al one BTNS (SAB) or Channel - Bound BTNS (CBB) is
used wi thout being qualified as symetric or asymmetric, the
symretric node is the intended default neaning.

4. Applicability Statenent

BTNS is intended for services open to the public but for which
protected associations are desired, and for services that can be

aut henticated at higher layers in the protocol stack. BTNS can al so
provi de sone | evel of protection for private services when the
alternative BINS is no protection at all
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BTNS uses the | Psec protocol suite, and therefore should not be used
in situations where | Psec and specifically IKE are unsuitable. |Psec
and | KE i ncur additional conputation overhead, and | KE further

requi res message exchanges that incur round-trip latency to setup
security associations. These nmay be undesirable in environnments wth
limted conputational resources and/or high comruni cation |atencies.

This section provides an overview of the types of applications
suitable for various nodes of BTNS. The next two sections describe
the overall benefits and vulnerabilities, followed by the
applicability analysis for each BTNS node. The applicability
statenent covers only the four BTNS-specific nodes; the AUTH and
CB- AUTH nodes are out of scope for this discussion

4.1. Benefits

BTNS protects security associations after they are established by
reducing vulnerability to attacks fromparties that are not
participants in the association. BTNS-based SAs protect network and
transport layers w thout requiring network-Iayer authentication

BTNS can be depl oyed wi t hout pre-deploynent of authentication
material for IPsec or pre-shared information and can protect al
transport |layer protocols using a common nechani sm

BTNS al so hel ps protect systens fromlow effort attacks on higher-

| ayer sessions or connections that disrupt val uable services or
resources. BTNS raises the level of effort for many types of
networ k- and transport-layer attacks. Sinple transport |ayer packet
attacks are rejected because the malicious packet or packets are not
part of an |IPsec SA. The attacker is instead forced to establish an
unaut henticated | Psec SA and a transport connection for SAB
requiring the attacker to performas nuch work as a host engaging in
t he hi gher-1layer communication. SAB thus raises the effort for a
DDoS (Distributed Denial of Service) attack to that of emulating a
flash crowd. For open services, there may be no way to distinguish
such a DDoS attack froman actual flash crowd.

BTNS al so allows individual security associations to be established
for protection of higher-layer traffic without requiring pre-depl oyed
aut henti cation credenti al s.

4.2. Vulnerabilities

BTNS renoves the requirenent that every | Psec SA be authenticated.
Hosts connecting to BTNS hosts are vulnerable to comunicating with a
masquer ader throughout the association for SAB, or until higher

| ayers provide additional authentication for CBB. As a result,

aut hentication data (e.g., passwords) sent to a nmasqueradi ng peer
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4. 3.

4.3

Tou

could be disclosed to an attacker. This is a deliberate design
tradeoff; in BTNS, network- and transport-layer access is no |onger
controlled by the identity presented by the other host, opening hosts
to potential masquerading and flash crowmd attacks. Conversely, BTNS
can secure connections to hosts that are unable to authenticate at
the network | ayer, so the network and transport |ayers are nore
protected than can be achi eved via higher-layer authentication al one.

Lacki ng networ k-l ayer authentication information, other neans nust be
used to provide access control for local resources. Traffic

sel ectors for the BTNS SPD entries can be used to limt which

i nterfaces, address ranges, and port ranges can access BTNS-enabl ed
services. Rate linmting can further restrict resource usage. For
SAB, these protections need to be considered throughout associations,
whereas for CBB they need be present only until higher-Iayer
protocol s provide the mssing authentication. CBB also relies on the
ef fecti veness of the binding of higher-1layer authentication to the
BTNS networ k associ ati on

St and- Al one BTNS ( SAB)

SAB is intended for applications that are unable to use |KE-
conpati bl e authentication credentials and do not enpl oy hi gher-1ayer
aut hentication or other security protection. SAB is also suitable
when the identities of either party are not inportant or are
deliberately omtted, but |IPsec security services are desired (see
Section 3.2). SAB is particularly applicable to long-Ilived
connections or sessions for which assurance that the entity at the
other end of the connection has not changed may be a good enough
substitute for the lack of authentication. This section discusses
symretric and asynmetric SAB

.1. Symmetric SAB

Symretric SAB (S-SAB) is applicable when both parties | ack network-

| ayer authentication information and that authentication is not
avai |l abl e from hi gher-1layer protocols. S-SAB can still provide sone
forns of protection for network and transport protocols, but does not
provi de aut hentication beyond continuity of association. S-SABis
useful in situations where transfer of large files or use of other

I ong-lived connections would benefit fromnot being interrupted by
attacks on the transport connection (e.g., via a false TCP RST), but
the particular endpoint identities are not inportant.

Open services, such as web servers, and peer-to-peer networks could
utilize S-SAB when their identities need not be authenticated but
their communi cati on woul d benefit fromprotection. Such services
m ght provide files that are either not validated or validated by
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other neans (e.g., published hashes). These transm ssions present a
target for off-path attacks that could be nmitigated by S-SAB. S-SAB
may al so be useful for protecting voice-over-1P (VolP) traffic

bet ween peers, such as direct calls between Vol P clients.

S-SAB is also useful in protecting any transport protocol when the
endpoi nts do not deploy authentication, for whatever reason. This is
the case for BGP TCP connections between core routers, where the
protection afforded by S-SAB is better than no protection at all

even though BGP is not intended as an open service.

S-SAB can al so serve as an internediate step towards S-CBB. S-SAB is
the effective result when an | Psec channel is used (via connection

| at ching), but the higher-layer authentication is not bound to the

| Psec SAs within the channel

4.3.2. Asymmetric SAB

Asymretric SAB (A-SAB) all ows one party |acking network-Iayer

aut hentication infornmation to establish associations with another
party that possesses authentication credentials for any applicable
| KE aut henticati on nechani sm

Asymretric SAB is useful for protecting transport connections for
open services on the Internet, e.g., commercial web servers, etc. In
these cases, the server is typically authenticated by a w dely known
CA, as is done with TLS at the application layer, but the clients
need not be authenticated [4]. Al though this my result in |IPsec and
TLS being used on the sane connection, this duplication of security
services at different layers is necessary when protection is required
fromthe sorts of spoofing attacks described in Section 2 (e.g., TLS
cannot prevent a spoofed TCP RST, as the RST is processed by TCP

rat her than being passed to TLS)

A- SAB can al so secure transport for stream ng nmedia such as woul d be
used by webcasts for renbte education and entertainnent.

4.4. Channel - Bound BTNS ( CBB)

CBB al l ows hosts wi thout network-Ilayer authentication information to
cryptographi cally bind BTNS-based | Psec SAs to authentication at

hi gher layers. CBB is intended for applications that enploy higher-
| ayer authentication but that also benefit from additional network-

| ayer security. CBB provides network-layer security services without
requiring authentication at the network layer. This enables |Psec
security services for applications that have | KE-inconpatible

aut hentication credentials. CBB allows |IPsec to be used with
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aut henti cati on nmechani sns not supported by | KE and frees higher-I|ayer
applications and protocols fromduplicating security services already
avail able in | Psec.

Symretric CBB integrates channel binding with S-SAB, as does
asymetric CBB with A-SAB. I n both cases, the target applications
have simlar characteristics at the network layer to their non-
channel - bi ndi ng counterparts. The only significant difference is the
bi ndi ng of authentication credentials at a higher layer to the
resulting I Psec channels.

Al t hough the npodes of CBB refer to the authentication at the network
| ayer, higher-layer authentication can also be either asymetric
(one-way) or symmetric (two-way). Asymetric CBB can be used to
conpl enent one-way authentication at a higher [ayer by providing one-
way aut hentication of the opposite direction at the network | ayer.
Consi der an application with one-way, client-only authentication

The client can utilize A-CBB where the server nust present |KE-

aut henticated credentials at the network layer. This form of A-CBB
achi eves mutual authentication, albeit at separate |layers. Many
renmote file system protocols, such as i SCSI and NFS, fit into this
category and can benefit from channel binding with | Psec for better
net wor k-1 ayer protection, including prevention of MTM attacks.

Mechani sns and interfaces for BTNS channel binding with | Psec are
di scussed in further detail in [26].

4.5. Summary of Uses, Vulnerabilities, and Benefits

The following is a summary of the properties of each type of BTNS
based on the previ ous subsections:

SAB CBB
Uses Open services Same as SAB but with
Peer - t o- peer hi gher -1 ayer auth.

Zero-config Infrastructure e.g., iSCSlI [19], NFSv4 [21]

Wul n. Masquer ader s Masquer aders until bound
Needs data rate limt Needs data rate limt
Load on | Psec Load on | Psec

Exposure to open access
Benefit Protects L3 & L4 Protects L3 & L4

Avoids all auth. keys Avoi ds L3 auth. keys
Ful I auth. once bound
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Most of the potential vulnerabilities in the above table have been
di scussed in previous sections of this docunent; sone of the nore
general issues, such as the increased |oad on | Psec processing, are
addressed in the Security Considerations section of this docunent.

5. Security Considerations

This section describes the threat nodels for BTNS and di scusses ot her
security issues based on the threat nodels for different nodes of
BTNS. Sonme of the issues were nentioned previously in the docunent
but are listed again for conpl eteness.

5.1. Threat Mddels and Eval uation

BTNS is intended to protect sessions froma variety of threats,

i ncluding on-path, man-in-the-mddle attacks after key exchange, and
of f-path attacks. It is intended to protect the contents of a
session once established, but does not protect session establishnent
itself. This protection has value because it forces the attacker to
target connection establishnent as opposed to waiting for a nore
convenient time; this is of particular value for long-Ilived sessions.

BTNS is not intended to protect the key exchange itself, so this
presents an opportunity for a man-in-the-niddle attack or a well -
timed attack fromother sources. Furthernore, Stand-Al one BTNS is
not intended to protect the endpoint from nodes masqueradi ng as
legitimate clients of a higher-layer protocol or service. Channel-
Bound BTNS can protect from such masqueradi ng, though at a later
point after the security association is established, as a nmasquerade
attack causes a client authentication failure at a higher |ayer.

BTNS is also not intended to protect from DoS (Denial of Service)
attacks that seek to overload a CPU performi ng authentication or
other security conputations, nor is BTNS intended to provide
protection fromconfiguration mstakes. These latter two threat
assunptions are also the case for |Psec.

The followi ng sections discuss the inplications of the threat nodels
in nore details.

5.2. Interaction with Other Security Services

As with any aspect of network security, the use of BTNS nust not
interfere with other security services. Wthin | Psec, the scope of
BTNS is linmted to the SPD and PAD entries that explicitly specify
BTNS and to the resulting SAD entries. It is incunbent on system
adm nistrators to deploy BTNS only where safe, preferably as an
alternative to the use of "bypass" SPD entries that exenpt specified
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traffic fromI|Psec cryptographic protection. |n other words, BTNS
shoul d be used only as a substitute for no security, rather than as a
substitute for stronger security. Wen the higher-Iayer

aut hentication required for CBB is not avail able, other nethods, such
as | P address filtering, can help reduce the vulnerability of SAB to
exposure to anonynous access.

5.3. M TM and Masquer ader Attacks

Previ ous sections have descri bed how CBB can counter M TM and
masquer ader attacks, even though BTNS does not protect key exchange
and does not authenticate peer identities at the network | ayer.
Nonet hel ess, there are sone security issues regarding CBB that nust
be carefully eval uated before depl oyi ng BTNS

For regular |IPsec/IKE, a man in the m ddl e cannot subvert |KE

aut henti cation, and hence an attenpt to attack an | Psec SA via use of
two SAs concatenated by the attacker acting as a traffic-forwarding
proxy will cause an | KE authentication failure. On the other hand, a
man-in-the-nmiddle attack on IPsec with CBB is discovered later. Wth
CBB, the IKE protocol will succeed because it is unauthenticated, and
the security associations will be set up. The man in the niddle wll
not be discovered until the higher-layer authentication fails. There
are two security concerns with this approach: possible exposure of
sensitive authentication information to the attackers, and resource
consunption before attacks are detected.

The exposure of information depends on the higher-I|ayer

aut hentication protocols used in applications. |[If the higher-Iayer
aut henti cation requires exchange of sensitive infornmation (e.qg.
passwords or password-derived materials) that are directly useful or
can be attacked offline, an attacker can gain such information even
though the attack can be detected. Therefore, CBB nust not be used
wi th hi gher-1layer protocols that may expose sensitive information
during authenticati on exchange. For exanple, Kerberos V AP exchanges
would leak Iittle other than the target’s krb5 principal nanme, while
Ker beros V AS exchanges usi ng PA- ENC- TI MESTAMP pre-aut henti cation
woul d | eak material that can then be attacked offline. The latter
shoul d not be used with BTNS, even with Channel Binding. Further

the ways in which BTNS is integrated with the higher-layer protoco
must take into consideration vulnerabilities that could be introduced
in the APl s between these two systens or in the infornmation that they
share.

The resource consunption issue is addressed in the next section on
DoS att acks.
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5.4. Denial of Service (DoS) Attacks and Resource Consunptions

A consequence of BTNS depl oynent is that nore traffic requires
cryptographi ¢ operations; these operations increase the conputation
required in I Psec inplenentations that receive protected traffic

and/ or verify incomng traffic. That additional conputation raises
vul nerability to overloadi ng, which nmay be the result of legitimte
flash crowds or a DoS or DDoS attack. Although this may itself
present a substantial inpedinent to deploynment, it is an issue for
all cryptographically protected comunication systens. This docunent
does not address the inpact BTNS has on such increases in required
conput ati on.

The effects of the increased resource consunption are twofold. The
consunption raises the level of effort for attacks such as MTM but
al so consunmes nore resources to detect such attacks and to reject
spoofed traffic. At the network layer, proper linmts and access
controls for resources should be set up for all BTNS SAs. CBB SAs
may be granted increased resource access after the higher-1layer

aut henti cations succeed. The sanme principles apply to the higher-

| ayer protocols that use CBB SAs. Special care must be taken to
avoi d excessive resource usage before authentication is established
in these applications.

5.5. Exposure to Anonynous Access

The use of SAB by a service inplies that the service is being offered
for open access, since network-layer authentication is not perforned.
SAB shoul d not be used with services that are not intended to be
openly avail abl e.

5.6. | CWP Attacks

Thi s docunent does not consider |CVMP attacks because the use of BTNS
does not change the existing | Psec guidelines on ICVWP traffic
handling [8]. BTNS focuses on the authentication part of
establishing security associations. BTNS does not alter the | Psec
traffic processing nodel and protection boundary. As a result, the
entire | Psec packet processing guidelines, including |CVMP processing,
remai n applicable when BTNS is added to | Psec.

5.7. Leap of Faith

BTNS al l ows systens to accept and establish security associations
with peers without authenticating their identities. This can enable
functionality simlar to "Leap of Faith" authentication utilized in
other security protocols and applications such as the Secure Shel
Protocol (SSH) [29].
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SSH i npl enentati ons are allowed to accept unknown peer credentials
(host public keys) without authentication, and these unauthenticated
credentials nay be cached in |l ocal databases for future

aut hentication of the same peers. Simlar to BTNS, such neasures are
all owed due to the lack of "w dely depl oyed key infrastructure" [29]
and to inprove ease of use and end-user acceptance.

There are subtle differences between SSH and BTNS regardi ng Leap of
Faith, as shown in the follow ng table:

| SSH | BTNS |

------------------------------- B
Accept unaut henti cat ed | Al'lowed | All owed
credential s | | |
------------------------------- B T
Opti ons/ Warnings to reject | Yes | No
unaut henti cated credential s | |
------------------------------- B
Cache unaut henti cated | Required | Al owed |
credential for future refs | |
------------------------------- B T

SSH requires proper warnings and options in applications to reject
unaut henticated credentials, while BTNS accepts such credentials
autonmatically when they match the corresponding policy entries. Once
SSH accepts a credential for the first time, that credential should
be cached and can be reused automatically w thout further warnings.
BTNS credentials can be cached for future use, but there is no
security advantage to doing so, as a new unauthenticated credenti al
that is allowed by the policy entries will be autonmatically accepted.

In addition, BTNS does not require |IPsec to reuse credentials in a
manner similar to SSH  Wen | Psec does reuse unaut henticated
credentials, there may be inplenmentati on advantages to caching them

SSH-styl e credential caching for reuse with SAB coul d be addressed by
future extension(s) to BTNS; such extension(s) would need to provide
war ni ngs about unaut henticated credentials and a nmechani smfor user
acceptance or rejection of themin order to establish a | evel of

aut henti cati on assurance conparable to SSH s "Leap of Faith". Such
extension(s) would also need to deal with issues caused by the
absence of identities in BTNS. At best, a cached BTNS credenti al
reaut henticates the network-1layer source of traffic when the
credential is reused -- in contrast, SSH credential reuse

reaut henticates an identity.
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Net wor k- | ayer reauthentication for SAB is further conplicated by:

o the ability of NATs to cause nultiple independent network-I|ayer
sources of traffic to appear to be one source (potentially
requiring acceptance and caching of nultiple BTNS credentials),

o the ability of nmultihoming to cause one network-|ayer source of
traffic to appear to be multiple sources (potentially triggering
unexpect ed warni ngs and requiring re-acceptance of the sane BTNS
credential), and

0 interactions with both nobility and address ownershi p changes
(potentially requiring controlled BTNS credential reassignnent
and/ or invalidation).

These issues are left to be addressed by possible future work on the
addition of "Leap of Faith" functionality to BTNS

In contrast, for CBB, credential caching and verification are usually
done at the higher-layer protocols or applications. Caching
credentials for CBB at the BTNS |l evel is not as inportant because the
channel binding will bind whatever credentials are presented (new or
cached) to the higher-layer protocol identity.

5.8. Connection Hijacking through Rekeyi ng

Each IPsec SA has a linmited lifetine (defined as a time and/ or byte
count) and nmust be rekeyed or term nated when the lifetine expires.
Rekeyi ng an SA provides a small wi ndow of opportunity where an on-
path attacker can step in and hijack the new SA created by rekeying
by spoofing the victimduring rekeying. BTNS, and particularly SAB
sinplify this attack by renoving the need for the attacker to
authenticate as the victimor via the same non-BTNS PAD entry that
was used by the victimfor the original SA. CBB, on the other hand,
can detect such attacks by detecting the changes in the secure
channel properties.

This vulnerability is caused by the lack of inter-session binding or
I atching of IKE SAs with the corresponding credentials of the two
peers. Connection |atching, together wi th channel binding, enables
such binding but requires higher-layer protocols or applications to
verify consistency of identities and authentication across the two
SAs.
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5.9. Configuration Errors

BTNS does not address errors of configuration that could result in

i ncreased vul nerability; such vulnerability is already possible using
"bypass" SPD entries. SPD entries that allow BTNS nust be explicitly
flagged, and hence can be kept separate from SPD entries that do not
al | ow BTNS, just as "bypass" SPD entries are separate fromentries
that create SAs with nore conventional, stronger security.

6. Rel ated Efforts

There have been a nunber of related efforts in the | ETF and el sewhere
to reduce the configuration effort of deploying the Internet security
sui te.

The | ETF PKI 4] Psec effort focused on providing an automatic
infrastructure for the configuration of Internet security services,
e.g., to assist in deploying signed certificates and CA infornation
[9]. The IETF KINK effort focused on adapting Kerberos [13] for |IKE
enabling IKE to utilize the Kerberos key distribution infrastructure
rather than requiring certificates or shared private keys [18]. KINK
t akes advantage of an existing architecture for automatic key
managenent in Kerberos. Qpportunistic Encryption (OE) is a system
for automatic discovery of hosts willing to do a BTNS-1i ke
encryption, with authentication being exchanged by | everagi ng
existing use of the DNS [17]. BTNS differs fromall three in that
BTNS is intended to avoid the need for such infrastructure

al together, rather than to automate it.
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