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Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

The 1S-1S routing protocol (Internmediate Systemto Internediate
System | SO 10589) requires reliable protocols at the Iink |ayer for
point-to-point links. As a result, it does not use a three-way
handshake when establi shi ng adj acenci es on poi nt-to-point mnedia.
Thi s paper defines a backward-conpatibl e extension to the protoco
that provides for a three-way handshake. It is fully interoperable
with systens that do not support the extension

Additionally, the extension allows the robust operation of nore than
256 point-to-point links on a single router

Thi s extension has been inplenented by nmultiple router vendors; this

paper is provided to the Internet community in order to all ow
i nteroperable inplenentations to be built by other vendors.
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1. Introduction

The IS-1S protocol [ISIS] assunmes certain requirenents stated in | SO
10589 (section 6.7.2) for the operation of IS-1S over point-to-point
i nks and hence provides only a two-way handshake when establ i shing
adj acenci es on point-to-point links. The protocol does not operate
correctly if these subnetwork requirenents for point-to-point |inks
are not met. The basic mechanismdefined in the standard is that
each side declares the other side to be reachable if a Hello packet
is heard fromit. Once this occurs, each side then sends a Conplete
Sequence Number PDU (CSNP) to trigger database synchronization

Three failure nodes are known. First, if the link goes down and then
conmes back up, or one of the systens restarts, and the CSNP packet is
lost, and the network has a cut set of one through the link, the link
state databases on either side of the link will not synchronize for a
full Link State Protocol Data Unit (LSP) refresh period (up to 18
hours).

A second, nore serious failure is that if the link fails in only one
direction, the failure will only be detected by one of the systens.
Normal Iy only one of the two systens will announce the adjacency in

its link state packets, and the SPF algorithmw Il thus ignore the
link. However, if there are two parallel |inks between systens and
one of themfails in one direction, SPF will still calculate paths

bet ween the two systens, and the systemthat does not notice the
failure will attenpt to pass traffic down the failed link (in the
direction that does not work).

The third issue is that on sone physical |ayers, the
i nterconnectivity between endpoints can change w t hout causing a
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link-layer-down condition. In this case, a systemnnay receive
packets that are actually destined for a different system (or a
different link on the same systemj. The receiving systemmay end up
thinking that it has an adjacency with the renpte systemwhen in fact
the renpte systemis adjacent with a third system

The sol ution proposed here ensures correct operation of the protoco
over unreliable point-to-point Iinks. As part of the solution to the
t hr ee-way handshaki ng i ssue, a nethod is defined to renmove the
limtation of 255 point-to-point interfaces inposed by IS-1S[1SIS]
This method is nore robust than the ad hoc nethods currently in use.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Overview of Extensions

This section provides a general overview of the three-way handshaki ng
provi ded and how nore than 256 interfaces are handl ed.

2. 1. Handshaki ng

The intent is to provide a three-way handshake for point-to-point

adj acency establishnent in a backward-conpatible fashion. This is
done by providing an optional nechanismthat allows each systemto
report its adjacency three-way state, thus allowing a systemto only
decl are an adjacency to be up if it knows that the other systemis
receiving its IS-1S Hello (Il H packets.

The adj acency three-way state can be one of the follow ng types:

Down
This is the initial point-to-point adjacency three-way state. The
system has not received any |l H packet containing the three-way
handshake option on this point-to-point circuit.

Initializing
The system has received an |1 H packet containing the three-way

handshake option from a nei ghbor but does not know whether the
nei ghbor is receiving its Il H packet.

Up
The system knows that the neighbor is receiving its |IlH packets.

Katz, et al. St andards Track [ Page 3]



RFC 5303 Thr ee- Wy Handshake for IS IS Cct ober 2008

The adjacency three-way state that is reported by this nechanismis
not equal or equivalent to the adjacency state that is described in

| SO 10589 [ISIS]. |If this mechanismis supported, then an adjacency
may have two states, its state as defined in | SO 10589 [ISIS], and
its three-way state. For example, according to | SO 10589, receipt of
an Internediate SystemHello (ISH will cause an adjacency to go to
Initializing state; however, receipt of an ISHw Il have no effect on
the three-way state of an adjacency, which renmains firmy Down unti

it receives an IIH from a nei ghbor that contains the three-way
handshaki ng opti on.

In addition, the neighbor’'s systemID and (newy defined) extended
circuit IDare reported in order to detect the case where the sane
streamis being received by multiple systems (only one of which can
tal k back).

The mechanismis quite simlar to the one defined in the Netware Link
Services Protocol (NLSP) [NetLink], a variant of 1S-1S used for
routing Internetwork Packet Exchange (IPX) traffic. The difference
bet ween this mechani smand the one used in NLSP is the |ocation where
the information is carried (NLSP uses two of the reserved bits in the
I H header, whereas this solution adds a separate option to the IIH),
and the presence of the neighbor’s systemID and circuit ID. In
theory, using the reserved header bits shoul d be backward conpati bl e,
since systens are supposed to ignore them However, it was felt that
this was risky, as the use of untested mechani sms such as this have
led to problens in the past in other protocols. New option codes, on
t he ot her hand, have been denonstrated to work properly, as the

depl oynent of Integrated 1S-1S for IP [RFC1195] has done exactly

t hi s.

The new nechanismonly cones into play when the renpte system

i ncludes the new option in its IIH packet; if the option is not
present, it is assunmed that the system does not support the new
mechani sm and so the old procedures are used.

2.2. Mre than 256 Interfaces

The IS-1S specification has an inplicit linmt of 256 interfaces, as
constrained by the eight-bit Crcuit IDfield carried in various
packets. Mdderately clever inplenenters have realized that the only
true constraint is that of 256 LAN interfaces, and for that matter
only 256 LAN interfaces for which a systemis the Designated IS
This is because the only place that the circuit IDis advertised in
LSPs is in the pseudo-node LSP ID.
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| mpl enenters have treated the point-to-point circuit |ID nunber space
as being independent fromthat of the LAN interfaces, since these
circuit IDs appear only in IIH PDUs and are only used for detection
of a change in identity at the other end of a Iink. Mre than 256
poi nt-to-point interfaces have been supported by sending the same
circuit IDon nultiple interfaces. This reduces the robustness of
the 1D change detection algorithm since it would then be possible to
switch Iinks between interfaces on a systemw thout detecting the
change.

Since the circuit IDis an integral part of the new handshaki ng
mechani sm a backwar d- conpati bl e nechani sm for expanding the circuit
I D nunber space is included in this specification.

3. Details

The detailed syntax and procedures for this IS-1S option are given
bel ow.

3.1. Syntax

Anew IS 1S Option type, "Point-to-Point Three-Way Adjacency", is
def i ned:

Type - OxFO (deci mal 240)

Length - total length of the value field (1 to 17 octets)

Val ue -
No. of Cctets

o m e e e e e e e e e e eee s +

| Adjacency Three-Way State | 1

o m e e e e e e e e e ee s +

| Extended Local Circuit ID | 4

o e e e e e e e e e e e e e e e +

| Nei ghbor System |ID | ID Length
o m e e e e e e e e e e eee s +

| Nei ghbor Extended Local Circuit 1D 4

o m e e e e e e e e e ee s +

Adj acency Three-Way State
The adj acency three-way state of the point-to-point adjacency.
The follow ng val ues are defined:

- Up
- Initializing
- Down

NP~ O

Katz, et al. St andards Track [ Page 5]



RFC 5303 Thr ee- Wy Handshake for IS IS Cct ober 2008

Ext ended Local Circuit ID
Unique I D assigned to this circuit when it is created by this
I nternedi ate system

Nei ghbor System I D
System | D of neighboring Internediate systemif known. The |length
of this field is equal to "ID Length" of the IIH PDU described in
"Point-to-point ISto IS hello PDU' (section 9.7 of [ISIS]).

Nei ghbor Extended Local Circuit ID
Ext ended Local Circuit ID of the other end of the point-to-point
adj acency if known.

Any system that supports this nmechani sm SHALL i nclude this option in
its Point-to-Point |IIH packets.

Any system that does not understand this option SHALL ignore it, and
(of course) SHALL NOT include it inits own IIH packets.

Any system that supports this mechani sm MJST incl ude the Adjacency
Three-Way State field in this option. The other fields in this
option SHOULD be included as expl ained bel ow in section 3.2.

Any systemthat is able to process this option SHALL fol |l ow the
procedur es bel ow.

3.2. Elenments of Procedure

The new handshake procedure is added to the IS-1S point-to-point IIH
state machine after the PDU acceptance tests have been perforned.

Al t hough the extended circuit IDis only used in the context of the

t hree-way handshake, it is worth noting that it effectively protects

agai nst the unlikely event where a link is noved to another interface
on a systemthat has the sane local circuit ID, because the received
PDUs will be ignored (via the checks defined below and the existing
adj acency will fail.

Add a clause e) to the end of "Receiving | SH PDUs by an internediate
systent (section 8.2.2 of [ISIS]):

Set the state to be reported in the Adjacency Three-Way State
field of the Point-to-Point Three-Way Adjacency option to Down.
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Add a clause e) to the end of "Sending point-to-point |IH PDUs"
(section 8.2.3 of [I1SIS]):

The 1S SHALL include the Point-to-Point Three-Way Adjacency option
inthe transmtted Point-to-Point I1H PDU. The current three-way
state of the adjacency with its neighbor on the link (as defined
in new section 8.2.4.1.1 introduced later in the docunent) SHALL
be reported in the Adjacency Three-Way State field. |If no

adj acency exists, the state SHALL be reported as Down.

The Extended Local Circuit ID field SHALL contain a val ue assi gned
by this IS when the circuit is created. This value SHALL be

uni que anmong all the circuits of this Internediate System The
value is not necessarily related to that carried in the Loca
Circuit IDfield of the Il H PDU

If the system|D and Extended Local G rcuit ID of the neighboring
system are known (in adjacency three-way state Initializing or
Up), the neighbor’'s system | D SHALL be reported in the Nei ghbor
System ID field, and the neighbor’'s Extended Local Circuit ID
SHALL be reported in the Nei ghbor Extended Local Circuit ID field.

Add a section 8.2.4.1.1, "Three-Wy Handshake", imediately prior to
"I'l H PDU Processing" (section 8.2.4.2 of [ISIg]):

Kat z,

A received Point-to-Point |IH PDU may or nmay not contain the
Poi nt -t o- Poi nt Three-Way Adjacency option. |If it does not, the
link is assuned to be functional in both directions, and the
procedures described in section 8.2.4.2 are foll owed.

If the option is present and contains invalid Adjacency Three-Way
State, the PDU SHALL be discarded and no further action is taken

If the option with a valid Adjacency Three-Way State is present,
t he Nei ghbor System | D and Nei ghbor Extended Local Circuit 1D
fields, if present, SHALL be exanined. |If they are present, and
t he Nei ghbor System I D contai ned therein does not match the | oca
systenmis I D, or the Neighbor Extended Local Circuit |ID does not
match the local systemis extended circuit 1D, the PDU SHALL be
di scarded and no further action is taken

If the Neighbor System I D and Nei ghbor Extended Local Circuit ID
fields match those of the local system or are not present, the
procedures described in section 8.2.4.2 are followed with the
foll owi ng changes:
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a) In section 8.2.4.2 a and b, the action "Up" fromstate tables
5, 6, 7, and 8 may create a new adj acency but the three-way
state of the adjacency SHALL be Down.

b) If the action taken fromsection 8.2.4.2 a or b is "Up" or
"Accept", the IS SHALL performthe action indicated by the new
adj acency three-way state table bel ow, based on the current
adj acency three-way state and the received Adjacency Three-\Way
State value fromthe option. (Note that the procedure works
properly if neither field is ever included. This provides
backward conpatibility to an earlier version of this option.)

Recei ved Adj acency Three-\Way State

Down Initializing Up
Down | Initialize Up Down
|
Adj . Initializing | Initialize Up Up
Thr ee-
Way Up | Initialize Accept Accept
State |
|

Adj acency Three-Way State Tabl e
If the new action is "Down", an adjacencyStat eChange( Down)
event is generated with the reason "Nei ghbor restarted" and the
adj acency SHALL be del et ed.

If the new action is "lnitialize", no event is generated and
the adjacency three-way state SHALL be set to "Initializing"

If the new action is "Up", an adjacencyStat eChange(Up) event is
gener at ed.

c) Skip section 8.2.4.2 ¢ and d.

d) If the new action is "Initialize", "Up", or "Accept", follow
section 8.2.4.2 e.

4. | ANA Consi der ations

This docunent specifies IS 1S Option 240 (0xFQ), which has al ready
been all ocated. See [RFC3359].
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5.

Security Considerations

Thi s docunent raises no new security issues for 1S 1S. 1S1S
security may be used to secure the IS-1S nessages di scussed here.
See [ RFC5304].

Changes from RFC 3373

This docunent is a minor edit of [RFC3373] with the intent of
advancing it fromlInformational to Standards Track. It al so updates
the 1SP 10589 reference to refer to the current "2002" version

Acknowl edgenent s

Thanks to Tony Li, Henk Smit, Naim ng Shen, Dave Ward, Jeff Learnan
Les G nsberg, and Philip Christian for their contributions to the
docunent .

Nor mat i ve Ref erences

[1SIS] I SO, "Internediate Systemto Internediate Systemintra-
domai n routeing information exchange protocol for use in
conjunction with the protocol for providing the
connecti onl ess-node network service (I1SO 8473)",
International Standard 10589: 2002, Second Edition, 2002.

[ NetLi nk] "Netware Link Services Protocol Specification, Version
1.0", Novell, Inc., February 1994.

[RFC1195] Callon, R, "Use of OGSl IS IS for routing in TCP/IP and
dual environnents", RFC 1195, Decenber 1990.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

I nformati ve References

[RFC3373] Katz, D. and R Saluja, "Three-Way Handshake for
Internediate Systemto Internediate System (1S 1S) Point-
t o- Poi nt Adj acenci es", RFC 3373, Septenber 2002.

[ RFC3359] Przygienda, T., "Reserved Type, Length and Val ue (TLV)
Codepoints in Internediate Systemto Internedi ate Systent,
RFC 3359, August 2002.

[ RFC5304] Li, T. and R Atkinson, "IS 1S Cryptographic
Aut henti cati on", RFC 5304, Cctober 2008.

Katz, et al. St andards Track [ Page 9]



RFC 5303 Thr ee- Wy Handshake for IS IS Cct ober 2008

Aut hors’ Addr esses

Dave Katz

Juni per Networ ks
1194 N. Mathil da Ave.
Sunnyval e, CA 94089
USA

Phone: +1-408-745-2073
EMai | :  dkat z@ uni per. net

Raj esh Sal uj a

Tenet Technol ogi es

30/ 31, 100 Feet Road, Madiwal a
Bangal ore - 560 068

| NDI A

Phone: +91 80 552 2215
EMai | : raj esh. sal uj a@enetindi a. com

Donal d E. Eastl ake 3rd
East | ake Enterprises
155 Beaver Street
MIford, MA 01757
USA

Phone: +1-508-634-2066
EMai | ;. d3e3e3@nail . com

Katz, et al. St andards Track [ Page 10]



RFC 5303 Thr ee- Wy Handshake for IS IS Cct ober 2008

Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Katz, et al. St andards Track [ Page 11]



