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A Registry for SMIP Enhanced Mail System Status Codes
Status of This Meno

Thi s docunent specifies an Internet Best Current Practices for the
Internet Conmunity, and requests discussion and suggestions for
i nprovenents. Distribution of this neno is unlimted.

Abst r act

The specification for enhanced mail system status codes, RFC 3463,
establi shes a new code nodel and lists a collection of status codes.
While it anticipated that nore codes would be added over tine, it did
not provide an explicit mechanismfor registering and tracking those
codes. This docunent specifies an | ANA registry for mail system
enhanced status codes, and initializes that registry with the codes
so far established in published standards-track docunents, as well as
ot her codes that have becone established in the industry.
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1

2.

2.

1

I ntroduction

Enhanced Status Codes for SMIP were first defined in [ RFC1893], which
was subsequently replaced by [ RFC3463]. VWhile it anticipated that
nore codes woul d be added over tine (see section 2 of [RFC3463]), it
did not provide an explicit mechanismfor registering and tracking
those codes. Since then, various RFCs have been published and
internet drafts proposed that define additional status codes.

However, without an | ANA registry, conflicts in definitions have
begun to appear.

This RFC defines such an IANA registry and was witten to help
prevent further conflicts fromappearing in the future. It
initializes the registry with the established standards-track
enhanced status codes from[RFC3463], [RFC3886], [RFC4468], and

[ RFC4954]. In addition, this docunent adds several codes to the
registry that were established by various internet drafts and have
conme into conmon use, despite the expiration of the docunents

t hemsel ves

As specified in [ RFC3463], an enhanced status code consists of a
three-part code, with each part being nuneric and separated by a
period character. The three portions are known as the class sub-
code, the subject sub-code, and the detail sub-code. 1In the tables,
a wildcard for the class sub-code is represented by an X, a wldcard
for a subject sub-code is represented by an XXX, and a wildcard for a
detail sub-code is represented by a YYY. For exanple, 3.XXX YYY has
an unspeci fi ed subject sub-code and an unspecified status code, and
X.5.0 is has an unspecified class sub-code. (This is a change from
[ RFC3463], which uses XXX for both the subject sub-code and det ai
sub-code wi | dcards.)

| ANA Consi derati ons
SMIP Enhanced Status Codes Registry

| ANA has created the registry "SMIP Enhanced Status Codes". The SMIP
Enhanced Status Codes registry will have three tables:

0 d ass Sub-Codes
Each of the entries in this table represent class sub-codes and
all have an unspecified subject sub-code and an unspecified detai
sub- code

0 Subj ect Sub-Codes
Each of the entries in this table represent subject sub-codes and
all have an unspecified class sub-code and an unspecified det ai
sub- code
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0 Enunerated Status Codes

Each of the entries in this table represent the conbination of a
subj ect sub-code and a detail sub-code. Al entries will have an

unspeci fi ed cl ass sub-code,
specified detail sub-code

Each entry in the tables will

a specified subject sub-code, and a

i nclude the following. (The sub-code

tables will not have the Associated Basic Status Code entries.)

Code:

Summary: or Sanple Text:

Associ at ed Basi c Status Code:

Descri pti on:

Ref er ence

The status code. For exanple,

3. XXX, YYY is a class sub-code with an
unspeci fi ed subject sub-code and an
unspecified detail sub-code, and X 5.0
is an enunerated status code with an
unspeci fied cl ass sub-code.

For cl ass and subject sub-codes, this
is the summary of the use for the sub-
code shown in section 2 of [RFC3463].
For enunerated status codes, this is an
exanpl e of a nmessage that might be sent
al ong with the code.

For enunerated status codes, the basic
status code(s) of [RFC2821] with which
it is usually associated. This may

al so have a val ue such as "Any" or "Not
given". NOTE: This is a non-exclusive
list. |In particular, the entries that
list sone basic status codes for an
Enhanced Status Code night allow for

ot her basic status codes, while the
entries denoted "Not given" can be
filled in by updating the | ANA registry
t hrough updates to this docunent or at
the direction of the | ESG

A short description of the code.

A reference to the docunent in which
the code is defined. This reference
shoul d note whet her the rel evant
specification is standards-track, best
current practice, or neither, using one
of "(Standards track)", "(Best current
practice)" or "(Not standards track)".
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Submitter: The identity of the submitter, usually
t he docunent aut hor.

Change Controller: The identity of the change controller
for the specification. This will be
"I ESG' in the case of |ETF-produced
docunent s.

An exanple of an entry in the enunerated status code table woul d be:

Code: X. 0.0

Sanpl e Text: O her undefined Status

Associ ated basic status code: Any

Descri pti on: O her undefined status is the only undefined
error code. It should be used for all errors for
which only the class of the error is known.

Ref er ence: RFC 3463 (Standards track)

Subnitter: G Vaudr eui

Change controller: |ESG

2.2. Review Process for New Val ues

Entries in this registry are expected to follow the "Specification
Requi red" nodel ([RFC5226]) although, in practice, nost entries are
expected to derive fromstandards-track docunents. Non-standards-
track docunments that specify codes to be registered should be readily
avai l abl e. The principal purpose of this registry is to avoid
confusion and conflicts anong different definitions or uses for the
same code

2.3. Registration Updates

Standards-track registrations nay be updated if the rel evant
standards are updated as a consequence of that action. Non-
standards-track entries may be updated by the Iisted change
controller. Only the entry’'s short description or references nay be
nodi fied in this way, not the code or associated text. In
exceptional cases, any aspect of any registered entity may be updated
at the direction of the IESG (for exanple, to correct a conflict).
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2.4. Initial Values

The initial values for the class and subject sub-code tables are to
be popul ated from section 2 of [RFC3463]. Specifically, these are
the values for 2. XXX YYY, 4. XXX YYY, and 5. XXX YYY for the O ass Sub-
Code table, and the values X 0.YYY, X 1.YYY, X 2.YYY, X 3.YYY,
Xo4.YYY, X 5.YYY, X 6.YYY, and X. 7.YYY for the Subject Sub-Code
table. The code, sanple text, and description for each entry are to
be taken from[RFC3463]. Each entry is to use [RFC3463] as the
reference, submitted by G Vaudreuil, and change controlled by the

| ESG  There are no associ ated detail sub-code values for the class
and subj ect sub-code tables.

The initial values for the Enunerated Status Code table is to be
popul ated from

1. sections 3.1 through 3.8 of [RFC3463], (X 0.0, X 1.0 through
X. 1.8, X. 2.0 through X. 2.4, X 3.0 through X. 3.5, X 4.0 through
X. 4.7, X.5.0 through X.5.5, X. 6.0 through X. 6.5, and X. 7.0
through X 7.7),

2. section 3.3.4 of [RFC3886] (X 1.9),

3. X 6.6 found in section 5 of [RFC4468], (but not X 7.8 found in
t he sane section),

4. and X. 5.6, X 7.8, X 7.9, X 7.11, and X 7.12, found in section 6
of [RFC4954] (using the text fromX. 5.6, 5.7.8, 5.7.9, 5.7.11
and 4.7.12).

Each entry is to be designated as defined in the correspondi ng RFC
submitted by the correspondi ng RFC aut hor, and change control |l ed by
the 1ESG Each of the above RFCs is a standards-track docunent.

The initial values for the Associated Basic Status Code for each of
the above initial enhanced status codes is given in the foll ow ng
tabl e.

As noted above, this table is inconplete. |In particular, the entries
that have some basic status codes might allow for other detail sub-
status codes, while the entries denoted "Not given" can be filled in
by updating the 1ANA registry through updates to this docunent or at
the direction of the | ESG
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| X.7.1 | 451, 454, | X.7.2 | 550 | X.7.3 | Not given

I | 502, 503, I I I I I
| | 533, 550, 551 | I I I |
| X.7.4 | 504 | X.7.5 | Not | X.7.6 | Not given

| | _ | | given | |

| X.7.7 | Not given | X.7.8 | 535, 554 | X.7.9 | 534 |
| X.7.10 | 523 | X.7.11 | 524, 538 | X.7.12 | 422, 432 |
| X.7.13 | 525 | X.7.14 | 535, 554 | | |
E R S E R [ T E R B +

Table 1

The follow ng additional definitions have been registered in the
enuner at ed status code table. These entries have been used in the
i ndustry without any published specification

Code: X. 7.10

Sanpl e Text: Encrypti on Needed

Associ ated basic status code: 523

Descri ption: This indicates that an external strong privacy

| ayer is needed in order to use the requested
aut hentication nmechanism This is primarily
intended for use with clear text authentication
mechani sns. A client that receives this may
activate a security layer such as TLS prior to
aut henticating, or attenpt to use a stronger
mechani sm

Ref er ence: RFC 5248 (Best current practice)
Submitter: T. Hansen, J. Klensin
Change controller: |ESG
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Code: X. 7.13

Sanpl e Text: User Account Di sabl ed

Associ ated basic status code: 525

Descri ption: Sonmetinmes a systemadministrator will have to

di sabl e a user’s account (e.g., due to |ack of
paynent, abuse, evidence of a break-in attenpt,
etc.). This error code occurs after a successfu
aut hentication to a disabled account. This
informs the client that the failure is permanent
until the user contacts their system

adm nistrator to get the account re-enabled. It
differs froma generic authentication failure
where the client’s best option is to present the
passphrase entry dialog in case the user sinply
nm styped their passphrase.

Ref er ence: RFC 5248 (Best current practice)

Submitter: T. Hansen, J. Klensin

Change controller: |ESG

Code: X 7.14

Sanpl e Text: Trust relationship required

Associ at ed basic status code: 535, 554

Descri ption: The subm ssion server requires a configured trust

relationship with a third-party server in order
to access the nessage content. This val ue

repl aces the prior use of X 7.8 for this error
condi tion, thereby updating [ RFC4468].

Ref er ence: RFC 5248 (Best current practice)
Submitter: T. Hansen, J. Klensin
Change controller: |ESG

3. Security Considerations

As stated in [ RFC1893], use of enhanced status codes may discl ose
additional information about how an internal mail systemis
i mpl enent ed beyond that avail abl e through the SMIP st atus codes.

Many proposed additions to the response code list are security
related. Having these registered in one place to prevent collisions
will inmprove their value. Security error responses can |eak
information to active attackers (e.g., the distinction between "user
not found" and "bad password" during authentication). Docunents
defining security error codes should nmake it clear when this is the
case so SMIP server software subject to such threats can provide
appropriate controls to restrict exposure.

Hansen & Kl ensin Best Current Practice [ Page 8]



RFC 5248 SMIP Enhanced Status Code Registry June 2008

4. Acknow edgenents

While the need for this registry should have becone clear shortly
after [ RFC3463] was approved, the growmh of the code table through
addi ti onal docunments and work done as part of email

i nternationalization and [ RFC2821] updating efforts nade the

requi renent nuch nore clear. The coments of the participants in
those efforts are gratefully acknow edged, particularly the nenbers
of the ietf-smp@nc.org mailing list. Chris Newran and Randy

Cel l ens provided useful comments and sone text for early versions of
t he docunent.

5. References
5.1. Normative References

[ RFC2821] Klensin, J., "Sinple Mail Transfer Protocol", RFC 2821,
April 2001.

[ RFC3463] Vaudreuil, G, "Enhanced Mail System Status Codes",
RFC 3463, January 2003.

[ RFC3886] Allman, E., "An Extensible Message Format for Message
Tracki ng Responses", RFC 3886, Septenber 2004.

[ RFC4468] Newman, C., "Message Submi ssion BURL Extension", RFC 4468,
May 2006.

[ RFC4954] Sienborski, R and A Melnikov, "SMIP Service Extension
for Authentication", RFC 4954, July 2007.

5.2. Informative References

[ RFC1893] Vaudreuil, G, "Enhanced Ml System Status Codes",
RFC 1893, January 1996.

[ RFC5226] Narten, T. and H Alvestrand, "Guidelines for Witing an

| ANA Consi derations Section in RFCs", BCP 26, RFC 5226,
May 2008.

Hansen & Kl ensin Best Current Practice [ Page 9]



RFC 5248

Aut hors’ Addr esses

Tony Hansen

SMIP Enhanced Status Code Registry

AT&T Laboratories

200 Laurel Ave.

M ddl et own, NJ 07748

USA

EMai | : tony+mail esc@mil |l ennium att.com

John C Kl ensin

1770 Massachusetts Ave, Ste 322
Canbri dge, MA 02140

USA

Phone: +1 617 245 1457
EMai | : john+ietf@ck.com

Hansen & Kl ensin

Best Current Practice

June 2008

[ Page 10]



RFC 5248 SMIP Enhanced Status Code Registry June 2008

Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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