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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

In the original Enhanced Security Services for S/M M docunent (RFC
2634), a structure for cryptographically linking the certificate to
be used in validation with the signature was introduced; this
structure was hardwired to use SHA-1. This docunment allows for the
structure to have algorithmagility and defines a new attribute for
t hi s purpose.
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1.

1.

1.

I ntroduction

In the original Enhanced Security Services (ESS) for S/ M ME docunent
[ESS], a structure for cryptographically linking the certificate to
be used in validation with the signature was defined. This
structure, called ESSCertID, identifies a certificate by its hash.
The structure is hardwired to use a SHA-1 hash value. The recent
attacks on SHA-1 require that we define a new attribute that allows
for the use of different algorithns. This docunment perforns that

t ask.

This docunent defines the structure ESSCertlDv2 along with a new
attribute SigningCertificateV2, which uses the updated structure.
This docunent allows for the structure to have algorithmagility by
including an algorithmidentifier and defines a new signed attribute
to use the new structure.

Thi s docunent specifies the continued use of ESSCertID to ensure
conpatibility when SHA-1 is used for certificate di sanbi guati on.

1. Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Updates to RFC 2634

Thi s docunent updates Section 5.4 of RFC 2634. Once the updates are
applied, the revised section will have the follow ng structure:

5.4 Signing Certificate Attribute Definitions
5.4.1 Signing Certificate Attribute Definition Version 2
5.4.1.1 Certificate Identification Version 2
5.4.2 Signing Certificate Attribute Definition Version 1
5.4.2.1 Certificate Identification Version 1

In addition, the ASN. 1 nodule in Appendix A is replaced.
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2.

Repl ace Section 5.4 "Signing Certificate Attribute Definitions
5.4 Signing Certificate Attribute Definitions

The signing certificate attribute is designed to prevent sinple
substitution and re-issue attacks, and to allow for a restricted set
of certificates to be used in verifying a signature.

Two different attributes exist for this due to a flaw in the origina
design. The only substantial difference between the two attributes
is that SigningCertificateV2 allows for hash algorithmagility, while
SigningCertificate forces the use of the SHA-1 hash algorithm Wth
the recent advances in the ability to create hash collisions for
SHA-1, it is wise to nove forward sooner rather than |ater

When the SHA-1 hash function is used, the SigningCertificate
attribute MJUST be used. The SigningCertificateV2 attribute MIST be
used if any algorithmother than SHA-1 is used and SHOULD NOT be used
for SHA-1. Applications SHOULD recogni ze both attributes as |ong as
they consider SHA-1 able to distinguish between two different
certificates, (i.e., the possibility of a collision is sufficiently
low). |If both attributes exist in a single nessage, they are

i ndependent |y eval uat ed.

Four cases exist that need to be taken into account when using this
attribute for correct processing:

1. Signature validates and the hashes match: This is the success
case.

2. Signature validates and the hashes do not nmatch: In this case,
the certificate contained the correct public key, but the
certificate containing the public key is not the one that the

signer intended to be used. |In this case the application should
attenpt a search for a different certificate with the sane public
key and for which the hashes match. |f no such certificate can

be found, this is a failure case.

3. Signature fails validation and the hashes match: In this case, it
can be assumed that the signature has been nodified in sonme
fashion. This is a failure case.

4, Signature fails validation and the hashes do not match: In this
case, it can be either that the signature has been nodified, or
that the wong certificate has been used. Applications should
attenpt a search for a different certificate that matches the
hash value in the attribute and use the new certificate to retry
the signature validation
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3.

Insert New Section 5.4.1 "Signing Certificate Attribute Definition
Version 2’

5.4.1 Signing Certificate Attribute Definition Version 2
The signing certificate attribute is designed to prevent the sinple
substitution and re-issue attacks, and to allow for a restricted set
of certificates to be used in verifying a signature.
SigningCertificateV2 is identified by the A D:
i d-aa-signingCertificatevV2 OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 47 }

The attribute has the ASN. 1 definition:

SigningCertificateV2 ::= SEQUENCE {
certs SEQUENCE OF ESSCert | Dv2
policies SEQUENCE OF Pol i cyl nformation OPTI ONAL
}
certs

contains the list of certificates that are to be used in
validating the nessage. The first certificate identified in the
sequence of certificate identifiers MIST be the certificate used
to verify the signature. The encoding of the ESSCertl Dv2 for this
certificate SHOULD i nclude the issuerSerial field. |f other
constraints ensure that issuerAndSerial Nunber will be present in
the Signerinfo, the issuerSerial field MAY be onmitted. The
certificate identified is used during the signature verification
process. |f the hash of the certificate does not match the
certificate used to verify the signature, the signature MJST be
considered invalid.

If nore than one certificate is present, subsequent certificates
limt the set of certificates that are used during validation
Certificates can be either attribute certificates (limting

aut hori zations) or public key certificates (limting path
validation). The issuerSerial field (in the ESSCertl| Dv2
structure) SHOULD be present for these certificates, unless the
client who is validating the signature is expected to have easy
access to all the certificates required for validation. |If only
the signing certificate is present in the sequence, there are no
restrictions on the set of certificates used in validating the
si gnat ure.
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policies
contai ns a sequence of policy information terns that identify
those certificate policies that the signer asserts apply to the
certificate, and under which the certificate should be relied
upon. This val ue suggests a policy value to be used in the
relying party’s certification path validation. The definition of
Pol i cyl nformati on can be found in [ RFC3280].

If present, the SigningCertificateV2 attribute MJST be a signed
attribute; it MJUST NOT be an unsigned attribute. CWMS defines
SignedAttributes as a SET OF Attribute. A Signerlnfo MJST NOT
include nmultiple instances of the SigningCertificateV2 attribute.
CMs defines the ASN. 1 syntax for the signed attributes to include
attrValues SET OF AttributeValue. A SigningCertificateV2 attribute
MJUST include only a single instance of AttributeValue. There MJST
NOT be zero or nultiple instances of AttributeValue present in the
attrVal ues SET OF Attri buteVal ue.

4, Insert New Section 5.4.1.1 "Certificate ldentification Version 2’
Insert the following text as a new section
5.4.1.1 Certificate ldentification Version 2

The best way to identify certificates is an often-di scussed issue.
The ESSCert| Dv2 structure supplies two different fields that are used
for this purpose.

The hash of the entire certificate allows for a verifier to check
that the certificate used in the verification process was the sane
certificate the signer intended. Hashes are convenient in that they
are frequently used by certificate stores as a nmethod of indexing and
retrieving certificates as well. The use of the hash is required by
this structure since the detection of substituted certificates is
based on the fact they would map to different hash val ues.

The issuer/serial nunber pair is the nethod of identification of
certificates used in [RFC3280]. That document inposes a restriction
for certificates that the issuer distinguished name nmust be present.
The issuer/serial nunber pair would therefore normally be sufficient
to identify the correct signing certificate. (This assunes the sane
i ssuer nanme is not reused fromthe set of trust anchors.) The

i ssuer/serial nunber pair can be stored in the sid field of the
Signerinfo object. However, the sid field is not covered by the
signature. |In the cases where the issuer/serial nunber pair is not
used in the sid or the issuer/serial nunber pair needs to be signed,
it SHOULD be placed in the issuerSerial field of the ESSCert|Dv2
structure.
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Attribute certificates and additional public key certificates
containing informati on do not have an issuer/serial nunber pair
represented anywhere in a Signerinfo object. Wen an attribute
certificate or an additional public key certificate is not included
in the SignedData object, it becones nmuch nore difficult to get the
correct set of certificates based only on a hash of the certificate.
For this reason, these certificates SHOULD be identified by the

| ssuer Serial object.

Thi s docunent defines a certificate identifier as:

ESSCert | Dv2 ::= SEQUENCE {
hashAl gorithm Al gorithm dentifier
DEFAULT {al gorithmid-sha256},
cert Hash Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL
}
Hash ::= OCTET STRI NG
| ssuer Serial ::= SEQUENCE {
i ssuer CGener al Nanes,
seri al Nunber CertificateSerial Nunber

}
The fields of ESSCertlDv2 are defined as foll ows:

hashAl gorit hm

contains the identifier of the algorithmused in conputing
cert Hash.

cert Hash

is computed over the entire DER-encoded certificate (including the
signature) using the SHA-1 al gorithm

i ssuer Seri al
holds the identification of the certificate. The issuerSeria
woul d normal ly be present unless the value can be inferred from
other information (e.g., the sid field of the Signerlnfo object).

The fields of |ssuerSerial are defined as foll ows:

i ssuer
contains the issuer nane of the certificate. For non-attribute
certificates, the issuer MJST contain only the issuer nanme from
the certificate encoded in the directoryName choice of
CGeneral Nanes. For attribute certificates, the i ssuer MIJST contain
the issuer nane field fromthe attribute certificate.
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5.

seri al Number
hol ds the serial nunber that uniquely identifies the certificate
for the issuer.

Insert New Section 5.4.2 "Signing Certificate Attribute Definition
Version 1’

(Note: This section does not present new material. This section
contains the original contents of Section 5.4 in [ESS], which are
retained with mnor changes in this specification to achieve
backwards conpatibility.)

Insert the following text as a new section

5.4.2 Signing Certificate Attribute Definition Version 1

The signing certificate attribute is designed to prevent the sinple
substitution and re-issue attacks, and to allow for a restricted set
of certificates to be used in verifying a signature.

The definition of SigningCertificate is

SigningCertificate ::= SEQUENCE {

certs SEQUENCE OF ESSCert| D

policies SEQUENCE OF Pol i cyl nformati on OPTI ONAL
}
i d-aa-signingCertificate OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 12 }

The first certificate identified in the sequence of certificate
identifiers MIST be the certificate used to verify the signature.

The encoding of the ESSCertID for this certificate SHOULD i ncl ude the
i ssuerSerial field. |If other constraints ensure that

i ssuer AndSeri al Number will be present in the Signerlinfo, the

i ssuerSerial field MAY be onmitted. The certificate identified is
used during the signature verification process. |If the hash of the
certificate does not match the certificate used to verify the
signature, the signature MJST be considered invalid.

If nore than one certificate is present in the sequence of

ESSCert| Ds, the certificates after the first one linmt the set of
certificates that are used during validation. Certificates can be
either attribute certificates (linmiting authorizations) or public key
certificates (limting path validation). The issuerSerial field (in
the ESSCert| D structure) SHOULD be present for these certificates,

unl ess the client who is validating the signature is expected to have
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easy access to all the certificates required for validation. |If only
the signing certificate is present in the sequence, there are no
restrictions on the set of certificates used in validating the

si gnat ure.

The sequence of policy information terns identifies those certificate
policies that the signer asserts apply to the certificate, and under
which the certificate should be relied upon. This val ue suggests a
policy value to be used in the relying party’'s certification path

val i dati on.

If present, the SigningCertificate attribute MJUST be a signed
attribute; it MJUST NOT be an unsigned attribute. Cryptographic
Message Syntax (CMS) defines SignedAttributes as a SET OF Attribute.
A Signerlnfo MJST NOT include nultiple instances of the
SigningCertificate attribute. CM defines the ASN. 1 syntax for the
signed attributes to include attrValues SET OF AttributeValue. A
SigningCertificate attribute MJST include only a single instance of
AttributeValue. There MJUST NOT be zero or multiple instances of
AttributeValue present in the attrValues SET OF Attri buteVal ue.

6. Insert New Section 5.4.2.1 "Certificate ldentification Version 1’
(Note: This section does not present new material. This section
contains the original contents of Section 5.4 in [ESS], which are
retained with mnor changes in this specification to achieve
backwards conmpatibility.)

Delete old Section 5.4.1
Insert the foll owi ng as new text

5.4.2.1 Certificate ldentification Version 1

Certificates are uniquely identified using the information in the
ESSCert| D structure. Discussion can be found in Section 5.4.1.1.

Thi s docunent defines a certificate identifier as:

ESSCert|I D ::= SEQUENCE {

cert Hash Hash,

i ssuer Seri al | ssuer Seri al OPTI ONAL
}

Schaad St andards Track [ Page 8]



RFC 5035 ESSCert | D Updat e August 2007

The fields of ESSCert| D are defined as foll ows:

certHash
is conputed over the entire DER-encoded certificate (including the
signature).

i ssuer Seri al
holds the identification of the certificate. This field would
normal ly be present unless the value can be inferred from ot her
information (e.g., the sid field of the Signerinfo object).

The fields of IssuerSerial are discussed in Section 5.4.1.1
7. Security Considerations

This docunent is designed to address the security issue of a
substituted certificate used by the validator. |If a different
certificate is used by the validator than the signer, the validator
may not get the correct result. An exanple of this would be that the
original certificate was revoked and a new certificate with the sane
public key was issued for a different individual. Since the issuer/
serial nunber field is not protected, the attacker could replace this
and point to the new certificate and validati on woul d be successf ul

The attributes defined in this docunent are to be placed in |ocations
that are protected by the signature. This attribute does not provide
any additional security if placed in an unsigned or un-authenticated

| ocati on.

The attributes defined in this docunent permt a signer to select a
hash algorithmto identify a certificate. A poorly selected hash

al gorithm may provide inadequate protection against certificate
substitution or result in denial of service for this protection. By
enploying the attributes defined in this specification with the sane
hash al gorithm used for nessage signing, the sender can ensure that
these attributes provide conmensurate security.

Since recipients nust support the hash algorithmto verify the
signature, selecting the same hash al gorithm al so increases the
Iikelihood that the hash algorithmis supported in the context of
certificate identification. Note that an unsupported hash al gorithm
for certificate identification does not preclude validating the
message but does deny the nessage recipient protection against
certificate substitution.

To ensure that |egacy inplenentations are provided protection agai nst

certificate substitution, clients are permtted to include both
ESScert| D and ESScertlDv2 in the sane nessage. Since these
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attributes are generated and eval uated i ndependently, the contents
coul d conceivably be in conflict. Specifically, where a signer has
multiple certificates containing the same public key, the two
attributes could specify different signing certificates. The result
of signature processing may vary depending on which certificate is
used to validate the signature.

Reci pients that attenpt to evaluate both attributes may choose to
reject such a nessage.
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Appendi x A ASN. 1 Modul e
Repl ace the ASN. 1 nodule in RFC 2634 with this one.

Ext endedSecuri tyServi ces- 2006
{ iso(1l) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sninme(16) nodul es(0) id-nod-ess-2006(30) }
DEFINITIONS IMPLICI T TAGS :: =
BEG N
| MPORTS
-- Cryptographic Message Syntax (CMS) [ RFC3852]
Cont ent Type, |ssuer AndSeri al Nunber, SubjectKeyldentifier
FROM Cr ypt ogr aphi cMessageSynt ax2004 { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smi ne(16)
nmodul es(0) cns-2004(24)}
-- PKIX Certificate and CRL Profile, Section A.1 Explicity Tagged Mdul e
-- 1988 Synt ax [ RFC3280]
Algorithmdentifier, CertificateSerial Nunber
FROM PKI X1Explicit88 { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pki x1-explicit(18) }

-- PKIX Certificate and CRL Profile, Sec A2 Inplicitly Tagged Mbodul e,
-- 1988 Synt ax [ RFC3280]
Pol i cyl nformati on, General Nanes
FROM PKI X1l nplicit88 {iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pkix1-inplicit(19)};

-- Extended Security Services

-- The construct "SEQUENCE SI ZE (1..MAX) OF" appears in several ASN. 1

-- constructs in this nodule. A valid ASN. 1 SEQUENCE can have zero or
-- nmore entries. The SIZE (1..MAX) construct constrains the SEQUENCE to
-- have at least one entry. MAX indicates the upper bound is

-- unspecified. Inplenentations are free to choose an upper bound t hat
-- suits their environnent.

-- UTF8String ::= [UNIVERSAL 12] IMPLICI T OCTET STRI NG
-- The contents are formatted as described in [ UTF8]
-- Section 2.7
Recei pt Request ::= SEQUENCE {
si gnedContentldentifier Contentldentifier

recei pt sFrom Recei pt sFrom
recei pt sTo SEQUENCE SI ZE (1.. ub-recei ptsTo) OF General Nanes

}
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ub-recei ptsTo | NTEGER ::= 16
i d-aa-recei pt Request OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(1l6) id-aa(2) 1}
Contentldentifier ::= OCTET STRI NG
id-aa-contentldentifier OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(l1l6) id-aa(2) 7}
Recei pt sFrom :: = CHO CE {
al|OFirstTier [0] AIIOFirstTier, -- formerly "all OrNone [0] All O None"
recei ptList [1l] SEQUENCE OF General Nanes
}
AllOFirstTier ::= INTEGER { -- Formerly Al OrNone

al | Recei pts (0),
firstTierRecipients (1)

}

-- Section 2.8

Recei pt ::= SEQUENCE ({
ver si on ESSVersi on,
cont ent Type Cont ent Type,
si gnedContentldentifier Contentldentifier
ori gi nat or Si gnat ur eVal ue OCTET STRI NG

}

id-ct-receipt OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) id-ct(1) 1}

ESSVersion ::= INTEGER { v1(1) }
-- Section 2.9
ContentHints ::= SEQUENCE {

content Description UTF8String (SIZE (1..MAX)) OPTI ONAL,
cont ent Type Cont ent Type

}

i d-aa-contentHint OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) id-aa(2) 4}

-- Section 2.10

MsgSi gDi gest ::= OCTET STRI NG

Schaad St andards Track [ Page 12]



RFC 5035 ESSCert | D Updat e August 2007

i d-aa- nsgSi ghi gest OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 5}

-- Section 2.11

Cont ent Ref erence ::= SEQUENCE {
cont ent Type Cont ent Type,
si gnedContentldentifier Contentldentifier
ori gi nat or Si gnat ur eVal ue OCTET STRI NG

}
i d- aa- cont ent Ref erence OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) id-aa(2) 10 }
-- Section 3.2
ESSSecuritylLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier
security-classification Securityd assification OPTI ONAL,
privacy-mark ESSPrivacyMark OPTI ONAL,
security-categories SecurityCategories OPTI ONAL
}
i d-aa-securitylLabel OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) smine(16) id-aa(2) 2}
SecurityPolicyldentifier ::= OBJECT | DENTI FI ER
Securityd assification ::= | NTEGER {

unmar ked (0),
uncl assified (1),
restricted (2),
confidential (3),
secret (4),
top-secret (5)

} (0. .ub-integer-options)

ub-i nteger-options | NTEGER ::= 256

ESSPri vacyMark ::= CHO CE {
pString PrintableString (SIZE (1..ub-privacy-mark-Iength)),
utf8String UTE8String (SIZE (1.. MAX))

}

ub- privacy-mark-1ength I NTEGER ::= 128

SecurityCategories ::= SET SIZE (1..ub-security-categories) OF

SecurityCat egory
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ub-security-categories | NTECER ::= 64

SecurityCategory ::= SEQUENCE ({
type [0] OBJECT | DENTIFI ER,
val ue [1] ANY DEFI NED BY type

}

--Note: The aforenentioned SecurityCategory syntax produces identical
--hex encodings as the follow ng SecurityCategory syntax that is
--docunented in the X 411 specification:

--SecurityCategory ::= SEQUENCE {

-- type [0] SECURI TY- CATEGORY,
- - val ue [1] ANY DEFI NED BY type }

- - SECURI TY- CATEGCORY MACRO :: =

--BEGA N

--TYPE NOTATION ::= type | enpty

--VALUE NOTATION :: = val ue (VALUE OBJECT | DENTI FI ER)

--END

-- Section 3.4

Equi val ent Label s ::= SEQUENCE OF ESSSecuritylLabel

i d- aa- equi val ent Label s OBJECT I DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 9}

-- Section 4.4

M_.Expansi onHi story ::= SEQUENCE

SI ZE (1..ub-m -expansi on-history) OF MData

i d-aa- ml ExpandHi story OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 3}

ub-m - expansi on-hi story I NTEGER ::= 64 M.Data ::= SEQUENCE {
mai |l Listldentifier Entityldentifier,
expansi onTi me Ceneral i zedTi ne,
m Recei pt Pol i cy M_Recei pt Policy OPTI ONAL

}

Entityldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber,
subj ect Keyl denti fi er SubjectKeyldentifier

}
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M.Recei ptPolicy ::= CHO CE {
none [0] NULL,
i nsteadOf [1] SEQUENCE Sl ZE (1..MAX) OF Ceneral Nanes,
i nAddi tionTo [2] SEQUENCE Sl ZE (1..MAX) OF Ceneral Nanes

}

-- Section 5.4

SigningCertificate ::= SEQUENCE {
certs SEQUENCE OF ESSCert | D,
policies SEQUENCE OF Pol i cyl nformati on OPTI ONAL

}

i d-aa-signingCertificate OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smme(16) id-aa(2) 12 }

SigningCertificateV2 ::= SEQUENCE {
certs SEQUENCE OF ESSCertl Dv2,
policies SEQUENCE OF Pol i cyl nformation OPTI ONAL

}

i d-aa-signingCertificateV2 OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 47 }

i d-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 1}

ESSCert | Dv2 ::= SEQUENCE ({

hashAl gorithm Al gorithmdentifier
DEFAULT {al gorithmid-sha256},

cert Hash Hash,

i ssuer Seri al | ssuer Serial OPTI ONAL

}

ESSCert | D ::= SEQUENCE {

cert Hash Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL

}

Hash ::= OCTET STRING |IssuerSerial ::= SEQUENCE {

i ssuer Cener al Nanes,

seri al Nurber CertificateSerial Nunber
}
END
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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