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Abstract

Thi s docunent describes the Message Session Relay Protocol, a
protocol for transnmitting a series of related instant nessages in the
context of a session. Message sessions are treated |ike any other
medi a stream when set up via a rendezvous or session creation
protocol such as the Session Initiation Protocol.
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1

I ntroduction

A series of related instant nessages between two or nore parties can
be viewed as part of a "nessage session", that is, a conversationa
exchange of nessages with a definite beginning and end. This is in
contrast to individual nessages each sent independently. Messaging
schenes that track only individual nessages can be described as
"page- node" nessagi ng, whereas nessaging that is part of a "session"
with a definite start and end is called "session-nobde" messagi ng.

Page- node nessaging is enabled in SIP via the SIP [4] MESSACE net hod
[22]. Session-nbde nessagi ng has a nunber of benefits over page-node
messagi ng, however, such as explicit rendezvous, tighter integration
with other media-types, direct client-to-client operation, and
brokered privacy and security.

Thi s docunent defines a session-oriented instant nessage transport
protocol called the Message Session Relay Protocol (MSRP), whose
sessions can be negotiated with an offer or answer [3] using the
Session Description Protocol (SDP) [2]. The exchange is carried by
some signaling protocol, such as SIP[4]. This allows a

communi cati on user agent to offer a messaging session as one of the
possi bl e nmedi a-types in a session. For instance, Alice may want to
comuni cate with Bob. Alice doesn't know at the noment whether Bob
has his phone or his IMclient handy, but she’'s willing to use
either. She sends an invitation to a session to the address of
record she has for Bob, sip:bob@xanple.com Her invitation offers
both voice and an I M session. The SIP services at exanpl e.com
forward the invitation to Bob at his currently registered clients.
Bob accepts the invitation at his IMclient, and they begin a

t hr eaded chat conversati on.

When a user uses an Instant Messaging (IM URL, RFC 3861 [32] defines
how DNS can be used to map this to a particular protocol to establish
the session such as SIP. SIP can use an offer/answer nodel to
transport the MSRP URIs for the nedia in SDP. This docunent defines
how t he of fer/answer exchange works to establish MSRP connections and
how nessages are sent across the MSRP, but it does not deal with the
i ssues of mapping an IMURL to a session establishment protocol

This session nodel allows nessage sessions to be integrated into
advanced comuni cations applications with little to no additiona
protocol devel opnment. For exanple, during the above chat session
Bob decides Alice really needs to be talking to Carol. Bob can
transfer [21] Alice to Carol, introducing theminto their own
messagi hg session. Messagi ng sessions can then be easily integrated
into call-center and dispatch environnments using third-party cal
control [20] and conferencing [19] applications.
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Thi s docunent specifies MSRP behavior only for peer-to-peer sessions,
that is, sessions crossing only a single hop. NMSRP relay devices
[23] (referred to herein as "relays") are specified in a separate
docunent. An endpoint that inplenents this specification, but not
the relay specification, will be unable to introduce relays into the
message path, but will still be able to interoperate with peers that
do use rel ays.

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [5].

Thi s docunent consistently refers to a "nessage" as a conplete unit
of MM or text content. |In some cases, a nessage is split and
delivered in nore than one MSRP request. Each of these portions of
the conplete nessage is called a "chunk"

3. Applicability of MSRP

MSRP i s not designed for use as a standal one protocol. MSRP MJST be
used only in the context of a rendezvous nechani smneeting the
foll owi ng requirenments:

0 The rendezvous nechani sm MJUST provi de both MSRP URI s associ at ed
with an MSRP session to each of the participating endpoints. The
rendezvous mechani sm MJST i npl enent nechani snms to protect the
confidentiality of these URIs -- they MJUST NOT be made avail abl e
to an untrusted third party or be easily discoverable.

0 The rendezvous nechani sm MJUST provi de nmechani sns for the
negoti ati on of any supported MSRP extensions that are not
backwar ds conpati bl e.

0 The rendezvous nechani sm MJUST be able to natively transport im
URI's or automatically translate im URIs [27] into the addressing
identifiers of the rendezvous protocol

To use a rendezvous nmechanismw th MSRP, an RFC MJST be prepared that
describes how it exchanges MSRP URIs and neets these requirenments
listed here. This docunent provides such a description for the use
of MSRP in the context of SIP and SDP

SIP neets these requirenments for a rendezvous nechanism The MSRP
URI s are exchanged using SDP in an of fer/answer exchange via SIP
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The exchanged SDP can al so be used to negoti ate MSRP extensions.

This SDP can be secured using any of the mechanisns available in SIP
i ncl udi ng using the sips mechanismto ensure transport security
across internediaries and Secure/ Mul ti purpose Internet Mil
Extensions (S/MME) for end-to-end protection of the SDP body. SIP
can carry arbitrary URIs (including im URIS) in the Request-URI, and
procedures are available to map im URIs to sip: or sips: URIs. It
is expected that initial deploynments of MSRP will use SIP as its
rendezvous nechani sm

4. Pr ot ocol Overvi ew

MBRP i s a text-based, connection-oriented protocol for exchangi ng
arbitrary (binary) MM [8] content, especially instant nessages.
This section is a non-normative overview of how MSRP works and how it
is used with SIP

MBRP sessions are typically arranged using SIP the sane way a session
of audio or video nedia is set up. One SIP user agent (Alice) sends
the other (Bob) a SIP invitation containing an offered session-
description that includes a session of MSRP. The receiving SIP user
agent can accept the invitation and include an answer session-
description that acknowl edges the choice of nedia. Alice s session
description contains an MBRP URI that describes where she is willing
to receive MSRP requests from Bob, and vice versa. (Note: Sone |lines
in the exanples are renoved for clarity and brevity.)

Alice sends to Bob:

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

To: <si p: bob@i | oxi . exanpl e. conp

From <sip:alice@tlanta.exanple.conp;tag=786
Call-1D: 3413an89KU

Cont ent - Type: application/sdp

c=IN I P4 atl anta. exanpl e. com

m=nessage 7654 TCP/ MSRP *

a=accept-types:text/plain

a=pat h: msrp: // atl ant a. exanpl e. com 7654/ j shA7wezt as; tcp
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Bob sends to Alice:

SIP/2.0 200 XK

To: <si p: bob@i | oxi . exanpl e. conp; t ag=087j s
From <sip:alice@tlanta.exanple.conp;tag=786
Cal |l -1 D: 3413an89KU

Cont ent - Type: application/sdp

c=I N I P4 bil oxi.exanpl e.com

menessage 12763 TCP/ MBRP *

a=accept-types:text/plain

a=pat h: nsrp://bil oxi . exanpl e. com 12763/ kj hd37s2s20w2a; t cp

Alice sends to Bob:

ACK si p: bob@iloxi SIP/ 2.0

To: <si p: bob@i | oxi . exanpl e. conmp; t ag=087j s
From <sip:alice@tlanta.exanple.conp;tag=786
Call-1D: 3413an89KU

Fi gure 1: Session Setup

MSRP defines two request types, or methods. SEND requests are used
to deliver a conplete nessage or a chunk (a portion of a conplete
message), while REPORT requests report on the status of a previously
sent nessage, or a range of bytes inside a nessage. Wen Alice
receives Bob’s answer, she checks to see if she has an existing
connection to Bob. |If not, she opens a new connection to Bob using
the URI he provided in the SDP. Alice then delivers a SEND request
to Bob with her initial nessage, and Bob replies indicating that
Alice’ s request was received successfully.

Campbel I, et al. St andards Track [ Page 7]



RFC 4975 VBRP Sept ember 2007

MSRP a786hj s2 SEND

To-Pat h: nsrp://biloxi.exanple.com 12763/ kj hd37s2s20w2a;t cp
From Path: msrp://atlanta. exanpl e. com 7654/ shA7wezt as; tcp
Message- | D: 87652491

Byt e- Range: 1-25/25

Content - Type: text/plain

Hey Bob, are you there?
------- a786hj s2%

MBRP a786hj s2 200 OK

To-Path: nsrp://atlanta. exanpl e. com 7654/ shA7wezt as; tcp

From Pat h: nsrp://biloxi.exanple. com 12763/ kj hd37s2s20w2a;t cp
------- a786hj s2%

Fi gure 2: Exanpl e MSRP Exchange

Alice’ s request begins with the MSRP start |ine, which contains a
transaction identifier that is also used for request fram ng. Next
she includes the path of URIs to the destination in the To-Path
header field, and her own URI in the From Path header field. In this
typical case, there is just one "hop", so there is only one URl in
each path header field. She also includes a nmessage |ID, which she
can use to correlate status reports with the original nmessage. Next
she puts the actual content. Finally, she closes the request with an
end-1ine of seven hyphens, the transaction identifier, and a "$" to
indicate that this request contains the end of a conplete nessage.

If Alice wants to deliver a very |large nessage, she can split the
message i nto chunks and deliver each chunk in a separate SEND
request. The nessage | D corresponds to the whol e nessage, so the
receiver can also use it to reassenble the nessage and tell which
chunks bel ong with which nessage. Chunking is described in nore
detail in Section 5.1. The Byte-Range header field identifies the
portion of the nessage carried in this chunk and the total size of
t he nmessage.

Alice can al so specify what type of reporting she would like in
response to her request. |If Alice requests positive acknow edgnents,
Bob sends a REPORT request to Alice confirm ng the delivery of her
compl ete nessage. This is especially useful if Alice sent a series
of SEND requests containing chunks of a single nessage. More on
requesting types of reports and errors is described in Section 5. 3.

Al'i ce and Bob choose their MSRP URIs in such a way that it is
difficult to guess the exact URI. Alice and Bob can reject requests
to URIs they are not expecting to service and can correlate the
specific URI with the probable sender. Alice and Bob can al so use
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5.

5.

TLS [1] to provide channel security over this hop. To receive MSRP
requests over a TLS protected connection, Alice or Bob could
advertise URIs with the "msrps" schene instead of "msrp".

MSRP i s designed with the expectation that MSRP can carry URIs for
nodes on the far side of relays. For this reason, a URl with the
"nmerps" schene nakes no assertion about the security properties of

ot her hops, just the next hop. The user agent knows the URI for each
hop, so it can verify that each URI has the desired security
properties.

MSRP URI s are discussed in nore detail in Section 6.

An adj acent pair of busy MSRP nodes (for exanple, two relays) can
easily have several sessions, and exchange traffic for severa

si mul t aneous users. The nodes can use existing connections to carry
new traffic with the sane destination host, port, transport protocol
and schene. MSRP nodes can keep track of how nany sessions are using
a particular connection and cl ose these connecti ons when no sessions
have used them for some period of time. Connection managenment is

di scussed in nore detail in Section 5.4.

Key Concepts
1. WMBRP Fram ng and Message Chunki ng

Messages sent using MSRP can be very large and can be delivered in
several SEND requests, where each SEND request contains one chunk of
the overall message. Long chunks may be interrupted in nid-

transm ssion to ensure fairness across shared transport connections.
To support this, MSRP uses a boundary-based fram ng mechanism The
start line of an MSRP request contains a unique identifier that is

al so used to indicate the end of the request. |Included at the end of
the end-line, there is a flag that indicates whether this is the |ast
chunk of data for this nmessage or whether the nessage will be
continued in a subsequent chunk. There is also a Byte-Range header
field in the request that indicates the overall position of this
chunk inside the conpl ete nessage.

For exanple, the follow ng snippet of two SEND requests denonstrates
a message that contains the text "abcdEFGH' being sent as two chunks.
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MSRP dkei 38sd SEND
Message- |1 D 4564dpWi

Byt e- Range: 1-*/8
Content - Type: text/plain

——————— dkei 38sd+

MBRP dkei 38i a SEND
Message- |1 D 4564dpWi

Byt e- Range: 5-8/8
Content - Type: text/plain

------- dkei 38i a$
Fi gure 3: Breaking a Message into Chunks

Thi s chunki ng nmechanismallows a sender to interrupt a chunk part of
the way through sending it. The ability to interrupt nessages all ows
mul tiple sessions to share a TCP connection, and for |arge nessages
to be sent efficiently while not blocking other nessages that share
the sane connection, or even the sanme MSRP session. Any chunk that
is larger than 2048 octets MJUST be interruptible. Wile MSRP woul d
be sinpler to inplenent if each MSRP session used its own TCP
connection, there are conpelling reasons to conserve connecti ons.

For exanple, the TCP peer nmay be a relay device that connects to nmany
other peers. Such a device will scale better if each peer does not
create a | arge nunber of connections. (Note that in the above
exanple, the initial chunk was interruptible for the sake of exanpl e,
even though its size is well belowthe limt for which
interruptibility would be required.)

The chunki ng mechanismonly applies to the SEND nethod, as it is the
only method used to transfer nessage content.

5.2. MBRP Addressing

MSRP entities are addressed using URIs. The MSRP URI schenes are
defined in Section 6. The syntax of the To-Path and From Path header
fields each allows for a list of URIs. This was done to allow the
protocol to work with relays, which are defined in a separate
docunent, to provide a conplete path to the end recipient. Wen two
MBRP nodes conmuni cate directly, they need only one URI in the To-
Path list and one URI in the FromPath |ist.
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5.3. MBRP Transaction and Report Mode

A sender sends MSRP requests to a receiver. The receiver MJST

qui ckly accept or reject the request. |If the receiver initially
accepted the request, it still may then do things that take
significant tine to succeed or fail. For exanple, if the receiver is

an MBRP to Extensible Messagi ng and Presence Protocol (XWMPP) [30]
gateway, it nmay forward the nessage over XMPP. The XMPP side nay
later indicate that the request did not work. At this point, the
MSRP receiver may need to indicate that the request did not succeed.
There are two inportant concepts here: first, the hop-by-hop delivery
of the request may succeed or fail; second, the end result of the
request may or nay not be successfully processed. The first type of
status is referred to as "transaction status" and nay be returned in
response to a request. The second type of status is referred to as
"delivery status" and nmay be returned in a REPORT transaction

The original sender of a request can indicate if they wish to receive
reports for requests that fail, and can independently indicate if
they wish to receive reports for requests that succeed. A receiver
only sends a success REPORT if it knows that the request was
successfully delivered, and the sender requested a success report. A
receiver only sends a failure REPORT if the request failed to be
delivered and the sender requested failure reports.

Thi s docunent describes the behavi or of MSRP endpoints. MSRP
relays will introduce additional conditions that indicate a
failure REPORT should be sent, such as the failure to receive a
positive response fromthe next hop

Two header fields control the sender’s desire to receive reports.

The Success-Report header field can have a value of "yes" or "no" and
the Failure-Report header field can have a val ue of "yes", "no", or
"partial".

The conbi nati ons of reporting are needed to neet the various
scenarios of currently deployed | Msystens. Success-Report night be
"no" in many public systens to reduce |oad, but might be "yes" in
certain enterprise systems, such as systens used for securities
trading. A Failure-Report value of "no" is useful for sending system
messages such as "the systemis going down in 5 mnutes"” w thout
causing a response explosion to the sender. A Failure-Report of
"yes" is used by nany systens that wish to notify the user if the
nessage failed. A Failure-Report of "partial" is a way to report
errors other than tinmeouts. Timeout error reporting requires the
sending hop to run a tinmer and the receiving hop to send an
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acknow edgnent to stop the timer. Sone systens don't want the
overhead of doing this. "Partial" allows themto choose not to do
so, but still allows error responses to be sent in nany cases.

The term"partial™ denotes that the hop-by-hop acknow edgnent
mechani smthat would be required with a Failure-Report val ue of
"yes" is not invoked. Thus, each device uses only "part" of the
set of error detection tools available to them This allows a
conprom se between no reporting of failures at all, and reporting
every possible failure. For exanple, with "partial", a sending
devi ce does not have to keep transaction state around waiting for
a positive acknow edgnent. But it still allows devices to report
other types of errors. The receiving device could still report a
policy violation such as an unacceptabl e content-type, or an | CW
error trying to connect to a downstream device

5. 4. MSRP Connecti on Mbde

When an MBRP endpoint wi shes to send a request to a peer identified
by an MSRP URI, it first needs a transport connection, with the
appropriate security properties, to the host specified in the URI

If the sender already has such a connection, that is, one associated
with the same host, port, and URI schene, then it SHOULD reuse that
connecti on.

When a new MSRP session is created, the initiating endpoint MJST act
as the "active" endpoint, neaning that it is responsible for opening
the transport connection to the answerer, if a new connection is
required. However, this requirenment MAY be weakened if standardized
mechani sns for negotiating the connection direction becone avail able
and are inplenented by both parties to the connection

Li kewi se, the active endpoint MJST i medi ately issue a SEND request.
This initial SEND request MAY have a body if the sender has content
to send, or it MAY have no body at all

The first SEND request serves to bind a connection to an MSRP
session fromthe perspective of the passive endpoint. |If the
connection is not authenticated with TLS, and the active endpoint
did not send an inmedi ate request, the passive endpoint would have
no way to determ ne who had connected, and would not be able to
safely send any requests towards the active party until after the
active party sends its first request.

Wien an el ement needs to forma new connection, it |ooks at the UR
to decide on the type of connection (TLS, TCP, etc.) then connects to
the host indicated by the URI, following the URI resolution rules in
Section 6.2. Connections using the "nsrps" schene MJUST use TLS. The
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Subj ect Alt Nane in the received certificate MUST match t he host nane
part of the URl and the certificate MJUST be valid according to RFC
3280 [16], including having a date that is valid and being signed by
an acceptable certification authority. At this point, the device
that initiated the connection can assume that this connection is with
the correct host.

The rules on certificate nane nmatching and CA signing MAY be rel axed
when using TLS peer-to-peer. |In this case, a nmechanismto ensure
that the peer used a correct certificate MIST be used. See Section
14. 4 for details.

I f the connection used nutual TLS authentication, and the TLS client
presented a valid certificate, then the el enent accepting the
connection can verify the identity of the connecting device by
conmparing the hostnanme part of the target URI in the SDP provided by
the peer device against the SubjectAltNanme in the client certificate.

When nmutual TLS authentication is not used, the listening device MJST
wait until it receives a request on the connection, at which tine it
infers the identity of the connecting device fromthe associated
session description.

When the first request arrives, its To-Path header field should
contain a URI that the listening elenent provided in the SDP for a
session. The elenment that accepted the connection | ooks up the UR

in the received request, and determ nes which session it natches. |If
a match exists, the node MIUST assune that the host that forned the
connection is the host to which this URl was given. |[|f no match

exi sts, the node MUST reject the request with a 481 response. The
node MJST al so check to nmake sure the session is not already in use
on anot her connection. |f the session is already in use, it MJST
reject the request with a 506 response.

If it were legal to have multiple connections associated with the
sanme session, a security problemwould exist. |If the initial SEND
request is not protected, an eavesdropper nmight learn the UR, and
use it to insert nessages into the session via a different
connecti on.

If a connection fails for any reason, then an MSRP endpoi nt MJST
consi der any sessions associated with the connection as al so having
failed. Wen either endpoint notices such a failure, it NMAY attenpt
to re-create any such sessions. |If it chooses to do so, it MJST use
a new SDP exchange, for exanple, in a SIPre-INVITE. If a

repl acenent session is successfully created, endpoints MAY attenpt to
resend any content for which delivery on the original session could
not be confirmed. |If it does this, the Message-ID values for the
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resent nessages MJST match those used in the initial attenpts. |If
t he receiving endpoint receives nore than one nessage with the sane
Message-1D, it SHOULD assune that the nessages are duplicates. The
specific action that an endpoint takes when it receives a duplicate
message is a matter of local policy, except that it SHOULD NOT
present the duplicate nessages to the user wi thout warning of the
duplication. Note that acknow edgnents as needed based on the

Fai |l ure- Report and Success-Report settings are still necessary even
for requests containing duplicate content.

When endpoints create a new session in this fashion, the chunks for a
gi ven | ogi cal nessage MAY be split across the sessions. However,
endpoi nts SHOULD NOT split chunks between sessions under non-failure
ci rcunst ances

If an endpoint attenpts to re-create a failed session in this manner,
it MJUST NOT assune that the MSRP URIs in the SDP will be the sane as
the ol d ones.

A connection SHOULD NOT be closed while there are sessions associ at ed
with it.

6. MSRP URIs

URI's using the "nsrp" and "nserps" schenes are used to identify a
session of instant nessages at a particular MSRP device, as well as
to identify an MSRP relay in general. This docunent describes the
fornmer usage; the latter usage is described in the MSRP rel ay
specification [23]. MSRP URIs that identify sessions are epheneral;
an MSRP device will use a different MSRP URI for each distinct
session. An MSRP URI that identifies a session has no nmeaning

out side the scope of that session

An MSRP URI follows a subset of the URI syntax in Appendix A of RFC
3986 [10], with a schene of "nmsrp" or "nmsrps". The syntax is
described in Section 9.

MSRP URIs are prinmarily expected to be generated and exchanged
bet ween systens, and are not intended for "human consunption”
Therefore, they are encoded entirely in US-ASCl |

The constructions for "authority", "userinfo", and "unreserved" are

detailed in RFC 3986 [10]. URI's designating MSRP over TCP MJUST
i nclude the "tcp" transport paraneter.
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Since this docunent only specifies MSRP over TCP, all MSRP URIs
herein use the "tcp" transport paranmeter. Docunents that provide
bi ndi ngs on other transports should define respective paraneters
for those transports.

The MSRP URI authority field identifies a participant in a particular
MBRP session. |f the authority field contains a nuneric |P address,
it MUST also contain a port. The session-id part identifies a
particul ar session of the participant. The absence of the session-id
part indicates a reference to an MSRP host device, but does not refer
to a particular session at that device. A particular value of
session-id is only neaningful in the context of the associated
authority; thus, the authority conponent can be thought of as
identifying the "authority" governing a namespace for the session-id.

A schene of "msrps" indicates that the underlying connection MJST be
protected with TLS

MBRP has an | ANA-regi stered recommended port defined in Section 15. 4.
This value is not a default, as the URI negotiation process descri bed
herein will always include explicit port nunbers. However, the URIs
SHOULD be configured so that the recomended port is used whenever
appropriate. This makes |ife easier for network adm nistrators who
need to manage firewall policy for MSRP

The authority conponent will typically not contain a userinfo
conmponent, but MAY do so to indicate a user account for which the
session is valid. Note that this is not the same thing as
identifying the session itself. A userinfo part MJST NOT contain
password i nformation.

The following is an exanple of a typical MSRP URI:
nmsr p: / / host . exanpl e. com 8493/ asfd34; tcp
6.1. MBRP URI Conparison

In the context of the MSRP protocol, MSRP URI conparisons MJST be
performed according to the follow ng rules:

1. The schene MUST match. Schene conparison is case insensitive.

2. If the authority conponent contains an explicit |IP address and/or
port, these are conpared for address and port equival ence.
Per cent - encodi ng nornalization [10] applies; that is, if any
per cent - encoded nonreserved characters exist in the authority
component, they nmust be decoded prior to conparison. Userinfo
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parts are not considered for URI conparison. O herw se, the
authority conponent is conpared as a case-insensitive character
string.

3. If the port exists explicitly in either URI, then it MJST match
exactly. A URI with an explicit port is never equivalent to
another with no port specified.

4. The session-id part is conpared as case sensitive. A URl wi thout
a session-id part is never equivalent to one that includes one.

5. URIs with different "transport" paraneters never match. Two URIs
that are identical except for transport are not equivalent. The
transport paraneter is case insensitive

Path normalization [10] is not relevant for MSRP URIs.
6.2. Resolving MSRP Host Device

An MSRP host device is identified by the authority conponent of an
MSRP URI .

If the authority conmponent contains a numeric |P address and port,
they MUST be used as |i sted.

If the authority conponent contains a host nane and a port, the
connecting device MJST deternine a host address by doing an A or AAAA
DNS query and use the port as listed.

If a connection attenpt fails, the device SHOULD attenpt to connect
to the addresses returned in any additional A or AAAA records, in the
order the records were presented.

This process assunes that the connection port is always known
prior to resolution. This is always true for the MSRP URl uses
described in this docunent, that is, URIs exchanged in the SDP
of fer and answer. The introduction of relays creates situations
where this is not the case. For exanple, when a user configures
her client to use a relay, it is desirable that the relay’'s MSRP
URI is easy to remenber and comunicate to humans. Often this
type of MSRP will omit the port number. Therefore, the relay
specification [23] describes additional steps to resolve the port
numnber .

MSRP devi ces MAY use other methods for discovering other such

devi ces, when appropriate. For exanple, NMSRP endpoints may use ot her
mechani sms to di scover relays, which are beyond the scope of this
docunent .
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7. Met hod- Speci fic Behavi or
7.1. Constructing Requests

To forma new request, the sender creates a transaction identifier
and uses this and the nethod nanme to create an MSRP request start
line. The transaction identifier MJUST NOT collide with that of other
transactions that exist at the sane tine. Therefore, it MJST contain
at | east 64 bits of randomess.

Next, the sender places the target path in a To-Path header field,
and the sender’s URI in a FromPath header field. If nultiple URIs
are present in the To-Path, the leftnost is the first URl visited,
the rightnost URI is the last URI visited. The processing then
beconmes net hod specific. Additional nethod-specific header fields
are added as described in the foll owi ng sections.

After any nethod-specific header fields are added, processing
continues to handle a body, if present. |If the request has a body,
it MJUST contain a Content-Type header field. It nay contain other
M ME- speci fic header fields. The Content-Type header field MJST be
the last field in the nmessage header section. The body MJST be
separated fromthe header fields with an extra CRLF.

Non- SEND requests are not intended to carry nessage content, and are
therefore not interruptible. Non-SEND request bodies MJUST NOT be
| arger than 10240 octets.

Al t hough this docunment does not discuss any particul ar usage of
bodi es in non-SEND requests, they may be useful in the future for
carrying security or identity information, information about a
message in progress, etc. The 10K size linmit was chosen to be

| arge enough for nost of such applications, but small enough to
avoid the fairness issues caused by sending arbitrarily |arge
content in non-interruptible nmethod bodies.

A request with no body MJUST NOT include a Content-Type or any other
M ME- specific header fields. A request w thout a body MJUST contain
an end-line after the final header field. No extra CRLF will be
present between the header section and the end-1ine.

Requests with no bodies are useful when a client wi shes to send
"traffic", but does not wish to send content to be rendered to the
peer user. For exanple, the active endpoint sends a SEND request

i mredi ately upon establishing a connection. |If it has nothing to
say at the monment, it can send a request with no body. Bodiless
requests may al so be used in certain applications to keep Network
Address Transl ation (NAT) bindings alive, etc.
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Bodi | ess requests are distinct fromrequests with enpty bodies. A
request with an enpty body will have a Content-Type header field
val ue and will generally be rendered to the recipient according to
the rules for that type.

The end-line that term nates the request MJST be conposed of seven
"-" (mnus sign) characters, the transaction ID as used in the start
line, and a flag character. |If a body is present, the end-line MJST
be preceded by a CRLF that is not part of the body. |f the chunk
represents the data that forns the end of the conplete nessage, the
flag value MJST be a "$". |If the sender is aborting an inconplete
message, and intends to send no further chunks in that nessage, the
flag MUST be a "#". Oherwise, the flag MJST be a "+".

If the request contains a body, the sender MJUST ensure that the end-
line (seven hyphens, the transaction identifier, and a continuation
flag) is not present in the body. If the end-line is present in the
body, the sender MJUST choose a new transaction identifier that is not
present in the body, and add a CRLF if needed, and the end-line,
including the "$", "#", or "+" character

Some i npl ementations may choose to scan for the cl osing sequence as
they send the body, and if it is encountered, sinply interrupt the
chunk at that point and start a new transaction with a different
transaction identifier to carry the rest of the body. O her

i mpl enent ati ons may choose to scan the data and ensure that the body
does not contain the transaction identifier before they start sending
the transacti on.

Once a request is ready for delivery, the sender foll ows the
connecti on managenent (Section 5.4) rules to forward the request over
an exi sting open connection or create a new connecti on.

7.1.1. Sending SEND Requests

When an endpoi nt has a nessage to deliver, it first generates a new
Message-1D. The value MJST be highly unlikely to be repeated by

anot her endpoint instance, or by the sane instance in the future. |If
necessary, the endpoint breaks the nmessage into chunks. It then
generates a SEND request for each chunk, followi ng the procedures for
constructing requests (Section 7.1).

The Message-1D header field provides a uni que nessage identifier
that refers to a particular version of a particular nessage. The
term " Message" in this context refers to a unit of content that
the sender wi shes to convey to the recipient. While such a
message may be broken into chunks, the Message-ID refers to the
entire nmessage, not a chunk of the nessage.
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The uni queness of the nmessage identifier is ensured by the host
that generates it. This nessage identifier is intended to be
machi ne readabl e and not necessarily neaningful to humans. A
nmessage identifier pertains to exactly one version of a particul ar
message; subsequent revisions to the message each receive new
nmessage identifiers. Endpoints can ensure sufficient uniqueness
in any nunber of ways, the selection of which is an inplenentation
choi ce. For exanple, an endpoint could concatenate an instance
identifier such as a MAC address, its idea of the nunber of
seconds since the epoch, a process ID, and a nonotonically
increasing 16-bit integer, all base-64 encoded. Alternately, an
endpoi nt wi thout an on-board clock could sinply use a 64-bit
random nunber.

Each chunk of a nessage MJUST contain a Message-ID header field

contai ning the Message-1D. |If the sender w shes non-default status
reporting, it MJST insert a Failure-Report and/or Success-Report
header field with an appropriate value. Al chunks of the sane
message MJST use the sane Fail ure-Report and Success-Report values in
their SEND requests.

If success reports are requested, i.e., the value of the Success-
Report header field is "yes", the sending device MAY wish to run a
timer of sone value that nmkes sense for its application and take
action if a success report is not received in this tine. There is no
universal value for this timer. For many |Mapplications, it nay be
2 mnutes while for sone trading systens it may be under a second.
Regar dl ess of whether such a tiner is used, if the success report has
not been received by the tinme the session is ended, the device SHOULD
i nfform the user.

If the value of "Failure-Report" is set to "yes", then the sender of
the request runs a tinmer. |If a 200 response to the transaction is
not received within 30 seconds fromthe tinme the |ast byte of the
transaction is sent, or subnmitted to the operating systemfor

sendi ng, the element MJUST informthe user that the request probably
failed. |If the value is set to "partial", then the el enent sending
the transacti on does not have to run a tiner, but MJUST informthe
user if it receives a non-recoverable error response to the
transaction. Regardless of the Failure-Report value, there is no
requirenent to wait for a response prior to sending the next request.

The treatnent of tiners for success reports and failure reports is
intentionally inconsistent. An explicit tineout val ue nakes sense
for failure reports since such reports will usually refer to a
message "chunk" that is acknow edged on a hop-by-hop basis. This
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is not the case for success reports, which are end-to-end and nmay
refer to the entire nmessage content, which can be arbitrarily
| ar ge.

If no Success-Report header field is present in a SEND request, it
MUST be treated the sane as a Success-Report header field with a

value of "no". |If no Failure-Report header field is present, it MJST
be treated the sane as a Failure-Report header field with a value of
"yes". |If an MBRP endpoint receives a REPORT for a Message-I1D it

does not recognize, it SHOULD silently ignore the REPORT

The Byte-Range header field value contains a starting val ue (range-
start) followed by a "-", an ending val ue (range-end) followed by a
"/", and finally the total length. The first octet in the nessage

has a position of one, rather than a zero.

The first chunk of the nessage SHOULD, and all subsequent chunks
MUST, include a Byte-Range header field. The range-start field MJST
i ndi cate the position of the first byte in the body in the overal
message (for the first chunk this field will have a val ue of one).
The range-end field SHOULD i ndicate the position of the last byte in
the body, if known. It MJST take the value of "*" if the position is
unknown, or if the request needs to be interruptible. The tota
field SHOULD contain the total size of the nessage, if known. The
total field MAY contain a "*" if the total size of the nessage is not
known in advance. The sender MJST send all chunks in Byte-Range
order. (However, the receiver cannot assune that the requests wll
be delivered in order, as intervening relays may have changed the
order.)

There are sonme circunstances where an endpoint may choose to send an

enpty SEND request. For the sake of consistency, a Byte-Range header
field referring to nonexistent or zero-length content MJST still have
a range-start value of 1. For exanple, "1-0/0".

To ensure fairness over a connection, senders MJUST NOT send chunks
with a body | arger than 2048 octets unless they are prepared to
interrupt them (neaning that any chunk with a body of greater than
2048 octets will have a "*" character in the range-end field). A
sender can use one of the following two strategies to satisfy this
requirenent. The sender is STRONGLY RECOMMENDED to send nessages

| arger than 2048 octets using as few chunks as possible, interrupting
chunks (at |east 2048 octets long) only when other traffic is waiting
to use the sane connection. Alternatively, the sender MAY sinply
send chunks in 2048-octet increments until the final chunk. Note
that the former strategy results in nmarkedly nore efficient use of
the connection. Al MSRP nodes MJST be able to receive chunks of any
size fromzero octets to the maxi nrum nunber of octets they can
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receive for a conplete nessage. Senders SHOULD NOT break nessages
into chunks small er than 2048 octets, except for the final chunk of a
conpl et e nessage

A SEND request is interrupted while a body is in the process of being
written to the connection by sinply noting how nuch of the nessage
has al ready been witten to the connection, then witing out the end-
line to end the chunk. It can then be resuned in a another chunk
with the same Message-1D and a Byte-Range header field range start
field containing the position of the first byte after the

i nterruption occurred.

SEND requests |arger than 2048 octets MJST be interrupted if the
sender needs to send pendi ng responses or REPORT requests. |f
mul ti pl e SEND requests fromdifferent sessions are concurrently being
sent over the same connection, the device SHOULD i npl ement sone
schene to alternate between them such that each concurrent request
gets a chance to send sone fair portion of data at regular intervals
suitable to the application

The sender MUST NOT assune that a nessage is received by the peer
with the same chunk allocation with which it was sent. An
intervening relay could possibly break SEND requests into snaller
chunks, or aggregate multiple chunks into | arger ones.

The default disposition of nmessages is to be rendered to the user

If the sender wants a different disposition, it MAY insert a Content-
Di sposition [9] header field. Values MAY include any from RFC 2183
[9] or the IANA registry it defines. Since MSRP can carry unencoded
bi nary payl oads, transfer encoding is always "binary", and transfer-
encodi ng paraneters MJST NOT be present.

7.1.2. Sending REPORT Requests

REPORT requests are simlar to SEND requests, except that report
requests MJUST NOT include Success-Report or Fail ure-Report header
fields, and MJUST contain a Status header field. REPORT requests MJST
contain the Message-1D header field fromthe original SEND request.

If an MSRP el ement receives a REPORT for a Message-ID it does not
recogni ze, it SHOULD silently ignore the REPORT

An MBRP endpoi nt MJST be able to generate success REPORT requests.
REPORT requests will normally not include a body, as the REPORT
request header fields can carry sufficient information in nost cases.

However, REPORT requests MAY include a body containing additiona
i nformati on about the status of the associated SEND request. Such a
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body is informational only, and the sender of the REPORT request
SHOULD NOT assume that the recipient pays any attention to the body.
REPCRT requests are not interruptible.

Success- Report and Fail ure-Report header fields MJUST NOT be present

i n REPORT requests. MSRP nodes MJST NOT send REPORT requests in
response to REPORT requests. NMBRP nodes MUST NOT send MSRP responses
to REPORT requests.

Endpoi nts SHOULD NOT send REPORT requests if they have reason to
believe the request will not be delivered. For exanple, they SHOULD
NOT send a REPORT request for a session that is no |onger valid.

7.1.3. Cenerating Success Reports

When an endpoi nt receives a nessage in one or nore chunks that
contain a Success-Report value of "yes", it MJST send a success
report or reports covering all bytes that are received successfully.
The success reports are sent in the formof REPORT requests,
followi ng the normal procedures (Section 7.1), with a few additiona
requirenents.

The receiver MAY wait until it receives the |last chunk of a nessage,
and send a success report that covers the conpl ete nessage.
Alternately, it MAY generate increnmental success REPORTs as the
chunks are received. These can be sent periodically and cover al

the bytes that have been received so far, or they can be sent after a
chunk arrives and cover just the part fromthat chunk

It is helpful to think of a success REPORT as reporting on a
particul ar range of bytes, rather than on a particul ar chunk sent
by a client. The sending client cannot depend on the Byte-Range
header field in a given success report matching that of a
particul ar SEND request. For exanple, an intervening MSRP rel ay
may break chunks into smaller chunks, or aggregate nultiple chunks
into larger ones. A side effect of this is, even if norelay is
used, the receiving client nmay report on byte ranges that do not
exactly match those in the original chunks sent by the sender. It
can wait until all bytes in a nessage are received and report on
the whole, it can report as it receives each chunk, or it can
report on any other received range. Reporting on ranges snaller
than the entire nessage contents allows certain inproved user
experiences for the sender. For exanple, a sending client could
di splay incremental status information showi ng which ranges of
byt es have been acknow edged by the receiver. However, the choice
on whether to report increnmentally is entirely up to the receiving
client. There is no nmechanismfor the sender to assert its desire
to receive increnental reports or not. Since the presence of a
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relay can cause the receiver to see a very different chunk
al l ocation than the sender, such a nechani smwoul d be of
guesti onabl e val ue.

When generating a REPORT request, the endpoint inserts a To-Path
header field containing the FromPath value fromthe origina
request, and a From Path header field containing the URI identifying
itself in the session. The endpoint then inserts a Status header
field with a nanmespace of "000", a status-code of "200", and an

i mpl enent ati on-defi ned coment phrase. It also inserts a Message-1D
header field containing the value fromthe original request.

The nanespace field denotes the context of the status-code field.
The nanmespace val ue of "000" neans the status-code should be
interpreted in the same way as the matching MSRP transaction

response code. |If a future specification uses the status-code
field for some other purpose, it MIST define a new nanespace field
val ue.

The endpoi nt MJUST NOT send a success report for a SEND request that
ei ther contained no Success-Report header field or contained such a

field with a value of "no". That is, if no Success-Report header
field is present, it is treated identically to one with a val ue of
"no" .

7.1.4. Generating Failure Reports

If an MSRP endpoint receives a SEND request that it cannot process
for sone reason, and the Failure-Report header field either was not
present in the original request or had a value of "yes", it SHOULD
simply include the appropriate error code in the transaction
response. However, there may be situations where the error cannot be
determ ned quickly, such as when the endpoint is a gateway that waits
for a downstreamnetwork to indicate an error. |In this situation, it
MAY send a 200 OK response to the request, and then send a failure
REPORT request when the error is detected.

If the endpoint receives a SEND request with a Fail ure-Report header
field value of "no", then it MJST NOT send a failure REPORT request,
and MUST NOT send a transaction response. |If the value is "partial",
it MUST NOT send a 200 transaction response to the request, but
SHOULD send an appropriate non-200 class response if a failure
occurs.

As stated above, if no Failure-Report header field is present, it

MUST be treated the sanme as a Failure-Report header field with a
val ue of "yes"
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Construction of failure REPORT requests is identical to that for

success REPORT requests, except the Status header field code field
MUST contain the appropriate error code. Any error response code
defined in this specification MAY al so be used in failure reports.

If a failure REPORT request is sent in response to a SEND request

that contained a chunk, it MJST include a Byte-Range header field

i ndi cating the actual range being reported on. |t can take the
range-start and total values fromthe original SEND request, but MJST
calcul ate the range-end field fromthe actual body data.

This section only describes failure report generation behavior for
MBRP endpoi nts. Relay behavior is beyond the scope of this
document, and will be considered in a separate docunent [23]. W
expect failure reports to be nore comonly generated by rel ays

t han by endpoints.

Constructing Responses

I f an MSRP endpoint receives a request that either contains a

Fail ure- Report header field value of "yes" or does not contain a
Fai |l ure- Report header field at all, it MJST i nmedi ately generate a
response. Likewi se, if an MSRP endpoint receives a request that
contains a Failure-Report header field value of "partial", and the
receiver is unable to process the request, it SHOULD i medi atel y
generate a response.

To construct the response, the endpoint first creates the response
start line, inserting the appropriate response code and optionally a
comment. The transaction identifier in the response start |ine MJST
match the transaction identifier fromthe original request.

The endpoint then inserts an appropriate To-Path header field. |If
the request triggering the response was a SEND request, the To-Path
header field is formed by copying the first (leftnbpst) URl in the
From Pat h header field of the request. (Responses to SEND requests
are returned only to the previous hop.) For responses to all other
request nethods, the To-Path header field contains the full path back
to the original sender. This full path is generated by copying the
list of URIs fromthe From Path of the original request into the To-
Path of the response. (Legal REPORT requests do not request
responses, so this specification doesn’t exercise the behavior

descri bed above; however, we expect that extensions for gateways and
relays will need such behavior.)

Finally, the endpoint inserts a From Path header field containing the
URI that identifies it in the context of the session, followed by the
end-line after the last header field. Since a response is never
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chunked, the continuation flag in the end-line will always contain a
dollar sign ("$"). The response MJST be transnitted back on the same
connection on which the original request arrived.

7.3. Receiving Requests

The receiving endpoint MJST first check the URI in the To-Path to
make sure the request belongs to an existing session. Wen the
request is received, the To-Path will have exactly one URI, which
MUST map to an existing session that is associated with the
connection on which the request arrived. |If this is not true, then
the receiver MJST generate a 481 error and ignore the request. Note
that if the Failure-Report header field had a value of "no", then no
error report would be sent.

Furt her request processing by the receiver is method specific.
7.3.1. Receiving SEND Requests

When the receiving endpoint receives a SEND request, it first
determines if it contains a conplete nessage or a chunk froma |arger
message. |If the request contains no Byte-Range header field, or
contains one with a range-start value of "1", and the closing |line
continuation flag has a value of "$", then the request contained the
entire nmessage. Oherw se, the receiver |ooks at the Message-1D

val ue to associate chunks together into the original nessage. The
receiver forns a virtual buffer to receive the nessage, keeping track
of whi ch bytes have been received and which are mssing. The

recei ver takes the data fromthe request and places it in the
appropriate place in the buffer. The receiver SHOULD deternine the
actual length of each chunk by inspecting the payload itself; it is
possi bl e the body is shorter than the range-end field indicates.

This can occur if the sender interrupted a SEND request unexpectedly.
It is worth noting that the chunk that has a term nation character of
"$" defines the total length of the message.

It is technically illegal for the sender to prenaturely interrupt
a request that had anything other than "*" in the last-byte
position of the Byte-Range header field. But having the receiver
cal cul ate a chunk | ength based on actual content adds resilience
in the face of sender errors. Since this should never happen wth
conpliant senders, this only has a "SHOULD' strength.

Recei vers MJST not assunme that the chunks will be delivered in order
or that they will receive all the chunks with "+" flags before they
receive the chunk with the "$" flag. In certain cases of connection
failure, it is possible for information to be duplicated. If chunk
data is received that overlaps already received data for the sane
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message, the last chunk received SHOULD take precedence (even though
this may not have been the last chunk transnitted). For exanple, if
bytes 1 to 100 were received and a chunk arrives that contains bytes
50 to 150, this second chunk will overwite bytes 50 to 100 of the
data that had al ready been received. Although other schenmes work,
this is the easiest for the receiver and results in consistent
behavi or between clients.

There are situations in which the receiver may not be able to give
precedence to the last chunk recei ved when chunks overlap. For
exanpl e, the recipient mght increnentally render chunks as they
arrive. |If a new chunk arrives that overlaps with a previously
rendered chunk, it would be too late to "take back" any
conflicting data fromthe first chunk. Therefore, the requirenent
to give precedence to the nost recent chunk is specified at a
"SHOULD' strength. This requirenent is not intended to disall ow
applications where this behavi or does not nmake sense.

The seven "-" in the end-line are used so that the receiver can
search for the value "----", 32 bits at a tinme to find the probable
| ocation of the end-line. This allows npbst processors to |locate the
boundari es and copy the nmenory at the sane rate that a normal nenory
copy could be done. This approach results in a systemthat is as
fast as fram ng based on specifying the body Iength in the header
fields of the request, but also allows for the interruption of
nessages.

What is done with the body is outside the scope of MSRP and | argely
determ ned by the M ME Content-Type and Content-Di sposition. The
body MAY be rendered after the whol e nessage is received or partially
rendered as it is being received.

If the SEND request contained a Content-Type header field indicating
an unsupported nedi a-type, and the Failure-Report value is not "no"

the receiver MIST generate a response with a status code of 415. Al
MBRP endpoi nts MJST be able to receive the nultipart/mxed [15] and

mul tipart/alternative [15] nedia-types

If the Success-Report header field was set to "yes", the receiver

must construct and send one or nore success reports, as described in
Section 7.1.3.
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7.3.2. Receiving REPORT Requests

When an endpoi nt receives a REPORT request, it correlates the report
to the original SEND request using the Message-ID and the Byte-Range,
if present. If it requested success reports, then it SHOULD keep
enough state about each outstanding sent nessage so that it can
correl ate REPORT requests to the original nessages.

An endpoi nt that receives a REPORT request containing a Status header
field with a nanespace field of "000" MJST interpret the report in
exactly the sane way it would interpret an MSRP transacti on response
with a response code natching the status-code field.

It is possible to receive a failure report or a failure transaction
response for a chunk that is currently being delivered. In this
case, the entire nessage corresponding to that chunk SHOULD be
aborted, by including the "#" character in the continuation field of
the end-1ine.

It is possible that an endpoint will receive a REPORT request on a
session that is no longer valid. The endpoint’'s behavior if this
happens is a matter of local policy. The endpoint is not required to

take any steps to facilitate such late delivery; i.e., it is not
expected to keep a connection active in case |ate REPORTs m ght
arrive.

When an endpoi nt that sent a SEND request receives a failure REPORT
indicating that a particular byte range was not received, it MJIST
treat the session as failed. If it wishes to recover, it MJST first
re-negotiate the URIs at the signaling | evel then resend that range
of bytes of the nessage on the resulting new session

MSRP nodes MUST NOT send MSRP REPORT requests in response to other
REPORT requests.

8. Using MSRP with SIP and SDP

MBRP sessions will typically be initiated using the Session
Description Protocol (SDP) [2] via the SIP offer/answer nechani sm

[3].

Thi s docunent defines a handful of new SDP paraneters to set up MSRP
sessions. These are detailed below and in the | ANA Consi derations
section.

An MSRP nedia-line (that is, a nmedia-line proposing MSRP) in the

session description is acconpanied by a nandatory "path" attribute.
This attribute contains a space-separated list of URIs to be visited
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8.

1

to contact the user agent advertising this session description. |If
nore than one URI is present, the leftnost URI is the first URI to be
visited to reach the target resource. (The path list can contain
multiple URIs to allow for the depl oynent of gateways or relays in
the future.) NMSRP inplenentations that can accept incom ng
connections without the need for relays will typically only provide a
single URl here.

An MSRP nedia line is al so acconpani ed by an "accept-types"

attribute, and optionally an "accept-w apped-types" attribute. These
attributes are used to specify the nedia-types that are acceptable to
t he endpoi nt.

SDP Connection and Medi a- Li nes

An SDP connection-line takes the follow ng format:
c=<network type> <address type> <connection address>
Fi gure 4: Standard SDP Connection Line

The network type and address type fields are used as normal for SDP
The connection address field MIST be set to the IP address or fully
qualified domain nane fromthe MSRP URl identifying the endpoint in
its path attribute.

The general format of an SDP nedia-line is:
me<medi a> <port> <protocol > <format |ist>
Fi gure 5: Standard SDP Media Line

An of fered or accepted nedia-line for MSRP over TCP MJST include a
protocol field value of "TCP/ MSRP', or "TCP/TLS/ MSRP" for TLS. The
medi a field value MIUST be "nmessage”. The format list field MIST be
set to "*".

The port field value MIST match the port value used in the endpoint’s
MSRP URI in the path attribute, except that, as described in [3], a
user agent that w shes to accept an offer, but not a specific nedia-
line, MJIST set the port nunmber of that nmedia-line to zero (0) in the
response. Since MBRP allows nultiple sessions to share the sane TCP
connection, nultiple mlines in a single SDP docunent nay share the
sane port field value; MSRP devices MJST NOT assume any particul ar
relationship between mlines on the sole basis that they have

mat chi ng port field val ues.
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MSRP devi ces do not use the c-line address field, or the mline
port and format list fields to determ ne where to connect.

Rat her, they use the attributes defined in this specification

The connection information is copied to the c-line and mline for
pur poses of backwards conpatibility with conventional SDP usages.
While MBRP could theoretically carry any nedi a-type, "nessage" is
appropri ate.

URI Negoti ations

Each endpoint in an MSRP session is identified by a URI. These URI's
are negotiated in the SDP exchange. Each SDP offer or answer that
proposes MBRP MUST contain a "path" attribute containing one or nore
MSRP URI's. The path attribute is used in an SDP a-line, and has the
fol l owi ng syntax:

path = path-|abel ":"
pat h-1 abel = "path"
path-1ist= MSRP-URI *(SP MSRP-URI)

pat h-1i st

Figure 6: Path Attribute

where MSRP-URI is an "msrp" or "merps" URI as defined in Section 6.
MSRP URI's included in an SDP offer or answer MJST include explicit
port nunbers.

An MSRP device uses the URI to determine a host address, port,
transport, and protection | evel when connecting, and to identify the
target when sending requests and responses.

The of ferer and answerer each selects a URI to represent itself and
sends that URI to its peer in the SDP docunent. Each peer stores the
pat h val ue received fromthe other peer and uses that value as the
target for requests inside the resulting session. |f the path
attribute received fromthe peer contains nore than one URI, then the
target URI is the rightnost, while the leftnost entry represents the
adj acent hop. If only one entry is present, then it is both the peer
and adjacent hop URI. The target path is the entire path attribute
val ue received fromthe peer

The foll owi ng exanpl e shows an SDP offer with a session UR of
"merp://alice. exanpl e. com 7394/ 2s93i 9ek2a; t cp"
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v=0

o=al i ce 2890844526 2890844527 IN | P4 alice. exanpl e.com
S= -

c=IN | P4 alice.exanple.com

t=0 0

m=nessage 7394 TCP/ MSRP *
a=accept-types:text/plain
a=pat h: nsrp://alice.exanpl e.com 7394/ 2s93i 9ek2a; t cp

Figure 7: Exanple SDP with Path Attribute

The rightnost URI in the path attribute MUST identify the endpoint
that generated the SDP docunent, or some other |ocation where that
endpoi nt wi shes to receive requests associated with the session. It
MUST be assigned for this particular session, and MJST NOT duplicate
any URI in use for any other session in which the endpoint is
currently participating. It SHOULD be hard to guess, and protected
from eavesdroppers. This is discussed in nore detail in Section 14.

8.3. Path Attributes with Multiple URI's

As nentioned previously, this docunment describes MSRP for peer-to-
peer scenarios, that is, when no relays are used. The use of relays
is described in a separate docunent [23]. In order to allow an MSRP
device that only inplenents the core specification to interoperate
with devices that use relays, this docunent nust include a few
assunptions about how rel ays work.

An endpoi nt that uses one or nore relays will indicate that by
putting a URI for each device in the relay chain into the SDP path
attribute. The final entry will point to the endpoint itself. The
other entries will indicate each proposed relay, in order. The first
entry will point to the first relay in the chain fromthe perspective
of the peer, that is, the relay to which the peer device, or a relay
operating on its behal f, should connect.

Endpoints that do not wish to insert a relay, including those that do
not support relays at all, will put exactly one URI into the path
attribute. This UR represents both the endpoint for the session and
t he connecti on point.

Even though endpoints that inplenment only this specification wll
never introduce a relay, they need to be able to interoperate with

ot her endpoints that do use relays. Therefore, they MJST be prepared
to receive nore than one URI in the SDP path attribute. When an
endpoi nt receives nore than one URI in a path attribute, only the
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first entry is relevant for purposes of resolving the address and
port, and establishing the network connection, as it describes the
first adjacent hop

If an endpoint puts nore than one URI in a path attribute, the fina
URI in the path attribute (the peer URI) identifies the session, and
MUST not duplicate the URI of any other session in which the endpoint
is currently participating. Uniqueness requirenments for other
entries in the path attribute are out of scope for this docunent.

8.4. Updated SDP Ofers

MBRP endpoi nts may sonetines need to send additional SDP exchanges
for an existing session. They may need to send periodi ¢ exchanges
with no change to refresh state in the network, for exanple, SIP
session timers or the SIP UPDATE [24] request. They may need to
change sone other streamin a session w thout affecting the MSRP
stream or they may need to change an MSRP stream wi thout affecting
sone ot her stream

Either peer may initiate an updated exchange at any time. The
endpoi nt that sends the new of fer assunes the role of offerer for al
pur poses. The answerer MJST respond with a path attribute that
represents a valid path to itself at the tine of the updated
exchange. This new path nay be the sane as its previous path, but
may be different. The new offerer MJST NOT assune that the peer wll
answer with the sane path it used previously.

If either party wishes to send an SDP docunent that changes not hing
at all, then it MJST use the sane o-line as in the previous exchange.

8.5. Connection Negotiation

Previ ous versions of this docunment included a mechanismto negotiate
the direction for any required TCP connection. The mechani sm was

| oosely based on the Connection-Oiented Media (COVEDI A) [26] work
done by the MMUSI C working group. The primary notivation was to
al | ow MSRP sessions to succeed in situations where the offerer could
not accept connections but the answerer could. For exanple, the

of ferer m ght be behind a NAT, while the answerer m ght have a

gl obal Iy routabl e address.

The SI MPLE wor ki ng group chose to renove that nechani smfrom MSRP, as
it added a great deal of conplexity to connection nmanagenent.

I nst ead, MSRP now specifies a default connection direction. The
party that sent the original offer is responsible for connecting to
its peer.
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8.6. Content Type Negotiation

An SDP nedi a-1ine proposi ng MSRP MJUST be acconpani ed by an accept -
types attribute.

An entry of "*" in the accept-types attribute indicates that the
sender nmay attenpt to send content with nedia-types that have not
been explicitly listed. Likewi se, an entry with an explicit type and
a "*" character as the subtype indicates that the sender may attenpt

to send content with any subtype of that type. |If the receiver
recei ves an MSRP request and is able to process the nedia-type, it
does so. If not, it will respond with a 415 response. Note that all

explicit entries SHOULD be considered preferred over any non-1listed
types. This feature is needed as, otherwise, the list of fornats for
rich I Mdevices may be prohibitively |arge.

This specification requires the support of certain data formats.
Mandatory formats MJUST be signaled |like any other, either explicitly
or by the use of a "*".

The accept-types attribute nmay include container types, that is, MM
formats that contain other types internally. |f conmpound types are
used, the types listed in the accept-types attribute nmay be used as
the root payload or may be wrapped in a |isted container type. Any
contai ner types MJST also be listed in the accept-types attribute.

Cccasional ly, an endpoint will need to specify a M ME nedi a-type that
can only be used if wapped inside a listed container type.

Endpoi nts MAY specify nedi a-types that are only all owed when w apped
i nsi de conpound types using the "accept-w apped-types" attribute in
an SDP a-1line.

The semantics for accept-w apped-types are identical to those of the
accept-types attribute, with the exception that the specified types
may only be used when w apped inside container types listed in the
accept-types attribute. Only types listed in the accept-types
attribute may be used as the "root" type for the entire body. Since
any type listed in accept-types may be both used as a root body and
wrapped in other bodies, format entries from accept-types SHOULD NOT
be repeated in this attribute.

Thi s approach does not allow for specifying distinct |ists of
acceptabl e wapped types for different types of containers. |[|f an
endpoi nt understands a nedi a-type in the context of one wrapper, it
is assuned to understand it in the context of any other acceptable
wWr appers, subject to any constraints defined by the w apper types

t hensel ves
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The approach of specifying types that are only allowed inside of
contai ners separately fromthe prinmary payl oad types allows an
endpoint to force the use of certain wappers. For exanple, a
Common Presence and | nstant Messaging (CPIM [12] gateway device
may require all messages to be wrapped inside nessage/ cpi m bodies,
but may all ow several content types inside the wapper. If the
gateway were to specify the wapped types in the accept-types
attribute, its peer nmight attenpt to use those types without the
wWr apper .

If the recipient of an offer does not understand any of the payl oad
types indicated in the offered SDP, it SHOULD indicate that using the
appropriate nechani smof the rendezvous protocol. For exanple, in
SIP, it SHOULD return a SIP 488 response

An MSRP endpoi nt MJUST NOT send content of a type not signaled by the
peer in either an accept-types or an accept-w apped-types attribute.
Furthernmore, it MJUST NOT send a top-level (i.e., not wapped) MM
docunent of a type not signaled in the accept-types attribute. In

ei ther case, the signaling could be explicit, or inplicit through the
use of the "*" character.

An endpoi nt MAY indicate the maxi mum size nessage it wi shes to
recei ve using the max-size a-line attribute. Max-size refers to the
conpl ete nessage in octets, not the size of any one chunk. Senders
SHOULD NOT exceed the nmax-size linmit for any nmessage sent in the
resulting session. However, the receiver should consider max-size
val ue as a hint.

Media format entries nay include paraneters. The interpretation of
such paraneters vari es between nedi a-types. For the purposes of

medi a-type negotiation, a format-entry with one or nore paraneters is
assunmed to match the same format-entry with no paraneters
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The formal syntax for these attributes is as foll ows:

accept-types = accept-types-| abel format-1i st

accept-types-1abel = "accept-types"
accept - wr apped-types = wr apped-types-label ":" format-I|ist
wr apped-types-1 abel = "accept-w apped-types"”

format-list = format-entry *( SP fornmat-entry)
format-entry = ( ( (type "/" subtype)

I (type "/* "**)")

*(";" type-param) )

NG

type = token
subt ype = token
type-param = parmattribute
parmattri bute = token
parmval ue = token / quoted-string

=" parmval ue

max- si ze = max-si ze-1| abel max- si ze- val ue
max-si ze-| abel "max-si ze"

max- si ze-val ue 1*(DIGT) ; max size in octets

Figure 8: Attribute Syntax
8.7. Exanple SDP Exchange

Endpoi nt A wishes to invite Endpoint B to an MSRP session. A offers
the foll owi ng session description

v=0
o=usera 2890844526 2890844527 IN I P4 alice.exanple.com

c=IN I P4 alice.exanple.com

t=0 0

menessage 7394 TCP/ MSRP *

a=accept -types: nessage/ cpi mtext/plain text/htmn
a=pat h: nsrp://alice.exanple.com 7394/ 2s93i 93i dj ; tcp

Fi gure 9: SDP from Endpoint A
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B responds with its own URl:

v=0

o=userb 2890844530 2890844532 I N | P4 bob. exanpl e. com
s= -

c=I N | P4 bob. exanpl e. com

t=0 0

m=nessage 8493 TCP/ MSRP *
a=accept -t ypes: nessage/ cpi mtext/plain
a=pat h: msr p: / / bob. exanpl e. com 8493/ si 438dsaodes; tcp

Fi gure 10: SDP from Endpoint B
8.8. MSRP User Experience with SIP

In typical SIP applications, when an endpoint receives an I NVITE
request, it alerts the user, and waits for user input before
responding. This is analogous to the typical tel ephone user
experi ence, where the callee "answers" the call

In contrast, the typical user experience for instant nessagi ng
applications is that the initial received nessage is i mediately

di spl ayed to the user, without waiting for the user to "join" the
conversation. Therefore, the principle of |east surprise would
suggest that MSRP endpoints using SIP signaling SHOULD al | ow a node
where the endpoint quietly accepts the session and begins displ ayi ng
nmessages.

This guideline may not nmake sense for all situations, such as for
m xed- nedi a applications, where both MSRP and audi o sessions are
offered in the sane INVITE. |n general, good application design
shoul d t ake precedence.

SIP INVITE requests may be forked by a SIP proxy, resulting in nore
than one endpoint receiving the sane INVITE. SIP early nedia [29]
techni ques can be used to establish a prelinnary session with each
endpoint so the initial nmessage(s) are displayed on each endpoint,
and canceling the INVITE transaction for any endpoints that do not
send MSRP traffic after sonme period of time, so that they cease
receiving MBRP traffic fromthe inviter.

8.9. SDP Direction Attribute and MSRP
SDP defines a nunmber of attributes that nodify the direction of nedia

flows. These are the "sendonly", "recvonly", "inactive", and
"sendrecv" attributes.
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If a "sendonly" or "recvonly" attribute nodifies an MSRP nedi a
description line, the attribute indicates the direction of NMSRP SEND
requests that contain regular nmessage payl oads. Unl ess otherw se
specified, these attributes do not affect the direction of other
types of requests, such as REPORT. SEND requests that contain sone
kind of control or reporting protocol rather than regul ar nessage
payl oad (e.g., Instant Message Delivery Notification (I MDN) reports)
shoul d be generated according to the protocol rules as if no
direction attribute were present.

9. Formal Syntax

MSRP is a text protocol that uses the UTF-8 [14] transformation
format.

The followi ng syntax specification uses the augnented Backus- Naur
Form (BNF) as described in RFC 4234 [6].

NBrp-req-or-resp = nerp-request / mnsrp-response
nerp-request = req-start headers [content-stuff] end-line
Mer p-response = resp-start headers end-Iline

req-start pMSRP SP transact-id SP met hod CRLF
resp-start pPMSRP SP transact-id SP status-code [SP comment] CRLF
coment = utf 8text

pMSRP = %4D. 53.52.50 ; MSRP in caps
transact-id = ident

met hod = nSEND / nmREPORT / ot her - net hod
NMSEND = 9%x53. 45. 4e.44 ; SEND in caps

MREPORT = %52. 45. 50. 4f . 52. 54; REPORT in caps

ot her -net hod = 1* UPALPHA
status-code = 3DIGA T ; any code defined in this docunent
; or an extension docunent

MBRP- URI = nsrp-schene "://" authority

["/" session-id] ";" transport *( ";" URI-paraneter)
; authority as defined i n RFC3986

nmsr p-scheme = "nsrp" / "msrps”
session-id = 1*( unreserved / "+" [ "=" [ "/"
; unreserved as defined in RFC3986
transport = "tcp" / 1* ALPHANUM
URI - paraneter = token ["=" token]

headers = To-Path CRLF From Path CRLF 1*( header CRLF )
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header = Message- 1D
/ Success- Report

Fai | ur e- Report

Byt e- Range

St at us

ext - header

~ O~~~

To-Path = "To-Path:" SP MSRP-URI *( SP MSRP-URI )
From Path = "From Path:" SP MSRP-URI *( SP MSRP-URl )
Message-1 D = "Message-1D:" SP ident

Success- Report = "Success-Report:" SP ("yes" / "no" )
Fail ure-Report = "Failure-Report:" SP ("yes" / "no" / "partial" )
Byt e- Range = "Byte-Range:" SP range-start "-" range-end "/" total

range-start = 1*DIG T

range- end =1*DgT / "*"

t ot al = 1*DIdT / "*"

Status = "Status:" SP nanmespace SP status-code [SP coment]

nanespace = 3(DIAT); "000" for all codes defined in this docunent.

i dent = ALPHANUM 3*31i dent -char
i dent-char = ALPHANUM / "." [ "-" [ "+" [ "o [ "="

content-stuff = *(Qt her-M ne-header CRLF)
Cont ent - Type 2CRLF data CRLF

Content-Type = "Content-Type:" SP nedi a-type
medi a-type = type "/" subtype *( ";" gen-param)
type = token

subt ype = token

gen-param = pnane [ "=" pval ]

pname = token

pval = token / quoted-string

token = 1*( %21 / 923-27 /| W2A-2B /| 92D 2E

/| 9%30-39 / %41-5A /| 95E-7E)
; token is conpared case-insensitive

quot ed-string = DQUOTE *(qdtext / qd-esc) DQUOTE
gqdtext = SP/ HTAB / %21 /| %23-5B / 95D 7E

/ UTF8- NONASCI |
qd- esc = ( BACKSLASH BACKSLASH) / (BACKSLASH DQUOTE)
BACKSLASH = "\"
UPALPHA = %%41-5A
ALPHANUM = ALPHA / DIG T
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10.

10.

10.

10.

O her-M nme- header = (Content-I1D
| Content-Description
/ Content-Di sposition
/ m me-extension-field)

; Content-I1D, and Content-Description are defined in RFC2045.
; Content-Disposition is defined in RFC2183

;. MMe-extension-field indicates additional M ME extension

; header fields as described in RFC2045

data = *COCTET

end-line = "------- " transact-id continuation-flag CRLF
continuation-flag = "+" [/ "$" [ "#"
ext - header = hnanme ":" SP hval CRLF

hnane = ALPHA *token
hval = utf 8text

utf8text = *(HTAB / %x20-7E / UTF8- NONASCI |)
UTF8- NONASCI | = 9% C0- DF 1UTF8- CONT
UxEO- EF 2UTF8- CONT
¥xFO- F7 3UTF8- CONT
UxF8- Fb 4UTF8- CONT

% FC- FD 5UTF8- CONT
%% 80- BF

UTF8- CONT
Figure 11: NMSRP ABNF

Response Code Descri ptions
This section sumari zes the semantics of various response codes that
may be used in MSRP transaction responses. These codes may al so be
used in the Status header field in REPORT requests.
1. 200
The 200 response code indicates a successful transaction

2. 400

A 400 response indicates that a request was unintelligible. The
sender nmay retry the request after correcting the error

3. 4083

A 403 response indicates that the attenpted action is not allowed.
The sender should not try the request again.
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10.

10.

10.

10.

10.

10.

4. 408

A 408 response indicates that a downstreamtransacti on did not
complete in the allotted tine. It is never sent by any el enents
described in this specification. However, 408 is used in the MSRP
rel ay extension; therefore, MSRP endpoints may receive it. An
endpoi nt MUST treat a 408 response in the same nmanner as it would
treat a local timeout.

5. 413

A 413 response indicates that the receiver w shes the sender to stop
sendi ng the particular nessage. Typically, a 413 is sent in response
to a chunk of an undesired nessage.

If a nessage sender receives a 413 in a response, or in a REPORT
request, it MJST NOT send any further chunks in the nessage, that is,
any further chunks with the sane Message-I1D value. |f the sender
receives the 413 while in the process of sending a chunk, and the
chunk is interruptible, the sender MUST interrupt it.

6. 415

A 415 response indicates that the SEND request contained a nedia type
that is not understood by the receiver. The sender should not send
any further messages with the same content-type for the duration of

t he session.

7. 423

A 423 response indicates that one of the requested paraneters is out
of bounds. It is used by the relay extensions to this docunent.

8. 481

A 481 response indicates that the indicated session does not exist.
The sender should term nate the session

9. 501

A 501 response indicates that the recipient does not understand the
request net hod.

The 501 response code exists to all ow sone degree of nethod
extensibility. It is not intended as a license to ignore nethods
defined in this docunent; rather, it is a mechanismto report |ack
of support of extension nethods.
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10.

11.

11.

10. 506
A 506 response indicates that a request arrived on a session that is
al ready bound to anot her network connection. The sender shoul d cease
sendi ng nessages for that session on this connection

Exanpl es
1. Basic | M Session
This section shows an example flow for the nbst common scenario. The
exanpl e assunes SIP is used to transport the SDP exchange. Details
of the SIP nessages and SIP proxy infrastructure are onitted for the
sake of brevity. |In the exanple, assune that the offerer is
si p:alice@xanpl e.comand the answerer is sip:bob@xanple.com

Alice Bob

| (1) (SIP) INVITE |

5 wm 0 o
& AT |
o e e 7
5 v 200 &
(6 (e o |
v 200 ok |
& e e T 7
----------------------- >|

Fi gure 12: Basic | M Session Exanple
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1. Alice constructs a |local UR of
nmerp://alicepc. exanpl e.com 7777/ i au39s0e2843z; tcp

Alice->Bob (SIP): INVITE sip: bob@xanpl e. com

v=0

o=al i ce 2890844557 2890844559 IN I P4 alicepc. exanpl e. com
S= -

c=IN I P4 alicepc. exanpl e. com

t=0 0

m=nessage 7777 TCP/ MSRP *
a=accept-types:text/plain
a=pat h: nsrp://alicepc. exanpl e.com 7777/ i au39s0e2843z; tcp

2. Bob listens on port 8888, and sends the follow ng response:
Bob->Alice (SIP): 200 K

v=0

o=bob 2890844612 2890844616 | N | P4 bob. exanpl e. com
S= -

c=I N | P4 bob. exanpl e. com

t=0 0

m=nessage 8888 TCP/ MSRP *

a=accept-types:text/plain

a=pat h: nsr p: // bob. exanpl e. com 8888/ 9di 4eae923wzd; t cp

3. Alice->Bob (SIP): ACK sip: bob@xanpl e. com
4. (Alice opens connection to Bob.) Alice->Bob (NMSRP)

MSRP d93kswow SEND

To- Pat h: nsrp://bob. exanpl e. com 8888/ 9di 4eae923wzd; t cp

From Path: msrp://alicepc. exanpl e.com 7777/ i au39s0e2843z; tcp
Message- |1 D 12339sdqwer

Byt e- Range: 1-16/16

Content- Type: text/plain

H, |'mAlice!
------- d93kswow$

5. Bob->Alice (NMBRP)
MSRP d93kswow 200 OK
To-Path: msrp://alicepc. exanpl e.com 7777/ i au39s0e2843z; tcp

From Pat h: msrp://bob. exanpl e. com 8888/ 9di 4eae923wzd; t cp
------- d93kswows
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Bob->Al i ce (MBRP)

MSRP dkei 38sd SEND

VBRP

Sept enber 2007

To-Path: msrp://alicepc. exanpl e.com 7777/ i au39s0e2843z; tcp
From Pat h: nsrp://bob. exanpl e. com 8888/ 9di 4eae923wzd; t cp

Message- 1 D 456s9w k3
Byt e- Range: 1-21/21
Content - Type: text/plain

H, Alicel [|"m Bob
....... dkei 38sd$

Al'i ce->Bob ( MSRP)

MBRP dkei 38sd 200 OK

To- Pat h: msrp://bob. exanpl e. com 8888/ 9di 4eae923wzd; t cp
From Path: msrp://alicepc. exanpl e.com 7777/ i au39s0e2843z; tcp

_______ dkei 38sd$

Alice->Bob (SIP): BYE sip: bob@xanpl e. com
Alice invalidates | ocal session state.

Bob invalidates |ocal state for the session.

Bob->Alice (SIP): 200 &K

Message with XHTM. Cont ent

MBRP dsdf oe38sd SEND
To-Path: nsrp://alice.exanple.com7777/i au39s0e2843z;tcp
From Pat h: nsrp://bob. exanpl e. com 8888/ 9di 4eae923wzd; t cp
Message- | D: 456s039s

Byt e- Range: 1-374/374

Cont ent - Type:

Canmpbel I, et al

appl i cation/ xhtm +xni
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<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE ht
PUBLIC "-//WBC//DTD XHTML 1.0 Strict//EN
" _http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ml 1-strict.dtd_">
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " xm :1ang="en" | ang="en">
<head>
<title>FY2005 Resul ts</title>
</ head>
<body>
<p>See the results at <a
href ="http://exanpl e. org/ " >exanpl e. org</ a>. </ p>
</ body>
</htm >
——————— dsdf oe38sd$

Fi gure 13: Exanple Message with XHTM.
3. Chunked Message
For an exanple of a chunked nessage, see the exanple in Section 5. 1.
4. Chunked Message with Message/ CPI M Payl oad

Thi s exanpl e shows a chunked nessage contai ning a CPl M nessage t hat
waps a text/plain payload. It is worth noting that MSRP considers
the conpl ete CPI M nessage before chunking the nessage; thus, the CPIM
headers are included in only the first chunk. The MSRP Content-Type
and Byt e- Range headers, present in both chunks, refer to the whole
CPI M message.

MSRP d93kswow SEND

To- Pat h: nsrp://bobpc. exanpl e. com 8888/ 9di 4eae923wzd; t cp
From Path: msrp://alicepc. exanpl e. com 7654/ i au39s0e2843z; tcp
Message- |1 D 12339sdqwer

Byt e- Range: 1-137/148

Cont ent - Type: nessage/ cpi m

To: Bob <si p: bob@xanpl e. con»
From Alice <sip:alice@xanple.conr

Dat eTi me: 2006- 05- 15T15: 02: 31- 03: 00
Content - Type: text/plain

------- d93kswow+

Figure 14: First Chunk
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Alice sends the second and | ast chunk.

MSRP op2nc9a SEND

To- Pat h: msrp://bobpc. exanpl e. com 8888/ 9di 4eae923wzd; t cp
From Path: msrp://alicepc. exanpl e. com 7654/ i au39s0e2843z; tcp
Message- |1 D 12339sdqwer

Byt e- Range: 138-148/148

Cont ent - Type: nessage/ cpi m

1234567890
——————— op2nc9a$

Fi gure 15: Second Chunk
11.5. System Message
Sysadm n->Al i ce (MSRP)

MSRP d93kswow SEND

To-Path: msrp://alicepc. exanpl e. com 8888/ 9di 4eae923wzd; t cp
From Pat h: nsrp://exanpl e.com 7777/ i au39s0e2843z; tcp
Message- |1 D 12339sdqwer

Byt e- Range: 1-38/38

Fai | ure- Report: no

Success- Report: no

Content - Type: text/plain

This conference will end in 5 m nutes
------- d93kswows

11.6. Positive Report
Al'i ce->Bob (MSRP)

MBRP d93kswow SEND

To- Pat h: nsrp://bob. exanpl e. com 8888/ 9di 4eae923wzd; t cp

From Path: nsrp://alicepc. exanple.com 7777/i au39s0e2843z;tcp
Message- | D: 12339sdgwer

Byt e- Range: 1-106/106

Success- Report: yes

Fai | ure- Report: no

Cont ent - Type: text/htni

Campbel I, et al. St andards Track [ Page 44]



RFC 4975 VBRP Sept ember 2007

<ht ml ><body>

<p>Here is that inmportant I|ink..

<a href="http://ww. exanpl e. conl f oobar " >f oobar </ a>
</ p>

</ body></ ht nl >

------- d93kswows

Figure 16: Initial SEND Request
Bob->Al i ce (MBRP):

MBRP dkei 38sd REPORT

To-Path: nsrp://alicepc. exanple.com 7777/i au39s0e2843z;tcp
From Pat h: nsrp://bob. exanpl e. com 8888/ 9di 4eae923wzd; t cp
Message- | D: 12339sdgwer

Byt e- Range: 1-106/106

Status: 000 200 K

——————— dkei 38sd$

Figure 17: Success Report
11.7. Forked I M

Traditional I Msystens generally do a poor job of handling nultiple
simultaneous IMclients online for the sanme person. Wile sone do a
better job than many existing systems, handling of nultiple clients
is fairly crude. This becones a nuch nore significant issue when

al ways-on mobil e devices are available, but it is desirable to use
themonly if another IMclient is not avail able.

Usi ng SI P nakes rendezvous decisions explicit, determ nistic, and
very flexible. In contrast, "page-node" |Msystens use inplicit

i mpl enent ati on-specific decisions that IMclients cannot influence.
Wth SIP session-node nessagi ng, rendezvous deci sions can be under
control of the client in a predictable, interoperable way for any
host that inplenents callee capabilities [31]. As a result,
rendezvous policy is managed consistently for each address of record.

The foll owi ng exanpl e shows Juliet with several IMclients where she
can be reached. Each of these has a unique SIP contact and MSRP
session. The exanpl e takes advantage of SIP' s capability to "fork"
an invitation to several contacts in parallel, in sequence, or in
conbination. Juliet has registered from her chanber, the bal cony,
her PDA, and as a last resort, you can | eave a nessage wth her
nurse. Juliet’s contacts are listed below The g-val ues express
relative preference (g=1.0 is the highest preference).
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When Roneo opens his | Mprogram he selects Juliet and types the
nmessage "art thou hither?" (instead of "you there?"). H s client
sends a SIP invitation to sip:juliet@hecapul ets. exanple.com The
proxy there tries first the bal cony and the chanber sinultaneously.

A client is running on each of those systens, both of which set up
early sessions of MSRP with Roneo’s client. The client automatically
sends the nessage over MSRP to the two MSRP URIs involved. After a
del ay of a several seconds with no reply or activity fromJuliet, the
proxy cancels the invitation at her first two contacts, and forwards
the invitation on to Juliet’s PDA. Since her father is talking to
her about her weddi ng, she selects "Do Not Disturb” on her PDA, which
sends a "Busy Here" response. The proxy then tries the nurse, who
answers and tells Roneo what is going on
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H Ronmeo, Juliet is
with her father now
can | take a nmessage?

Tell her to go to confession tonorrow.... |

Rorreo Juliet’s Juliet/ Juliet/ Juliet/ Nur se
Pr oxy bal cony chanber PDA

| | | | | |
| - I NVI TE- - - >| | | | |
| | -1 NVITE- - - >| | | |
| | <----180----] | | |
| <----180----| | | | |
| - PRACK- - - - oo oo > | | |
| <----200---- oo | | | |
| <===Early MSRP Session==>| art thou hither? | |
| | | | | |
| [--ITNVITE---------------- >| | |
| | <----180----oo oo | | |
| <----180----| | | | |
[---PRACK--------mmm e >| | |
[ <----200------mmm o | | |
| <========FEarly MSRP Sessi on==========>| art thou hither? |
| | | | | |
| | | | | |
| | Ti me Passes | | |
| | | | | |
| | | | | |
| | - - CANCEL- - - >| | | |
| | <---200----- | | | |
| | <---487----- | | | |
| | --- - ACK---- | | | |
| [--CANCEL---------------- >| |
| | <---200-----oo oo | | |
| | <487 | | |
| |- ACK - oo > | |
| [=-TNVITE--------cmmm e e oo >  roneo wants
| | | | to IMw you
| | <---486 Busy Here-------------------- | |
| A i |
| I ) B I S e R >
| [ <---200 OK-----mmmm o m oo oo |
| <--200 OK---| | | | |
I & G e R >|
| < MBRP Sessi on >|
|
|
|
|
|
|

Fi gure 18: Forki ng Exanpl e

Campbel I, et al. St andards Track [ Page 47]



RFC 4975 VBRP Sept ember 2007

12.

13.

Extensibility

MSRP was designed to be only minimally extensible. New MSRP net hods
header fields, and status codes can be defined in standards-track
RFCs. MBRP does not contain a version nunber or any negotiation
mechani smto require or discover new features. |f an extension is
specified in the future that requires negotiation, the specification
will need to describe how the extension is to be negotiated in the
encapsul ating signaling protocol. |If a non-interoperable update or
extension occurs in the future, it will be treated as a new protocol
and MUST describe howits use will be signal ed.

In order to all ow extension header fields w thout breaking
interoperability, if an MSRP device receives a request or response
contai ning a header field that it does not understand, it MJST ignore
the header field and process the request or response as if the header
field was not present. |[If an MSRP device receives a request with an
unknown net hod, it MJST return a 501 response.

MSRP was designed to use lists of URIs instead of a single URI in the
To-Path and From Path header fields in anticipation of relay or
gateway functionality being added. In addition, "nmsrp" and "nsrps"
URIs can contain paraneters that are extensible.

CPI M Conpatibility

MSRP sessions may go to a gateway to other Conmon Profile for |nstant
Messaging (CPIM [27] conpatible protocols. [If this occurs, the

gat eway MJST mmi ntain session state, and MJST transl ate between the
MBRP session semantics and CPI M semantics, which do not include a
concept of sessions. Furthernore, when one endpoint of the session
is a CPl M gateway, instant nessages SHOULD be w apped in
"message/ cpi i [12] bodies. Such a gateway MJST include
"message/cpint as the first entry in its SDP accept-types attribute.
MBRP endpoi nts sendi ng i nstant nessages to a peer that has included
"message/cpint as the first entry in the accept-types attribute
SHOULD encapsul ate all instant nessage bodies in "nmessage/ cpint
wrappers. All MSRP endpoi nts MJST support the nessage/cpi mtype, and
SHOULD support the SIM M 7] features of that format.

If a nessage is to be wapped in a nmessage/cpi m envel ope, the
wr appi ng MJUST be done prior to breaking the nessage into chunks, if
needed.
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Al'l MSRP endpoi nts MJUST recogni ze the From To, DateTine, and Require
header fields as defined in RFC 3862. Such applications SHOULD
recogni ze the CC header field, and MAY recogni ze the Subject header
field. Any MSRP application that recognizes any nessage/ cpi m header
field MUST understand the NS (nane space) header field.

Al'l message/ cpi m body parts sent by an MSRP endpoi nt MJUST incl ude the
From and To header fields. |f the nmessage/cpi mbody part is
protected using SSMME, then it MJST al so i nclude the DateTi me header
field.

The NS, To, and CC header fields nmay occur nmultiple tines. her
header fields defined in RFC 3862 MJUST NOT occur nore than once in a
gi ven nessage/ cpi m body part in an MSRP nmessage. The Require header
field MAY include nultiple values. The NS header field MAY occur
zero or nore tinmes, depending on how many name spaces are being

ref er enced.

Ext ensi on header fields MAY occur nore than once, depending on the
definition of such header fields.

Usi ng nmessage/ cpi m envel opes is al so useful if an MSRP device

wi shes to send a nessage on behalf of some other identity. The
device may add a nessage/ cpi menvel ope with the appropriate From
header field val ue.

14. Security Considerations

I nstant nessagi ng systens are used to exchange a variety of sensitive
i nformati on rangi ng from personal conversations, to corporate
confidential information, to account nunbers and other financial
trading information. IMis used by individuals, corporations, and
governnents for conmunicating inportant information. |Msystens need
to provide the properties of integrity and confidentiality for the
exchanged i nformation, and the know edge that you are conmuni cati ng
with the correct party, and they need to allow the possibility of
anonynous conmuni cati on. MSRP pushes nany of the hard problens to
SI P when SIP sets up the session, but some of the problens remnain.
Spam and Deni al of Service (DoS) attacks are also very relevant to I M
syst ens.

MBRP needs to provide confidentiality and integrity for the nessages

it transfers. It also needs to provide assurances that the connected
host is the host that it neant to connect to and that the connection

has not been hijacked.
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14.

14.

1. Secrecy of the MSRP UR

Wien an endpoint sends an MSRP URI to its peer in a rendezvous
protocol, that URI is effectively a secret shared between the peers.
If an attacker |earns or guesses the URI prior to the conpletion of
session setup, it nmay be able to inpersonate one of the peers.

Assuming the URI exchange in the rendezvous protocol is sufficiently
protected, it is critical that the URl remain difficult to "guess"
via brute force nethods. Mst conmponents of the URI, such as the
schene and the authority conponents, are conmon know edge. The
secrecy is entirely provided by the session-id conponent.

Theref ore, when an MSRP device generates an MSRP URI to be used in
the initiation of an MSRP session, the session-id conmponent MJST
contain at least 80 bits of randomess.

2. Transport Level Protection

When using only TCP connections, MSRP security is fairly weak. |If
host A is contacting host B, B passes its hostnane and a secret to A
usi ng a rendezvous protocol. Although MSRP requires the use of a
rendezvous protocol with the ability to protect this exchange, there
is no guarantee that the protection will be used all the tine. |If
such protection is not used, anyone can see this secret. Host A then
connects to the provided hostname and passes the secret in the clear
across the connection to B. Host A assunes that it is talking to B
based on where it sent the SYN packet and then delivers the secret in
plain text across the connections. Host B assunes it is talking to A
because the host on the other end of the connection delivered the
secret. An attacker that could ACK the SYN packet could insert
itself as a man-in-the-niddle in the connection

When using TLS connections, the security is significantly inproved.
We assune that the host accepting the connection has a certificate
froma well-known certification authority. Furthernore, we assune
that the signaling to set up the session is protected by the
rendezvous protocol. In this case, when host A contacts host B, the
secret is passed through a confidential channel to A. A connects
with TLSto B. B presents a valid certificate, so A knows it really
is connected to B. A then delivers the secret provided by B, so that
B can verify it is connected to A. In this case, a rogue SIP Proxy
can see the secret in the SIP signaling traffic and could potentially
insert itself as a man-in-the-mddle.

Realistically, using TLS with certificates fromwell-known
certification authorities is difficult for peer-to-peer connections,
as the types of hosts that end clients use for sending instant
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messages are unlikely to have long-termstable |IP addresses or DNS
names that the certificates can bind to. In addition, the cost of
server certificates fromwell-known certification authorities is
currently expensive enough to discourage their use for each client.
Using TLS in a peer-to-peer node wthout well-known certificates is
di scussed in Section 14. 4.

TLS becones much nore practical when some formof relay is
introduced. Cients can then form TLS connections to rel ays, which
are nuch nore likely to have TLS certificates. While this

speci ficati on does not address such relays, they are described by a
conpani on docunent [23]. That docunent nakes extensive use of TLS to
protect traffic between clients and rel ays, and between one relay and
anot her.

TLS is used to authenticate devices and to provide integrity and
confidentiality for the header fields being transported. MSRP

el ements MUST i npl enent TLS and MJUST al so i nplenent the TLS

Cli ent Ext endedHel | o extended hello information for server nane

i ndi cation as described in [11]. A TLS cipher-suite of

TLS RSA W TH AES 128 CBC SHA [ 13] MJST be supported (other cipher-
suites MAY al so be supported).

3. SIMME

The only strong security for non-TLS connections is achi eved using
S/'M ME.

Since MSRP carries arbitrary MME content, it can trivially carry
S/'M ME protected nessages as well. Al MRP inplenentations MJST
support the nultipart/signed nedia-type even if they do not support
SIMME. Since SIP can carry a session key, S/MME nessages in the
context of a session could also be protected using a key-w apped
shared secret [28] provided in the session setup. MSRP can carry
unencoded binary payl oads. Therefore, M ME bodi es MJIST be
transferred with a transfer encoding of binary. |f a nessage is both
signed and encrypted, it SHOULD be signed first, then encrypted. |If
S/IMME is supported, SHA-1, SHA-256, RSA, and AES-128 MJST be
supported. For RSA, inplenentations MJST support key sizes of at

| east 1024 bits and SHOULD support key sizes of 2048 bits or nore.

This does not actually require the endpoint to have certificates from
a well-known certification authority. Wen MSRP is used with SIP

the Identity [17] and Certificates [25] mechani sms provide S/'M Me-
based delivery of a secret between A and B. No SIP internediary
except the explicitly trusted authentication service (one per user)
can see the secret. The S/MME encryption of the SDP can al so be
used by SIP to exchange keying naterial that can be used in MSRP
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The MSRP session can then use SMME with this keying nmaterial to
sign and encrypt nessages sent over MSRP. The connection can stil
be hijacked since the secret is sent in clear text to the other end
of the TCP connection, but the consequences are nmitigated if all the
MSRP content is signed and encrypted with SSMME Al though out of
scope for this docunent, the SIP negotiation of an MSRP session can
negotiate symmetric keying material to be used with S/M ME for
integrity and privacy.

4. Using TLS in Peer-to-Peer Mde

TLS can be used with a self-signed certificate as long as there is a
nmechani smfor both sides to ascertain that the other side used the
correct certificate. Wen used with SDP and SIP, the correct
certificate can be verified by passing a fingerprint of the
certificate in the SDP and ensuring that the SDP has suitable
integrity protection. Wen SIP is used to transport the SDP, the
integrity can be provided by the SIP lIdentity nechanism[17]. The
rest of this section describes the details of this approach

If self-signed certificates are used, the content of the

subject AltNane attribute inside the certificate MAY use the UR of
the user. In SIP, this URI of the user is the User’s Address of
Record (AOR). This is useful for debuggi ng purposes only and is not
required to bind the certificate to one of the conmunication
endpoints. Unlike normal TLS operations in this protocol, when doing
peer-to-peer TLS, the subjectAltNanme is not an inportant conponent of
the certificate verification. |If the endpoint is also able to nake
anonynous sessions, a distinct, unique certificate MJST be used for
this purpose. For a client that works with nmultiple users, each user
SHOULD have its own certificate. Because the generation of
public/private key pairs is relatively expensive, endpoints are not
required to generate certificates for each session

A certificate fingerprint is the output of a one-way hash function
conput ed over the Distingui shed Encodi ng Rul es (DER) form of the
certificate. The endpoint MJST use the certificate fingerprint
attribute as specified in [18] and MUST include this in the SDP. The
certificate presented during the TLS handshake needs to match the
fingerprint exchanged via the SDP, and if the fingerprint does not
mat ch the hashed certificate then the endpoint MJST tear down the
medi a session i nmedi ately.

Wien using SIP, the integrity of the fingerprint can be ensured
through the SIP Identity nechanism[17]. Wen a client wi shes to use
SIP to set up a secure MSRP session with another endpoint, it sends
an SDP offer in a SIP nessage to the other endpoint. This offer

i ncludes, as part of the SDP payl oad, the fingerprint of the
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certificate that the endpoint wants to use. The SIP nessage
containing the offer is sent to the offerer’s SIP proxy, which wll
add an ldentity header according to the procedures outlined in [17].
When the far endpoint receives the SIP nessage, it can verify the
identity of the sender using the Identity header. Since the ldentity
header is a digital signature across several SIP headers, in addition
to the body or bodies of the SIP nessage, the receiver can al so be
certain that the nessage has not been tanpered with after the digita
signature was added to the SIP nessage.

An exanple of SDP with a fingerprint attribute is shown in the
following figure. Note the fingerprint is shown spread over two
lines due to formatting consideration but should all be on one line.

c=IN I P4 atl anta. exanpl e. com
menessage 7654 TCP/ TLS/ MBRP *
a=accept-types:text/plain
a=pat h: nsrps://atl ant a. exanpl e. com 7654/ j shA7weso3ks; tcp
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB

Figure 19: SDP with Fingerprint Attribute
5. O her Security Concerns

MSRP cannot be used as an anplifier for DoS attacks, but it can be
used to forma distributed attack to consume TCP connection resources
on servers. The attacker, Mallory, sends a SIP INVITE with no offer
to Alice. Alice returns a 200 with an offer and Mallory returns an
answer with SDP indicating that his MSRP address is the address of
Tom Since Alice sent the offer, Alice will initiate a connection to
Tom usi ng up resources on Tonmis server. G ven the huge nunber of IM
clients, and the relatively few TCP connecti ons that nost servers
support, this is a fairly straightforward attack

SIP is attenpting to address issues in dealing with spam The spam
issue is probably best dealt with at the SIP | evel when an MSRP
session is initiated and not at the MSRP | evel

If a sender chooses to enploy SSMME to protect a nessage, all S/M M
operations apply to the conplete nessage, prior to any breaking of
t he nmessage i nto chunks.

The signaling will have set up the session to or fromsonme specific
URIs that will often have "im" or "sip:" URl schenes. Wen the
signaling has been set up to a specific end user, and SSMME is

i npl emented, then the client needs to verify that the nanme in the
Subj ect Al t Nane of the certificate contains an entry that matches the
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URI that was used for the other end in the signaling. There are sone
cases, such as |IMconferencing, where the SSMME certificate name and
the signaled identity will not match. |In these cases, the client
shoul d ensure that the user is infornmed that the nessage cane from
the user identified in the certificate and does not assune that the
message cane fromthe party they signal ed

In sone cases, a sending device may need to attribute a nessage to
some other identity, and nmay use different identities for different
messages in the sane session. For exanple, a conference server nmay
send nmessages on behalf of nultiple users on the sane session

Rat her than add additional header fields to MBRP for this purpose,
MBRP relies on the nmessage/cpimformat for this purpose. The sender
may envel op such a nessage in a nessage/ cpi m body, and pl ace the
actual sender identity in the Fromfield. The trustworthiness of
such an attribution is affected by the security properties of the
session in the sane way that the trustworthiness of the identity of
the actual peer is affected, with the additional issue of determ ning
whet her the recipient trusts the sender to assert the identity.

Thi s approach can result in nesting of message/ cpi menvel opes. For
exanpl e, a message originates froma CPI M gateway, and is then
forwarded by a conference server onto a new session. Both the
gateway and the conference server introduce envelopes. In this case,
the recipient client SHOULD i ndicate the chain of identity assertions
to the user, rather than allow the user to assune that either the
gateway or the conference server originated the nessage

It is possible that a recipient mght receive nessages that are
attributed to the sanme sender via different MSRP sessions. For
exanple, Alice mght be in a conversation with Bob via an MSRP
session over a TLS protected channel. Alice might then receive a
di fferent nmessage from Bob over a different session, perhaps with a
conference server that asserts Bob's identity in a nessage/cpim
envel ope signed by the server

MSRP does not prohibit nultiple sinultaneous sessions between the
sane pair of identities. Nor does it prohibit an endpoint sending a
nmessage on behal f of another identity, such as may be the case for a
conference server. The recipient’s endpoint should deternmine its

| evel of trust of the authenticity of the sender independently for
each session. The fact that an endpoint trusts the authenticity of
the sender on any given session should not affect the level of trust
it assigns for apparently the same sender on a different session
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15.

When MBRP clients formor acquire a certificate, they SHOULD ensure
that the subject AltNane has a General Name entry of type

uni f or mResourcel dentifier for each URI corresponding to this client
and should always include an "im" URI. It is fine if the
certificate contains other URIs such as "sip:" or "xmpp:" URIS.

MBRP i mpl enentors shoul d be aware of a potential attack on MSRP
devices that involves placing very large values in the byte-range
header field, potentially causing the device to allocate very large
menory buffers to hold the nmessage. |nplenentations SHOULD apply
some degree of sanity checking on byte-range val ues before allocating
such buffers

| ANA Consi der ati ons

This specification instructs |ANA to create a new registry for MSRP
paraneters. The MSRP Paraneter registry is a container for sub-
registries. This section further introduces sub-registries for MSRP
net hod nanmes, status codes, and header field nanes.

Additionally, Section 15.4 through Section 15.7 register new
paraneters in existing | ANA registries.

1. MSRP Met hod Nanes

This specification establishes the Methods sub-regi stry under MSRP
Paranmeters and initiates its population as follows. New paraneters
in this sub-registry nmust be published in an RFC (either as an | ETF
submi ssion or RFC Editor subm ssion).

SEND - [ RFC4975]
REPORT - [ RFC4975]

The follow ng informati on MJUST be provided in an RFC publication in
order to register a new MSRP net hod

o The nethod nane.
0 The RFC nunber in which the nmethod is registered.

2. MSRP Header Fi el ds

This specification establishes the header field-Field sub-registry
under MSRP Paraneters. New paraneters in this sub-registry nust be
published in an RFC (either as an | ETF subni ssion or RFC Editor
submission). Its initial population is defined as foll ows:
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To-Path - [ RFC4975]

From Path - [ RFC4975]
Message-1 D - [ RFC4975]
Success- Report - [ RFC4975]
Fai |l ure- Report - [RFC4975]
Byt e- Range - [ RFC4975]
Status - [ RFC4975]

The followi ng informati on MUST be provided in an RFC publication in
order to register a new MSRP header field

0 The header field nane.
0 The RFC nunber in which the nmethod is registered.

15.3. MSRP St atus Codes

This specification establishes the Status-Code sub-registry under
MBRP Paraneters. New paraneters in this sub-registry nust be
published in an RFC (either as an | ETF subni ssion or RFC Editor
submission). Its initial population is defined in Section 10. It
takes the follow ng fornmat:

Code [ RFC Nunber]

The follow ng informati on MJST be provided in an RFC publication in
order to register a new MSRP status code

0 The status code numnber.
o The RFC nunber in which the method is registered.

15. 4. MBRP Port

MSRP uses TCP port 2855, fromthe "registered" port range. Usage of
this value is described in Section 6.

15.5. URlI Schemn

Thi s docunent requests permanent registration the URl schenes of
"msrp" and "msrps".

15.5.1. MSRP Schene

URI Schene Nane: "nsrp"

URI Schene Syntax: See the ABNF construction for "MSRP-URI" in
Section 9 of RFC 4975.

URI Schenme Senantics: See Section 6 of RFC 4975.

Encodi ng Consi derations: See Section 6 of RFC 4975.
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Applications/Protocols that use this URI Schene: The Message Session
Rel ay Protocol (MSRP).

Interoperability Considerations: MSRP URIs are expected to be used
only by inplenmentations of MSRP. No additional interoperability
i ssues are expect ed.

Security Considerations: See Section 14.1 of RFC 4975 for specific
security considerations for MSRP URI's, and Section 14 of RFC 4975
for security considerations for MSRP in general

Contact: Ben Canpbell (ben@stacado. net).

Aut hor/ Change Controller: This is a permanent registration request.
Change control does not apply.

5.2. MBRPS Schene

URI Schene Nanme: "msrps”

URI Schene Syntax: See the ABNF construction for "MSRP-URI" in
Section 9 of RFC 4975.

URI Schene Semantics: See Section 6 of RFC 4975.

Encodi ng Consi derations: See Section 6 of RFC 4975.

Applications/Protocols that use this URI Schene: The Message Session
Rel ay Protocol (MSRP).

Interoperability Considerations: MSRP URIs are expected to be used
only by inplenentations of MSRP. No additional interoperability
i ssues are expect ed.

Security Considerations: See Section 14.1 of RFC 4975 for specific
security considerations for MSRP URI's, and Section 14 of RFC 4975
for security considerations for MSRP in general

Contact: Ben Canpbell (ben@stacado. net).

Aut hor/ Change Controller: This is a permanent registration request.
Change control does not apply.

6. SDP Transport Protoco

MSRP defines the new SDP protocol field values "TCP/ MSRP' and "TCP/
TLS/ MSRP", whi ch shoul d be registered in the sdp-paraneters registry
under "proto". This first value indicates the MSRP protocol when TCP
is used as an underlying transport. The second indicates that TLS
over TCP is used.

Speci fications defining new protocol values nmust define the rules for
the associ ated nedi a format namespace. The "TCP/ MSRP* and " TCP/ TLS/
MBRP" protocol values allow only one value in the format field (fnt),
which is a single occurrence of "*". Actual format determination is
made using the "accept-types" and "accept-w apped-types" attributes.
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15.7. SDP Attribute Nanes

This docunent registers the following SDP attribute paraneter names
in the sdp-paraneters registry. These nanes are to be used in the
SDP att-name field.

15.7.1. Accept Types

Contact Information: Ben Canpbell (ben@stacado. net)

Attri but e-nane: accept -types

Long-form Attri bute Name: Acceptable nedia types

Type: Media |evel

Subj ect to Charset Attribute: No

Pur pose and Appropriate Values: The "accept-types" attribute
contains a list of nedia types that the endpoint is willing to
receive. It may contain zero or nore registered nedia-types, or
"*" in a space-delimted string.

15.7.2. Wapped Types

Contact Information: Ben Canpbell (ben@stacado. net)

Attri but e-nane: accept - wr apped-t ypes

Long-form Attri bute Name: Acceptable nedia types Inside Wappers

Type: Media |evel

Subj ect to Charset Attribute: No

Pur pose and Appropriate Values: The "accept-w apped-types" attribute
contains a list of nedia types that the endpoint is willing to
receive in an MSRP nessage with nmultipart content, but may not be
used as the outernost type of the nmessage. It may contain zero or
nore regi stered nedi a-types, or "*" in a space-delimted string.

15. 7. 3. Max Size

Contact Information: Ben Canpbell (ben@stacado. net)

Attri but e-nane: max- si ze

Long-form Attri bute Nane: Maxi num nessage size

Type: Media |evel

Subj ect to Charset Attribute: No

Pur pose and Appropriate Values: The "max-size" attribute indicates
the | argest message an endpoint wi shes to accept. It may take any
whol e nuneric value, specified in octets.

15.7.4. Path
Contact Information: Ben Canpbell (ben@stacado. net)
Attri but e-nane: pat h

Long-form Attri bute Name: MSRP URI Path
Type: Media |evel
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17.

17.

Subj ect to Charset Attribute: No

Purpose and Appropriate Values: The "path" attribute indicates a
series of MSRP devices that nust be visited by messages sent in
the session, including the final endpoint. The attribute contains
one or nore MSRP URIs, delimted by the space character.
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