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Abst r act

Thi s docunment recomends using one UDP port pair for both
comuni cation directions of bidirectional RTP and RTP Control
Prot ocol (RTCP) sessions, comonly called "symetric RTP' and
"symetric RTCP".
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1

I ntroduction

TCP [ RFCO793], which is inherently bidirectional, transmts and
recei ves data using the sanme local port. That is, when a TCP
connection is established fromhost A with source TCP port "a" to a
renote host, the renpte host sends packets back to host A s source
TCP port "a".

However, UDP is not inherently bidirectional and UDP does not require
using the sane port for sending and receiving bidirectional traffic.
Rat her, sone UDP applications use a single UDP port to transmt and
receive (e.g., DNS [RFCL035]), sone applications use different UDP
ports to transmit and receive with explicit signaling (e.g., Trivia
File Transfer Protocol (TFTP) [RFC1350]), and other applications
don’t specify the choice of transmit and receive ports (RTP

[ RFC3550]) .

Because RTP and RTCP are not inherently bidirectional protocols, and
UDP is not a bidirectional protocol, the useful ness of using the sane
UDP port for transnmitting and receiving has been generally ignored
for RTP and RTCP. Many firewalls, Network Address Transl ators (NATs)
[ RFC3022], and RTP inpl enmentations expect symmetric RTP, and do not
work in the presence of asymmetric RTP. However, this term has never
been defined. This docunent defines "symetric RTP" and "synmetric
RTCP" .

The UDP port nunber to receive nmedia, and the UDP port to transmt
nmedi a are both selected by the device that receives that nedia and
transmts that nmedia. For unicast flows, the receive port is
conmuni cated to the renote peer (e.g., Session Description Protoco
(SDP) [RFC4566] carried in SIP [RFC3261], Session Announcenent
Protocol (SAP) [RFC2974], or Megaco/ H. 248 [ RFC3525]).

There is no correspondence between the local RTP (or RTCP) port and
the renote RTP (or RTCP) port. That is, device "A'" might choose its
Il ocal transnit and receive port to be 1234. Its peer, device "B", is
not constrained to also use port 1234 for its port. |In fact, such a
constraint is inpossible to neet because device "B" mght already be
using that port for another application.

The benefits of using one UDP port pair is described belowin
Section 4.

Conventions Used in this Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Definition of Symmetric RTP and Synmetric RTCP

A devi ce supports symetric RTP if it selects, communicates, and uses
| P addresses and port nunbers such that, when receiving a

bidirectional RTP nedia streamon UDP port "A" and IP address "a", it
also transnmits RTP nedia for that streamfromthe sanme source UDP
port "A" and |IP address "a". That is, it uses the same UDP port to

transnmt and receive one RTP stream

A device that doesn’t support synmetric RTP would transmit RTP froma
different port, or froma different IP address, than the port and IP
address used to receive RTP for that bidirectional media steam

A device supports symetric RTCP if it selects, conmunicates, and
uses | P addresses and port nunbers such that, when receiving RTCP
packets for a media streamon UDP port "B' and | P address "b", it

al so transmts RTCP packets for that stream fromthe same source UDP
port "B" and IP address "b". That is, it uses the same UDP port to
transnmt and receive one RTCP stream

A device that doesn’t support synmetric RTCP would transmit RTCP from
a different port, or froma different I P address, than the port and
| P address used to receive RTCP

4. Recomended Usage

There are two specific instances where symmetric RTP and synmmetric
RTCP are REQUI RED:

The first instance is NATs that lack integrated Application Layer
Gateway (ALG functionality. Such NATs require that endpoints use
symretric UDP ports to establish bidirectional traffic. This
requi renent exists for all types of NATs described in Section 4 of
[ RFCA787]. ALGs are defined in Section 4.4 of [RFC3022].

The second instance is Session Border Controllers (SBCs) and ot her
forns of RTP and RTCP relays (e.g., [TURN]). Media relays are
necessary to establish bidirectional UDP conmunication across a NAT
that is ' Address-Dependent’ or ’'Address and Port - Dependent’

[ RFCA787]. However, even with a nedia relay, symetric UDP ports are
still required to traverse such a NAT

There are other instances where symetric RTP and symetric RTCP are
hel pful, but not required. For exanple, if a firewall can expect
symmetric RTP and symetric RTCP, then the firewall’s dynanic per-
call port filter list can be nore restrictive conpared to asynmetric
RTP and asymmetric RTCP. Symetric RTP and symmetric RTCP can al so
ease debuggi ng and troubl eshooti ng.
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O her UDP-based protocols can also benefit fromcomon |ocal transmt
and receive ports.

There are no known cases where symetric RTP or symmetric RTCP are
har nf ul

For these reasons, it is RECOMENDED that symetric RTP and symretric
RTCP al ways be used for bidirectional RTP nmedia streans.

5. Security Considerations

If an attacker learns the source and destination UDP ports of a
symretric RTP or symetric RTCP flow, the attacker can send RTP or
RTCP packets to that host. This differs fromasynmetric RTP and
asymetric RTCP, where an attacker has to learn the UDP source and
destination ports used for the reverse traffic, before it can send
packets to that host. Thus, if a host uses symetric RTP or
symretric RTCP, an attacker need only see one RTP or RTCP packet in
order to attack either RTP endpoint. Note that this attack is
simlar to that of other UDP-based protocols that use one UDP port
pair (e.g., DNS [ RFC1035]).
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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