Net wor k Wor ki ng Group T. Ernst
Request for Comments: 4886 I NRI A
Cat egory: | nformational July 2007

Net work Mobility Support Goals and Requirenents
Status of This Meno

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C The I ETF Trust (2007).
Abst r act

Network nobility arises when a router connecting a network to the
Internet dynam cally changes its point of attachment to the Internet
t hereby causing the reachability of the said network to be changed in
relation to the fixed Internet topology. Such a type of network is
referred to as a nobile network. Wth appropriate nechanisns,

sessi ons established between nodes in the nobile network and the

gl obal Internet can be mmintained after the nmobile router changes its
poi nt of attachnent. This docunent outlines the goals expected from
network nmobility support and defines the requirenents that nust be
met by the NEMO Basi c Support sol ution.
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1. Introduction

Net work nobility support (see [1] for the related term nology) is
concerned with managing the nmobility of an entire network, viewed as
a single unit that changes its point of attachnent to the Internet
and thus its reachability in the Internet topology. Such a network
is referred to as a nobile network and includes one or nore nobile
routers (MRs), which connect it to the global Internet. Nodes behind
the MR(s) (M\Ns) are both fixed (LFNs) and mobile (VMNs or LM\s). In
nost cases, the internal structure of the nmobile network will be
relatively stable (no dynam c change of the topology), but this is
not al ways true.

Cases of mobile networks include, for instance:

0 Networks attached to people (Personal Area Networks or PANs): a
cell phone with one cellular interface and one Bluetooth interface
together with a Bl uetooth-enabl ed PDA constitute a very sinple
i nstance of a nobile network. The cell phone is the nobile router
while the PDA is used for web browsing or runs a personal web
server.
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0 Networks of sensors and conmputers deployed in vehicles: vehicles
are increasingly equi pped with a nunber of processing units for
safety and ease of driving reasons, as advocated by ITS
(Intelligent Transportation Systens) applications ([4]).

0 Access networks deployed in public transportation (buses, trains,
taxis, aircrafts): they provide Internet access to | P devices
carried by passengers (laptop, canera, nobile phone); host
mobility within network nmobility or PANs; network nobility within
network mobility, i.e., nested nobility (see [1] for the
definition of nested nobility).

0 Ad-hoc networks connected to the Internet via an MR for instance,
students in a train who need to both set up an ad-hoc network
anmong thenmsel ves and get Internet connectivity through the MR
connecting the train to the Internet.

Mobility of networks does not cause MNNs to change their own physica
poi nt of attachnent; however, they do change their topol ogica

Il ocation with respect to the global Internet. |If network nmobility is
not explicitly supported by some nechanisns, the nobility of the MR
results in MAINs | osing Internet access and breaki ng ongoi ng sessions
between arbitrary correspondent nodes (CNs) in the gl obal Internet
and those M\Ns | ocated within the nobile network. |In addition, the
communi cati on path between MNNs and correspondent nodes becones sub-
optimal, and nmultiple levels of nmobility will cause extrenely sub-
optimal routing.

Mobility-related terms used in this docunment are defined in [2],
whereas terns specifically pertaining to network nobility are defined
in[1]. This docunent is structured as follows: in Section 2, we
define the rough objectives and nethodol ogy of the NEMO worki ng group
to handl e network nobility issues and we enphasi ze the stepw se
approach the working group has decided to follow. A nunber of
desirabl e design goals are listed in Section 3. Those design goals
then serve as guidelines to define the requirenents listed in Section
4 for basic network nmobility support [3].

2. NEMO Working Group hjectives and Met hodol ogy

The mechani snms required for handling network nobility issues were

| acking within the | ETF standards when the NEMO worki ng group (W5
was set up at the IETF in 2002. At that time, work conducted on
nmobility support (particularly in the Mbile I P working group) was to
provi de continuous |Internet connectivity and optinmal routing to
nmobi |l e hosts only (host nobility support). Such nechani sns specified
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in Mobile IPv6 [5] are unable to support network nobility. The NEMO
wor ki ng group has therefore been set up to deal with issues specific
to network nobility.

The primary objective of the NEMO work is to specify a solution that
al | ows nobile network nodes (MNNs) to remain connected to the
Internet and continuously reachable while the nobile router serving
the nmobil e network changes its point of attachment. The secondary
goal of the work is to investigate the effects of network nobility on
vari ous aspects of Internet communication such as routing protoco
changes, inmplications of real-time traffic and fast handovers, and
optimzations. This should support the prinary goal of reachability
for nmobile network nodes. Security is an inportant consideration
too, and efforts should be made to use existing security solutions if
they are appropriate. Al though a well-designed solution may include
security inherent in other protocols, nobile networks also introduce
new chal | enges

To conpl ete these tasks, the NEMO working group has decided to take a
stepwi se approach. The steps in this approach include standardizing
a basic solution to preserve session continuity (NEMO Basic Support,
see [3]) and studying the possible approaches and issues with
providing nore optinmal routing with potentially nested nobile

net wor ks ( NEMO Ext ended Support, see [6] and [7] for a discussion on
routing optimzation issues and [8] for a discussion on nultihon ng
i ssues). However, the working group is not chartered to actually
standardi ze a solution for Extended Support at this point in tine.

I f deemed necessary, the working group will be rechartered based on
t he concl usions of the discussions.

For NEMO Basi c Support, the working group assunmes that none of the
nodes behind the MR is aware of the network’s nobility; thus, the
networ k’ s noverment needs to be conpletely transparent to the nodes

i nside the nobile network. This assunption accomobdates nodes inside
the network that are not generally aware of nobility.

The efforts of the Mobile | P working group have resulted in the
Mobil e | Pv4 and Mobile | Pv6 protocols, which have already sol ved the
i ssue of host mobility support. Since challenges to enabling nobile
networ ks are vastly reduced by this work, basic network nmobility
support has adopted the nmethods for host nmobility support used in
Mobile I P and has extended themin the sinplest way possible to
achieve its goals. The Basic Support solution, now defined in [3]
following the requirenents stated in Section 4 of the present
document, is for each MR to have a Home Agent (HA), and use bi-
directional tunneling between the MR and HA to preserve session
continuity while the MR noves. The MR acquires a Care-of Address
(CoA) at its attachnent point nmuch like what is done for nobile hosts
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(MHs), using Mobile IP. This approach all ows nested nobile networks,
since each MR will appear to its attachnment point as a single node.

3. NEMO Support Design CGoal s

This section details the fundanmental design goals the solutions wll
intend to achieve. Those design goals serve to define the issues and
to inpose a list of requirenents for forthconing solutions. Actua
requi renents for NEMO Basic Support are in Section 4; NEMO Extended
Support is not yet considered at the time of this witing.

3.1. Mgration Transparency

Per manent connectivity to the Internet has to be provided to al

M\Ns, since continuous sessions are expected to be naintained as the
nmobi |l e router changes its point of attachnent. For maintaining those
sessions, M\Ns are expected to be reachable via their permanent |IP
addr esses.

3.2. Perfornmance Transparency and Seanl ess Mobility

NEMO support is expected to be provided with [imted signaling
overhead and to minimze the inpact of handovers on applications, in
terns of packet |oss or delay. However, although variabl e del ays of
transm ssion and | osses between M\Ns and their respective CNs coul d
be perceived as the network is displaced, it would not be considered
a |l ack of performance transparency.

3.3. Network Mbility Support Transparency

M\Ns behind the MR(s) do not change their own physical point of
attachnent as a result of the nobile network’s displacenent in the
Internet topology. Consequently, NEMO support is expected to be
performed only by the MR(s). Specific support functions on any node
other than the MR(s) would better be avoi ded.

3.4. (QOperational Transparency
NEMO support is to be inplemented at the level of IP layer. It is
expected to be transparent to upper layers so that any upper-|ayer
prot ocol can run unchanged on top of an IP layer extended with NEMO
support.

3.5. Arbitrary Configurations
The formation of a nobile network can occur in various |evels of

complexity. In the sinplest case, a nobile network contains just a
nmobile router and a host. |In the nost conplicated case, a nobile
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network is nmultihoned and is itself a nmulti-Ilevel aggregation of
nmobi |l e networks with collectively thousands of nobile routers and
hosts. While the list of potential configurations of nobile networks
cannot be linmted, at |least the foll owi ng ones are desirable:

o Mobile networks of any size, ranging froma sole subnet with a few
| P devices to a collection of subnets with a | arge nunber of IP
devi ces.

0 Nodes that change their point of attachment within the nobile
net wor k.

0 Foreign nobile nodes that attach to the nobile network.

o Miltihoned nobile network: either when a single MR has nultiple
attachnents to the internet, or when the nobile network is
attached to the Internet by nmeans of nmultiple MRS (see definition
in[1] and the analysis in [8]).

0 Nested nobile networks (nobile networks attaching to other nobile
networks (see definition in [1]). Al though the conplexity
requi renents of these nested networks are not clear, it is
desirable to support arbitrary |levels of recursive networks. The
solution should only inpose restrictions on nesting (e.g., path
MIU) when this is inpractical and protocol concerns preclude such
support.

o Distinct nobility frequencies (see nobility factor in [2]).
o Distinct access nedia.

In order to keep conplexity mnimal, transit networks are excluded
fromthis list. A transit network is one in which data woul d be
forwarded between two endpoints outside of the network, so that the
network itself sinply serves as a transitional conduit for packet
forwarding. A stub network (leaf network), on the other hand, does
not serve as a data forwarding path. Data on a stub network is
either sent by or addressed to a node |ocated within that network.

3.6. Local Mbility and d obal Mbility

Mobi | e networks and nobil e nodes owned by different adm nistrative
entities are expected to be displaced within a domai n boundary or

bet ween domai n boundaries. Miltihonming, vertical and horizonta
handoffs, and access control mnechanisns are desirable to achieve this
goal. Such nobility is not expected to be limted for any

consi deration other than adm nistrative and security policies.
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3.7.

3. 8.

3.9.

Ern

Scal ability

NEMO support signaling and processing is expected to scale to a
potentially |arge nunber of nobile networks irrespective of their
configuration, nmobility frequency, size, and number of CNs.

Backward Conpatibility

NEMO support will have to co-exist with established | Pv6 standards
and not interfere with them Standards defined in other |ETF working
groups have to be reused as nmuch as possi ble and extended only if
deenmed necessary. For instance, the follow ng nechani snms defined by
ot her working groups are expected to function without nodification

0 Address allocation and configuration mechani smns.

0 Host nobility support: nobile nodes and correspondent nodes,
either located within or outside the nobile network, are expected
to continue operating protocols defined by the Mbile | P working
group. This includes nechanisns for host nobility support (Mobile
| Pv6) and seanl ess nmobility (FM Pv6).

o Milticast support intended for MNNs is expected to be naintained
while the nobile router changes its point of attachnent.

0 Access control protocols and nmechani snms used by visiting nobile
hosts and routers to be authenticated and authorized, gaining
access to the Internet via the nmobile network infrastructure
(MRs).

0 Security protocols and nechani sns.

0 Mechani sms perfornmed by routers deployed in both visited networks
and nobile networks (routing protocols, Neighbor Discovery, |CW
Rout er Renunberi ng).

Secure Signaling

NEMO support will have to conply with the usual |ETF security
policies and recomendations and is expected to have its specific
security issues fully addressed. |In practice, all NEMO support
control nessages transmitted in the network will have to be protected
with an acceptable | evel of security to prevent intruders from
usurping identities and forge data. Specifically, the follow ng

i ssues have to be consi dered:

0 Authentication of the sender to prevent identity usurpation
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0 Authorization, to nake sure the sender is granted perm ssion to
performthe operation as indicated in the control nessage.
o0 Confidentiality of the data contained in the control nessage.
3.10. Location Privacy

Location privacy neans hiding the actual location of MNN to third

parties other than the HA are desired. It is not clear to which
extend this has to be enforced, since it is always possible to
determ ne the topol ogi cal |ocation by analyzing | Pv6 headers. It

woul d thus require sone kind of encryption of the | Pv6 header to
prevent third parties fromnonitoring | Pv6 addresses between the MR
and the HA. On the other hand, it is at the very least desirable to
provide a neans for MNNs to hide their real topological |ocation to
their CNs.

3.11. |1Pv4 and NAT Traversa

| Pv4 cl ouds and NAT are likely to co-exist with IPv6 for a long tine,
so it is desirable to ensure that nechani sns devel oped for NEMO wil |
be able to traverse such cl ouds.

3.12. Mninmal Inpact on Internet Routing

Any NEMO sol ution needs have m nimal negative effect on the globa
Internet routing system The solution nust therefore lint both the
anount of information that nust be injected into Internet routing, as
wel |l as the dynamic changes in the information that is injected into
the gl obal routing system

As one exanple of why this is necessary, consider the approach of
advertising each nobile network’s connectivity into BGP and, for
every novenment, withdrawing old routes and injecting new routes. |If
there were tens of thousands of nobile networks each advertising and
wi t hdrawi ng routes, for exanple, at the speed that an airplane can
nmove from one ground station to another, the potential effect on BGP
could be very unfortunate. 1In this exanple, the total anount of
routing informati on advertised into BGP nmay be acceptable, but the
dynanmic instability of the information (i.e., the nunber of changes
over tinme) would be unacceptabl e.

4. NEMO Basi ¢ Support One-Liner Requirenents
For basic network nobility support, the NEMOWG is to specify a
uni fied and uni que "Network Mbility (NEMO) Basic Support" sol ution

hereafter referred to as "the solution". This solution is to allow
all nodes in the nobile network to be reachable via permanent |IP
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addresses, as well as nmintain ongoing sessions as the MR changes its
poi nt of attachnent to the Internet topology. This is to be done by
mai ntai ni ng a bi-directional tunnel between an MR and its Home Agent.

The NEMO Wor ki ng Group, after sone investigation of alternatives, has
decided to reuse and extend the existing Mbile IPv6 [5] nechani sns
for tunnel nanagenent.

The list of requirements bel ow has been inposed on the NEMO Basic
Support solution. The requirenents have nostly been net by the
resulting specification, which can now be found in [3]. Associated
depl oynent issues are discussed in [9].

RO1: The solution nust be inplemented at the I P |ayer |evel

R02: The solution nust set up a bi-directional tunnel between a
mobil e router and its Honme Agent (MRHA tunnel).

RO3: Al traffic exchanged between an MNN and a CN in the gl oba
Internet nust transit through the bi-directional MRHA tunnel

R04: MN\Ns nust be reachable at a permanent | P address and nane.

RO5: The sol ution nust maintain continuous sessions (both unicast and
mul ticast) between MNNs and arbitrary CNs after |P handover of
(one of) the MRs.

R0O6: The sol ution nust not require nodifications to any node ot her
than MRs and HAs.

RO7: The solution nust support fixed nodes, nobile hosts, and nobile
routers in the nobile network.

R08: The solution nust allow M Pv6-enabled MNNs to use a nobile
network link as either a honme link or a foreign link

R09: The solution nust ensure backward conpatibility with other
standards defined by the IETF. In particular, this includes the
fol | owi ng:

R09. 1: The solution nmust not prevent the proper operation of
Mobile IPv6 (i.e., the solution nust allow M Pv6-enabl ed
M\Ns to operate either the CN, HA, or MN operations
defined in [5]).
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R10: The solution nust be agnostic to the internal configuration
This means the solution will behave the sanme way if NEMO is
nested, conprises one or several subnets, or conprises MINs that
are LFNs, VMNs, LFNs or a mixture of them

R11: The solution nust support at |least 2 |evels of nested nobile
networks, while, in principle, arbitrary |evels of recursive
nmobi | e networ ks shoul d be support ed.

R12: The solution nust function for nmulti homed MRs and nul ti honed
nmobi | e networks as defined in [1].

R13: NEMO support signaling over the bi-directional nust be
m ni m zed.

R14: Signaling nmessages between the HA and the MR nust be secured:
R14.1: The receiver must be able to authenticate the sender

R14.2: The function perfornmed by the sender nust be authorized
for the content carried.

R14.3: Anti-replay nust be provided.
R14. 4: The signaling nessages nmay be encrypted.

R15: The solution nust ensure transparent continuation of routing and
managenent operations over the bi-directional tunnel (this
i ncludes, e.g., unicast and nulticast routing protocols, router
renunbering, Dynami c Host Configuration Protocol (DHCPv6)).

R16: Wen one egress interface fails, the solution nmay preserve
sessi ons established through another egress interface.

R17: The solution should have a mnimal inpact on the global Internet
routing system

5. Security Considerations

Security considerations of the NEMO Basic Support solution are
addressed in [ RFC3963].

Section 3.9 of this docunment discusses the security goals for al
forms of existing and forthconm ng NEMO sol uti ons.
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