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Abst r act
This meno defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes a set of nanaged objects that are used to

manage Session Initiation Protocol (SIP) entities, which include User
Agents, and Proxy, Redirect and Regi strar servers.
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1. Introduction

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes a set of managed objects that are used to
manage Session Initiation Protocol (SIP) entities, which include User
Agents, and Proxy, Redirect and Registrar servers. The nmanaged
objects defined in this document are intended to provide basic SIP
prot ocol managenent for SIP entities. The managenent of
application-specific or service-specific SIP configuration is out of
scope.

2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. The Internet-Standard Managenment Franmewor k
For a detailed overview of the docunments that describe the current

I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].
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Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a set
of M B nodules that are conpliant to the SMv2, which is described in
STD 58, conprised of RFC 2578 [ RFC2578], RFC 2579 [ RFC2579], and RFC
2580 [ RFC2580].

4. Overview

SIP [ RFC3261] is an application-layer control (signaling) protoco
for creating, nodifying, and terninating sessions with one or nore
participants. These sessions include |Internet tel ephone calls,

mul ti medi a distribution, and nultimedi a conferences.

This M B provi des some nmanaged objects for SIP entities defined in
RFC 3261 [ RFC3261] - User Agents (UA), and Proxy, Redirect, and

Regi strar servers. It is intended to provide managenent of the basic
SIP entities. It provides for nonitoring of status and protoco
statistics, as well as for configuration of SIP entities.

5. Structure of the SIP MB

Four M B nodul es are specified: SIP-COWONMB, SIP-SERVER-M B, Sl P-
UA-M B, and SIP-TCMB. SIP-COWONMB contains cormon M B objects
used in all the SIP entities. SIP-SERVER-M B contai ns objects
specific to Proxy, Redirect, and Registrar servers. SIP-UA-MB

i ncl udes objects specific to User Agents. SIP-TC-MB defines the
textual conventions used throughout the M B nodul es.

The M B nodul es contain the follow ng groups of objects:
SI P- COMMON- M B:  Managenent objects common to all the SIP entities
0 si pComopnM Bbj ect s

* si pComonCf gBase: This object group defines configuration
obj ects conmon to all SIP entities, including the SIP protoco
version, the type of SIP entity (UA, proxy, redirect, registrar
servers), the operational and adm nistrative status, the SIP
organi zati on name, the maxi num nunber of SIP transactions an
entity can nmanage, etc.

* si pComonCf gTi mer: This object group defines tiner

configuration objects applicable to SIP user agent and statefu
SIP proxy entities.
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* sipComopnSunmaryStats: This object group defines a table
containing the sunmary statistics objects applicable to all SIP
entities, including the total nunber of all SIP requests and
responses in/out and the total nunber of transactions.

* si pComobnMet hodSt ats: This object group defines a table
containing the SIP nethod statistics objects applicable to all
SIP entities, including the nunber of outbound and inbound
requests on a per nethod basis. Retransm ssions, where
appropriate, are also included in these statistics.

* sipComonSt at usCode: This object group defines a table
i ndi cating the nunber of SIP responses (in and out) that the
SIP entity has been requested to nonitor on a per-nmethod basis
(100, 200, 302, etc.).

* sipComonStatsTrans: This object group defines a table
contai ning a gauge reflecting the nunber of transactions
currently awaiting definitive responses by the nmanaged SIP
entity.

* sipComonStatsRetry: This object group defines statistic
obj ects indicating the nunber of retransm ssions sent on a
per - net hod basi s.

* sipComonQt herStats: This object group defines additiona
statistics objects including the nunber of SIP requests
received with unsupported URI's, the nunber of requests received
wi th unsupported SIP nethods, and the nunber of discarded
nessages.

* sipComonNotifObjects: This object group defines objects
accessible only via a notification (MAX ACCESS cl ause of
accessible-for-notify): they are related to the SNW
notifications defined in this MB nodul e.

The SIP-COMWON-M B al so contains notifications, including:

0 sipComopnSt at usCodeNotif: indicates that a specific status code
has been sent or received by the system

0 si pCommonSt at usCodeThr eshExceededNotif: indicates that a specific

status code has been sent or received by the systemfrequently
enough to exceed the configured threshold.
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SI P- SERVER-M B: Groups of objects for SIP Proxy, Redirect, and
Regi strar servers

0 sipServerM Bbj ects

* sipServerCfg: This object group defines common server
configuration objects including the SIP server host address.

* sipServerProxyCfg: This object group defines configuration
objects for SIP Proxy Servers including the proxy node of
operation (stateless, stateful, call stateful), the proxy
aut henti cation nethod(s), realm etc.

* sipServerProxyStats: This object group defines a table
containing the statistics objects applicable to SIP Proxy
Servers. It includes the nunber of occurrences of unsupported
options being specified in received Proxy-Require headers.

* sipServerRegCfg: This object group defines conmon configuration
objects for SIP Registrar servers, including the ability to
accept third-party registrations, such as the maxi num
registration expiry that may be requested by user agents, the
maxi mum nunber of users the registrar can support, the nunber
of currently registered users, per contact registration
i nformation, etc.

* sipServerRegStats: This object group contains sumary
statistics objects for SIP Registrar servers. Precisely, it
contai ns the nunber of REG STER requests that have been
accepted or rejected.

SIP-UA-M B: Group of objects for SIP User Agents
0 si pUAM Bbj ect s

* sipUACfgServer: This object group specifies SIP server
configuration objects applicable to SIP user agents including
the Internet address of the SIP Server the UA uses to register
proxy, or redirect calls.

To conformwi th this specification, an SNMP agent MJST i npl ement the
SIP-TC-M B nodul e, plus the SIP-COMWON-M B nodul e and one of the SIP
entity-type-specific MB nodul es (SIP-SERVER-M B or SIP-UA-M B) as
applicable for each instance of a SIP entity being managed. |If a
device has nore than one SIP entity or multiple instances of the same
entity type, it MJST inplement multiple SIP nodules. Section 5.2
describes handling of nultiple instances in detail.
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5.1. Textual Conventions

The data types SipTCTransportProtocol, SipTCEntityRole,
Si pTCOpt i onTagHeader s, and Si pTCMet hodNanme are defined in the Sl P-
TC-M B nodul e and used as Textual Conventions in this docunent.

5.2. Relationship to the Network Services MB

In the design of the SIP MB, the authors considered the follow ng
requirenent: the SIP MB nust allow a single systemw th a single
SNMP agent to support nultiple instances of various SIP M B nodul es.
This requirenment is net by using the franework provided by the

Net wor k Services Monitoring M B, NETWORK- SERVI CES-M B, RFC 2788

[ RFC2788] .

A device inplenenting the SIP M B MIST support the NETWORK- SERVI CES-
M B and, at a mninum MJST support the index and nane objects
(appl I ndex and appl Nane) in the application table (appl Table). In
order to allow each instance of a SIP entity to be nanaged as a
separate network service application, a nanming convention SHOULD be
used to make the application nane unique. For exanple, if a system
is running 2 SIP UAs that need to be nmanaged as 2 separate SIP
entities, by convention, the application nanes used in the Network
Services Mnitoring MB application table should be "sip_ual" and
"sip_ua2". This convention allows each instance to have its own row
in the application table (appl Table).

It is therefore RECOWENDED that the foll owi ng application name
conventi ons be adopted:

o for a SIP Proxy entity, the appl Nane val ue SHOULD be equal to a
character string starting with "sip_proxy" followed by a uni que
application instance identifier, for exanple, "sip_proxyl",
"sip_proxyl7".

o for a SIP Registrar entity, the appl Nane val ue SHOULD be equal to
a character string starting with "sip registrar” followed by a
uni que application instance identifier, for exanple,
"sip_registrarl", "sip_registrar2"

o for a SIP User Agent entity, the appl Name val ue SHOULD be equal to
a character string starting with "sip_ua" followed by a uni que
application instance identifier, for exanple, "sip_ual",

"sip_ua2".
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o for any conbination of Proxy, Registrar, or Redirect Server being
managed as a single aggregate entity, the appl Name val ue for the
conbi ned server entity SHOULD refl ect the appropriate conbination
foll owed by a unique application instance identifier. |In order to
facilitate consistent agent behavi or and nmanagenent application
expectations, the follow ng order of nanes i s RECOMVENDED:

if Proxy exists, list first.
if Proxy and Redirect exists, list Redirect second.
if Registrar exists, always list |ast.
For exanple "sip_proxyl", "sip_proxy registrarl"
"sip_proxy redirect5", "sip_proxy_redirect_registrar2", or

"sip_registrarl".

0 Note: the value of the network service application index
(appl I ndex) may be different fromthe instance identifier used in
the system (the appllndex is dynanmically created and is the val ue
assigned by the SNMP agent at the creation of the table entry,
whereas the value of the instance identifier to be used in the
application nane is provided as part of the application name
app! Nane by the system adninistrator or configuration files of the
SIP entity). This note is illustrated in the first exanple
provi ded bel ow.

Finally, the SNWP agent MAY support any conbi nati on of the other
attributes in appl Table. |f supported, the follow ng objects SHOULD
have val ues popul ated as fol | ows:

o appl Version: version of the SIP application

o appl Uptinme: the value of applUptinme MJST be identical to the val ue
of si pCommonCfgServiceStartTime defined in the SIP-COWON-M B
nmodul e.

o appl Oper Status: the val ue of appl Qper St atus SHOULD refl ect the
operational status of sipComonCfgServiceQperStatus, at |east by
nmeans of a nmappi ng.

o appl Last Change: the val ue of appl Last Change MJST be identical to
t he val ue of sipComonCf gServi ceLast Change defined in the SIP-
COMWWON nodul e.

A nunber of other objects are defined as part of the appl Table. They

are not included for the sake of brevity and due to the fact that
they do not enhance the concept being presented.
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Exanpl e 1:

The tables belowillustrate how a system acting as both Proxy and
Regi strar server might be configured to maintain separate Sl P-
COVMON- M B i nst ances.

The NETWORK- SERVI CES- M B appl Tabl e ni ght be popul ated as fol |l ows:

I T I T +
| appl I ndex | app! Name | appl Descri ption
S o e - o e e e +
| 1 | "sip_proxyl10" | "ACME SI P Proxy"

| 2 | "sip_registrarl7" | "ACME SIP Registrar"

N N T . +

The Sl P- COWON- M B si pConmonCf gTabl e woul d have two rows: one for the
proxy (appllndex=1) and one for the registrar (appllndex=2). The

SI P- SERVER-M B t abl es woul d, however, only be populated with one row
i ndexed by appl I ndex=1 and appl | ndex=2, respectively, if the server
provi des either proxy or registrar.

The Sl P- COWON- M B si pConmonCf gTabl e mi ght be popul ated as:

Fomm e e o o e e e e e e e e oo - o o e e e e e e e e e e oo L +
| app! I ndex| si pComonCf gPr ot ocol | sipComonCfgServiceOper | ...

| | Version | Status | |
[ TS o e e e e e oo o m e e e e e e +-- - - - +
| 1 | "SI P/2.0" | up(1) | |
| 2 | "SIP/2.0" | restarting(4) | |
Fomm e e o o e e e e e e e e oo - o o e e e e e e e e e e oo L +

as:
S o e e e e e e e e e e e e e e e e e m o L +
| appl I ndex | sipServerCf gProxysStateful ness |
S o m e e e e e eae oo +--m - - +
| 1 | statel ess(1) |
R o m e e e e e e e e a o a oo +-- - - - +
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and t he sipServerRegUserTabl e in Sl P-SERVER-M B nmi ght be popul at ed

as:
S o e e e e e e e e oo o e e e e e e e ea oo F--- - +
| appl I ndex | sipServerRegUserl ndex | sipServerRegUserUri | |
S o e e e e e e oo i L +
| 2 | 1 | bob@xanpl e. com | |
| 2 | 2 | alice@xanple.com | |
| 2 | 3 | j i m@xanpl e.com | |
| 2 | 4 | j ohn@xanpl e. com | |
S o e e e e e e e e e e e e e e o L +

Exanpl e 2:

This exanple illustrates how to represent a systemacting as both

Proxy and Regi strar server, where the two entities share a single
i nstance of Sl P- COWON- M B.

The NETWORK- SERVI CES- M B appl Tabl e ni ght be popul ated as fol |l ows:

oo e e e e e oaiaoo - +
| appl I ndex | app! Name | appl Descri ption |
S o e e e e e e e e e e e e m o o e e e e e e e m e e e e +
| 1 | "sip_proxy_registrarl" | "ACME SIP Proxy and |
| | | Regi strar" |
o oo o e e oo +

The Sl P- COWON- M B si pConmonCf gTabl e woul d have only one row to cover
both the proxy and the registrar.

The SI P- COWON-M B si pCommonCf gTabl e mi ght be popul ated as:

Fommemeaa T T T T +
| app! I ndex | si pCommonCf gPr ot ocol Ver si on| si pCommonCf gSer vi ceCper St at us|
Fom e e - o e e e e e e m e e e o e e e e e e e e e e - +
| 1 | "SI P/2. 0" | up(1) |
N e S +
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whil e the sipServerRegUserTabl e in Sl P-SERVER-M B nmi ght be popul at ed

as:
TS B i +----- +
| appl I ndex | sipServerRegUserl ndex | sipServerRegUserUri | |
[ S oo e e e e e e oo oo - e +--- - - +
| 2 | 1 | bob@xanpl e. com | |
| 2 | 2 | alice@xanple.com | |
| 2 | 3 | kevin@xanple.com | |
| 2 | 4 | j f @xanpl e.com | |
[ S oo e e e e e e e oo oo - o +--- - - +

The NETWORK- SERVI CES-M B assocTabl e is not considered a requirenent
for SIP systems. It is not a mandatory group for conpliance with the
NETWORK- SERVI CES- M B nodul e.

The rel ati onshi p between the val ue of appl Oper Status and
si pCommonCf gServi ceOper Status is as foll ows:

e R e e e e ek +
| sipComonCf gServi ceOper St at us | -- | appl Oper Status |
| | corresponds | |
| | to--> ] |
o e e m e e e e e e e e e e oo oo - S e e e a - +
| up | --> | up |
| down | --> | down |
| congest ed | --> | congest ed |
| restarting | --> | restarting |
| qui esci ng | --> | qui esci ng |
| testing | --> | up |
| unknown | --> | --indeterninate-- |
e R e e e e ek +

If the sipOperStatus is 'unknown’, there is no correspondi ng val ue of
appl Oper Status. Therefore, the |ast known val ue of appl Oper St at us
SHOULD be maintained until the sipQperStatus transitions to a val ue
that can be mapped appropriately.

5.3. | MPORTed M B Mdul es and REFERENCE Cl auses
The SIP M B nodul es defined in this docunent | MPORT definitions
normatively fromthe following MB nodul es, beyond [ RFC2578],
[ RFC2579], and [ RFC2580]: | NET- ADDRESS-M B [ RFC4001], NETWORK-
SERVI CES-M B [ RFC2788] , SNWP- FRAVEWORK- M B [ RFC3411] .

This M B nodul e al so i ncl udes REFERENCE cl auses that normatively
refer to SIP [ RFC3261] and | NET- ADDRESS-M B [ RFC4001] .
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Finally, this MB nodul e makes informative references to several RFCs
in sone of the exanpl es described in the DESCRI PTI ON cl auses,
including Reliability of Provisional Responses in SIP [RFC3262] and
SI P over SCTP [ RFC4168].

6. Accomodating SIP Extension Mt hods

The core set of SIP methods is defined in RFC 3261 [ RFC3261]. O her
| ETF RFCs define additional nethods. |In the future, additiona

nmet hods may be defined. In order to avoid having to update the SIP-
COMVON- M B nodul e to acconmodat e t hese ext ensi on nmet hods, we use a
met hod identifier nane (Si pTCMet hodNane TEXTUAL- CONVENTI ON) to
represent all SIP nethods registered with | ANA

For exanple, the sipComonMet hodSupportedTable is the main table for
listing all of the SIP nethods supported by a system including the
SI P net hods defined in RFC 3261 [ RFC3261] and ot her SIP nethods
registered with ANA. The table is informational in nature and
popul ated by the system Entries cannot be added or del eted by an
SNMP nanager .

The SIP specification (RFC 3261 [ RFC3261], Section 27.4) establishes
the sub-registries for SIP Methods and Response Codes under
http://ww. i ana. or g/ assi gnnent s/ si p-paraneters. This docunent uses
the existing sub-registry for the nanes of registered SIP nethods.

For exanple, in the sipComonMet hodSupportedTabl e of SIP-COMON-M B,
t he si pCommonMet hodSupport edName val ues can be represented as

fol | ows:
i +
| si pComobnMet hodSupport edNane |
o +
| " ACK" |
| " BYE" |
| " CANCEL" |
| "1 NVI TE" |
| " OPTI ONS" |
o +
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7. Definitions
7.1. SIP Textual Conventions
SIP-TCMB DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY,
m b- 2
FROM SNWVPv2- SM -- RFC 2578
TEXTUAL- CONVENTI ON
FROM SNWPv2- TC, -- RFC 2579
si pTC MODULE- | DENTI TY
LAST- UPDATED "200704200000Z"
ORGANI ZATI ON "I ETF Session Initiation Protocol Wrking G oup”
CONTACT- | NFO
"SIP Ws enail: sip@etf.org
Co-editor Kevin Lingle
Ci sco Systens, Inc.
post al : 7025 Kit Creek Road
P. O Box 14987
Research Triangl e Park, NC 27709
USA
emai | : kli ngl e@i sco. com
phone: +1 919 476 2029
Co-editor Joon Maeng
emai | : j maeng@ustin.rr.com
Co-editor Jean-Francois Mile
Cabl eLabs
post al : 858 Coal Creek Circle
Loui sville, CO 80027
USA
emai | : j f.mul e@abl el abs. com
phone: +1 303 661 9100
Co-editor Dave Wl ker
emai | : drwal ker @ oger s. cont
DESCRI PTI ON
"Session Initiation Protocol (SIP) M B TEXTUAL- CONVENTI ON
nmodul e used by other SIP-related M B Mdul es.
Copyright (C The I ETF Trust (2007). This version of
this MB nodule is part of RFC 4780; see the RFC itself for
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full legal notices."
REVI SI ON "200704200000Z"
DESCRI PTI ON

"Initial version of the IETF SIP-TC-MB nodule. This version
publ i shed as part of RFC 4780."
:={ mb-2 148 }

-- Textual Conventions

Si pTCTransport Prot ocol ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This convention is a bit map. Each bit represents a transport
protocol. |If a bit has value 1, then that selected transport
protocol is in some way dependent on the context of the object
using this convention. |If a bit has value 0, then that

transport protocol is not selected. Conbinations of bits can
be set when nultiple transport protocols are sel ected.

bit 0: a protocol other than those defined here
bit 1. User Datagram Protoco
bit 2: Transmi ssion Control Protoco
bit 3: Stream Control Transm ssion Protoco
bit 4. Transport Layer Security Protocol over TCP
bit 5: Transport Layer Security Protocol over SCTP
REFERENCE " RFC 3261, Section 18 and RFC 4168"
SYNTAX BI TS {
other(0), -- none of the follow ng
udp(1),
tep(2),
sctp(3), -- RFC4168
t1sTcp(4),
tlsSctp(5) -- RFC 4168
}
Si pTCEntityRol e :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This convention defines the role of a SIP entity. Exanples of
SIP entities are proxies, user agents, redirect servers,
regi strars, or conbinations of the above.

User Agent (UA): A logical entity that can act as both a user
agent client and user agent server.
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User Agent Client (UAC): A logical entity that creates a new
request, and then uses the client transaction state machinery
to send it. The role of UAC lasts only for the duration of

that transaction. 1In other words, if a piece of software
initiates a request, it acts as a UAC for the duration of that
transaction. If it receives a request later, it assunes the

role of a user agent server for the processing of that
transacti on.

User Agent Server (UAS): A logical entity that generates a
response to a SIP request. The response accepts, rejects,
or redirects the request. This role lasts only for the

duration of that transaction. |In other words, if a piece of
software responds to a request, it acts as a UAS for the
duration of that transaction. |If it generates a request

later, it assunmes the role of a user agent client for the
processing of that transaction

Proxy, Proxy Server: An internediary entity that acts as both
a server and a client for the purpose of making requests on
behal f of other clients. A proxy server prinmarily plays the
role of routing, which neans its job is to ensure that a
request is sent to another entity 'closer’ to the targeted
user. Proxies are also useful for enforcing policy. A proxy
interprets and, if necessary, rewites specific parts of a
request message before forwarding it.

Redirect Server: A redirect server is a user agent server that
generates 3xx responses to requests it receives, directing the
client to contact an alternate set of URIs.

Registrar: Aregistrar is a server that accepts REG STER
requests and places the information it receives in those
requests into the location service for the dormain it handles.”

REFERENCE
"RFC 3261, Section 6"

SYNTAX BI TS {
ot her (0),
user Agent (1),
pr oxyServer (2),
redi rect Server (3),
regi strar Server (4)

}
Si pTCOpt i onTagHeaders :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This convention defines the header fields that use the option
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tags per Section 19.2 of RFC 3261. These tags are used in
Require (Section 20.32), Proxy-Require (Section 20.29),
Supported (Section 20.37), and Unsupported (Section 20.40)
header fields."

REFERENCE
"RFC 3261, Sections 19.2, 20.32, 20.29, 20.37, and 20. 40"

SYNTAX BI TS {
require(0), -- Requi re header
proxyRequire(1l), -- Proxy-Require header
supported(2), -- Supported header
unsupport ed(3) -- Unsupported header

}
Si pTCMet hodNane :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This TEXTUAL- CONVENTION is a string that uniquely identifies a
SIP nethod. The scope of uniqueness is the context of al
defined SIP nethods.

Experi mental support of extension nmethods is acceptable and
expected. Extension nethods are those defined in
Internet-Draft documents but not yet allocated and
officially sanctioned by | ANA

To support experinental extension methods, any object using
thi s TEXTUAL- CONVENTI ON as syntax MAY return/accept a nethod
identifier value other than those sanctioned by | ANA. That
system MUST ensure no collisions with officially assigned
net hod nanes. "

REFERENCE
"RFC 3261, Section 27.4"
SYNTAX OCTET STRING (SIZE (1..100))

END
7.2. SIP Commpon M B Mdul e
SI P-COVMON-M B DEFI NI TIONS ::= BEGA N

| MPORTS
MODULE- | DENTI TY.
OBJECT- TYPE
NOTI FI CATI ON- TYPE,
Count er 32,
Gauge32,
Ti meTi cks,
Unsi gned32,
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n b- 2
FROM SNWPv2- SM RFC 2578
RowsSt at us,
Ti meSt anp,
Trut hval ue
FROM SNWPv2- TC RFC 2579
MODULE- COVPLI ANCE,
OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF RFC 2580
SnnpAdmi nString
FROM SNWP- FRAMEWORK- M B RFC 3411
Si pTCTr ansport Prot ocol ,
Si pTCMet hodNane,
Si pTCEnti t yRol e,
Si pTCOpt i onTagHeader s
FROM SI P-TC-M B RFC 4780
appl! I ndex
FROM NETWORK- SERVI CES- M B RFC 2788
| net Por t Nunber
FROM | NET- ADDRESS- M B; RFC 4001
si pCommonM B MODULE- | DENTI TY
LAST- UPDATED "200704200000Z"
ORGANI ZATION "I ETF Session Initiation Protocol Wrking G oup”
CONTACT- | NFO
"SIP WG ermai |l : sip@etf.org
Co-editor Kevin Lingle
Cisco Systenms, Inc.
post al : 7025 Kit Creek Road
P. O Box 14987
Research Triangle Park, NC 27709
USA
email : kl i ngl e@i sco. com
phone: +1 919 476 2029
Co-editor Joon Maeng
emai | : j meng@ustin.rr.com
Co-editor Jean-Francois Mil e
Cabl eLabs
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post al : 858 Coal Creek Circle
Loui sville, CO 80027
USA
email : j f.mul e@abl el abs. com
phone: +1 303 661 9100
Co-editor Dave \Wal ker
emai | : drwal ker @ oger s. conf
DESCRI PTI ON

Session Initiation Protocol (SIP) Common MB nodule. This
nmodul e defines objects that nmay be common to all SIP entities.

SIP is an application-layer signaling protocol for creating,
nodi fying and term nating multinedia sessions with one or nore
participants. These sessions include Internet nultimedia
conferences and Internet tel ephone calls. SIP is defined in
RFC 3261 (June 2002).

This MB is defined for nanagi ng objects that are comon to
SIP User Agents (UAs), Proxy, Redirect, and Regi strar servers.
oj ects specific to each of these entities MAY be nanaged using
entity specific MBs defined in other nodules.

Copyright (C The I ETF Trust (2007). This version of
this MB nodule is part of RFC 4780; see the RFC itself for

full legal notices."
REVI SI ON "200704200000Z2"
DESCRI PTI ON
"Initial version of the | ETF SIP-COWON-M B nodule. This
versi on published as part of RFC 4780."
c:={ mb-2 149 }
-- Top-Level Conponents of this MB.
si pCommonM BNot i fications OBJECT I DENTIFIER ::= { sipComonMB 0 }
si pCommonM BObj ect s OBJECT IDENTIFIER ::= { sipComonMB 1 }
si pCommonM BConf or nance OBJECT IDENTIFIER ::= { sipComonMB 2 }
-- This MB contains objects that are common to all SIP entities.
-- Common basic configuration
si pCommonCf gBase OBJECT I DENTIFIER ::= { sipComobnM BObjects 1 }
-- Protocol tiner configuration
si pCommonCf gTi ner OBJECT I DENTI FI ER ::= { sipComobnM BObj ects 2 }

-- SIP nmessage sunmary statistics

Li ngl e,
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si pCommonSumaryStats OBJECT | DENTIFIER ::= { sipComonM BObj ects 3 }

-- Per method statistics
si pCommonMet hodSt at s OBJECT I DENTI FI ER ::= { sipComobnM BObj ects 4 }

-- Per Status code or status code class statistics
si pCommonsSt at usCode OBJECT I DENTIFIER ::= { sipComobnM BObj ects 5 }

-- Transaction statistics
si pComonsSt at sTr ans OBJECT I DENTI FI ER ::= { sipComobnM BObj ects 6 }

-- Method retry statistics
si pConmonsSt at sRetry OBJECT I DENTIFIER ::= { sipComobnM BObj ects 7 }

-- Ot her statistics
si pCommonCt her St at s OBJECT I DENTI FI ER ::= { sipComobnM BObj ects 8 }

-- Accessible-for-notify objects
si pCommonNot i f Gbj ects OBJECT I DENTIFIER ::= { sipComonM BObj ects 9 }

-- Common Configuration Cbjects
si pCommonCf gTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pConmonCf gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains the conmon configuration objects applicable
to all SIP entities."
::={ sipCommonCfgBase 1 }

si pCommonCf gEntry OBJECT- TYPE
SYNTAX Si pComonCf gEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A row of conmon configuration.

Each row represents objects for a particular SIP entity
instance present in this system appllindex is used to uniquely
identify these instances of SIP entities and correlate them
t hrough the common framework of the NETWORK- SERVI CES-M B (RFC
2788)."

I NDEX { appl I ndex }

::={ sipComonCfgTable 1 }

Si pCommonCf gEntry ::= SEQUENCE {
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si pCommonCf gPr ot ocol Ver si on SnnpAdmi nStri ng
si pCommonCf gSer vi ceOper St at us | NTEGER,
si pCommonCf gSer vi ceSt art Ti ne Ti meTi cks,
si pCommonCf gSer vi celLast Change Ti meTi cks,
si pCommonCf gOr gani zat i on SnnpAdmi nStri ng,
si pCommonCf gMaxTr ansact i ons Unsi gned32
si pCommonCf gSer vi ceNot i f Enabl e BI TS
si pCommonCf gEnti tyType Si pTCEntityRol e
}
si pCommonCf gPr ot ocol Ver si on OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object will reflect the version of SIP supported by this
SIP entity. It will follow the same format as SIP version

i nformation contained in the SIP nessages generated by this SIP
entity. For exanple, entities supporting SIP version 2 will
return 'SIP/2.0° as dictated by the standard."”
REFERENCE
"RFC 3261, Section 7.1"
::={ sipComonCfgEntry 1}

si pCommonCf gSer vi ceOper St at us OBJECT- TYPE
SYNTAX | NTEGER {
unknown( 1),
up(2),
down( 3),
congest ed(4),
restarting(5h),
qui esci ng(6),

testing(7)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains the current operational state of
the SIP application

unknown : The operational status cannot be determ ned
for some reason.
up . The application is operating nornally and is

processing (receiving and possibly issuing) SIP
requests and responses.

down : The application is currently unable to process
SI P nessages.
congested : The application is operational but no additiona
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i nbound transactions can be acconmodated at the
nonent .
restarting : The application is currently unavailable, but it
is in the process of restarting and will
presumably, soon be able to process SIP nessages.
qui escing : The application is currently operational
but has been adm nistratively put into
qui escence node. Additional inbound
transacti ons MAY be rejected.
testing : The application is currently in test node
and MAY not be able to process SIP nessages.

The operational status values defined for this object are not
based on any specific information contained in the SIP
standard. "

::={ sipComonCfgEntry 2 }

si pCommonCf gServi ceStart Ti ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTine at the tine the SIP entity was | ast
started. |If started prior to the last re-initialization of the

| ocal network managenent subsystem then this object contains a
zero val ue."
::={ sipCommonCfgEntry 3 }

si pCommonCf gSer vi ceLast Change OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTine at the tinme the SIP entity entered its
current operational state. |If the current state was entered

prior to the last re-initialization of the |ocal network
managenent subsystem then this object contains a zero value."
::={ sipComonCfgEntry 4 }

si pCommonCf gOr gani zat i on OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object contains the organization nanme that the SIP entity
inserts into Organi zati on headers of SIP nessages processed by
this system |If the string is enpty, no Organization header is
to be generated."
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REFERENCE
"RFC 3261, Section 20.25"
::={ sipCommonCfgEntry 5 }

si pCommonCf gMaxTr ansacti ons OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the maxi mum nunber of simultaneous
transacti ons per second that the SIP entity can manage. In

general, the value of this object SHOULD reflect a | evel of
transacti on processing per second that is considered high
enough to inpact the systenis CPU and/ or nenory resources to
the point of deteriorating SIP call processing but not high
enough to cause catastrophic systemfailure."

::={ sipComonCfgEntry 6 }

si pCommonCf gSer vi ceNot i f Enabl e OBJECT- TYPE
SYNTAX BITS {
si pCommonSer vi ceCol dStart (0),
si pCommonSer vi ceWarnStart (1),
si pCommonSer vi ceSt at usChanged( 2)

}
MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON
"This object specifies which SIP service related notifications
are enabled. Each bit represents a specific notification. If

a bit has a value 1, the associated notification is enabl ed and
will be generated by the SIP entity at the appropriate tine.

Support for these notifications is OPTIONAL: either none or all

notification values are supported. |If an inplenentation does
not support this object, it should return a 'noSuchObject’
exception to an SNMP CET operation. |If notifications are

supported, this object’s default val ue SHOULD refl ect
si pCommonSer vi ceCol dStart and si pConmonSer vi ceVWar nSt art enabl ed
and si pConmonSer vi ceSt at usChanged di sabl ed.

Thi s object val ue SHOULD persi st across reboots."
DEFVAL { { sipCommonServiceCol dStart,
si pCommonServi ceWarnttart } }
::={ sipComonCfgEntry 7 }

si pCommonCf gEnti t yType OBJECT- TYPE

SYNTAX Si pTCEntityRol e
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"This object identifies the list of SIP entities to which this
rowis related. It is defined as a bit map. Each bit
represents a type of SIP entity. |If a bit has value 1, the

SIP entity represented by this row plays the role of this
entity type. |If a bit has value 0, the SIP entity represented
by this row does not act as this entity type. Conbinations
of bits can be set when the SIP entity plays multiple SIP
roles.”

::={ sipComonCfgEntry 8 }

-- Support for multiple ports
si pCommonPort Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pConmonPort Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains the Iist of ports that each SIP entity in
this systemis allowed to use. These ports can be advertised
usi ng the Contact header in a REGQ STER request or response.”
::={ sipComonCfgBase 2 }

si pCommonPor t Ent ry OBJECT- TYPE
SYNTAX Si pCommonPort Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Specification of a particular port.

Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate themthrough
the conmon franework of the NETWORK- SERVI CES-M B (RFC 2788)."

| NDEX { appl | ndex, sipConmmonPort }

::={ sipCommonPortTable 1 }

Si pCommonPort Entry ::= SEQUENCE {
si pCommonPor t I net Por t Nunber ,
si pCommonPort Tr ansport Rcv Si pTCTr ansport Pr ot ocol

}

si pCommonPort OBJECT- TYPE
SYNTAX I net Port Nunber (1..65535)
MAX- ACCESS not -accessi bl e
STATUS current
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DESCRI PTI ON
"This object reflects a particular port that can be used by the
SIP application.”

::={ sipComonPortEntry 1 }

si pCommonPort Transport Rcv OBJECT- TYPE

SYNTAX Si pTCTransport Protoco
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object will specify the transport protocol the SIP entity
will use to receive SIP nessages.

This object is a bit map. Each bit represents a transport
protocol. |If a bit has value 1, then that transport protoco
is currently being used. If a bit has value 0, then that
transport protocol is currently not being used.”

::={ sipComonPortEntry 2 }

-- Support for SIP option tags (SIP extensions).
-- SIP extensions MAY be supported or required by SIP entities.

si pCommonOpt i onTagTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pCommonOpti onTagEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a list of the SIP option tags (SIP
extensions) that are either required, supported, or
unsupported by the SIP entity. These option tags are
used in the Require, Proxy-Require, Supported, and
Unsupported header fields.

Exanple: If a user agent client supports, and requires the
server to support, reliability of provisional responses

(RFC 3262), this table contains a rowwith the option tag string
"100rel” in sipComonOptionTag and the OCTET STRI NG val ue of
1010 0000" or '"OxAO' in sipComonOpti onTagHeader Fi el d.

If a server does not support the required feature (indicated in
a Require header to a UAS, or in a Proxy-Require to a Proxy
Server), the server returns a 420 Bad Extension listing the
feature in an Unsupported header

Normal Iy, the list of such features supported by an entity is
static (i.e., will not change over tine)."
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REFERENCE
"RFC 3261, Sections 19.2, 20.32, 20.29, 20.37, and 20. 40"
::= { sipComonCf gBase 3 }

si pCommonOpt i onTagEnt ry OBJECT- TYPE

SYNTAX Si pCommonOpt i onTagEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A particular SIP option tag (extension) supported or

unsupported by the SIP entity, and which may be supported or
required by a peer.

Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate themthrough the
common framework of the NETWORK- SERVI CES-M B (RFC 2788)."

I NDEX { appl I ndex, sipConmmonQOptionTagl ndex }

;.= { sipCommonOptionTagTable 1 }

Si pCommonOpt i onTagEntry :: = SEQUENCE {
si pCommonOpt i onTagl ndex Unsi gned32,
si pCommonOpt i onTag SnnpAdmi nStri ng,
si pCommonOpt i onTagHeader Fiel d Si pTCOpt i onTagHeader s
}

si pCommonOpt i onTagl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"This object uniquely identifies a conceptual rowin the table."”
::= { sipComonOptionTagEntry 1 }

si pCommonOpt i onTag OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the SIP option tag. The option tag nanes
are registered with 1 ANA and available at http://ww.iana.org."

REFERENCE " RFC 3261, Section 27.1"

;.= { sipCommonOptionTagEntry 2 }

si pCommonOpt i onTagHeader Fi el d OBJECT- TYPE

SYNTAX Si pTCOpt i onTagHeader s
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"This object indicates whether the SIP option tag i s supported
(Supported header), unsupported (Unsupported header), or
required (Require or Proxy-Require header) by the SIP entity.
A SIP option tag may be both supported and required.”

;.= { sipComonOptionTagEntry 3 }

-- Supported SIP Mt hods
si pCommonMet hodSupport edTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pConmonMet hodSupport edEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains a list of methods supported by each SIP
entity in this system (see the standard set of SIP nethods in
Section 7.1 of RFC 3261). Any additional nethods that nmay be
i ncorporated into the SIP protocol can be represented by this
table without any requirenment to update this M B nodul e.

The table is informational in nature and conveys capabilities
of the managed systemto the SNMP Manager.

From a protocol point of view, the list of nethods advertised
by the SIP entity in the Al ow header (Section 20.5 of RFC
3261) MUST be consistent with the methods reflected in this
table."

::={ sipComonCf gBase 4 }

si pConmmonMet hodSupport edEntry OBJECT- TYPE
SYNTAX Si pCommonMet hodSupport edEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A particular nethod supported by the SIP entity.

Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate themthrough
the conmon franmework of the NETWORK- SERVI CES-M B (RFC 2788)."

I NDEX { appl | ndex, si pConmonhMet hodSupport edl ndex }

.= { sipCommonhMet hodSupportedTable 1 }

Si pCommonMet hodSupportedEntry :: = SEQUENCE {
si pCommonMet hodSupport edl ndex Unsi gned32,
si pCommonMet hodSuppor t edName Si pTCMet hodNane
}
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si pConmmonMet hodSupport edl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object uniquely identifies a conceptual rowin the table

and reflects an assigned nunber used to identify a specific
SI P net hod.

This identifier is suitable for referencing the associ ated
met hod t hroughout this and other M Bs supported by this managed
system™

.= { sipCommonhMet hodSupportedEntry 1 }

si pCommonMet hodSuppor t edNanme OBJECT- TYPE
SYNTAX Si pTCMet hodNane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the supported nethod’ s nane. The nethod
name MJUST be all upper case (e.g., 'INVITE )."
::={ sipCommonMet hodSupportedEntry 2 }

-- SIP Tiner Configuration
si pCommonCf gTi mer Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pConmonCf gTi mer Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains tinmer configuration objects applicable to
SI P user agent and SIP stateful Proxy Server entities."
::={ sipComonCfgTinmer 1}

si pCommonCf gTi ner Entry OBJECT- TYPE
SYNTAX Si pCommonCf gTi nerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A row of tinmer configuration.

Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate them through

the conmon franmework of the NETWORK- SERVI CES-M B (RFC 2788) .
The objects in this table entry SHOULD be non-volatile and
their val ue SHOULD be kept at reboot."

Lingle, et al. St andards Track [ Page 26]



RFC 4780

| NDEX { appl | ndex }

SIP M B Mdul es

c:= { sipComonCfgTinerTable 1}

Si pCommo

}

nCf gTi merEntry ::= SEQUENCE ({

si pCommonCf gTi ner A Unsi gned32,
si pCommonCf gTi ner B Unsi gned32,
si pConmmonCf gTi ner C Unsi gned32,
si pCommonCf gTi ner D Unsi gned32,
si pCommonCf gTi ner E Unsi gned32,
si pCommonCf gTi ner F Unsi gned32,
si pCommonCf gTi ner G Unsi gned32,
si pCommonCf gTi ner H Unsi gned32,
si pCommonCf gTi ner | Unsi gned32,
si pCommonCf gTi ner J Unsi gned32,
si pComonCf gTi ner K Unsi gned32,
si pCommonCf gTi mer T1 Unsi gned32,
si pComonCf gTi nmer T2 Unsi gned32,
si pCommonCf gTi ner T4 Unsi gned32

si pCommonCf gTi mer A OBJECT- TYPE

SYNTAX
UNI TS

MAX-

STATUS

ACCESS

DESCRI PTI ON

Thi s obj ect

retransm ssion,
traffic.
will

reflects the initial
for the | NVI TE net hod.

This obj ect
wait to receive a provisional

Unsi gned32 (100..1000)
"mlliseconds"”

read-only

current

ensuring an exponential backoff
represents the initial

resendi ng the | NVI TE request."
REFERENCE

"RFC 3261, Section 17.1.1.2"
DEFVAL { 500 }
;.= { sipComonCfgTinerEntry 1 }

si pCommonCf gTi ner B OBJECT- TYPE

SYNTAX
UNI TS

MAX-

STATUS

ACCESS

DESCRI PTI ON

Thi s obj ect
receive a final

upon transnission of the initial

REFERENCE
"RFC 3261, Section 17.1.1.2"

Li ngl e,

et al.

Unsi gned32 (32000. . 300000)
"mlliseconds"

read-only

current

reflects the maximumtine a SIP entity will

response to an INVITE. The timer
I NVI TE request."

St andards Track

April 2007

value for the retransmt tiner
The retransmt tiner doubles after each
in network

time a SIP entity
response to an I NVITE before

wait to
is started
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DEFVAL { 32000 }
c:= { sipComonCfgTinerEntry 2 }

si pCommonCf gTi ner C OBJECT- TYPE
SYNTAX Unsi gned32 (1180000. . 300000)
UNI TS "mlliseconds"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the maxinumtinme a SIP Proxy Server will
wait to receive a provisional response to an INVITE. The Tiner
C MUST be set for each client transaction when an | NVITE
request is proxied."
REFERENCE
"RFC 3261, Section 16.6"
DEFVAL { 180000 }
::={ sipCommonCfgTinmerEntry 3 }

si pCommonCf gTi ner D OBJECT- TYPE
SYNTAX Unsi gned32 (0..300000)
UNI TS "mlliseconds"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the anpbunt of tinme that the server
transaction can remain in the 'Conpleted state when unreliable
transports are used. The default value MJST be equal to or
greater than 32000 for UDP transport, and its value MJST be 0
for TCP/ SCTP transport.”
REFERENCE
"RFC 3261, Section 17.1.1.2"
DEFVAL { 32000 }
c:= { sipComonCfgTinerEntry 4 }

si pCommonCf gTi ner E OBJECT- TYPE

SYNTAX Unsi gned32 (100..1000)

UNI TS "mlliseconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object reflects the initial value for the retransmt tiner

for a non-INVITE nethod while in 'Trying' state. The
retransmit timer doubles after each retransmission until it
reaches T2 to ensure an exponential backoff in network traffic.
This object represents the initial tine a SIP entity will wait
to receive a provisional response to the request before
resendi ng the non-1NVITE request."

REFERENCE
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"RFC 3261, Section 17.1.2.2"
DEFVAL { 500 }
::={ sipCommonCfgTi merEntry 5 }

si pCommonCf gTi ner F OBJECT- TYPE
SYNTAX Unsi gned32 (132000. . 300000)
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

April 2007

"This object reflects the maxinumtime a SIP entity will wait to

receive a final response to a non-INVITE request.
started upon transnission of the initial

REFERENCE
"RFC 3261, Section 17.1.2.2"
DEFVAL { 32000 }

;.= { sipCommonCfgTinerEntry 6 }

si pComonCf gTi ner G OBJECT- TYPE
SYNTAX Unsi gned32 (0..1000)
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

request."”

The tiner is

"This object reflects the initial value for the retransnmt timer

for final responses to | NVITE requests.

response is passed to the transport

If timer Gfires, the
| ayer again for

retransm ssion, and timer Gis set to fire in MN(2*T1, T2)

seconds. Fromthen on, when tiner G fires,
passed to the transport again for transm ssion,

the response is
and tiner Gis

reset with a value that doubles, unless that value exceeds T2,

in which case, it is reset with the value of T2.

val ue MUST be T1 for UDP transport,
reliable transport |ike TCP/ SCTP."
REFERENCE
"RFC 3261, Section 17.2.1"
DEFVAL { 500 }
c:= { sipComonCfgTinerEntry 7 }

si pCommonCf gTi nerH OBJECT- TYPE
SYNTAX Unsi gned32 (132000. . 300000)
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the maxinumtime a server wll

The defaul t
and its val ue MJUST be 0 for

wait to

receive an ACK before it abandons retransmtting the response.
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The tiner is started upon entering the 'Conpleted state."
REFERENCE

"RFC 3261, Section 17.2.1"
DEFVAL { 32000 }
::={ sipCommonCfgTinmerEntry 8 }

si pCommonCf gTi nerl  OBJECT- TYPE
SYNTAX Unsi gned32 (0..10000)
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the maxinumtinme a SIP entity will wait to
recei ve additional ACK nessage retransm ssions.

The tiner is started upon entering the 'Confirmed state. The
default value MJST be T4 for UDP transport and its val ue MJST
be 0 for reliable transport |ike TCP/ SCTP."

REFERENCE
"RFC 3261, Section 17.2.1"

DEFVAL { 5000 }

::={ sipCommonCfgTi merEntry 9 }

si pCommonCf gTi nerJ OBJECT- TYPE
SYNTAX Unsi gned32 (32000. . 300000)
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the naxinumtinme a SIP server will wait to
recei ve retransm ssions of non-1NVITE requests. The timer is
started upon entering the 'Conpleted state for non-1NVITE
transactions. Wen tinmer J fires, the server MJST transition to
the 'Terninated’ state.”
REFERENCE
"RFC 3261, Section 17.2.2"
DEFVAL { 32000 }
::={ sipComonCfgTinerEntry 10 }

si pCommonCf gTi ner K OBJECT- TYPE

SYNTAX Unsi gned32 (0..10000)
UNI TS "mlliseconds"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the maxinumtinme a SIP client will wait to

recei ve retransm ssions of responses to non-INVITE requests.
The tiner is started upon entering the 'Conpleted state for
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non-|1 NVI TE transactions. Wen tiner K fires, the server MJST
transition to the 'Term nated’ state. The default value MJST
be T4 for UDP transport, and its value MJST be 0 for reliable
transport |ike TCP/ SCTP."
REFERENCE
"RFC 3261, Section 17.1.2.2"
DEFVAL { 5000 }
c:={ sipComonCfgTinerEntry 11 }

si pCommonCf gTi ner T1  OBJECT- TYPE
SYNTAX Unsi gned32 (200..10000)
UNI TS "mlliseconds"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the T1 tinmer for a SIP entity. T1 is an
estimate of the round-trip tinme (RTT) between the client and
server transactions.”
REFERENCE
"RFC 3261, Section 17"
DEFVAL { 500 }
::={ sipComonCfgTimerEntry 12 }

si pCommonCf gTi mer T2 OBJECT- TYPE
SYNTAX Unsi gned32 (200..10000)
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the T2 tiner for a SIP entity. T2 is the
maxi mumretransnmt interval for non-1NVITE requests and | NVITE

responses. |It’s used in various parts of the protocol to reset
other Tinmer* objects to this value."
REFERENCE

"RFC 3261, Section 17"
DEFVAL { 4000 }
;.= { sipCommonCfgTinerEntry 13 }

si pCommonCf gTi ner T4 OBJECT- TYPE

SYNTAX Unsi gned32 (200..10000)

UNI TS "mlliseconds"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object reflects the T4 timer for a SIP entity. T4 is the
maxi mum duration a nessage will remain in the network. It
represents the amount of tinme the network will take to clear
messages between client and server transactions. |It’'s used in
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various parts of the protocol to reset other Tinmer* objects to
this value."

REFERENCE
"RFC 3261, Section 17"

DEFVAL { 5000 }

;.= { sipComonCfgTinerEntry 14 }

-- Common Statistics bjects

-- Sunmmary Statistics

si pCommonSumar ySt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pConmonSummar ySt at sEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the summary statistics objects applicable
to all SIP entities. Each row represents those objects for a
particular SIP entity present in this system™
::={ sipComonSummaryStats 1 }

si pCommonSumar ySt at sentry OBJECT- TYPE

SYNTAX Si pCommonSumar ySt at SEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A row of sunmary statistics.

Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate themthrough
the conmon franmework of the NETWORK- SERVI CES-M B (RFC 2788)."

| NDEX { appl | ndex }

;.= { sipComonSumuaryStatsTable 1 }

Si pCommonSumar ySt at sEntry :: = SEQUENCE {
si pCommonSumar yl nRequest s Count er 32,
si pCommonSumar yCQut Request s Count er 32,
si pCommonSumar yl nResponses Count er 32,
si pCommonSumar yCQut Responses Count er 32,
si pCommonSumar yTot al Transacti ons Count er 32,
si pComonSunmar yDi sconTi e Ti meSt anp
}

si pCommonSumar yl nRequest s OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the total nunber of SIP request nessages
received by the SIP entity, including retransm ssions.

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
nmoni toring the sipConmonSunmar yDi sconTi ne obj ect in the same
row. "

;.= { sipComonSumaryStatseEntry 1 }

si pCommonSumar yQut Request s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the total nunber of SIP request nessages
sent out (originated and relayed) by the SIP entity. Were a
particul ar nmessage is sent nore than once, for exanple as a
retransm ssion or as a result of forking, each transmission is
count ed separately.

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
nmoni toring the sipComonSunmar yDi sconTi ne obj ect in the same
row. "

;.= { sipComonSumaryStatseEntry 2 }

si pCommonSumar yl nResponses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the total nunber of SIP response nessages
received by the SIP entity, including retransni ssions.

Discontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
noni toring the si pCommonSummar yDi sconTi ne object in the sane
row. "

::={ sipComonSummaryStatsEntry 3 }

si pCommonSumar yQut Responses OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the total nunber of SIP response nessages
sent (originated and relayed) by the SIP entity including
retransm ssions.

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
noni toring the si pComobnSunmar yDi sconTi ne object in the same
row. "

::={ sipComonSumaryStatskEntry 4 }

si pCommonSumar yTot al Transacti ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains a count of the nunber of transactions that
are in progress and transactions that have reached the
"Terminated” state. It is not applicable to stateless SIP Proxy
Servers

A SIP transaction occurs between a client and a server, and
conprises all nessages fromthe first request sent fromthe
client to the server, up to a final (non-1xx) response sent
fromthe server to the client.

If the request is INVITE and the final response is a non-2xx,
the transaction also include an ACK to the response. The ACK
for a 2xx response to an I NVITE request is a separate
transacti on.

The branch I D paraneter in the Via header field val ues serves
as a transaction identifier.

A transaction is identified by the CSeq sequence nunber within
a single call leg. The ACK request has the sane CSeq nunber as
the corresponding | NVI TE request, but conprises a transaction
of its own.

In the case of a forked request, each branch counts as a single
transacti on.

For a transaction statel ess Proxy Server, this counter is
al ways 0.
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Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
nmoni toring the si pComonSunmar yDi sconTi ne obj ect in the same
row. "

;.= { sipComonSunmaryStatseEntry 5 }

si pCommonSumar yDi sconTi me  OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of the sysUpTi ne object when the counters for the

summary statistics objects in this row |l ast experienced a
di scontinuity."

::={ sipComonSummaryStatsEntry 6 }

-- SIP Method Statistics
-- Total counts for each SIP method.
si pCommonMet hodSt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pConmonMet hodSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains the nethod statistics objects for SIP
entities. Each row represents those objects for a particul ar
SIP entity present in this system”
::= { sipCommonhMet hodStats 1 }

si pCommonMet hodSt at seEntry OBJECT- TYPE
SYNTAX Si pCommonMet hodSt at SEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A row of per entity nethod statistics.

Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate themthrough
the conmon franework of the NETWORK- SERVI CES-M B (RFC 2788)."

I NDEX { appl | ndex, si pConmonMet hodSt at sNane }

::= { sipComonMet hodStatsTable 1 }

Si pCommonMet hodSt at sEntry :: = SEQUENCE {

si pCommonMet hodSt at sNane Si pTCMet hodNarnre,
si pCommonMet hodSt at sQut bounds Count er 32,
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si pCommonMet hodSt at sl nbounds Count er 32,
si pCommonMet hodSt at sDi sconTi me  Ti meSt anp

}

si pCommonMet hodSt at sNane OBJECT- TYPE
SYNTAX Si pTCMet hodNare
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object uniquely identifies the SIP method related to the
objects in a particular row "
;.= { sipCommonhMet hodStatsEntry 1 }

si pCommonMet hodSt at sQut bounds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the total nunber of requests sent by the
SIP entity, excluding retransm ssions. Retransmni ssions are
counted separately and are not reflected in this counter. A
Managenment Station can detect discontinuities in this counter
by nonitoring the si pConmonMet hodSt at sDi sconTi ne object in the
same row. "
REFERENCE
"RFC 3261, Section 7.1"
::={ sipCommonMet hodSt at sEntry 2 }

si pCommonMet hodSt at sl nbounds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object reflects the total nunber of requests received by
the SIP entity. Retransm ssions are counted separately and are
not reflected in this counter. A Managenent Station can detect
di scontinuities in this counter by nonitoring the
si pCommonMet hodSt at sDi sconTi me object in the same row. "

REFERENCE
"RFC 3261, Section 7.1"

.= { sipCommonMet hodSt at sentry 3 }

si pCommonMet hodSt at sDi sconTi mre OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The val ue of the sysUpTi ne object when the counters for the
met hod statistics objects in this row | ast experienced a
di scontinuity."
::={ sipCommonMet hodSt at sEntry 4 }

-- Support for specific status codes

si pCommonsSt at usCodeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pConmonSt at usCodeEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains the Iist of SIP status codes that each SIP
entity in this systemhas been requested to nonitor. It is the

mechani sm by which specific status codes are nonitored.
Entries created in this table nust not persist across reboots.”
::={ sipComonsSt atusCode 1 }

si pCommonsSt at usCodeEntry OBJECT- TYPE

SYNTAX Si pComonSt at usCodeEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This row contains information on a particular SIP status code
that the SIP entity has been requested to nonitor. Entries
created in this table nust not persist across reboots.

Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate themthrough
t he conmon framewor k of the NETWORK- SERVI CES-M B (RFC 2788)."
I NDEX { appl I ndex, sipConmonSt at usCodeMet hod,
si pCommonsSt at usCodeVal ue }
::={ sipCommonsSt at usCodeTable 1 }

Si pCommonsSt at usCodeEntry :: = SEQUENCE {
si pCommonsSt at usCodeMet hod Si pTCMet hodNane,
si pCommonSt at usCodeVal ue Unsi gned32,
si pCommonsSt at usCodel ns Count er 32,
si pCommonSt at usCodeCQut s Count er 32,

si pCommonsSt at usCodeRowSt at us  RowsSt at us,
si pCommonsSt at usCodeDi sconTi ne Ti meSt anp

}
si pCommonsSt at usCodeMet hod OBJECT- TYPE
SYNTAX Si pTCMet hodNane

MAX- ACCESS not -accessi bl e
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STATUS current
DESCRI PTI ON
"This object uniquely identifies a conceptual rowin the
table."
::={ sipCommonSt at usCodeEntry 1 }

si pCommonsSt at usCodeVal ue OBJECT- TYPE

SYNTAX Unsi gned32 (100. . 999)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"This object contains a SIP status code value that the SIP
entity has been requested to nonitor. Al of the other
information in the rowis related to this value."

::={ sipComonsSt at usCodeEntry 2 }

si pCommonSt at usCodel ns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the total nunber of response nessages
received by the SIP entity with the status code val ue contai ned
in the si pComobnsSt at usCodeVal ue col umm.

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service, or when the
moni toring of the status code is tenporarily disabled. A
Managenment Station can detect discontinuities in this counter
by nonitoring the si pConmonSt at usCodeDi sconTi ne object in the
same row. "

.= { sipCommonsSt at usCodeEntry 3 }

si pCommonsSt at usCodeQut s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the total nunber of response nessages sent
by the SIP entity with the status code val ue contained in the
si pCommonSt at usCodeVal ue col umm.

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service, or when the
monitoring of the Status code is tenporarily disabled. A
Managenment Station can detect discontinuities in this counter
by monitoring the si pConmonSt at usCodeDi sconTi ne object in the
same row. "
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::={ sipComonStatusCodeEntry 4 }

si pCommonSt at usCodeRowsSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The row augnentation in si pConmonSt at usCodeNotifTable will be
governed by the value of this RowStatus.

The val ues ’createAndGo’ and 'destroy’ are the only valid
values allowed for this object. |If a rowexists, it wll
reflect a status of 'active' when queried."”

::={ sipCommonsSt at usCodeEntry 5 }

si pCommonsSt at usCodeDi sconTi ne OBJECT- TYPE

SYNTAX Ti neSt anp

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The val ue of the sysUpTi ne object when the counters for the

status code statistics objects in this row | ast experienced
a discontinuity."

::= { sipCommonSt at usCodeEntry 6 }

-- Support for specific status code notifications

si pConmmonSt at usCodeNot i f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pConmonSt at usCodeNotifEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains objects to control notifications related to
particul ar status codes that each SIP entity in this system has
been requested to nonitor.

There is an entry in this table corresponding to each entry in
si pCommonsSt at usCodeTabl e.  Therefore, this table augnments

si pCommonsSt at usCodeTabl e and utilizes the sanme index

nmet hodol ogy.

The objects in this table are not included directly in the
si pCommonsSt at usCodeTabl e sinply to keep the status code
notification control objects separate fromthe actual status
code statistics."”

::= { sipCommonSt at usCode 2 }

Lingle, et al. St andards Track [ Page 39]



RFC 4780 SIP M B Mdul es April 2007

si pCommonsSt at usCodeNoti fEntry OBJECT- TYPE

SYNTAX Si pCommonSt at usCodeNot i f Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This row contains information controlling notifications for a
particular SIP status code that the SIP entity has been
requested to nonitor."

AUGMVENTS { si pCommonSt at usCodeEntry }
::={ sipCommonsSt at usCodeNoti f Table 1 }

Si pCommonsSt at usCodeNoti fEntry :: = SEQUENCE {
si pCommonsSt at usCodeNot i f Send Tr ut hval ue
si pCommonsSt at usCodeNot i f Eni t Mode | NTEGER,
si pCommonSt at usCodeNot i f Thr esh Unsi gned32
si pCommonSt at usCodeNot i f I nt er val Unsi gned32

}

si pCommonsSt at usCodeNot i f Send OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object controls whether a si pComobnSt at usCodeNotif is
em tted when the status code val ue specified by
si pCommonsSt at usCodeVal ue is sent or received. |f the value of
this object is "true’', then a notification is sent. If it is
"false’, no notification is sent.
Note well that a notification MAY be enmtted for every nessage
sent or received that contains the particular status code
Dependi ng on the status code involved, this can cause a
significant nunber of notification enissions that could be
detrimental to network performance. Managers are forewarned to
be prudent in the use of this object to enable notifications.
Look to sipConmonSt at usCodeNotif Emit Mode for alternative
controls for sipCommonSt at usCodeNotif eni ssions.”
DEFVAL { false }
::={ sipCommonsSt at usCodeNotifEntry 1 }

si pCommonsSt at usCodeNot i f Eni t Mode OBJECT- TYPE

SYNTAX | NTEGER {
normal (1),
oneShot (2),
triggered(3) -- read-only
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
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"The object sipCommonStat usCodeNotifSend MUST be set to 'true
for the values of this object to have any effect. It is
RECOMVENDED t hat the desired enit nbpde be established by this
object prior to setting sipComobnSt at usCodeNotifSend to "true’.
Thi s object and the si pCommonSt at usCodeNoti f Send obj ect can
obvi ously be set independently, but their respective val ues
wi Il have a dependency on each other and the resulting
notifications.

Thi s object specifies the node for eni ssions of
si pCommonsSt at usCodeNoti f notificati ons.

nor nmal . si pComonSt at usCodeNoti f notifications will be
emtted by the systemfor each SIP response
nmessage sent or received that contains the
desired status code.

oneShot . Only one sipConmonsSt at usCodeNotif notification
will be emtted. It will be the next SIP response
message sent or received that contains the
desired status code.

No nore notifications are emtted until this
object is set to 'oneShot’ again or set to
"normal’. This option is provided as a neans of
quel ling the potential proni scuous behavior that
can be associated with the

si pCommonSt at usCodeNot i f.

triggered : This value is only readabl e and cannot be set. It
reflects that the 'oneShot’ case has occurred,
and indicates that the node needs to be reset to
get further notifications. The node is reset by
setting this object to 'oneShot’ or 'normal’."
DEFVAL { oneShot }
;.= { sipCommonsSt at usCodeNotifEntry 2 }

si pCommonsSt at usCodeNot i f Thresh OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object specifies the nunber of response nessages sent or
received by this systemthat are consi dered excessive. Based
on crossing that threshold, a
si pCommonsSt at usCodeThr eshExceededl nNoti f notification or a
si pCommonSt at usCodeThr eshExceededQut Notif will be sent. The
si pCommonsSt at usCodeThr eshExceededl nNoti f and
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si pCommonsSt at usCodeThr eshExceededQut Noti f noti fications can be
used as an early warning nmechanismin lieu of using
si pCommonsSt at usCodeNot i f.

Note that the configuration applied by this object will be
applied equally to inbound and out bound response nessages."
DEFVAL { 500 }

::= { sipComonStatusCodeNotifEntry 3 }

si pCommonsSt at usCodeNot i f I nt erval OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object specifies the time interval over which, if

si pCommonsSt at usCodeThresh is exceeded with respect to sent or
recei ved nessages, a si pCommonsSt at usCodeThr eshExceeded| nNot i f
or si pComonSt at usCodeThr eshExceededQut Noti f notification will
be sent.

Note that the configuration applied by this object will be
applied equally to inbound and out bound response nessages.”
DEFVAL { 60 }

::={ sipComonStatusCodeNotifEntry 4 }

-- Transaction Statistics

si pCommonTr ansCurr ent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pConmonTransCurrent Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains information on the transactions currently
awai ting definitive responses by each SIP entity in this
system

This table does not apply to transaction statel ess Proxy
Servers."
::={ sipCommonStatsTrans 1 }

si pCommonTr ansCurrent Entry OBJECT- TYPE

SYNTAX Si pCommonTransCurrent Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Information on a particular SIP entity's current transactions.
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Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate them through
the conmon franmework of the NETWORK- SERVI CES-M B (RFC 2788) . "

| NDEX { appl I ndex }

;.= { sipCommonTransCurrent Table 1 }

Si pCommonTransCurrent Entry ::= SEQUENCE {
si pCommonTransCurrentacti ons Gauge32
}
si pCommonTr ansCurrent acti ons OBJECT- TYPE
SYNTAX Gauge32 (0..4294967295)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object contains the nunber of transactions awaiting
definitive (non-1xx) response. In the case of a forked

request, each branch counts as a single transaction
corresponding to the entity identified by appllndex."
::= { sipComonTransCurrentEntry 1 }

-- SIP Retry Statistics

-- This group contains various statistics objects about
-- retransm ssion counts.

si pCommonSt at sRet ryTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pConmonStatsRetryEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains retry statistics objects applicable to each
SIP entity in this system™
::={ sipCommonStatsRetry 1 }

si pCommonsSt at sRet ryEntry OBJECT- TYPE

SYNTAX Si pCommonSt at sRetryEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arow of retry statistics.

Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate themthrough the
common framework of the NETWORK- SERVI CES-M B (RFC 2788)."
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I NDEX { appl | ndex, sipConmonStatsRetryMethod }
::={ sipComonStatsRetryTable 1 }

Si pCommonSt at sRetryEntry :: = SEQUENCE {
si pCommonSt at sRet r yMet hod Si pTCMet hodNarnre,
si pCommonSt at sRetri es Count er 32,

si pCommonsSt at sRet r yFi nal Responses Count er 32,
si pCommonsSt at sRet r yNonFi nal Responses Count er 32,
si pCommonsSt at sRet ryDi sconTi ne Ti meSt anp

}

si pCommonsSt at sRet r yMet hod OBJECT- TYPE
SYNTAX Si pTCMet hodNare
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object uniquely identifies the SIP method related to the
objects in a row"
::={ sipComonStatsRetryEntry 1 }

si pCommonsSt at sRetri es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the total nunber of request
retransm ssions that have been sent by the SIP entity. Note
that there could be multiple retransm ssions per request.

Discontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
noni toring the si pConmonSt at sRetryDi sconTi me obj ect in the sane
row. "

::={ sipCommonStatsRetryEntry 2 }

si pCommonsSt at sRet r yFi nal Responses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the total nunber of Final Response retries
that have been sent by the SIP entity. Note that there could
be nmultiple retransmni ssions per request.

Di scontinuities in the value of this counter can occur at

re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
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nmoni toring the si pComobnStatsRetryDi sconTime object in the sane
row. "
::={ sipComonStatsRetryEntry 3 }

si pCommonSt at sRet r yNonFi nal Responses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the total nunber of non-Final Response
retries that have been sent by the SIP entity.

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
nmoni toring the si pCononSt at sRet ryDi sconTi me object in the sane
row. "

::={ sipComonStatsRetryEntry 4 }

si pCommonsSt at sRet ryDi sconTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of the sysUpTi ne object when the counters for the
retry statistics objects in this row | ast experienced a
di scontinuity."
::={ sipComonStatsRetryEntry 5 }

-- O her Conmpn Statistics

si pCommonC her St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pConmonCt her St at sEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains other commopn statistics supported by each
SIP entity in this system"
::={ sipComonCQ herStats 1 }

si pCommonCt her St at sentry OBJECT- TYPE

SYNTAX Si pCommonCt her St at seEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Information on a particular SIP entity’ s other comon
statistics.
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Each row represents those objects for a particular SIP entity
present in this system appllindex is used to uniquely identify
these instances of SIP entities and correlate them through
the conmon franmework of the NETWORK- SERVI CES-M B (RFC 2788) . "

| NDEX { appl I ndex }

;.= { sipComonC herStatsTable 1 }

Si pCommonCt her St at sEntry :: = SEQUENCE {
si pCommonC her St at sNunmnsupportedUri s Count er 32,
si pCommon(C her St at sNunmnsuppor t edMet hods  Count er 32,
si pCommon(C her St at st her wi seDi scar dedMsgs Count er 32,
si pCommonC her St at sDi sconTi ne Ti neSt anp

}
si pComonC her St at sNumUnsupport edUri s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of RequestURIs received with an unsupported schene.
A server normally responds to such requests with a 400 Bad
Request status code.

Discontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
noni toring the sipCommonQ her St at sDi sconTi me obj ect in the sane
row. "

::={ sipComonQ herStatsEntry 1 }

si pCommonC her St at sNumnsuppor t edMet hods OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of SIP requests received with unsupported nmethods. A
server normally responds to such requests with a 501 (Not
| mpl enent ed) or 405 (Met hod Not All owed).

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
nmoni toring the si pComonQ her St atsDi sconTi me object in the sane
row. "

::={ sipCommonCQ her StatsEntry 2 }

si pComonQ her St at st her wi seDi scar dedMsgs OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurmber of SIP nmessages received that, for any nunber of
reasons, was di scarded without a response.

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
nmoni toring the si pConmonQt her St at sDi sconTi me object in the sane
row. "

;.= { sipComonC herStatsEntry 3 }

si pCommonC her St at sDi sconTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of the sysUpTi ne object when the counters for the
statistics objects in this row | ast experienced a
di scontinuity."

::={ sipComonQ her StatsEntry 4 }

-- Notification rel ated objects

-- Status code related notification objects.

si pCommonsSt at usCodeNot i f To OBJECT- TYPE

SYNTAX SnnpAdmi nString

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"This object contains the value of the To header in the nessage
contai ning the status code that caused the notification. The
header name will be part of this object value. For exanple,
"To: Watson ' ."

::={ sipCommonNotifCbjects 1 }

si pCommonSt at usCodeNot i f Fr om OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"This object contains the value of the From header in the
nmessage containing the status code that caused the
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notification. The header nane will be part of this object
val ue. For exanple, 'From Witson '."
::={ sipConmmonNotifCbjects 2 }

si pCommonSt at usCodeNot i f Cal | 1 d OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"This object contains the value of the Call-1D in the nessage

contai ning the status code that caused the notification. The
header nanme will be part of this object value. For exanple,
"Call-1D: 5551212@xanpl e.com . "

::= { sipComonNotifCbjects 3 }

si pCommonSt at usCodeNot i f CSeq OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"This object contains the CSeq value in the nmessage contai ni ng
the status code that caused the notification. The header nane

will be part of this object value. For exanple, ’CSeq: 1722
INVITE . "

::={ sipCommonNotifCbjects 4 }

-- Ceneral notification related objects.

si pCommonNot i f Appl | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"Thi s object contains the appllndex as described in RFC 2788.
This object is created in order to allow a vari abl e binding
contai ning a value of appllndex in a notification."

::= { sipComonNotifCbjects 5 }

si pCommonNot i f SequenceNunber OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"Thi s object contains a sequence nunber for each notification
generated by this SIP entity. Each notification SHOUD have a
uni que sequence nunber. A network manager can use this
information to determ ne whether notifications froma
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particular SIP entity have been missed. The value of this
obj ect MUST start at 1 and increase by 1 with each generated
notification. |If a systemrestarts, the sequence nunber MAY
start again from1."

::={ sipCommonNotifCbjects 6 }

-- Notifications
si pCommonsSt at usCodeNot i f NOTI FI CATI ON- TYPE
OBJECTS {
si pCommonNot i f SequenceNunber,
si pCommonNot i f Appl | ndex,
si pCommonsSt at usCodeNot i f To,
si pCommonsSt at usCodeNot i f From
si pCommonsSt at usCodeNoti f Cal | 1d,
si pCommonSt at usCodeNot i f CSeq,
si pCommonsSt at usCodel ns,
si pCommonsSt at usCodeCQut s

}
STATUS current
DESCRI PTI ON
"Signifies that a specific status code has been sent or received
by the system"”
::={ sipCommonM BNotifications 1}

si pCommonsSt at usCodeThr eshExceededl nNot i f NOTI FI CATI ON- TYPE
OBJECTS {
si pCommonNot i f SequenceNunber ,
si pCommonNot i f Appl | ndex,
si pCommonsSt at usCodel ns

}
STATUS current
DESCRI PTI ON
"Signifies that a specific status code was found to have been
recei ved by the system frequently enough to exceed the
configured threshold. This notification can be used as
an early warning nechanismin |ieu of using
si pCommonsSt at usCodeNoti f. "
::={ sipCommonM BNotifications 2 }

si pCommonsSt at usCodeThr eshExceededQut Not i f NOTI FI CATI ON- TYPE
OBJECTS {
si pCommonNot i f SequenceNunber,
si pCommonNot i f Appl | ndex,
si pCommonSt at usCodeCQut s

}
STATUS current
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DESCRI PTI ON
"Signifies that a specific status code was found to have been
sent by the system enough to exceed the configured threshol d.
This notification can be used as an early warni ng nechanismin
lieu of using sipComopnSt at usCodeNoti f. "
::={ sipCommonM BNotifications 3}

si pCommonSer vi ceCol dStart NOTI FI CATI ON- TYPE
OBJECTS {
si pCommonNot i f SequenceNunber ,
si pCommonNot i f Appl | ndex,
si pCommonCf gServi ceStart Ti me

}

STATUS current

DESCRI PTI ON

"Signifies that the SIP service has reinitialized itself or

started for the first time. This SHOULD result froma hard
"down’ to 'up’ administrative status change. The configuration
or behavior of the service MAY be altered."

::={ sipComonM BNotifications 4 }

si pCommonSer vi ceVWar nSt art  NOTI FI CATI ON- TYPE
OBJECTS {
si pCommonNot i f SequenceNunber,
si pCommonNot i f Appl | ndex,
si pCommonCf gSer vi ceLast Change

}

STATUS current

DESCRI PTI ON
"Signifies that the SIP service has reinitialized itself and is
restarting after an administrative 'reset’. The configuration

or behavi or of the service MAY be altered.”
::={ sipComonM BNotifications 5 }

si pCommonSer vi ceSt at usChanged NOTI FI CATI ON- TYPE
OBJECTS {
si pCommonNot i f SequenceNunber ,
si pCommonNot i f Appl | ndex,
si pCommonCf gSer vi ceLast Change,
si pCommonCf gSer vi ceOper St at us

}
STATUS current
DESCRI PTI ON
"Signifies that the SIP service operational status has changed."
::={ sipComonM BNotifications 6 }

-- Confor mance
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si pCommonM BConpl i ances

OBJECT | DENTI FI ER ::

{ si pCommonM BConformance 1 }

si pCommonM BGr oups

OBJECT | DENTI FI ER ::

{ si pComonM BConf ormance 2 }

Conmpl i ance Statenents

si pCommonConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenent for SIP entities."

MODULE -- this nodul e
MANDATORY- GROUPS { si pConmonConfi gG oup,
si pCommonSt at sG oup

}
OBJECT si pCommonsSt at usCodeRowsSt at us
SYNTAX RowSt atus { active(1) }

VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not required.”

OBJECT si pCommonCf gSer vi ceNot i f Enabl e
M N- ACCESS not -accessi bl e
DESCRI PTI ON
"This object is optional and does not need to be supported.”
GROUP si pConmonl nf or mat i onal G oup
DESCRI PTI ON

"This group is OPTIONAL. A SIP entity can elect to not provide
any support for these objects, as they provide optional
i nformation."”

GROUP si pCommonConfi gTi ner G oup
DESCRI PTI ON
"This group is OPTIONAL. A SIP entity can elect to not provide
any tinmer configuration."

GROUP si pCommonsSt at sRet r yGr oup
DESCRI PTI ON
"This group is OPTIONAL. A SIP entity can elect to not provide
any retry statistics."

GROUP si pCommonNot i f G oup
DESCRI PTI ON
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"This group is OPTIONAL. A SIP entity can elect to not provide
any notifications. |f inplenmented, the
si pCommonsSt at usCodeNot i f G oup and si pCommonNot i f Cbj ect sGroup
MUST al so be inplenented.”

GROUP si pCommonsSt at usCodeNot i f G oup
DESCRI PTI ON
"This group is OPTIONAL. A SIP entity can elect to not provide
any notifications. |If inplenmented, the sipComonNotifG oup and
si pCommonNot i f Cbj ect sGoup MJUST al so be inpl emented. "

GROUP si pCommonNot i f Obj ect sGroup
DESCRI PTI ON
"This group is OPTIONAL. A SIP entity can elect to not provide
any notifications. |If inplenmented, the

si pCommonSt at usCodeNot i f G oup and si pCommonNot i f Group MJST al so
be i nplemented.”

::={ sipConmmonM BConpliances 1 }

-- Units of Conformance
si pCommonConf i gG oup OBJECT- GROUP
OBJECTS {

si pCommonCf gPr ot ocol Ver si on,
si pCommonCf gSer vi ceCper St at us,
si pCommonCf gSer vi ceSt art Ti e,
si pCommonCf gSer vi ceLast Change,
si pConmonPor t Transport Rev,
si pCommonOpt i onTag,
si pCommonOpt | onTagHeader Fi el d,
si pCommonCf gMaxTr ansact i ons,
si pCommonCf gSer vi ceNot i f Enabl e,
si pCommonCf gEnti t yType,
si pCommonMet hodSuppor t edName

}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration conmon to all
SIP entities.”
::={ sipComonM BG oups 1 }

si pComonl nf or mat i onal G oup OBJECT- GROUP
OBJECTS {
si pCommonCf gOr gani zat i on

}
STATUS current
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"A collection of objects providing configuration conmon to all
SIP entities.”

::={ sipComonM BG oups 2 }

si pCommonConfi gTi ner G oup OBJECT- GROUP
OBJECTS {

}

STATUS
DESCRI PTI ON
"A collection of objects providing tinmer configuration conmon to

al |

si pCommonCf gTi mer A,
si pCommonCf gTi ner B,
si pCommonCf gTi mer C,
si pCommonCf gTi mer D,
si pConmmonCf gTi ner E,
si pConmmonCf gTi ner F,
si pCommonCf gTi mer G
si pCommonCf gTi mer H,
si pCommonCf gTi mer |,
si pCommonCf gTi mer J,
si pConmmonCf gTi ner K,
si pCommonCf gTi ner T1,
si pCommonCf gTi ner T2,
si pCommonCf gTi ner T4

current

SIP entities."

::= { sipComonM BGoups 3 }

si pCommonsSt at sG oup OBJECT- GROUP
OBJECTS {

Li ngl e,

si pCommonSumar yl nRequest s,

si pCommonSumar yCQut Request s,

si pCommonSumar yl nResponses,

si pComonSumar yCQut Responses,

si pCommonSumar yTot al Tr ansacti ons,

si pCommonSumar yDi sconTi ne,

si pCommonMet hodSt at sQut bounds,

si pComonMet hodSt at sl nbounds,

si pCommonMet hodSt at sDi sconTi e,

si pCommonSt at usCodel ns,

si pCommonSt at usCodeCQut s,

si pCommonsSt at usCodeRowsSt at us,

si pCommonsSt at usCodeDi sconTi ne,

si pCommonTr ansCurrent acti ons,

si pCommonC her St at sNumnsupportedUri s,

si pComonC her St at sNunmUnsuppor t edMet hods,
si pComonC her St at sOt her wi seDi scar dedMsgs,
si pCommonC her St at sDi sconTi ne

et al. St andards Track
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}
STATUS current

DESCRI PTI ON
"A collection of objects providing statistics conmon to all SIP
entities.”

::={ sipComonM BG oups 4 }

si pCommonsSt at sRet ryG oup OBJECT- GROUP
OBJECTS {
si pCommonSt at sRetri es,
si pCommonSt at sRet r yFi nal Responses,
si pCommonsSt at sRet r yNonFi nal Responses,
si pCommonsSt at sRet ryDi sconTi ne

}
STATUS current
DESCRI PTI ON
"A collection of objects providing retry statistics.”
;.= { sipComonM BG oups 5 }

si pCommonNot i f G oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {

si pCommonSt at usCodeNot i f,
si pCommonSt at usCodeThr eshExceededl nNot i f,
si pCommonsSt at usCodeThr eshExceededQut Not i f,
si pCommonSer vi ceCol dSt art,
si pCommonSer vi ceVarntt art
si pCommonSer vi ceSt at usChanged

}
STATUS current
DESCRI PTI ON

"A collection of notifications comon to all SIP entities."
::= { sipComonM BGoups 6 }

si pCommonSt at usCodeNot i f G oup OBJECT- GROUP
OBJECTS {
si pCommonsSt at usCodeNot i f Send,
si pCommonsSt at usCodeNot i f Emi t Mode,
si pCommonsSt at usCodeNot i f Thr esh,
si pCommonsSt at usCodeNot i f I nt er val

STATUS current

DESCRI PTI ON
"A collection of objects related to the control and attribution
of notifications comon to all SIP entities."

::={ sipComonM BG oups 7 }

si pCommonNot i f Obj ect sGroup OBJECT- GROUP
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OBJECTS {

si pCommonsSt at usCodeNot i f To,

si pCommonsSt at usCodeNot i f From

si pCommonsSt at usCodeNoti f Cal | 1d,
si pCommonSt at usCodeNot i f CSeq,

si pCommonNot i f Appl | ndex,

si pCommonNot i f SequenceNunber

}
STATUS current
DESCRI PTI ON

April 2007

"A collection of accessible-for-notify objects related to the
notification defined in this MB nodule.”

::={ sipCommonM BG oups 8 }
END
7.3. SIP User Agent M B Mdul e
SIP-UA-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
Unsi gned32,
m b- 2
FROM SNWPv2- SM

MODUL E- COVPLI ANCE,
OBJECT- GROUP
FROM SNWVPv2- CONF

appl! | ndex
FROM NETWORK- SERVI CES- M B

I net Addr essType,
| net Addr ess
FROM | NET- ADDRESS- M B

Si pTCEntityRol e
FROM S| P- TC- M B;

si pUAM B MODULE- | DENTI TY
LAST- UPDATED  "200704200000Z"

ORGANI ZATI ON "| ETF Session Initiation Protocol

CONTACT- | NFO

RFC 2578

RFC 2580

RFC 2788

RFC 4001

RFC 4780

"SIP WG enmail: sip@etf.org

Co-editor Kevin Lingle
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Cisco Systems, Inc.
post al : 7025 Kit Creek Road
P. O Box 14987
Research Triangl e Park, NC 27709

USA
emai | : kl i ngl e@i sco.com
phone: +1 919 476 2029

Co-editor Joon Maeng
emai | : j maeng@ustin.rr.com

Co-editor Jean-Francois Mile

Cabl eLabs
post al : 858 Coal Creek Circle
Loui sville, CO 80027
USA
email : j f.mul e@abl el abs. com
phone: +1 303 661 9100
Co-editor Dave \Wal ker
emai | : drwal ker @ oger s. conf
DESCRI PTI ON

"Session Initiation Protocol (SIP) User Agent (UA) M B nodul e.

SIP is an application-layer signaling protocol for creating,
nodi fying, and terminating nultinmedia sessions with one or nore
participants. These sessions include Internet nultinmedia
conferences and Internet telephone calls. SIP is defined in
RFC 3261 (June 2002).

A User Agent is an application that contains both a User Agent
Aient (UAC) and a User Agent Server (UAS). A UAC is an
application that initiates a SIP request. A UAS is an
application that contacts the user when a SIP request is
received and that returns a response on behalf of the user.
The response accepts, rejects, or redirects the request.

Copyright (C The | ETF Trust (2007). This version of
this MB nodule is part of RFC 4780; see the RFC itself for

full legal notices."
REVI SI ON "200704200000Z"
DESCRI PTI ON

"Initial version of the | ETF SIP-UA-M B nodule. This version
published as part of RFC 4780."
o= { mb-2 150 }

-- Top-Level Conmponents of this MB.
si pUAM BObj ect s OBJECT IDENTIFIER ::= { sipUABMB 1 }
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si pUAM BConf or mance OBJECT IDENTIFIER ::= { sipUAMB 2 }

-- This MB contains objects related to SIP User Agents.

si pUACf gSer ver OBJECT IDENTIFIER ::= { sipUAM BObjects 1 }

-- SIP Server Configuration
si pUACF gSer ver Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pUACf gServerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains SIP server configuration objects applicable
to each SIP user agent in this system™
.= { sipUACfgServer 1 }

si pUACf gServer Entry OBJECT- TYPE
SYNTAX Si pUACE gServerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A row of server configuration.

Each row represents those objects for a particular SIP user
agent present in this system appllindex is used to uniquely
identify these instances of SIP user agents and correlate
them t hrough the conmon franework of the NETWORK- SERVI CES-M B
(RFC 2788). The sane val ue of appllndex used in the
corresponding SIP-COMWON-M B is used here."

I NDEX { appl I ndex, sipUACfgServerlndex }

::={ sipUACfgServerTable 1 }

Si pUACf gServerEntry ::= SEQUENCE {
si pUACF gSer ver | ndex Unsi gned32,
si pUACf gSer ver Addr essType | net Addr essType,
si pUACE gSer ver Addr ess | net Addr ess,
si pUACf gSer ver Rol e Si pTCEntityRol e
}
si pUACE gSer ver | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A unique identifier of a server address when nultiple addresses
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are configured by the SIP entity.
reachabl e, then another can be tried."

c:= { sipUACfgServerEntry 1}

si pUACE gSer ver Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

If one address isn't

"This object reflects the type of address contained in the
associ ated i nstance of sipUACfgServer Address. "

REFERENCE
"1 NET- ADDRESS-M B ( RFC 4001) "
::={ sipUACfgServerEntry 2}

si pUACE gSer ver Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the address of a SIP server this user
agent will use to proxy/redirect calls. The type of this
address is determned by the value of the

si pUACf gSer ver Addr essType object."

REFERENCE " | NET- ADDRESS- M B ( RFC 4001) "

::= { sipUACfgServerEntry 3}

si pUACF gSer ver Rol e OBJECT- TYPE
SYNTAX Si pTCEntityRol e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the function of the SIP server this user

agent shoul d conmuni cate with:
proxy), etc."
::={ sipUACfgServerEntry 4 }

-- Conf or mance

si pUAM BConpl i ances OBJECT | DENTI FI ER : :
si pUAM BG oups OBJECT | DENTI FI ER ::

-- Conpliance Statenents

si pUAConpl i ance MODULE- COVPLI ANCE
STATUS current

regi strar, proxy (outbound

{ si pUAM BConf or nance 1 }
{ si pUAM BConf or mance 2 }
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DESCRI PTI ON
"The conpliance statement for SIP entities that inplement the
S| P- UA-M B nodul e. "
MODULE -- this nodul e
MANDATORY- GROUPS { si pUAConfi gGroup }

::={ sipUAM BConpl i ances 1 }

-- Units of Conformance
si pUAConf i gG oup OBJECT- GROUP
OBJECTS {
si pUACE gSer ver Addr essType,
si pUACE gSer ver Addr ess,
si pUACf gSer ver Rol e

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about the
configuration of SIP User Agents."
::={ sipUAM BG oups 1 }

END
7.4. SIP Server M B Mdule (Proxy, Redirect, and Registrar Servers)
SI P-SERVER-M B DEFINITIONS ::= BEG N

| MPCRTS
MODULE- | DENTI TY,
OBJECT- TYPE,
Count er 32,
Unsi gned32,
Gauge32,
m b- 2
FROM SNWPv2- SM -- RFC 2578

Trut hval ue,
Ti meSt anp, Dat eAndTi e
FROM SNWPv2- TC -- RFC 2579

MODUL E- COVPLI ANCE,
OBJECT- GROUP
FROM SNWVPv 2- CONF -- RFC 2580

SnnpAdmi nStri ng
FROM SNWP- FRAMEWORK- M B -- RRFC 3411

2007
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app! | ndex
FROM NETWORK- SERVI CES-M B -- RFC 2788
| net Addr essType,

| net Addr ess

FROM | NET- ADDRESS- M B; -- RFC 4001

si pServer M B MODULE- | DENTI TY

LAST- UPDATED
ORGANI ZATI ON

"2007042000002"
"| ETF Session Initiation Protocol

Wor ki ng G oup”

CONTACT- | NFO
"SIP WG emi | :

Co-edi tor:

post al :

emai | :
phone:

Co-edi tor:
email :

Co-editor:
post al :
emai | :
phone:

Co-editor:
email :

DESCRI PTI ON

"Session Initiation Protocol (SIP) Server MB nodul e.
application-layer signaling protocol
and termnating nmultinmedia sessions with one or nore

partici pants.

conferences and Internet tel ephone calls.

sip@etf.org

Kevin Lingle

Cisco Systens, Inc.

7025 Kit Creek Road

P. O, Box 14987

Research Triangl e Park, NC 27709
USA

kli ngl e@i sco. com

+1 919 476 2029

Joon Maeng
j maeng@ustin.rr.com

Jean- Francois Mil e
Cabl eLabs

858 Coal Creek Circle
Loui sville, CO 80027
USA

j f.nul e@abl el abs. com
+1 303 661 9100

Dave Wal ker
drwal ker @ ogers. com

for creating,

April

These sessions include Internet nmultinedia

RFC 3261 (June 2002).

This MB is defined for the managenent of SIP Proxy,

and Regi strar Servers.

Lingle, et al.
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A Proxy Server acts as both a client and a server. |t accepts
requests fromother clients, either responding to them or
passing themon to other servers, possibly after nodification.

A Redirect Server accepts requests fromclients and returns
zero or nore addresses to that client. Unlike a User Agent
Server, it does not accept calls.

A Registrar is a server that accepts REGQ STER requests. A
Regi strar is typically co-located with a Proxy or Redirect
Server.

Copyright (C The I ETF Trust (2007). This version of
this MB nodule is part of RFC 4780; see the RFC itself for

full legal notices."
REVI SI ON "200704200000Z"
DESCRI PTI ON

"Initial version of the | ETF SI P-SERVER-M B nodul e. This
versi on published as part of RFC 4780."
o= { mb-2 151}

-- Top-Level Conmponents of this MB.

si pServer M BObj ect s OBJECT | DENTI FI ER ::
si pServer M BConf ormance OBJECT | DENTI FI ER ::

{ sipServerMB 1}
{ sipServerMB 2}

-- These groups contain objects common to all SIP servers.

si pServer Cf g OBJECT IDENTIFIER ::= { sipServerMBbjects 1}

-- Common Server Configuration Qbjects

si pServer Cf gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pServer CfgEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains configuration objects applicable to SIP
Redi rect and Proxy Servers."
::={ sipServerCfg 1}

si pServer Cf géntry OBJECT- TYPE

SYNTAX Si pServer Cf gEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
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"A row of conmon configuration.

Each row represents those objects for a particular SIP server
present in this system appllindex is used to uniquely identify
these instances of SIP servers and correlate themthrough
the common franework of the NETWORK- SERVI CES-M B (RFC 2788).
The sane val ue of appllndex used in the correspondi ng
SI P-COWON-M B i s used here.”

I NDEX { appl I ndex }

::={ sipServerCfgTable 1}

Si pServerCfgEntry ::=

SEQUENCE {
si pSer ver Cf gHost Addr essType | net Addr essType,
si pSer ver Cf gHost Addr ess | net Addr ess

}

si pSer ver Cf gHost Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type of Internet address by which the SIP server is

reachabl e. "

REFERENCE

"RFC 3261, Section 19.1.1"
::={ sipServerCfgEntry 1 }

si pSer ver Cf gHost Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This is the host portion of a SIP URI that is assigned to the
SIP server. It MAY contain a fully qualified domain nane or
an | P address. The length of the value will depend on the type
of address specified. The type of address given by this object
is controlled by sipServerCf gHost AddressType. "

REFERENCE
"RFC 3261, Section 19.1.1"

::={ sipServerCfgEntry 2 }

-- This group contains MB objects

related to SIP Proxy Servers.

si pServer ProxyCf g OBJECT IDENTIFIER ::= { sipServerM Bbjects 3}
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si pServer ProxyStats OBJECT IDENTIFIER ::= { sipServerM Bbjects 4 }

-- Proxy Server Configuration

si pServer ProxyCf gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pServer ProxyCf gEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains configuration objects applicable to SIP
Proxy Servers."
::={ sipServerProxyCfg 1}

si pSer ver ProxyCf geéntry OBJECT- TYPE

SYNTAX Si pServer ProxyCf gEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A row of conmon proxy configuration.

Each row represents those objects for a particular SIP server
present in this system appllindex is used to uniquely identify
these instances of SIP servers and correlate themthrough the
common framework of the NETWORK- SERVI CES-M B (RFC 2788). The
sane val ue of appllndex used in the correspondi ng
SIP-COWON-M B i s used here.”

| NDEX { appl | ndex }

::={ sipServerProxyCfgTable 1 }

Si pServer ProxyCfgEntry ::=

SEQUENCE {
si pServer Cf gPr oxySt at ef ul ness | NTEGER,
si pSer ver Cf gPr oxyRecur si on Tr ut hval ue,
si pSer ver Cf gPr oxyRecor dRout e Tr ut hval ue,
si pSer ver Cf gPr oxyAut hivet hod BI TS,
si pSer ver Cf gPr oxyAut hDef aul t Real m SnnpAdmi nStri ng
}
si pServer Cf gPr oxySt at ef ul ness OBJECT- TYPE
SYNTAX | NTEGER {

statel ess(1),
transactionSt at ef ul (2),
cal |l Stateful (3)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
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"This object reflects the default node of operation for the
Proxy Server entity.

A stateless proxy is a logical entity that does not maintain
the client or server transaction state nmachi nes when it
processes requests. A stateless proxy forwards every request
recei ves downstream and every response it receives upstream |
the value of this object is stateless(1l), the proxy defaults to
statel ess operations.

t
f

A transaction stateful proxy, or sinply a ’'stateful proxy' , is
a logical entity that maintains the client and server
transaction state machi nes during the processing of a request.
A (transaction) stateful proxy is not the same as a cal

stateful proxy. |If the value of this object is
transactionStateful (2), the proxy is stateful on a transaction
basi s.

A call stateful proxy is a logical entity if it retains state
for a dialog fromthe initiating INVITE to the term nating BYE
request. A call stateful proxy is always transaction stateful
but the converse is not necessarily true. |If the value of this
object is callStateful (3), the proxy is call stateful."

REFERENCE
"RFC 3261, Section 16"
c:={ sipServerProxyCfgEntry 1 }

si pSer ver Cf gPr oxyRecur si on OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects whether or not the Proxy performs a
recursive search on the Contacts provided in 3xx redirects.

If the value of this object is 'true’, a recursive search is
performed. |If the value is 'false’', no search is perforned,
and the 3xx response is sent upstream towards the source of
the request."
REFERENCE
"RFC 3261 Sections 16.5 and 16. 6"
::={ sipServerProxyCfgEntry 2 }

si pSer ver Cf gPr oxyRecor dRout e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS r ead-only
STATUS current
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DESCRI PTI ON
"This object reflects whether or not the proxy adds itself to
t he Record-Route header as a default action. This header is
used to list the proxies that insist on being in the signaling
path for subsequent requests related to the call Ieg.

If the value of this object is "true’, the proxy adds itself to
the end of the Record-Route header, creating the header if

required. |If the value is 'false’, the proxy does not add
itself to the Record- Route header."
REFERENCE

"RFC 3261, Section 20.30"
::={ sipServerProxyCfgEntry 3 }

-- Security
si pSer ver Cf gPr oxyAut hMet hod OBJECT- TYPE
SYNTAX BI TS {
none(0),
tls(l),
di gest (2)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the authentication nmethods that MAY be
used to authenticate request originators.

bit 0 no authentication is perforned
bit 1 TLS is used
bit 2 HITP Digest is used."
REFERENCE
"RFC 3261 Sections 22, 23, 26, 26.2.3"
::={ sipServerProxyCfgEntry 4 }

si pSer ver Cf gPr oxyAut hDef aul t Real m OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object reflects the default real mvalue used in
Proxy- Aut henti cate headers. Note that this MAY need to be
stored per user, in which case, this default value is ignored.
REFERENCE
"RFC 3261, Section 22.1"
::={ sipServerProxyCfgEntry 5 }
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-- Proxy Server Statistics

si pServer ProxySt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pServer ProxyStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current
DESCRI PTI ON
"This table contains the statistics objects applicable to al
SIP Proxy Servers in this system"”
::={ sipServerProxyStats 1 }

si pServer ProxySt at sentry OBJECT- TYPE

SYNTAX Si pServer ProxySt at sentry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A row of sunmary statistics

Each row represents those objects for a particular SIP server
present in this system appllindex is used to uniquely identify
these instances of SIP servers and correlate themthrough the
common framework of the NETWORK- SERVI CES-M B (RFC 2788). The
same val ue of appllndex used in the corresponding
SI P-COWON-M B i s used here.”

I NDEX { appl I ndex }

::={ sipServerProxyStatsTable 1 }

Si pServer ProxyStatsEntry :: =
SEQUENCE {
si pServer ProxySt at ProxyReqFai | ures Count er 32
si pSer ver ProxySt at sDi sconTi ne Ti meSt anp

}

si pSer ver ProxySt at ProxyReqFai | ures OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object contains the nunber of occurrences of unsupported
options being specified in received Proxy-Require headers.
Such occurrences result in a 420 Bad Extension status code
bei ng returned.

Di scontinuities in the value of this counter can occur at

re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
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nmoni toring the sipServerProxyStatsD sconTinme object in the sane
row. "
c:={ sipServerProxyStatsEntry 1 }

si pServer ProxySt at sDi sconTi me OBJECT- TYPE

SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of the sysUpTi ne object when the counters for the server
statistics objects in this row | ast experienced a discontinuity."
::={ sipServerProxyStatseEntry 2 }

-- This group contains MB objects related to SIP Registrars.

si pServer RegCf g OBJECT | DENTI FI ER ::
si pServer RegSt at s OBJECT | DENTI FI ER : :

{ sipServerM BObjects 5 }
{ sipServerM Bbjects 6 }

-- Registrar Configuration

si pServer RegCf gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pServer RegCf gEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e contains configuration objects applicable to SIP
Regi strars. "
.= { sipServerRegCfg 1}

si pServer RegCf gEntry OBJECT- TYPE

SYNTAX Si pServer RegCf gEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A row of common Regi strar configuration.

Each row represents those objects for a particular SIP server
present in this system appllindex is used to uniquely identify
these instances of SIP servers and correlate themthrough the
common framework of the NETWORK- SERVI CES-M B (RFC 2788). The
same val ue of appllndex used in the corresponding
SI P-COWON-M B i s used here.”

I NDEX { appl I ndex }

::={ sipServerRegCfgTable 1 }

Si pServer RegCf gEntry :: =
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SEQUENCE {
si pSer ver RegMaxCont act Expi ryDurati on Unsi gned32,
si pServer RegMaxUser s Unsi gned32,
si pServer RegCurrent Users Gauge32,
si pServer RegDf | t RegActi vel nt erval Unsi gned32

}

si pSer ver RegMaxCont act Expi ryDur ati on OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)

UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object reflects the maxi numexpiry that nay be requested
by a User Agent for a particular Contact. User Agents can
specify expiry using either an Expiry header in a REGQ STER
request, or using an Expires paraneter in a Contact header in
a REQ STER request. |f the value requested by the User Agent

is greater than the value of this object, then the contact
information is given the duration specified by this object, and
that duration is indicated to the User Agent in the response.”

::={ sipServerRegCfgEntry 1 }

si pServer RegMaxUsers OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the maxi num nunber of users that the
Regi strar supports. The current nunber of users is reflected

by si pServer RegCurrent Users. "
c:={ sipServerRegCfgEntry 2}

si pServer RegCurrent Users OBJECT- TYPE
SYNTAX Gauge32 (0..4294967295)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reflects the nunber of users currently registered

with the Registrar."”
::={ sipServerRegCfgEntry 3}

si pServer RegDf | t RegActi vel nterval OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"This object reflects the default time interval the Registrar
considers registrations to be active. The value is used to
conmput e the Expires header in the REG STER response. |f a user
agent requests a tine interval shorter than specified by this
obj ect, the Registrar SHOULD honor that request. |If a Contact
entry does not have an 'expires’ paraneter, the value of the
Expires header field is used instead. If a Contact entry has no
"expires’ paranmeter and no Expires header field is present,
the value of this object is used as the default val ue."

REFERENCE
"RFC 3261, Section 10.2"
::={ sipServerRegCfgEntry 4 }

-- Per User Infornation

si pServer RegUser Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pServer RegUser Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains information on all users registered to each
Regi strar in this system"”
1= { sipServerRegCfg 2 }

si pServer RegUser Entry OBJECT- TYPE

SYNTAX Si pServer RegUser Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This entry contains information for a single user registered to
this Registrar.

Each row represents those objects for a particular SIP server
present in this system appllindex is used to uniquely identify
these instances of SIP servers and correlate them through the
common framework of the NETWORK- SERVI CES-M B (RFC 2788). The
same val ue of appllndex used in the corresponding
SI P-COWON-M B i s used here.”

I NDEX { appl I ndex, sipServerRegUserl| ndex }

::={ sipServerRegUserTable 1 }

Si pServer RegUserEntry :: =

SEQUENCE {
si pSer ver RegUser | ndex Unsi gned32,
si pServer RegUser Uri SnnpAdnmi nStri ng,
si pServer RegUser Aut henti cati onFai | ures Counter 32,
si pServer RegUser Di sconTi ne Ti meSt anp
}
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si pServer RegUser | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object uniquely identifies a conceptual row in the tabl
::={ sipServerRegUserEntry 1 }

si pServer RegUser Uri OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

2007

e."

"Thi s object contains the user’s address-of-record. It is the

mai n form by which the Registrar knows the user. The format

is

typically "user@omain’. It is contained in the To header for

all REQ STER requests.”
::={ sipServerRegUserEntry 2 }

si pServer RegUser Aut henti cati onFai | ures OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains a count of the nunber of tinmes the user
has failed authentication.

Di scontinuities in the value of this counter can occur due to

successful user authentications and at re-initialization of
the SIP entity or service. A Managenent Station can detect
di scontinuities in this counter by nonitoring the
si pServer RegUser Di sconTi me object in the sane row. "

::={ sipServerRegUserEntry 3 }

si pServer RegUser Di sconTi me OBJECT- TYPE

SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of the sysUpTi ne object when the counters for the
user registration statistics objects in this row | ast
experienced a discontinuity."”

::={ sipServerRegUserEntry 4 }

-- Per Contact Infornmtion

si pSer ver RegCont act Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pServer RegCont act Entry
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MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"This table contains information on every |ocation where a
regi stered user (specified by sipServerRegUserlndex) w shes to
be found (i.e., the user has provided contact information to
each SIP Registrar in this system."

::={ sipServerRegCig 3}

si pServer RegCont act Entry OBJECT- TYPE

SYNTAX Si pServer RegCont act Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This entry contains information for a single Contact.
contacts may exist for a single user.

Each row represents those objects for a particular SIP server
present in this system
these instances of SIP servers and correlate themthrough the
common franmework of the NETWORK- SERVI CES-M B (RFC 2788). The
same val ue of appllndex used in the corresponding

2007

Mul tiple

appl I ndex is used to uniquely identify

SIP-COMWON-M B i s used here."

| NDEX { appl | ndex,
si pServer RegUser | ndex,
si pSer ver RegCont act | ndex

}
::={ sipServerRegContactTable 1 }

Si pServer RegContactEntry :: =
SEQUENCE {

si pSer ver RegCont act | ndex
si pSer ver RegCont act Di spl ayName
si pSer ver RegCont act UR
si pSer ver RegCont act Last Updat ed
si pSer ver RegCont act Expiry
si pSer ver RegCont act Pr ef er ence

Unsi gned32,
SnnpAdmi nStri ng,
SnnpAdmi nStri ng,
Ti neSt anp,

Dat eAndTi ne,
SnnpAdnmi nString

}

si pSer ver RegCont act | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"Along with the sipServerRegUserl ndex,
rowin the table.”

identifies a conceptual
::={ sipServerRegContactEntry 1 }
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si pSer ver RegCont act Di spl ayName OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object contains the display name for the Contact. For
exanple, 'Santa at Hone', or 'Santa on his Sled , corresponding
to contact URI's of sip:Bi gGuy@xanpl e.com or
si p: scl aus81l7@xanpl e. com respectively."

::={ sipServerRegContactEntry 2 }

si pServer RegCont act URI OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object contains either a SIP URI where the user can be
contacted. This URI is normally returned to a client froma
Redi rect Server, or is used as the RequestURI in a SIP request
line for requests forwarded by a proxy."

::={ sipServerRegContactEntry 3 }

si pSer ver RegCont act Last Updat ed OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the time when this contact information
was accepted. |If the contact information is updated via a

subsequent REG STER of the sanme information, this object is
al so updated. "

::={ sipServerRegContactEntry 4 }

si pSer ver RegCont act Expi ry OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object contains the date and time when the contact
information will no longer be valid. Such tinmes may be

specified by the user at registration (i.e., Expires header or
expiry paranmeter in the Contact information), or a system
default can be applied.”

::={ sipServerRegContactEntry 5 }

si pSer ver RegCont act Pref erence OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"This object indicates a relative preference for the particul ar
Cont act header field value conpared to other bindings for this
address-of -record. A registering user may provide this
preference as a 'qvalue’ paranmeter in the Contact header.

The format of this itemis a decinmal nunber between 0 and 1
(for exanple 0.9). Higher values indicate |ocations preferred
by the user."
REFERENCE
"RFC 3261, Section 10.2.1.2, 16.6, and 20. 10"
::={ sipServerRegContactEntry 6 }

-- Registrar Statistics

si pServer RegSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pServer RegSt at sentry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the summary statistics objects applicable
to all SIP Registrars in this system"
::={ sipServerRegStats 1 }

si pServer RegSt at sEntry OBJECT- TYPE

SYNTAX Si pServer RegSt at sEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A row of sunmary statistics.

Each row represents those objects for a particular SIP server
present in this system appllindex is used to uniquely identify
these instances of SIP servers and correlate themthrough the
common framework of the NETWORK- SERVI CES-M B (RFC 2788). The
sane val ue of appllndex used in the correspondi ng
SIP-COWON-M B i s used here.”

| NDEX { appl | ndex }

::={ sipServerRegStatsTable 1 }

Si pServer RegStat seEntry :: =

SEQUENCE {
si pSer ver RegSt at sAccept edRegs Count er 32,
si pServer RegSt at sRej ect edRegs Count er 32,
si pServer RegSt at sDi sconTi ne Ti meSt anp
}
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si pServer RegSt at sAccept edRegs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains a count of the nunber of REGQ STER requests
that have been accepted (status code 200) by the Registrar.
This includes additions of new contact information, refreshing
contact information, as well as requests for del etion of
contact information.

Discontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
nonitoring the sipServerRegStatsDi sconTi ne object in the sane
row. "

::={ sipServerRegStatsEntry 1 }

si pServer RegSt at sRej ect edRegs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains a count of the nunber REGQ STER requests
that have been rejected by the Registrar.

Di scontinuities in the value of this counter can occur at
re-initialization of the SIP entity or service. A Managenent
Station can detect discontinuities in this counter by
noni toring the sipServerRegStatsDi sconTi me object in the sane
row. "

::={ sipServerRegStatsEntry 2 }

si pServer RegSt at sDi sconTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of the sysUpTi ne object when the counters for the
registrar statistics objects in this row | ast experienced a
di scontinuity."
.= { sipServerRegStatsEntry 3 }

-- Conf or mance

si pServer M BConpl i ances
OBJECT I DENTIFIER ::= { sipServerM BConformance 1 }
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si pServer M BG oups
OBJECT | DENTIFIER ::= { sipServerM BConf ornance 2 }

-- Compliance Statenents

si pSer ver Pr oxySer ver Conpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenment for SIP entities acting as Proxy
Servers."

MODULE -- this nodul e
MANDATORY- GROUPS { si pServer Confi gG oup,
si pSer ver ProxyConfi gG oup,
si pServer ProxySt at sG oup

}
::={ sipServerM BConpliances 1 }

si pRedi r ect Ser ver Conpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenent for SIP entities acting as Redirect
Servers."

MODULE -- this nodul e
MANDATORY- GROUPS { si pServer Confi gG oup }
::={ sipServerM BConpliances 2}

si pServer Regi strar Server Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SIP entities acting as
Registrars.”
MODULE -- this nodul e
MANDATORY- GROUPS { si pServer Confi gG oup,
si pSer ver Regi strar Confi gG oup,
si pServer Regi strar StatsG oup }
GROUP si pServer Regi strar User sG oup
DESCRI PTI ON
"This is an optional group."
::={ sipServerM BConpliances 3}

-- Units of Confornmance
si pServer Conf i gG oup OBJECT- GROUP
OBJECTS {
si pSer ver Cf gHost Addr essType,
si pSer ver Cf gHost Addr ess
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}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration conmon to SIP
Proxy and Redirect servers.”
::={ sipServerMBG oups 1 }

si pServer ProxyConfi gG oup OBJECT- GROUP
OBJECTS {
si pSer ver Cf gPr oxySt at ef ul ness,
si pSer ver Cf gPr oxyRecur si on,
si pSer ver Cf gPr oxyRecor dRout €,
si pSer ver Cf gPr oxyAut hMet hod,
si pSer ver Cf gPr oxyAut hDef aul t Real m

}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration for SIP Proxy
servers."
::={ sipServerMBG oups 2 }

si pServer ProxySt at sG oup OBJECT- GROUP
OBJECTS {
si pSer ver Pr oxySt at ProxyReqgFai | ur es,
si pServer ProxySt at sDi sconTi ne

}
STATUS current
DESCRI PTI ON
"A collection of objects providing statistics for SIP Proxy
servers."
::={ sipServerMBG oups 3}

si pServer Regi strar Confi gG oup OBJECT- GROUP
OBJECTS {
si pSer ver RegvaxCont act Expi ryDur at i on,
si pServer RegMaxUser s,
si pServer RegCurrent User s,
si pServer RegDf | t RegActi vel nt erval

}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration for SIP
Regi strars. "
::={ sipServerMBG oups 4 }

si pServer Regi strar St at sG oup OBJECT- GROUP

OBJECTS {
si pSer ver RegSt at sAccept edRegs,
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si pSer ver RegSt at sRej ect edRegs,
si pServer RegSt at sDi sconTi ne

}
STATUS current
DESCRI PTI ON
"A collection of objects providing statistics for SIP
Regi strars. "
::={ sipServerMBG oups 5}

si pServer Regi strar User sG oup OBJECT- GROUP
OBJECTS {

si pServer RegUser Uri ,
si pServer RegUser Aut henti cati onFai | ures,
si pServer RegUser Di sconTi e,
si pSer ver RegCont act Di spl ayNane,
si pSer ver RegCont act URI ,
si pSer ver RegCont act Last Updat ed,
si pSer ver RegCont act Expi ry,
si pSer ver RegCont act Pr ef erence

}
STATUS current
DESCRI PTI ON
"A collection of objects related to registered users.”
::={ sipServerMBG oups 6 }

END
8. | ANA Consi derations
The M B nodul es defined in this docunent use the follow ng | ANA-

assi gned OBJECT | DENTI FI ER val ues recorded in the SM Nunbers
registry:

S Fom e e e e e e e e e mea oo +
| Descriptor | OBJECT | DENTI FI ER val ue |
RS o e e e e e e e e oo +
| sipTC | { mb-2 148 } |
| sipComonMB | { mb-2 149 } |
| sipUAM B | { mb-2 150 } |
| sipServerMB | { mb-2 151 } |
B TS o e e e e e e e e +
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9.

Security Considerations

There are a nunber of nanagenment objects defined in the SIP-COMWON
MB MB nodule with a MAX- ACCESS cl ause of read-wite and/or read-
create. Such objects may be considered sensitive or vulnerable in
sonme network environnents. The support for SET operations in a non-
secure environnent w thout proper protection can have a negative

ef fect on network operations.

The follow ng read-create object in SIP-COWMON-MB is used to
configure the status code statistics that will be nonitored by the
SIP entity:

si pCommonsSt at usCodeRowsSt at us:

If this object is SET maliciously, it may result in an over-
al l ocation of resources in a systemfor the purpose of
accunul ating and nai ntai ning statistics.

The following read-wite objects in SIP-COMON-MB are used to
configure the behavior of certain SNMP notifications potentially
generated by a SIP entity:

si pCommonsSt at usCodeNot i f Send, si pCommobnSt at usCodeNot i f Emi t Mbde,
si pCommonsSt at usCodeNot i f Thresh, si pCommonSt at usCodeNot i f I nt erval
si pCommonCf gSer vi ceNot i f Enabl e

If these objects are SET maliciously, it may result in a system
and/ or network performance i npact due to the generation of SNWP
notifications.

Some of the readable objects in the MB nodules (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over

t he network via SNWP

The foll owi ng object values may contain private or confidential
customer information like first nanme, |ast nane, custoner
identification, |ocation, conpany affiliation, the time the

i nformati on was updated, etc.

si pSer ver RegCont act Di spl ayName, si pServer RegCont act URI
si pServer RegCont act Last Updat ed and si pComonCf gOr gani zati on
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The si pCommonCf gTabl e tabl e contai ns sone objects that may hel p
attackers gai n know edge about the status and operations of the SIP
service. In particular, the object value of

si pCommonCf gSer vi ceOper Status nmay indicate that the SIP entity is in
congested state and may | ead attackers to build additional service
attacks to overload the system

The si pCommonCf gEntityType object indicates the type of SIP entity,
and t he si pCommonMet hodSupportedTabl e table contains in the SIP-
COMMON-M B M B nodul e list of SIP nmethods supported by each entity in
the system Gaining access to this information may all ow attackers
to build nmethod-specific attacks or use unsupported nethods to create
deni al - of -service attack scenari os

In the SIP-UA-M B M B nodul e, the si pUACfgServer Tabl e contains the
address of the SIP servers providing services to the UA, and
obtaining this informati on may di scl ose sone private or sensitive
i nformati on about the SIP service usage.

In the SIP-SERVER-M B M B nodul e, the sipServerCf gProxyAut hiet hod

obj ect defines the authentication nmethods supported by the server and
may be used to build specific denial-of-service attackers targeted at
the security mechani sns enployed by the SIP entity.

SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using | Psec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
inthis set of MB nodul es.

It is RECOWENDED that inplenenters consider the security features as
provided by the SNWPv3 framework (see RFC 3410 [ RFC3410]), including
full support for the SNMPv3 cryptographi c mechanisns (for

aut henti cation and privacy).

Furt her, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsi when bility to ensure that the SNMP entity giving access to
an instance of this MB nmodule is properly configured to give access
to the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ del ete) them
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