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Abstract

Thi s docunent specifies a new extension for use by Foreign Agents
operating Mobile IP for IPv4. Currently, a foreign agent cannot
supply status information w thout destroying the ability for a nobile
node to verify authentication data supplied by the home agent. The
new ext ensi on solves this problem by making a better place for the
foreign agent to provide its status information to the nobile node.
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I ntroduction

Thi s docunent specifies a new non-skippabl e extension for use by
Forei gn Agents operating Mbile IP for IPv4 [4]. The new extension
option allows a foreign agent to supply an error code w thout

di sturbing the data supplied by the Hone Agent within the

Regi stration Reply nmessage. In this way, the nobile node can verify
that the Registration Reply nessage was generated by the Home Agent
even in cases where the foreign agent is required by protocol to
insert new status information into the Registration Reply nessage.

Ter m nol ogy

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1]. Oher
term nology is used as already defined in [4].

FA Error Extension Fornmat
The format of the FA Error Extension confornms to the Short Extension
format specified for Mobile IPv4 [4]. The FA Error Extension is not
ski ppabl e.
0 1 2 3
01234567890123456789012345678901
T S T T T G T S TR S U S G S T T S

| Type | Length | Sub- Type | St at us
B T e o i S I i i S S N iy St S I S S

Type
45
Length
2
Sub- Type
0
St at us

A status code used by the foreign agent to supply status
information to the nobile node.
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Qperation and Use of the FA Error Extension

The FA Error Extension is only valid for use within Mbile |Pv4
Regi stration Reply nmessages. The FA Error Extension is not

ski ppable. A nobile node that cannot correctly interpret the
contents of the FA Error Extension MJUST NOT use the care-of address
provided in the Registration Reply nmessage, until another

Regi strati on Request nessage has been sent and a successfu

Regi stration Reply nessage received.

Status codes all owable for use within the FA Error Extension are
within the range 64-127. The currently specified codes are as
foll ows:

64 reason unspecified

65 administratively prohibited

66 insufficient resources

68 hone agent failed authentication
71 poorly fornmed Reply

77 invalid care-of address

78 registration tineout

as defined in RFC 3344 [4] for use by the Foreign Agent. Status
codes for use with the FA Error extensions nust not be differently
defined for use in the Code field of Registration Reply nessages

Wien a foreign agent appends a FA Error Extension to the Registration
Reply as received fromthe Hone Agent, it has to update the UDP
Length field in the UDP header [5] to account for the extra 4 bytes
of length.

Thi s docunent updates the Mobile | P base specification [4] regarding
the procedures followed by the foreign agent in the case that the
hone agent fails authentication. Instead of nodifying the "status"
field of the Registration Reply to contain the value 68, now the
forei gn agent should append the Forei gn Agent Error Extension

contai ning the status val ue 68.

Mobi | e Node Consi derations

If a nobile node receives a successful Registration Reply (status
code 0 or 1), with a FA Error Extension indicating that the foreign
agent is not honoring said Registration Reply, the nobile node SHOULD
then send a deregistration nessage to the hone agent. In this way,
the honme agent will not maintain a registration status that is

i nconsistent with the status maintained by the foreign agent.
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Forei gn Agent Consi derations

When denying a successful Registration Reply, the Foreign Agent
SHOULD send a Regi strati on Revocation nessage [2] to the Honme Agent
if a mbility security association exists between them For cases
when the foreign agent does have the required security association
this way of informng the hone agent does not have the vulnerability
fromdetrinmental actions by malicious foreign agents, as noted in
section 8.

| ANA Consi der ations

This specification reserves one nunber for the FA Error Extension
(see section 3) fromthe space of nunbers for non-skippable nmobility
extensions (i.e., 0-127) defined in the specification for Mbile | Pv4

[4].

This specification also creates a new nunber space of sub-types for
the type nunber of this extension. Sub-type zero is to be allocated
fromthis nunber space for the protocol extension specified in this
document. Similar to the procedures specified for Mbile IP [4]
nunber spaces, future allocations fromthis nunber space require
expert review [3].

The status codes that are allowable in the FA Error Extension are a
subset of the status codes defined in the specification for Mbile
IPv4 [4]. If, in the future, additional status codes are defined for
Mobile | Pv4, the definition for each new status code nust indicate
whet her the new status code is allowable for use in the FA Error

Ext ensi on.

Security Considerations

The extension in this document inproves the security features of
Mobile I Pv4 by allowi ng the nobile node to be assured of the
authenticity of the information supplied within a Registration
Request. Previously, whenever the foreign agent was required to
provide status information to the nobile node, it could only do so by
destroying the ability of the nobile device to verify the Mbil e-Home
Aut hent i cati on Ext ensi on dat a.

In many comon cases, the nobile node will not have a security
association with the foreign agent that has sent the extension.

Thus, the nobile node will be unable to ascertain that the foreign
agent sending the extended Registration Reply nessage is the sane
foreign agent that earlier received the associated Registration
Request fromthe nobile node. Because of this, a malicious foreign
agent could cause a nobile node to operate as if the registration had
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failed, when in fact its hone agent and a correctly operating foreign
agent had both accepted the nobile node’s Registration Request. In
order to reduce the vulnerability to such maliciously transnitted
Regi stration Reply nmessages with the unauthenticated extension, the
nmobi | e node MAY del ay processing of such denied Registration Reply
messages for a short while in order to deternine whether another
successful Registration Reply m ght be received fromthe foreign
agent .
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights
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I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
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Intell ectual Property
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Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.
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assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
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