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Abstr act

Thi s docunent defines several subcodes for the BGP Cease NOTI FI CATI ON
nmessage that would provide nore information to aid network operators
in correlating network events and di agnosi ng BGP peering issues.

1. Introduction

Thi s docunent defines several subcodes for the BGP Cease NOTI FI CATI ON
nmessage that would provide nore information to aid network operators
in correlating network events and di agnosi ng BGP peering issues. It
al so reconmends that a BGP speaker inplenent a backoff mechanismin
re-trying a BGP connection after the speaker receives a NOTIFlI CATI ON
message with certain CEASE subcode

2. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC-2119].

Chen & G llet St andards Track [ Page 1]



RFC 4486 BGP Cease Notification Message Subcodes April 2006

3. Subcode Definition

The foll owi ng subcodes are defined for the Cease NOTI FI CATI ON
message:

Subcode Synbol i ¢ Nane

Maxi mum Nunmber of Prefixes Reached
Admi ni strative Shutdown

Peer De-configured

Adm ni strati ve Reset

Connection Rejected

O her Configuration Change
Connection Collision Resolution
Qut of Resources

O~NO U WN P

4. Subcode Usage

If a BGP speaker decides to terminate its peering with a nei ghbor
because the nunmber of address prefixes received fromthe nei ghbor
exceeds a locally configured upper bound (as described in [BGP-4]),
then the speaker MJST send to the nei ghbor a NOTI FI CATI ON nessage
with the Error Code Cease and the Error Subcode "Maxi mum Nunber of
Prefi xes Reached". The nmessage MAY optionally include the Address
Family information [BGP-MP] and the upper bound in the "Data" field,
as shown in Figure 1, where the nmeani ng and use of the <AFI, SAFI>
tuple is the sanme as defined in [BGP-MP], Section 7.

o e e e e e e e e e e e e e e e e e m o +
| AFl (2 octets) |
. +
| SAFI (1 octet) |
T +
| Prefix upper bound (4 octets) |
o e e e e e e e e e e e e e e e e e m o +

Figure 1: Optional Data Field

If a BGP speaker decides to adninistratively shut down its peering
wi th a neighbor, then the speaker SHOULD send a NOTI FI CATI ON nessage
with the Error Code Cease and the Error Subcode "Admi nistrative

Shut down".

If a BGP speaker decides to de-configure a peer, then the speaker

SHOULD send a NOTI FI CATI ON nessage with the Error Code Cease and the
Error Subcode "Peer De-configured”.
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If a BGP speaker decides to administratively reset the peering with a
nei ghbor, then the speaker SHOULD send a NOTI FI CATI ON nmessage with
the Error Code Cease and the Error Subcode "Admi nistrative Reset".

If a BGP speaker decides to disallow a BGP connection (e.g., the peer
is not configured locally) after the speaker accepts a transport
protocol connection, then the BGP speaker SHOULD send a NOTI FI CATI ON
message with the Error Code Cease and the Error Subcode "Connection
Rej ect ed".

If a BGP speaker decides to administratively reset the peering with a
nei ghbor due to a configuration change other than the ones descri bed
above, then the speaker SHOULD send a NOTI FI CATI ON nessage with the
Error Code Cease and the Error Subcode "Oher Configuration Change"

If a BGP speaker decides to send a NOTI FI CATI ON nessage with the
Error Code Cease as a result of the collision resolution procedure
(as described in [BGP-4]), then the subcode SHOULD be set to
"Connection Collision Resolution".

If a BGP speaker runs out of resources (e.g., nmenory) and decides to
reset a session, then the speaker MAY send a NOTI FI CATI ON nessage
with the Error Code Cease and the Error Subcode "Qut of Resources”

It is RECOWENDED that a BGP speaker behave as though the

DanpPeer Gscill ations attribute [BGP-4] were true for this peer when
re-trying a BGP connection after the speaker receives a Cease
NOTI FI CATI ON nessage with a subcode of "Adm nistrative Shutdown"
"Peer De-configured", "Connection Rejected", or "Qut of Resources”
An i npl enent ati on SHOULD i npose an upper bound on the nunber of
consecutive automatic retries. Once this bound is reached, the

i mpl enentation would stop re-trying any BGP connections until somne
administrative intervention, i.e., set the Al owAutomaticStart
attribute [BGP-4] to FALSE

5. | ANA Consi derati ons
Thi s docunent defines the subcodes 1 - 8 for the BGP Cease
NOTI FI CATI ON nessage. Future assignnents are to be nade using either
the Standards Action process defined in [RFC-2434], or the Early | ANA
Al'l ocation process defined in [ RFC-4020]. Assignnments consist of a
name and the val ue.

6. Security Considerations

This extension to BGP does not change the underlying security issues
i nherent in the existing BGP
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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