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Abstr act

Thi s docunent specifies three sets of new ciphersuites for the
Transport Layer Security (TLS) protocol to support authentication
based on pre-shared keys (PSKs). These pre-shared keys are symmetric
keys, shared in advance anong the conmunicating parties. The first
set of ciphersuites uses only symetric key operations for

aut hentication. The second set uses a Diffie-Hellnmn exchange
authenticated with a pre-shared key, and the third set comnbines
public key authentication of the server with pre-shared key

aut hentication of the client.
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I ntroduction

Usual Iy, TLS uses public key certificates [TLS] or Kerberos [ KERB]
for authentication. This docunent describes how to use symetric
keys (later called pre-shared keys or PSKs), shared in advance anong
the conmunicating parties, to establish a TLS connection

There are basically two reasons why one night want to do this:

(0]

First, using pre-shared keys can, depending on the ciphersuite,
avoid the need for public key operations. This is useful if TLS
is used in performance-constrai ned environnments with limted CPU
power .

Second, pre-shared keys may be nore convenient froma key
managenent point of view For instance, in closed environnments
where the connections are nostly configured nanually in advance,
it may be easier to configure a PSK than to use certificates
Anot her case is when the parties already have a nechani sm for
setting up a shared secret key, and that mechani smcould be used
to "bootstrap" a key for authenticating a TLS connection
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This docunent specifies three sets of new ciphersuites for TLS.
These ci phersuites use new key exchange al gorithns, and reuse

exi sting cipher and MAC al gorithnms from[TLS] and [AES]. A sunmary
of these ciphersuites is shown bel ow

Ci pherSuite Key Exchange Ci pher Hash
TLS PSK WTH RC4 128 SHA PSK RC4_128 SHA
TLS PSK W TH 3DES _EDE_CBC_SHA PSK 3DES_EDE _CBC SHA
TLS PSK W TH_AES 128 CBC_SHA PSK AES 128 CBC SHA
TLS_PSK W TH_AES 256_CBC_SHA PSK AES 256 _CBC SHA
TLS_DHE _PSK_ W TH_RC4_128 SHA DHE_PSK RC4_128 SHA
TLS _DHE PSK W TH 3DES_EDE_CBC SHA DHE_PSK 3DES_EDE _CBC SHA
TLS DHE PSK W TH AES 128 CBC SHA  DHE PSK AES 128 CBC SHA
TLS DHE PSK W TH_AES 256 _CBC SHA DHE PSK AES 256_CBC SHA
TLS RSA PSK WTH RC4_128 SHA RSA PSK RC4_128 SHA
TLS RSA PSK W TH 3DES_EDE _CBC SHA RSA PSK 3DES_EDE CBC SHA
TLS_RSA PSK WTH _AES 128 CBC SHA  RSA PSK AES 128 CBC SHA
TLS_RSA PSK W TH_AES 256_CBC SHA  RSA PSK AES 256_CBC SHA

The ciphersuites in Section 2 (with PSK key exchange al gorithn) use
only symetric key algorithns and are thus especially suitable for
perf or mance- constrai ned environnents.

The ciphersuites in Section 3 (with DHE PSK key exchange al gorithm
use a PSK to authenticate a Diffie-Hell nan exchange. These

ci phersuites protect against dictionary attacks by passive
eavesdroppers (but not active attackers) and al so provide Perfect
Forward Secrecy (PFS).

The ciphersuites in Section 4 (with RSA PSK key exchange al gorithm
conbi ne public-key-based aut hentication of the server (using RSA and
certificates) with nutual authentication using a PSK

1.1. Applicability Statenent

The ciphersuites defined in this docunent are intended for a rather
limted set of applications, usually involving only a very small
nunber of clients and servers. Even in such environnents, other
alternatives nmay be nore appropriate.

If the main goal is to avoid Public-Key Infrastructures (PKlIs),
anot her possibility worth considering is using self-signed
certificates with public key fingerprints. Instead of manually
configuring a shared secret in, for instance, sonme configuration
file, a fingerprint (hash) of the other party’'s public key (or
certificate) could be placed there instead.

Eronen & Tschofenig St andards Track [ Page 3]



RFC 4279 PSK Ci phersuites for TLS Decenber 2005

It is also possible to use the SRP (Secure Renpte Password)

ci phersuites for shared secret authentication [SRP]. SRP was
designed to be used with passwords, and it incorporates protection
agai nst dictionary attacks. However, it is conputationally nore
expensi ve than the PSK ci phersuites in Section 2.

1.2. Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2. PSK Key Exchange Al gorithm

This section defines the PSK key exchange al gorithm and associ at ed
ci phersuites. These ciphersuites use only symetric key al gorithns.

It is assuned that the reader is famliar with the ordinary TLS
handshake, shown below. The elenents in parenthesis are not included
when the PSK key exchange algorithmis used, and "*" indicates a
situati on-dependent nessage that is not always sent.

Client Server

CdientHello  aoeoo--- >
ServerHello
(Certificate)
Ser ver KeyExchange*
(CertificateRequest)

<-m----- Server Hel | oDone
(Certificate)
C i ent KeyExchange
(CertificateVerify)
ChangeGCi pher Spec
Finished -e------ >

ChangeGCi pher Spec

Cammmmma Fi ni shed

Application Data <------- > Application Data

The client indicates its willingness to use pre-shared key

aut henti cation by including one or nore PSK ci phersuites in the
CientHell o nessage. |If the TLS server also wants to use pre-shared
keys, it selects one of the PSK ciphersuites, places the selected
ciphersuite in the ServerHell o nmessage, and includes an appropriate
Server KeyExchange message (see below). The Certificate and
CertificateRequest payloads are onmitted fromthe response.
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Both clients and servers nmay have pre-shared keys with severa
different parties. The client indicates which key to use by
including a "PSK identity" in the CientKeyExchange nessage (note
that unlike in [ SHAREDKEYS], the session_id field in ClientHello
message keeps its usual neaning). To help the client in selecting
which identity to use, the server can provide a "PSK identity hint"
in the Server KeyExchange nessage. |If no hint is provided, the
Server KeyExchange nessage is onitted. See Section 5 for a nore
detail ed description of these fields.

The format of the ServerKeyExchange and Ci ent KeyExchange nessages is
shown bel ow.

struct {
sel ect (KeyExchangeAl gorithm {
/* other cases for rsa, diffie hellnman, etc. */
case psk: [/* NEW?*/
opaque psk_identity hint<0..2"16-1>;

s
} Server KeyExchange;

struct {
sel ect (KeyExchangeAl gorithm ({
/* other cases for rsa, diffie_hellman, etc. */
case psk: /* NEW */
opaque psk_identity<0..2"16-1>;
} exchange_keys;
} dient KeyExchange;

The prenaster secret is forned as follows: if the PSKis N octets
| ong, concatenate a uintl6 with the value N, N zero octets, a second
uintlé with the value N, and the PSK itself.

Note 1: All the ciphersuites in this docunent share the same
general structure for the premaster secret, nanely,

struct {
opaque ot her_secret<0..2"16-1>;
opaque psk<O0..2716-1>;

Here "ot her _secret" either is zeroes (plain PSK case) or cones
fromthe Diffie-Hellman or RSA exchange (DHE PSK and RSA PSK
respectively). See Sections 3 and 4 for a nore detailed
description.

Note 2: Using zeroes for "other_secret” effectively neans that
only the HVAC-SHAL part (but not the HVAC-MD5 part) of the TLS PRF
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is used when constructing the master secret. This was considered
nore el egant from an anal ytical viewpoint than, for instance,
usi ng the same key for both the HVAC-MD5 and HVAC- SHA1 parts. See
[ KRAWCZYK] for a nore detailed rationale.

The TLS handshake is authenticated using the Finished nessages as
usual .

If the server does not recognize the PSK identity, it MAY respond
with an "unknown_psk_identity" alert nmessage. Alternatively, if the
server wishes to hide the fact that the PSK identity was not known,
it MAY continue the protocol as if the PSK identity existed but the
key was incorrect: that is, respond with a "decrypt_error" alert.

3. DHE_PSK Key Exchange Al gorithm

This section defines additional ciphersuites that use a PSK to
authenticate a Diffie-Hell man exchange. These ciphersuites give sone
addi tional protection against dictionary attacks and al so provide
Perfect Forward Secrecy (PFS). See Section 7 for discussion of

rel ated security considerations.

When these ciphersuites are used, the ServerKeyExchange and

d i ent KeyExchange nessages al so include the D ffie-Hell nman
paraneters. The PSK identity and identity hint fields have the sane
meani ng as in the previous section (note that the ServerKeyExchange
nmessage is always sent, even if no PSK identity hint is provided).

The format of the ServerKeyExchange and C i ent KeyExchange nessages is
shown bel ow.

struct {
sel ect (KeyExchangeAl gorithm {
/* other cases for rsa, diffie hellnman, etc. */
case diffie_hell man_psk: /* NEW*/
opaque psk_identity hint<0..2"16-1>;
Ser ver DHPar ans par ans;
i
} Server KeyExchange;

struct {
sel ect (KeyExchangeAl gorithm {
/* other cases for rsa, diffie_hellnman, etc. */
case diffie_hell man_psk: /* NEW */
opaque psk_identity<0..2716-1>;
CientDiffieHell manPublic public
} exchange_keys;
} dient KeyExchange;
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The prenmaster secret is forned as follows. First, performthe
Diffie-Hellman conputation in the sane way as for other

Diffie-Hell man-based ci phersuites in [TLS]. Let Z be the val ue
produced by this conputation (with | eading zero bytes stripped as in
other Diffie-Hellmn-based ci phersuites). Concatenate a uintl16
containing the length of Z (in octets), Z itself, a uintl6 containing
the length of the PSK (in octets), and the PSK itself.

This corresponds to the general structure for the premaster secrets
(see Note 1 in Section 2) in this docunent, with "other_secret”
cont ai ni ng Z.

4. RSA PSK Key Exchange Al gorithm

The ciphersuites in this section use RSA and certificates to
aut henticate the server, in addition to using a PSK

As in normal RSA ciphersuites, the server nust send a Certificate
message. The format of the Server KeyExchange and d i ent KeyExchange
nmessages is shown below. |f no PSK identity hint is provided, the
Ser ver KeyExchange nessage is onmtted

struct {
sel ect (KeyExchangeAl gorithm {
/* other cases for rsa, diffie_hellnman, etc. */
case rsa_psk: [* NEW?*/
opaque psk_identity_hint<0..2"16-1>;

b
} Server KeyExchange;

struct {
sel ect (KeyExchangeAl gorithm {
/* other cases for rsa, diffie_hellman, etc. */
case rsa_psk: /* NEW */
opaque psk_identity<0..2716-1>;
Encrypt edPr eMast er Secr et ;
} exchange_keys;
} dient KeyExchange;

The EncryptedPreMasterSecret field sent fromthe client to the server
contains a 2-byte version nunber and a 46-byte random val ue,
encrypted using the server’s RSA public key as described in Section
7.4.7.1 of [TLS]. The actual prenaster secret is forned by both
parties as follows: concatenate a uintl6 with the value 48, the
2-byte version nunber and the 46-byte random val ue, a uintl6
containing the length of the PSK (in octets), and the PSK itself.
(The premaster secret is thus 52 octets |onger than the PSK.)

Eronen & Tschofenig St andards Track [ Page 7]



RFC 4279 PSK Ci phersuites for TLS Decenber 2005

This corresponds to the general structure for the prenmaster secrets
(see Note 1 in Section 2) in this docunent, with "other_secret"
contai ning both the 2-byte version nunber and the 46-byte random
val ue.

Nei t her the normal RSA ci phersuites nor these RSA PSK ci phersuites

t hensel ves specify what the certificates contain (in addition to the
RSA public key), or howthe certificates are to be validated. In
particular, it is possible to use the RSA PSK ci phersuites with
unval i dated sel f-signed certificates to provide somewhat simlar
protection against dictionary attacks, as the DHE PSK ci phersuites
define in Section 3.

5. Conformance Requirenents

It is expected that different types of identities are useful for

di fferent applications running over TLS. This docunent does not
therefore mandate the use of any particular type of identity (such as
| Pv4 address or Fully Qualified Donain Nane (FQDN)).

However, the TLS client and server clearly have to agree on the
identities and keys to be used. To inprove interoperability, this
docunent places requirements on how the identity is encoded in the
protocol, and what kinds of identities and keys inpl enentations have
to support.

The requirenments for inplementations are divided into two categories
requirenents for TLS inplenentati ons and nanagenent interfaces. In
this context, "TLS inplenentation” refers to a TLS library or nodul e
that is intended to be used for several different purposes, while
"managenent interface" would typically be inplenented by a particul ar
application that uses TLS.

Thi s docunent does not specify how the server stores the keys and
identities, or how exactly it finds the key corresponding to the
identity it receives. For instance, if the identity is a domain
nane, it mght be appropriate to do a case-insensitive |ookup. It is
RECOMVENDED t hat before | ooking up the key, the server processes the
PSK identity with a stringprep profile [ STRI NGPREP] appropriate for
the identity in question (such as Nanmeprep [ NAMEPREP] for conponents
of domai n nanes or SASLprep for usernanes [ SASLPREP]).

5.1. PSK ldentity Encodi ng

The PSK identity MJST be first converted to a character string, and
then encoded to octets using UTF-8 [UTF8]. For instance,
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0 |Pv4 addresses are sent as dotted-decinal strings (e.qg.
"192.0.2.1"), not as 32-bit integers in network byte order

o Domain nanes are sent in their usual text form[DNS] (e.g.
"www. exanpl e. cont or "enbedded\. dot.exanple.net"), not in DNS
protocol format.

0 X. 500 Distinguished Nanes are sent in their string representation
[ LDAPDN], not as BER-encoded ASN. 1.

This encoding is clearly not optimal for many types of identities.

It was chosen to avoid identity-type-specific parsing and encoding
code in inplenentations where the identity is configured by a person
usi ng sonme kind of managenent interface. Requiring such identity-
type-specific code would al so i ncrease the chances for
interoperability problens resulting fromdifferent inplenmentations
supporting different identity types.

5.2. ldentity Hint

In the absence of an application profile specification specifying
ot herwi se, servers SHOULD NOT provide an identity hint and clients
MUST ignore the identity hint field. Applications that do use this
field MUST specify its contents, how the value is chosen by the TLS
server, and what the TLS client is expected to do with the val ue.

5.3. Requirenents for TLS I npl ementations

TLS i npl enent ati ons supporting these ciphersuites MJST support
arbitrary PSK identities up to 128 octets in length, and arbitrary
PSKs up to 64 octets in length. Supporting l|longer identities and
keys i s RECOMMENDED

5.4. Requirenments for Managenent |nterfaces
In the absence of an application profile specification specifying
otherw se, a managenent interface for entering the PSK and/or PSK
identity MJUST support the foll ow ng:
0o Entering PSK identities consisting of up to 128 printable Unicode
characters. Supporting as wide a character repertoire and as |ong
identities as feasible is RECOMVENDED.

0 Entering PSKs up to 64 octets in length as ASCII strings and in
hexadeci mal encodi ng.
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6. | ANA Consi derati ons

| ANA does not currently have a registry for TLS ciphersuite or alert
nunbers, so there are no | ANA actions associated with this docunent.

For easier reference in the future, the ciphersuite nunbers defined
in this docunent are sumarized bel ow

Ci pherSuite TLS PSK WTH RC4_128 SHA = { O0x00, Ox8A };
Ci pherSuite TLS PSK W TH 3DES_EDE CBC SHA = { 0x00, 0x8B };
Ci pherSuite TLS PSK W TH AES 128 CBC_SHA = { 0x00, 0x8C };
Ci pherSuite TLS PSK W TH_AES 256 _CBC_SHA = { 0x00, 0x8D };
Ci pherSuite TLS DHE PSK W TH RC4 128 SHA = { 0x00, Ox8E };
Ci pherSuite TLS DHE PSK W TH_3DES EDE_CBC SHA = { 0x00, Ox8F };
Ci pherSuite TLS DHE PSK W TH_AES 128 CBC SHA = { 0x00, 0x90 };
Ci pherSuite TLS DHE PSK W TH AES 256_CBC SHA = { 0x00, 0x91 };
Ci pherSuite TLS RSA PSK W TH RC4_128 SHA = { 0x00, 0x92 };
Ci pherSuite TLS_RSA PSK W TH_3DES EDE_CBC SHA = { 0x00, 0x93 };
Ci pherSuite TLS RSA PSK WTH AES 128 CBC SHA = { 0x00, 0x94 };
Ci pherSuite TLS _RSA PSK W TH_AES 256_CBC SHA = { 0x00, 0x95 };

Thi s docunent al so defines a new TLS al ert nessage,
unknown_psk_identity(115).

7. Security Considerations

As with all schenes involving shared keys, special care should be
taken to protect the shared values and to limit their exposure over
tinme.

7.1. Perfect Forward Secrecy (PFS)

The PSK and RSA _PSK ci phersuites defined in this docunent do not
provi de Perfect Forward Secrecy (PFS). That is, if the shared secret
key (in PSK ciphersuites), or both the shared secret key and the RSA
private key (in RSA PSK ciphersuites), is sonehow conproni sed, an
attacker can decrypt old conversations.

The DHE_PSK ci phersuites provide Perfect Forward Secrecy if a fresh
Diffie-Hell man private key is generated for each handshake.

7.2. Brute-Force and Dictionary Attacks

Use of a fixed shared secret of linited entropy (for exanple, a PSK
that is relatively short, or was chosen by a human and thus may
contain less entropy than its length would inply) may all ow an
attacker to performa brute-force or dictionary attack to recover the
secret. This may be either an off-line attack (against a captured
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TLS handshake nessages) or an on-line attack where the attacker
attenpts to connect to the server and tries different keys.

For the PSK ci phersuites, an attacker can get the information
required for an off-line attack by eavesdropping on a TLS handshake,
or by getting a valid client to attenpt connection with the attacker
(by tricking the client to connect to the wong address, or by
intercepting a connection attenpt to the correct address, for

i nstance).

For the DHE_PSK ci phersuites, an attacker can obtain the information
by getting a valid client to attenpt connection with the attacker
Passi ve eavesdropping alone is not sufficient.

For the RSA PSK ciphersuites, only the server (authenticated using
RSA and certificates) can obtain sufficient information for an
of f-1ine attack.

It is RECOWENDED that inplenentations that allow the admninistrator
to manual ly configure the PSK al so provide a functionality for
generating a new random PSK, taking [ RANDOWESS] into account.

7.3. ldentity Privacy

The PSK identity is sent in cleartext. Although using a user nane or
other similar string as the PSK identity is the nost straightforward
option, it may lead to problenms in sonme environments since an
eavesdropper is able to identify the comunicating parties. Even
when the identity does not reveal any information itself, reusing the
sanme identity over tinme may eventually allow an attacker to perform
traffic analysis to identify the parties. It should be noted that
this is no worse than client certificates, since they are al so sent
in cleartext.

7.4. Inplenentation Notes

The inplenentation notes in [TLS11l] about correct inplenentation and
use of RSA (including Section 7.4.7.1) and Diffie-Hellman (including
Appendix F.1.1.3) apply to the DHE PSK and RSA PSK ci phersuites as
wel |

8. Acknow edgenents
The protocol defined in this docunent is heavily based on work by Tim
Di erks and Peter Gutnmann, and borrows sone text from [ SHAREDKEYS] and
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work in [ KEYEX] .
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