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Abst r act

Thi s docunent describes an operational technique that uses BGP
communities to renotely trigger black-holing of a particul ar

destination network to bl ock denial-of-service attacks. Bl ack-holing
can be applied on a selection of routers rather than all BGP-speaking

routers in the network. The docunent al so describes a sinkhole
tunnel techni que using BGP communities and tunnels to pull traffic
into a sinkhole router for analysis.
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1. Existing BGP-Triggered Bl ack-holing Techni ques

Current BGP-triggered bl ack-holing techniques rely on altering the
BGP next hop address of a network targeted by an attack throughout
the i BGP network. A custom zed i BGP advertisenment is generated from
a router participating in the destination/attacked AS where the next
hop address for the targeted network or host is nodified to point to
an RFC 1918 [RFC1918] (private internet) address. Mst routers on
the Internet, especially edge routers, have static routes pointing

RFC 1918 addresses to the null interface. Those static routes drive
all traffic destined to the network under attack to the nul
interface.

Wien an i BGP- speaki ng router inside the destination AS receives the

i BGP update, the advertised prefix will be added to the routing table
with a next hop of one of the networks listed in RFC 1918. The
router will then attenpt to resolve the RFC 1918 next-hop in order to
qualify the route and derive a forwarding interface. This process

will return a valid next hop as the null interface. Assum ng the
router is properly configured to direct RFC 1918 destined traffic to
a null interface, traffic destined to the attacked network gets

dropped, nmking the attacked network unreachable to the attacker and
everyone el se

Wil e this technique shields the internal infrastructure fromthe
attack, protecting a large nunber of devices, it has the undesirable
side effect of rendering the targeted/ attacked network unreachabl e

t hroughout the entire destination AS. Even if a static route

poi nting an RFC 1918 address to a null interface is not configured on
all routers within the destination AS, the nodified next hop nakes
the traffic un-routable to its legitimate destination

Net wor k operators usually use the BGP-triggered black holes for a
short period of time. The technique causes traffic drops on al

i ngress points of the AS for traffic destined to the attacked
network. By default, routers dropping traffic into a null interface
shoul d send an "I CMP unreachabl e" nessage to the source address

bel onging to the origin/attacking AS.

Once the procedure reaches this point, one of the source addresses of
the attack traffic is hijacked by introducing a device with the sane
source | P address into the BGP domain of the destination/attacked AS.
The devi ce hijacking the source address collects the | CMP unreachabl e
packets. The source addresses of these | CMP unreachabl e packets
reveal which edge routers within the destination/attacked AS the
attack is conming from The network operator may then opt to nmanually
stop the traffic on the routers fromwhich attack traffic is

ent eri ng.
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2. Enhanced BGP-Triggered Bl ack-holing Techni que

Thi s paper describes a technique devel oped to instruct a selected set
of routers to alter the next hop address of a particular prefix by
use of the BGP protocol. The next hop can either be a null interface
or, as discussed later on in this paper, a sinkhole tunnel interface.
This techni que does not invoke an access list or rate linmting
statement to treat attack traffic, nor does it involve a network w de
change of the attacked prefix next hop address. The next hop wll
only be changed on a selection of routers with the aid of BGP
conmmunities within the destination/attacked AS.

To prepare the network for this technique, the network operator needs
to define a unique community value for each destination AS border
router that could potentially drive attack traffic to the victim

For exanple, a network with a BGP autononmpus system nunber 65001 has
two border routers (RL and R2). Conmunity val ue 65001:1 is assigned
to identify RlL, comunity value 65001:2 is assigned to identify R2,
and community val ue 65001: 666 is assigned to identify both Rl and R2.

After the BGP conmmunity assignhment, Rl and R2 nust be configured with
the foll ow ng:

1. Static route pointing an RFC 1918 network to a null interface.

2. AS-Path access list that matches | ocal BGP prefix advertisenent.

3. BGP conmunity access list to match the community val ue assi gned by
the network operator for the particular router (i.e., 65001:1 for
R1).

4. BGP community access list to natch the comunity val ue assi gned by
the network operator for all routers (i.e., 65001:666 for RL and
R2)

5. Under the BGP process, an i BGP inport route policy should be
applied on received i BGP advertisenents to do the follow ng |ogic.
(Statements are in a | ogical AND order)

a. Apolicy statenent to permt routes that match the foll ow ng
criteria and apply the foll ow ng changes.

i. Match for a community specific to that router (i.e.
65001: 1, for R1).

ii. Match the AS-Path to locally generated BGP adverti senents.

iii. Set the BGP next hop to an RFC 1918 networKk.
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iv. Overwite the BGP comunity with the well-known community
(no-advertise).

b. Apolicy statement to permt routes that match the foll ow ng
criteria and apply the foll ow ng changes.

i. Match for a community that covers all routers (i.e.
65001: 666) .

ii. Match the AS-Path to locally generated BGP adverti senents.
iii. Set the BGP next hop to an RFC 1918 network.

iv. Overwite the BGP comunity with the well-known community
(no-advertise).

After the policies have been configured on Rl1 and R2, the network
operator can, in the case of an attack, advertise the targeted
network that could be one or nore /32 "host" routes into i BGP of the
destination/attacked AS. The advertisenent mnmust contain the
community val ue associated with the router(s) where the attack is
arriving in addition to the well-known community (no-export). Using
BGP communities preserves the original next hop address of the
targeted network on all routers where the special route policy
configuration is not present. iBG will then carry the prefix
advertisement to all routers in the destination/attacked AS. Al
routers within the destination AS, except the ones that match the
community stanped on the prefix, will be oblivious to the comunity
value and will install the network route with the legitimte next hop
address. Routers that match the community will also install the
network route into their routing table but will alter the next hop
address to an RFC 1918 network and then to a null interface as per
the route policies configuration and recursive route |ookup. The
reason for matching | ocally announced networks is to make sure that
no eBGP peer can misuse this conmunity to drive any network to a nul
interface. Blackholing the targeted/attacked hosts is recomended,
but not the entire address block they belong to so that the bl ackhol e
ef fect has the m ninuminpact on the attacked network.

This technique stops traffic fromgetting forwarded to the legitinmate
destination on routers identified as transit routers for attack
traffic and that have route map matches for the comunity val ue
associated with the network advertisenment. Al other traffic on the
network will still get forwarded to the legitinmate destination thus
m nimzing the inmpact on the targeted network.
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3.

Si nkhol e Tunnel s

Fol l owi ng the "Enhanced BGP-Tri ggered Bl ack-holing Technique", it may
becone a requirenment to take a ook at the attack traffic for further
analysis. This requirenment adds to the conplexity of the exercise.
Usual |y with broadcast interfaces, network operators install network
sniffers on a spanned port of a switch for analysis of traffic.

Anot her nethod woul d be to announce a network prefix that covers the
attack host address into iBGP, altering the next hop into a sinkhole
device that can log traffic for analysis. The latter technique
results in taking down the services offered on the targeted/attacked
| P addresses. Inter-AS traffic will be sucked into the sinkhole
along with Intra-AS traffic. Packet |evel analysis involves
redirecting traffic away fromthe destination host to a sniffer or a
router. As a result, if the traffic being exam ned incl udes
legitimate traffic, that legitimate traffic will never make it to the
destination host. This will result in denial of service for the
legitimate traffic.

A better alternative would be to use a sinkhole tunnel. A sinkhole
tunnel is inplemented at all possible entry points fromwhich attacks
can pass into the destination/attacked AS. Using the BGP comunity
technique, traffic destined to the attacked/targeted host could be
re-routed to a special path (tunnel) where a sniffer could capture
the traffic for analysis. After being analyzed, traffic will exit
the tunnel and be routed nornally to the destination host. [In other
words, the traffic will pass through the network to a sniffer w thout
altering the next hop information of the destination network. All
routers within the destination/attacked AS i BGP donmain will have the
proper next hop address. Only the entry point router will have the
al tered next hop infornmation.

To detail the procedure, a sinkhole router with an optional sniffer
attached to its interface is installed and configured to participate
inthe IGP and i BGP of the attacked AS. Next, a tunnel is created,
using MPLS Traffic Engineering as an exanple, fromall border routers
attacks can potentially enter from(Inter-AS traffic) to the sinkhole
router. Wen a host or network is under attack, a custonized i BGP
advertisenment is sent to announce the network address of the attacked
host(s) with the proper next hop that insures traffic will reach
those hosts or networks. The custonized advertisenent will also have
a conmunity string value that matches the set of border routers the
attack is entering from as described in section 2. The new next hop
address configured within the route policy section of all border
routers should be the sinkhole IP address. This |IP address bel ongs
to the /30 subnet assigned to the tunnel connecting the border router
to the sinkhole router.
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Routers that do not have a match for the community string will do
regul ar routing. Lack of a comunity string match on these routers
will insure that the special route policy does not change the next
hop address. Traffic entering fromborder routers that do not have a
match to the special conmunity will pass through regular router
interfaces to the legitinmate destination. It mght also be required
to allowthe traffic to reach its destination after being captured.
In this case, a default network route is configured to point to any
interface attached and configured on the i BG® network. This would

al so include the sane physical interface the tunnel is built on

Since the next hop address is not changed on the sinkhol e device,
traffic entering this device fromthe tunnel will be sent back to the
network due to the presence of the default route. Routing protocols
will then take care of properly routing the traffic to its origina
destination (attacked network).

It beconmes apparent that this technique can al so be used for purposes
other than analyzing attack traffic. Legitimate traffic could al so
be pulled out of normal routing into a tunnel and then reinserted
into the backbone without altering the next hop addressing scheme

t hr oughout the i BGP networKk.

MPLS Traffic Engineering with its nany features, is a good nethod of
sliding traffic to the sinkhole device. Features |like QS policies
can be applied on the attack traffic, thus preventing it from
conpeting on resources with legitimate traffic.

To be able to alter the next hop on the border router, a subnet of an
RFC 1918 network is statically routed to the tunnel interface. An
exanpl e of the static route is:

ip route 192.168.0.12 255. 255. 255. 255 Tunnel O

Setting the next hop of the target IP address to 192.168.0.12/32 wll
force the traffic to go through the tunnel

Traffic is received at the sinkhole interface via the TE tunnel
Subsequently, three nmethods could be installed, nanely rate-linmting
policies, QoS policies, and access lists. These policies could rate
limt or drop traffic classified as attack traffic. This process
woul d be conpleted on the interface of the sinkhole device. Another
useful application for a sinkhole router is to pull in traffic via
tunnel s to an inbound interface and have a default route statenent
forwarding the traffic out to an Ethernet interface. The Ethernet
interface is connected to the i BGP network and guarantees proper
delivery of traffic however, it still allows the use of a packet
sniffer to further analyze the attack traffic.
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This becones very useful when it is not feasible to apply an Access
list or arate linmting statement on the BGP border router or |ast
hop router before the attacked host or network because of hardware or
software limtations. Hence, instead of upgrading interfaces at the
point of entry of attack traffic, the latter could be pulled into the
sinkhol e and treated on that device. Operational costs can be
rendered minimal if the sinkhole router is a powerful device.

4. Security Considerations

It is very inportant to practice tight control over eBGP peering
poi nts before inplenenting the techniques described in this paper
eBGP custoners mght be able to blackhole a particular subnet using
t he Bl ackhol e communities. To elimnate the risk, the match for

| ocal ly generated BGP advertisenents in the special route policy
shoul d not be negl ect ed.
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