Net wor k Wor ki ng Group S. Hol | enbeck
Request for Comments: 3734 Veri Sign, Inc.
Cat egory: Standards Track March 2004

Ext ensi bl e Provi sioning Protocol (EPP) Transport Over TCP

Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abstract

Thi s docunent describes how an Extensible Provisioning Protocol (EPP)
session is mapped onto a single Transm ssion Control Protocol (TCP)
connection. This mapping requires use of the Transport Layer
Security (TLS) protocol to protect information exchanged between an
EPP client and an EPP server.
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I ntroduction

Thi s docunent describes how the Extensible Provisioning Protoco

(EPP) is mapped onto a single client-server TCP connection. Security
servi ces beyond those defined in EPP are provided by the Transport
Layer Security (TLS) Protocol [RFC2246]. EPP is described in

[ RFC3730]. TCP is described in [RFC793].

1. Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Sessi on Managenent

Mappi ng EPP session managenent facilities onto the TCP service is
straight forward. An EPP session first requires creation of a TCP
connection between two peers, one that initiates the connection
request and one that responds to the connection request. The
initiating peer is called the "client", and the respondi ng peer is
called the "server". An EPP server MJST listen for TCP connection
requests on a standard TCP port assigned by | ANA

The client MJUST issue an active OPEN call, specifying the TCP port
nunber on which the server is listening for EPP connection attenpts.
The server MJST respond with a passive OPEN call, which the client
MUST acknow edge to establish the connection. The EPP server MJST
return an EPP <greeting> to the client after the TCP session has been
est abl i shed.

An EPP session is normally ended by the client issuing an EPP

<l ogout > comand. A server receiving an EPP <l ogout> command MJST
end the EPP session and close the TCP connection through an active
CLCSE call. The client MJUST respond with a passive CLOSE call.

A client MAY end an EPP session by issuing an active CLOSE call. A
server SHOULD respond with a passive CLOSE call.

A server MAY linmt the life span of an established TCP connection
EPP sessions that are inactive for nore than a server-defined period
MAY be ended by a server issuing an active CLOSE call. A server MY
al so cl ose TCP connections that have been open and active for |onger
than a server-defined peri od.

Peers SHOULD respond to an active CLOSE call with a passive CLOSE
call. The closing peer NMAY issue an ABORT call if the responding
peer does not respond to the active CLOSE call.
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3.

Message Exchange

Wth the exception of the EPP server greeting, EPP nessages are
initiated by the EPP client in the formof EPP conmands. An EPP
server MJST return an EPP response to an EPP command on the sane TCP
connection that carried the comand. |If the TCP connection is closed
after a server receives and successfully processes a command but
before the response can be returned to the client, the server MAY
attenpt to undo the effects of the command to ensure a consi stent
state between the client and the server. EPP conmmands are

i dempotent, so processing a command nore than once produces the sane
net effect on the repository as successfully processing the conmand
once.

An EPP client streams EPP commands to an EPP server on an established
TCP connection. A client MAY but SHOULD NOT establish nultiple TCP
connections to create nultiple conmand exchange channels. A server
SHOULD Iimit a client to a maxi nrum nunber of TCP connections based on
server capabilities and operational |oad.

EPP describes client-server interaction as a conmand-response
exchange where the client sends one conmand to the server and the
server returns one response to the client. A client mght be able to
realize a slight perfornance gain by pipelining (sending nore than
one command before a response for the first conmand i s received)
conmands with TCP transport, but this feature does not change the
basi ¢ single conmand, single response operating node of the core
protocol. The anmount of data that can be outstanding is linmted to
the current TCP wi ndow si ze.

Each EPP data unit MJST contain a single EPP nessage. Comands MJST
be processed i ndependently and in the sane order as sent fromthe
client.

A server SHOULD inpose a limt on the anbunt of tine required for a
client to issue a well-forned EPP conmmand. A server SHOULD end an
EPP session and cl ose an open TCP connection if a well-fornmed command
is not received within the time linit.

A general state machine for an EPP server is described in section 2
of [RFC3730]. General client-server nmessage exchange using TCP
transport is illustrated in Figure 1
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4, Data Unit Fornat

The data field of the TCP header MJST contain an EPP data unit. The
EPP data unit contains two fields: a 32-bit header that describes the
total length of the data unit, and the EPP XM i nstance.

EPP Data Unit Format (one tick mark represents one bit position):

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Total Length

B e i S T e i T e S R S e e e s i i T S
| EPP XML | nstance

B o S e e e e T e ) ) B il e e TR S i T S S e

Total Length (32 bits): The total length of the EPP data unit
measured in octets in network (big endian) byte order. The octets
contained in this field MJUST be included in the total |ength

cal cul ati on.

EPP XML I nstance (variable length): The EPP XM. instance carried in
the data unit.

5. Transport Considerations

Section 2.1 of the EPP core protocol specification [ RFC3730]

descri bes considerations to be addressed by protocol transport

mappi ngs. Thi s mappi ng addresses each of the considerations using a
conbi nati on of features described in this docunent and features
provi ded by TCP as foll ows:

- TCP includes features to provide reliability, flow control
ordered delivery, and congestion control. Section 1.5 of RFC 793
[ RFC793] describes these features in detail; congestion contro
principles are described further in RFC 2581 [ RFC2581] and RFC
2914 [RFC2914]. TCP is a connection-oriented protocol, and
Section 2 of this mapping descri bes how EPP sessions are mapped to
TCP connecti ons.

- Sections 2 and 3 of this mapping describe how the stateful nature
of EPP is preserved t hrough nanaged sessions and controll ed
nessage exchanges

- Section 3 of this mapping notes that conmand pipelining is

possible with TCP, though batch-oriented processing (comnbining
mul tiple EPP conmands in a single data unit) is not permtted.
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6.

- Section 4 of this mapping describes features to frame data units
by explicitly specifying the nunber of octets used to represent a
data unit.

Internationalization Considerations

Thi s mappi ng does not introduce or present any internationalization
or localization issues.

| ANA Consi der ati ons

System port nunber 700 has been assigned by the | ANA for mappi ng EPP
onto TCP

User port nunber 3121 (which was used for devel opment and test
pur poses) has been reclained by the | ANA

Security Considerations

EPP as-is provides only sinple client authentication services using
identifiers and plain text passwords. A passive attack is sufficient
to recover client identifiers and passwords, allow ng trivial command
forgery. Protection against nost other comon attacks MJST be

provi ded by other |ayered protocols.

EPP provi des protection against replay attacks through comand

i dempotency. A replayed or repeated conmand will not change the
state of any object in any way, though denial of service through
consunption of connection resources is a possibility.

When | ayered over TCP, the Transport Layer Security (TLS) Protoco
described in [ RFC2246] MJUST be used to prevent eavesdroppi ng,
tanpering, and command forgery attacks. |nplenentations of TLS often
contain a US-exportable cryptographic node that SHOULD NOT be used to
protect EPP. dients and servers desiring high security SHOULD
instead use TLS with cryptographic algorithns that are |ess
susceptible to conproni se.

Mutual client and server authentication using the TLS Handshake
Protocol is REQU RED. Signatures on the conplete certificate chain
for both client nmachi ne and server machi ne MJUST be validated as part
of the TLS handshake. Information included in the client and server
certificates, such as validity periods and nachi ne nanes, MJST al so
be validated. EPP service MJUST NOT be granted until successfu
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10.

10.

conpl etion of a TLS handshake and certificate validation, ensuring
that both the client machine and the server nachi ne have been
aut henti cated and cryptographic protections are in place.

Aut henti cation using the TLS Handshake Protocol confirns the identity
of the client and server machines. EPP uses an additional client
identifier and password to identify and authenticate the client’'s
user identity to the server, supplenmenting the nmachi ne authentication
provided by TLS. The identity described in the client certificate
and the identity described in the EPP client identifier can differ,
as a server can assign multiple user identities for use from any
particul ar client nmachine.

EPP TCP servers are vulnerable to common TCP deni al of service
attacks including TCP SYN fl ooding. Servers SHOULD take steps to

m nimze the inpact of a denial of service attack using comnbinations
of easily inplenmented sol utions, such as depl oynent of firewal
technol ogy and border router filters to restrict inbound server
access to known, trusted clients.
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