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Abstr act

Thi s docunent describes the use of a nechanismfor identifying body
parts that a sender deens critical in a nmulti-part Internet mai
message. The mechani sm described is a paraneter to Content-

Di sposition, as described by RFC 3204.

By knowi ng what parts of a nessage the sender deens critical, a
content gateway can intelligently handle nulti-part nessages when
provi ding gateway services to systens of |esser capability. Critical
content can help a content gateway to decide what parts to forward

It can indicate how hard a gateway should try to deliver a body part.
It can help the gateway to pick body parts that are safe to silently
del ete when a system of |esser capability receives a nessage. In
addition, critical content can help the gateway chose the
notification strategy for the receiving system Likewise, if the
sender expects the destination to do sonme processing on a body part,
critical content allows the sender to mark body parts that the

recei ver nmust process.

Bur ger St andards Track [ Page 1]



RFC 3459 Critical Content of Internet Mil January 2003

Tabl e of Contents

1. Conventions used in this document.............. ... ... .. ........ 3
2. IntroduCtion. . ... .. 3
3. Handling Parameter. .. ... ... 4
3.1, REQUIRED. . ... 4
3.2, OPTI ONAL. . ot 5
3.3. Default Values....... ... ... . . e 5
3.4, Oher Values. ... ... .. e 5
4. Collected Syntax........... i 6
5. Notification. . ... ... 6
5.1. DSN vs. NMDN Generati On. ... ... ...t 7
B 2. SUNMMMBI Y. . e e e 7
6. Signed Content. ...... ... .. 8
7. Encrypted Content.......... ... 9
8. Status Code. . ... ... 10
9. Requirenments for Critical Content........... ... .. .. ... . ....... 11
9. 1. NeedS. . .. 11
9.2. Current Approaches........... ... .. . . . . . e 12
10. The Content Gat EWAY. . . .. ..ottt e e 13
10.1. Integrated Content Gateway...............iiiininnennn.. 14
10. 2. Disaggregated Delivery Network.......................... 14
11. Backward Conpatibility Considerations......................... 15
12, MME Interacti ONS. .. ... e e 15
12. 1. multipart/alternative........ ... .. . . .. 15
12.2. multipart/related. . ... ... . 15
12.3. message/ rfc822. . ... . . 15
12.4. multipart/signed. . ... ... .. 16
12.5. multipart/encrypted. ... ... ... .. 16
13. Inplenmentation Exanpl es. ........ .. i e 16
13.1. Content GAt eWaYS. . . .ottt e 16
13.2. Disaggregated Content Gateway............. ... 17
14. OPES Considerati ONS. .. ... ... e 18
14.1. Consideration (2.1): One-Party Consent.................. 18
14. 2. Consideration (2.2): |P-layer Communications............ 18
14.3. Consideration (3.1): Notification - Sender.............. 18
14. 4. Consideration (3.2): Notification - Receiver............ 18
14.5. Consideration (3.3): Non-Blocking....................... 18
14.6. Consideration (4.1): URI Resolution..................... 18
14.7. Consideration (4.2): Reference Validity................. 19
14.8. Consideration (4.3): Architecture Extensions............ 19
14.9. Consideration (5.1): Privacy............uiiiiiinnan.. 19
15. Security Considerations. . ........... i, 19
16. TANA Considerati ONS. . ... ..t e e e 19
17. References. .. ... 20
17.1 Normative References....... ... ... .. . .. 20
17.2 Informative Reference. ... ... ... ... . . . .. 21
18. Acknow edgment S. ... .. e 22

Bur ger St andards Track [ Page 2]



RFC 3459 Critical Content of Internet Mil January 2003

19. Intellectual Property Notice........... .. . .. 23
20. Author’ s Address. . ..... .t 23
21. Full Copyright Statement......... ... ... .. 24

1. Conventions used in this docunent

This docunent refers generically to the sender of a nessage in the
mascul i ne (he/hinfhis) and the recipient of the nessage in the

fem nine (she/her/hers). This convention is purely for convenience
and nakes no assunption about the gender of a nessage sender or
recipi ent.

The key words "MJST", "MJST NOT", "SHALL", "SHALL NOT", "SHOULD'
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in BCP 14, RFC 2119 [2].

The word "REQUI RED" in this docunment does not follow the definition
found in RFC 2119. This is because this docunent defines a paraneter
naned "REQUI RED'. There is no requirenent in this docunment that is
"REQUI RED', so there is no confusion

In this docunent, the "sending agent"” is the originator of the
message. It could be a mail user agent (MJA) for an |nternet
message, or a SIP User Agent Cient (UAC) for a SIP [3] nessage. The
"endpoint" is the receiving device, of |esser capability than the
sendi ng agent.

NOTE: Notes, such as this one, provide additional nonessenti al
informati on that the reader may skip w thout m ssing anything
essential. The primary purpose of these non-essential notes is to
convey infornmation about the rationale of this docunent, or to place
this docunent in the proper historical or evolutionary context.
Readers whose sol e purpose is to construct a conformant

i npl enment ati on may skip such information. However, it may be of use
to those who wish to understand why we nmade certain design choices

2. Introduction

The specification of Critical Content is small and conpact. For the
benefit of devel opers, the specification cones first, the rationale
after.

One concept that an inplenenter nust understand is the content
gateway. Section 10 describes the content gateway. In brief, a
content gateway has know edge of the receiving systenis capabilities.
The content gateway passes nessages the receiving system can process,
render or store. The content gateway can nodify a nessage, for
exanpl e by del eting unrenderable or storable body parts, for delivery
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to the receiving system Finally, the content gateway can reject a
nmessage that the receiving systemcannot handl e.

Al t hough Critical Content processing is not an OPES service, the

prot ocol machi nery described in this docunent neets all of the OPES

| AB requirenents as stated by RFC 3238 [4]. Section 14 describes
this in detail. |In particular, unlike the current situation where
content gateways silently nodified nessages, or had abstract rules
for nmodifying them (see the content transformation rules in VPIM for
exanple), the Critical Content mechanismallows for the sending user
to explicitly indicate desired content handling by content gateways

NOTE: This docunent updates RFC 3204 [5] to separate the Handling
paraneter fromthe | SUP/ QSI G transport mechanism The protoco
described here is identical in functionality to RFC 3204 with respect
to SIP. Future versions of RFC 3204 should reference this docunent
for the Handling paraneter, as it is orthogonal to the tunneling of
si gnal i ng.

3. Handling Paraneter

The Handling paranmeter is a Content-Disposition [6] paraneter
inserted by the sending agent to indicate to the content gateway
whet her to consider the marked body part critical

A REQUI RED body part is one the sender requires the receiving system
to deliver for himto consider the nessage delivered.

An OPTI ONAL body part is one the sender doesn’t care whether the
receiving systemdelivers it or not. A content gateway can silently
del ete such body parts if the receiving systemcannot deliver the
part.

The terms "entity" and "body part" have the neanings defined in [6].
3.1. REQUI RED

"Handl i ng=REQUI RED" signifies that this body part is critical to the
sender.

If the content gateway cannot pass a body part narked REQUI RED, then
the entire nessage has failed. In this case, the content gateway
MUST take the appropriate failure action

NOTE: W say "appropriate action", because the sender may have
suppressed all notifications. |In this case, the appropriate action
isto silently discard the nmessage. |In addition, as a general M ME
paraneter, the MME body part may not be in an Internet Ml nessage.
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Moreover, in the SIP case, the appropriate notification is a status
return code, not a delivery notification

3. 2. OPTI ONAL

"Handl i ng=0OPTI ONAL" signifies that the sender does not care about
notification reports for this body part.

If the content gateway cannot pass a body part narked OPTI ONAL, the
receiving systemmy silently delete the body part. The receiving
system MUST NOT return a delivery failure, unless parts narked
REQUI RED have al so fail ed.

3.3. Default Val ues

The default value for Handling for a given body part is REQU RED
This enabl es the existing notification nechanisns to work for sending
agents that do not know about the content notification entity. Al
body parts are critical, because they have the default narking of
REQUI RED.

NOTE: In the case of Internet mail, critical content processing is a
function of the content gateway and not the mail transfer agent (MIA)
or user agent (UA). Oten, the entity perform ng content gateway
processing is the receiving UA. However, in this case the UAis
acting as a content gateway. Thus the default action for any
Content-Di sposition [6]-conpliant user agent to ignore unrecognized
di sposition paranmeters ensures that this nmechanismis conpatible with
the Internet architecture.

NOTE: This paraneter is fully backwards conpati ble and works as
expected for Internet mail and SIP

NOTE: Sone VPI M/2 inplenentations can receive arbitrary e-mail from
the Internet. However, these systens are really acting in the
capacity of an Internet Voice Miil system |In this case, one would
expect the inplenmentation to provide Internet Voice Mail semantics to
I nternet Voice Miil nessages.

3.4. O her Val ues

The content gateway MJST treat unrecogni zed val ues as REQUI RED. This
is to provide backward conpatibility with future uses of the
Content-Criticality entity.

NOTE: A possible new value is | MPORTANT. An | MPORTANT body part is

sonet hi ng the sender wants the receiver to get, but would not want
the nmessage rejected outright if the | MPORTANT body part fails, but
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they do want notification of the failure. However, as no
i mpl ement ati ons do | MPORTANT, it is not inportant to this version of
thi s docunent.

4. Col |l ected Syntax

The format of the collected syntax is in accordance with the ABNF of
[7]. Note that per RFC 2183 [6], the HANDLI NG Cont ent - Di sposi tion
paraneter is not case sensitive. |In addition, the notification-type
is not case sensitive.

"handling" "=" notification-type CRLF

notification-type "REQUI RED" / "OPTI ONAL" /

ot her-handling / generic-param

ot her - handl i ng t oken

5. Notification

One obvious application of critical content is generating a (non-)
delivery notification in the Internet mail environment. |f the value
of the field is OPTIONAL, the content gateway MJST NOT generate a
notification. |If the value of the field is REQU RED, the content

gat eway MAY generate a notification, based on the nornmal notification
request nechani sms. Normal notification request mechani snms include
speci fying the NOTIFY paranmeter to the SMIP RCPT conmmand [8] and the
Di sposition-Notification-To header [9].

In SIP, all requests have responses. These responses provide
notification in the status code of the response. For the RFC 3204
case, a content gateway generates a 415 (Unsupported Media Type)
response if the field is REQU RED.

If the sending systemrequests a notification, and a REQUI RED part
fails, the content gateway MJUST generate a notification for the whole
message. Conversely, if the gateway cannot pass on a body part

mar ked OPTI ONAL, the gateway MJST NOT generate a notification

NOTE: This inplies that the content gateway nust exam ne the entire
message to determ ne whether it needs to generate a notification
However, the content gateway need not exam ne the nessage if it knows
it can store and forward all nedia types. Said differently, Internet
e-mai | MIAs or gateways can, by default, handle any arbitrary M Me-
encapsul ated type. Sone voice mail systens, on the other hand,

cannot store binary attachnments at all, such as application/nms-word.
The voice nmail content gateway, in this exanple, would be scanning
for non-renderabl e body parts in any event.
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5.1. DSN vs. MDN Generation

The content gateway generates a delivery status notification (DSN)

[9] if it operates as a gateway. The content gateway generates a
Message Disposition Notification (MDN) [10] if it operates as a mai
user agent. Section 6 describes the operating nodes of a content
gateway. In short, if there is a MIA that "delivers" the nessage to
the content gateway for processing, the MIA takes responsibility for
DSN processing. In this case, the only option available to the
content gateway is to generate MDNs. |If the content gateway operates
as a MIA, then it generates DSNs. DSN generation is the preferred
option.

If the content gateway is part of a SIP endpoint, then it generates
the appropriate success or error response code.

5.2. Summary

The followi ng tabl e sunmarizes the actions expected of a conformng
content gateway.

NOTE: This section is normative: it suggests what a content gateway
shoul d put into the DSN or MDN

NOTE: In the case of SIP, this section is informative. See RFC 3204
for the nornati ve set of actions on fail ure.

Table 1 - Expected Actions

o e e m e e e e e e e e e e e e e e e oo +
| Sendi ng UA Has Marked Body Part
I -
| REQUI RED | OPTI ONAL |
o m e e e e e oo o e e e e e e e ea oo e +
| Body Part is | |
| Deliverable | Appropriate Action | i gnore
e e e e e T o e e +
| Body Part is | |
| Undeliverable | Fail Entire Message | i gnore |
o m e e e e e oo o m e e e e e e e e e e e e e am o +

The "Appropriate Action" is the action the content gateway woul d take
given the context of execution. For exanple, if a sender requests
return recei pt and the receiver reads a HANDLI NG body part, the

recei ving UA nmust generate the appropriate MDN (follow ng the rules
for MDN). Likewi se, if the content gateway cannot deliver the body
part and the body part is critical, the content gateway generates the
appropriate DSN or NDN
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"Optional" means the content gateway ignores the disposition of the
body part. The content gateway treats the nessage as if the body
part was not present in the nessage.

6. Signed Content

RFC 1847 [11] describes how to apply digital signatures to a MM
body part. In brief, a multipart/signed body part encapsul ates the
body part of interest, or the "content object"”, in a MM body part
and the control information needed to verify the object, or the
"protocol” in the lexicon of RFC 1847, in a second M ME body part.
Here is an exanple taken from RFC 1847.

Cont ent - Type: nultipart/signed; protocol="TYPE STYPE";
m cal g="M CALG'; boundary="Si gned Boundary"

--Signed Boundary
Cont ent - Type: text/plain; charset="us-ascii"

This is some text to be signed although it could be
any type of data, |abeled accordingly, of course.

--Signed Boundary
Cont ent - Type: TYPE/ STYPE

CONTROL | NFORMATI ON for protocol "TYPE STYPE' woul d be here
--Si gned Boundary- -
Figure 1 - Signed Content M ME Type

There are three places where one nmay place the criticality indicator
for a nultipart/signed body part. One could nmark the

mul tipart/signed object, the content object, the control object, or
any conbi nation of the three.

The di sposition of REQU RED body parts follow the guidelines found in
RFC 2480 [12].

A critical content indicator on a multipart/signed body part neans
the sending party requires true end-to-end signature verification
Thus the gateway needs to pass the enclosure intact. |If the system
or network of |esser capability cannot do signature verification and
the signed enclosure is REQU RED, the gateway MJST reject the
nmessage
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A critical content indicator on a signature nmeans that either the
recei ving endpoint nust be able to do signature verification, or the
gateway needs to verify the signature before forwardi ng the nessage.
If the content does not pass verification, the gateway MJST reject

t he message.

A critical content indicator on the enclosed naterial specifies

whet her that material is critical to the nessage as a whole. |If the
signature is marked OPTIONAL and the enclosed naterial is marked
REQUI RED, the gateway MAY strip out the signature information if the
system or network of |esser capability cannot do signature
verification. However, if possible, we STRONGLY RECOWVMEND t he
gateway do signature verification and indicate tanpering to the
recipi ent.

7. Encrypted Content

RFC 1847 [11] describes how to encrypt a MM body part. In brief, a
mul tipart/encrypted body part encapsul ates the control information
("protocol" in the lexicon of RFC 1847) for the encrypted object and
the second containing the encrypted data (application/octet-streamn.
Here is an exanple taken from RFC 1847.

Content-Type: nultipart/encrypted; protocol ="TYPE STYPE"
boundar y="Encrypt ed Boundary"

--Encrypt ed Boundary
Cont ent - Type: TYPE/ STYPE

CONTROL | NFORMATI ON for protocol "TYPE STYPE' woul d be here

--Encrypt ed Boundary
Cont ent - Type: application/octet-stream

Cont ent - Type: text/plain; charset="us-ascii"

Al'l of this indented text, including the indented headers,
woul d be unreadabl e since it would have been encrypted by
the protocol "TYPE/ STYPE'. Also, this encrypted data could
be any type of data, |abeled accordingly, of course.

--Encrypted Boundary- -

One nay sensibly place a criticality indicator on the encrypted

encl osure (multipart/encrypted) body part. |f the endpoint can
decrypt the nessage, then the gateway passes the body part in its
entirety.
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If one marks the control object REQUI RED, then the sending UA
requi res end-to-end encryption. |f the endpoint cannot decrypt the
nmessage, then the gateway MJST reject the nessage

If the control object is OPTIONAL, and the endpoi nt cannot decrypt
the message, and the gateway can decrypt the nessage, then the

gat eway MAY decrypt the nmessage and forward the cl eartext nessage
The sending user has explicitly given pernission for the gateway to
decrypt the nessage by marking the control object OPTI ONAL. Recal
that the default indication for MM body parts is REQURED. Thus if
the user takes no explicit action, the content gateway wll assume
the user wi shed end-to-end encryption

Mar ki ng the encrypted content, without marking the encrypted
enclosure, is problematic. This is because the gateway has to
decrypt the encrypted data to retrieve the header. However, it is
unlikely for the gateway to have the capability (e.g., keys) to
decrypt the encrypted data. |If a sending UA wishes to mark encrypted
data as not REQUI RED, the sending UA MUST mark the encrypted content
as not REQURED. Cdearly, if the sending UA marks the encrypted
content as REQUI RED, the gateway will apply the REQU RED processing
rules. Moreover, if the sending UA does not mark the encrypted
content as REQUI RED, the gateway, unless it can decrypt the data,
will treat the encrypted content as REQU RED. This occurs because
gat eways al ways treat unmarked content as REQUI RED (see Section 3.3).

8. Status Code

The critical content indication, in itself, does not guarantee any
notification. Notification follows the rules described in [3], [8],
and [9].

NOTE: The content of actual DSNs or MDNs are beyond the scope of this
docunent. This docunment only specifies howto mark a critical body
part. On the other hand, we do envision sensible DSN and NMDN
contents. For exanple, DSNs should include the appropriate failure
code as enunerated in [13]. Likew se, MDNs should include the
failure code in the MDN "Failure:" field.

If the receiving systemis to generate a notification based on its
inability to render or store the nedia type, the notification should
use the status code 5.6.1, "Media not supported”, from][10].

For the SIP case, all requests have notification provided by the

status response nessage. Per RFC 3204, a content gateway generates a
415 (Unsupported Medi a Type) response.

Bur ger St andards Track [ Page 10]



RFC 3459 Critical Content of Internet Mil January 2003

9. Requirenments for Critical Content
This section is informative.
9.1. Needs

The need for a critical content identification mechani smconmes about
because of the internetworking of Internet mail systens with
nmessagi ng systens that do not fulfill all of the semantics of

Internet mail. Such |egacy systens have a limted ability to render
or store all parts of a given nessage. This docunent will use the
case of an Internet nmail system exchanging el ectronic nessages with a
| egacy voi ce nessaging systemfor illustrative purposes.

El ectronic mail has historically been text-centric. Extensions such
as M ME [14] enable the user agents to send and receive nulti-part,
mul ti medi a nessages. Popular nultinmedia data types include binary
word processing docunents, binary business presentation graphics,

voi ce, and video

Voice mail has historically been audio-centric. Mny voi ce-nmessagi ng
systenms only render voice. Extensions such as fax enable the voice
mai |l systemto send and receive fax inmages as well as create multi-
part voice and fax nessages. A few voice mail systens can render
text using text-to-speech or text-to-fax technology. Although
theoretically possible, none can today render video.

An inportant aspect of the interchange between voi ce nessagi ng
services and desktop e-mail client applications is that the rendering
capability of the voice-nessaging platformis often nmuch | ess than
the rendering capability of a desktop e-nail client. |In the e-nail
case, the sender has the expectation that the recipient receives al
components of a multinmedia nessage. This is so even if the recipient
cannot render all body parts. |n nost cases, the recipient can
either find the appropriate rendering tool or tell the sender that
she cannot read the particular attachnent.

This is an inportant issue. By definition, a M ME-enabl ed user

agent, conforming to [15], will present or nake avail able all of the

body parts to the recipient. However, a voice mail system may not be
capabl e of storing non-voice objects. Moreover, the voice nmai

system nmay not be capable of notifying the recipient that there were

undel i ver abl e nessage parts.

The inability of the receiving systemto render a body part is

usual ly a permanent failure. Retransm ssion of the nmessage will not

i nprove the likelihood of a future successful delivery. Contrast this
with the case with nornal data delivery. Traditional nessage
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failures, such as a garbled nessage or disabled Iink will benefit
fromretransm ssion.

This situation is fundanentally different fromnormal Internet mail.
In the Internet mail case, either the systemdelivered the nessage,

or it didn"t. There is no concept of a systempartially delivering a
nessage

In addition, there are many situations where the sender woul d not
mnd if the systemdid not deliver non-critical parts of a nessage.
For exanple, the sender’s user agent may add body parts to a message
unbeknownst to the sender. |If the receiving systemrejected the
message because it could not render a hidden body part, the sender
woul d be understandably confused and upset.

Thus, there is a need for a nmethod of indicating to a Mail Transfer
Agent (MIFA) or User Agent (UA) that the sender considers parts of a
nmessage to be critical. Fromthe sender’s perspective, he would not
consi der the nessage delivered if the systemdid not deliver the
critical parts.

9.2. Current Approaches

One nethod of indicating critical content of a nessage is to define a
profile. The profile defines rules for silently deleting nail body
parts based on know edge of the UA capabilities. Citing the exanple
above, a voice profile can easily declare that MIAs or UAs can
silently delete TNEF data and yet consider the nmessage successfully
delivered. This is, in fact, the approach taken by VPI M2 [16].

Since one aspect of the issue is deciding when to notify the sender
that the system cannot deliver part of a nessage, one could use a
partial non-delivery notification mechanismto indicate a problem
with delivering a given body part. However, this requires the user
request a delivery notification. 1In addition, the sender nmay not be
aware of parts added by the sending user agent. 1In this case, a
failure notice would nystify the sender

A straightforward alternative inplenentation nethod for nmarking a
body part critical is to use a Critical-Content MM entity. This
has the benefit that criticality is neta information for the body
part. However, |MAP servers in particular would need to either put
Critical-Content into the BODYSTRUCTURE net hod or create a new net hod
to retrieve arbitrary MM entities. Gven the experience of trying
to get Content-Location accepted by | MAP vendors, we chose not to go
that route.
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10.

What we need is a way of letting the sender indicate what body parts
he considers to be critical. The mechani sm nust not burden the
sender with failure notifications for non-critical body parts. The
mechani sm nust conformto the general notification status request
mechani sm for positive or negative notification. Wen requested, the
mechani sm nust indicate to the sender when a receiving system cannot
deliver a critical body part.

The Content Gateway
This section is informative.

In this section, we use the definition found in RFC 2156 [17] for the
term "gateway."

We do not strictly use the definition found in RFC 2821 [18] for the
term"gateway." In particular, RFC 2821 is discussing a gateway that
shoul d not exam ne the nessage itself. An RFC 2821 gateway is a
transport gateway, that nostly deals with transformations of the SMIP
i nformation.

A content gateway is a gateway that connects a first network to a
second network. The second network often has | esser capability than
the first network. The canonical topology follows. "[MA]", with
square brackets, signifies an optional conponent.

Fomme o +
[ S + +----- + | | [ S, + TS +
| Sending |=...=|[MIA]| === Content |=...=|] [MIA] |===| Receiving
| UA | +o-- - + | Gateway | Fom - + | UA |
S RS + | | e +
Fomm oo +
First Network Second Net wor k

Figure 2 - Content Gateway Topol ogy

The content gateway can be the |last hop before the receiving MA. The
content gateway can be between networks, and thus not the |last hop
before the receiving MIA. The content gateway can be the first MIA
the sending UA contacts. Finally, the content gateway can be an

i ntegrated conponent of the receiving MIA

For the SIP case, consider each MIA as a SIP Proxy, the Sending UA as
a SIP User Agent Cient, and the Receiving UA as a SIP User Agent
Server.

Bur ger St andards Track [ Page 13]



RFC 3459 Critical Content of Internet Mil January 2003

10.

10.

1. Integrated Content Gateway

In this situation, the receiving user agent is integrated with the
content gateway. The integrated content gateway knows the
capabilities of the user agent. The topology is as follows.

O +
R + +aemm- + | : |
| Sending |=...=|[MIA]|===] Content : ReceivVing
| UA | +----- + | Gateway : UA
R + | : |
i +
First Network Second Networ k

Figure 3 - Integrated Content Gateway

The processing of | SUP and QSI G obj ects, as described in [5], is an
exanpl e of an integrated gateway.

2. Disaggregated Delivery Network

A degenerate case, although one that does occur, is where the content
gateway sits behind the final MIA. This happens when one inpl enents
the content gateway as a post-processing step to a nornmal delivery.
For exanple, one could configure a mail handling systemto deliver
the nmessage to a queue or directory, where the content gateway
process picks up the nmessage. |If there were any directives for DSN
processing, the delivering MIA woul d execute them For exanple, the
message coul d have requested notification on successful delivery.
The delivering MIA, having delivered the nessage to the queue, would
consi der the nessage delivered and thus notify the sender of such
However, the content gateway process could then discover that the
receiving UA cannot render the nessage. |In this case, the content
gateway generates a NDN, as it is the only option avail abl e.

Del i ver ed

| S RS +
tmmmmmmaas + S e + Vv | | e +
| Sending |=...=] MIA|--> File --> Content |=...=| Receiving
| UA | g + | Gateway | | UA
[ S — + | | [ S +

Fomm e e o +
First Network Second Net wor k

Figure 4 - Disaggregated Delivery Network
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12.

12.

12.

12.

Backward Conpatibility Considerations

DSN requires ESMIP. If MIAs in the path fromthe sending UA to the
recei ving UA do not support ESMIP, then that MTA will reject the DSN
request. In addition, the nmessage will default to notification on
delay or failure. While not ideal, the sender will know that DSN is
not available, and that critical content that fails will get
notification.

M ME | nteractions
1. nultipart/alternative

As is true for all Content-Disposition paraneters, handling is only
in effect for the selected alternative. |If the selected alternative
has the critical content indicator, then the entire alternative takes
on the criticality indicated. That is, if the alternative sel ected
has HANDLI NG=OPTI ONAL, then the content gateway MJUST NOT generate any
delivery notifications.

NOTE: This statenent explicitly shows that HANDLI NG overrides the DSN
and MDN request mechani sns.

It is unlikely for a selected alternative to fail, as the content
gat eway presunably picks the alternative specifically because it can
render it.

If the selected alternative is a message/rfc822 that encloses a
multipart M ME nessage or the selected alternative is itself a
multipart M ME type, the individual top-level body parts follow the
HANDLI NG nechani sm descri bed in this docunment.

NOTE: This means that a forwarded nmessage’s criticality will not
af fect the forwarding agent’s intentions.

2. multipart/rel ated

Criticality fits in rather well with the multipart/rel ated
construction. For exanple, consider a multipart/rel ated nessage
consi sting of a Macintosh data fork and a Maci ntosh resource fork
For a Mcrosoft Wrd docunent, the data fork is likely to be
critical. The receiving systemcan safely ignore the resource fork

3. nessage/rfc822
Criticality only affects the outernost |evel of the message or, in

the case of nmultipart/alternative, the outernost |evel of the
selected alternative. Specifically, the receiving systemignores
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12.

12.

13.

13.

criticality indicators in enbedded body parts. This avoids the
situation of a forwarded nessage triggering or suppressing undesired
reporting. This sinply inplements the procedures described in [6].

4. nultipart/signed
See Section 6.
5. multipart/encrypted
See Section 7.
| mpl enent ati on Exanpl es

This section is an informative part of the definition of Criticality.
We hope it hel ps inplenenters understand the nechanics of the
Handl i ng nmechani sm

W will exami ne two cases. They are how a content gateway processes
a nmessage and how a di saggregated content gateway processes a
nessage

1. Content Gateways

Content gateways exanine the contents of a nessage froma first
network before the gateway forwards the nessage to a second network.
For the purposes of this exanple, we assune the second network has

| ess capability than the first network. In particular, we expect
there will be certain nmessage body types that the gateway cannot pass
onto the second network.

Consi der a gateway between the Internet and a text-only short nessage
service. A nessage cones through the gateway containing a text part
and a tnef part. The sender marks the text part REQUI RED. The

gat eway, knowi ng the capability of the short nmessage service

silently deletes the non-critical, tnef part, passing the critica
content to the short nessage service network. Any subsequent
notifications, such as failure notices or delivery notices, follow
the normal rules for notification

Note the gateway, by silently deleting non-critical content, may

af fect proprietary nessage correl ation schenes. One can envision the
sending UA inserting a body part for tracking purposes. By deleting
non-critical content, the content gateway will break such a schene.

If a sending UA understands how to mark critical content, it should
use Internet standard mechani sms for tracking nessages, such as
Message-1 D [19].

Bur ger St andards Track [ Page 16]



RFC 3459 Critical Content of Internet Mil January 2003

13.

What if no body parts have critical content indicators? |In this
case, the entire nessage is critical. Thus, when the gateway sees
the tnef part, it will reject the entire nessage, generating a DSN
with a status code 5.6.1, "Media not supported"

Li kewi se, consider a three part nessage with a text annotation (part
1) to a voice nessage (part 2) with a vCard [20] (part 3). The sender
marks the first two parts REQU RED. Now, |et us assunme the receiving
MIA (gateway) is a voice mail only system wthout even the
capability to store text. In this case, the gateway, acting as the
receiving MIA, will reject the nessage, generating a DSN with the
status code 5.6.1, "Mdia not supported"

2. Disaggregated Content Gateway

For this exanple, we will exanmi ne the processing of a three-part
message. The first part is a text annotation of the second part, an
audi o nessage. The third part is the sender’s vCard. The sender
mar ks the first and second parts REQU RED. In addition, the sender
mar ks the nmessage for read receipt.

For the purposes of exanple, the tel ephone user interface (TU ) does
not performtext-to-speech conversion. A TU is a mail user agent
(UA) that uses DIMF touch-tone digits for input and audi o for output

(displ ay).

The TU is unable to render the first part of the nessage, the text
part. In addition, it is unable to render the third part of the
message, the vCard part. Since the sender did not mark the third
part of the nessage REQUI RED, the systemignores the failure of the
TU to render the third part of the nmessage. However, since the
sender did mark the first part REQU RED, and the TU is unable to
render text, the message fails.

What happens next is inplenentation dependent. |If the TU is part of
a unified nessaging system a reasonable action is to hold the
message for the user. The user can access the nessage at a later
time froma ternminal that can render all of the critical body parts
It would be reasonable for the TU to notify the user about the
undel i ver abl e body part.

If the TU is part of a voice nessaging system or if the user does
not subscribe to a text-to-speech service, a reasonable action is for
the TU to return a MDN with the disposition "failed" and the failure
nodi fier "5.6.1 (Media not supported)".
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14.

14.
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14.

14.

OPES Consi der ati ons

Critical Content processing is not a web service. However, sone in
the Internet community may draw parallels between web services that
nmodi fy content and an e-mail, SIP, or other M ME-transport service
that nodifies content.

This section will analyze the Critical Content protocol nachinery
agai nst the requirenents stated in RFC 3238 [4]. The sunmary is that
the protocol described in this docunent neets all of the requirenments
of RFC 3238.

1. Consideration (2.1): One-Party Consent

This is the heart of Critical Content. Critical Content enables the
sending party to give consent to have the nessage nodi fied. Gateways
that conformto this docunment will ensure that gateways only nodify
messages that the sending party has given consent to nodify.

2. Consideration (2.2): |P-layer Conmunications

The content gateway is an addressable IP-entity. Mreover, all of
the rel evant protocols (SMIP, SIP, HITP, etc.) all explicitly make
the presence of the gateway known to the endpoints.

3. Consideration (3.1): Notification - Sender

Again, this is the point of this docunent. The sender explicitly
gets notification if the gateway would remove a Critical Content body
part.

4. Consideration (3.2): Notification - Receiver

The nature of the receiving systemdictates that end users understand
that the nmessages have been changed.

5. Consideration (3.3): Non-Bl ocking

By definition, the endpoint cannot receive non-nodified content, so
this requirement does not apply.

6. Consideration (4.1): URH Resol ution

Clearly, one is sending mail (SMIP), a nessage (SIP), or fetching a
docunent (HTTP). The nachinery described in this docunment does not
alter the content itself or the access nechanism Thus it is
compliant with this requirenent.
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14.

15.

16.

7. Consideration (4.2): Reference Validity

Since the protocol described in this docunment does not alter the
content itself, inter- and intra-docunment references are not altered.
However, intra-docunment references to renmoved body parts will fail.
On the other hand, the sender explicitly marked those body parts as
bei ng di sposable. Thus the sender is aware of the possibility the
parts nmay not arrive at the receiver.

8. Consideration (4.3): Architecture Extensions

Since the protocol described in this docunment neets Considerations
4.1 and 4.2, this requirenment does not apply.

9. Consideration (5.1): Privacy

The privacy policy of this protocol is explicit. In particular, the
protocol honors end-to-end security.

Security Considerations

Sending UA's can use signatures over critical content indicators to
ensure the integrity of the indicator

The gateway MJST honor signature processing. |In particular, if the
sendi ng UA marks the signature conponents REQUI RED, and the endpoi nt
cannot do M ME signature processing, the gateway MJST establish an
appropriate signature nechani sm between the gateway and the endpoint.
In this case, the gateway nust be secure, as it can becone a target
point for tanpering with the signed conponents of the nessage.

Recei ving systems and users should not place any authentication val ue
on the Handling paraneter

Not e that by design, and under the sending user’s request, a content
gateway will silently delete uninportant body parts. Critical content
gives the sender the ability to determine the acceptable |eve
integrity of the delivered nessage. That is, the nessage as the
content gateway actually passes it on is, in fact, representative of
the sender’s intentions.

| ANA Consi der ati ons

RFC 3204 already registered the Handling paraneter. It is collected
here only for reference and as a pl aceholder for use both for further
expansion in the future and as the normative reference for other
docunents that need to reference the Handling paraneter.
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17.

Per section 9 of [6], here is the | ANA registration for Handling.

To: | ANA@ ANA. ORG Subj ect: Regi stration of new Content-Di sposition
par anet er

Cont ent - Di sposi tion paraneter nane: HANDLI NG
Al'l owabl e values for this paranmeter: REQU RED OPTI ONAL

Description: Marks the body part as required for delivery (REQU RED)
or can be silently discarded (OPTIONAL). See RFC <this docunent> and
RFC 3204.

Per RFC 2183, the Content-Disposition paraneter nane i s not case
sensitive. Per RFC 3459, the values of the paraneter are also not
case sensitive.
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