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Abstract

As a result of the nature of Network Address Transl ation (NAT)

M ddl eboxes, comuni cati ng endpoints that are separated by one or
nmore NATs do not know how to refer to thensel ves using addresses that
are valid in the addressing realms of their (current and future)
peers. Various proposals have been nade for "UNi |l ateral Self-Address
Fi xi ng (UNSAF)" processes. These are processes whereby some
originating endpoint attenpts to determine or fix the address (and
port) by which it is known to another endpoint - e.g. to be able to
use address data in the protocol exchange, or to advertise a public
address fromwhich it will receive connections

Thi s docunment outlines the reasons for which these proposals can be
considered at best as short termfixes to specific problens and the
specific issues to be carefully evaluated before creating an UNSAF
proposal

1. Introduction

As a result of the nature of Network Address (and port) Transl ation
(NAT) M ddl eboxes, conmunicating endpoints that are separated by one
or nmore NATs do not know how to refer to thensel ves using addresses
that are valid in the addressing realns of their (current and future)
peers - the address translation is |ocked within the NAT box. For
some purposes, endpoints need to know t he addresses (and/or ports) by
which they are known to their peers. There are two cases: 1) when
the client initiates comunication, starting the conmunication has
the side effect of creating an address binding in the NAT device and

Daigle & | AB I nf or mat i onal [ Page 1]



RFC 3424 | AB Consi derations for UNSAP Across NAT Novenber 2002

all ocating an address in the realmthat is external to the NAT box;
and 2) a server will be accepting connections from outside, but
because it does not initiate conmunication, no NAT binding is
created. In such cases, a nechanismis needed to fix such a binding
bef ore comuni cati on can take pl ace.

"UNi | ateral Self-Address Fixing (UNSAF)" is a process whereby sone
originating process attenpts to deternmine or fix the address (and
port) by which it is knowmn - e.g. to be able to use address data in
the protocol exchange, or to advertise a public address fromwhich it
wi |l receive connections.

There are only heuristics and workarounds to attenpt to achieve this
effect; there is no 100% sol ution. Since NATs may al so dynanically
reclai mor readjust translations, "keep-alive" and periodic re-
polling may be required. Use of these workarounds MJST be consi dered
transitional in | ETF protocols, and a better architectural solution
is being sought. The explicit intention is to deprecate any such

wor kar ounds when sound techni cal approaches are avail abl e.

2. Architectural issues affecting UNSAF Systens

Ceneral |y speaking, the proposed workarounds are for cases where a
standard protocol conmunication is to take place between two
endpoints, but in order for this to occur, a separate step of
determining (or fixing) the perceived address of an endpoint in the
ot her endpoint’s addressing realmis required. Proposals require
that an endpoint seeking to "fix" its address contact a participating
service (in a different address realnm to determne (reflect) its
address. Thus, there is an "UNSAF client" partnering with sone form
of "UNSAF service" that may or nmay not be associated with the target
endpoi nt of the actual desired comunication session. Throughout
this neno, the ternms "UNSAF server" and "UNSAF service" should be
understood to generically refer to whatever process is participating
in the UNSAF address determ nation for the originating process (the
UNSAF client).

Any users of these workarounds shoul d be aware that specific
techni cal issues that inpede the creation of a general solution
i ncl ude:

o there *is* no unique "outside" to a NAT - it may be inpossible to
tell where the target endpoint is with respect to the initiator
how does an UNSAF client find an appropriate UNSAF server to
reflect its address? (See Appendix O
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o specifically because it is inpossible to tell where address real ns

are bounded ("inside" or "outside", "private" or "public", or
several "private" realns routing traffic), an address can only be
determined relative to one specific point in the network. 1f the

UNSAF service that reflected an UNSAF client’s address is in a
di fferent NAT-nmasqueraded subnet from sone other service X that
the client wishes to use, there is _no_ guarantee that the
client’s "perceived" address from the UNSAF partner would be the
sanme as the address viewed fromthe perspective of X (See

Appendi x C).

o absent "m ddl ebox conmunication (mdcom", there is no usabl e way
to l et incom ng comunications nmake their way through a niddl ebox
(NAT, firewall) under proper supervision. By circunventing the
NAT, UNSAF nechani sms may al so (i nadvertently) circunvent security
mechani sms. The particul ar danger is that internal machines are
unwittingly exposed to all the malicious comunications fromthe
external side that the firewall is intended to block. This is
particul arly unacceptable if the UNSAF process is running on one
machi ne which is acting on behal f of several

0 proposed workarounds include the use of "ping"-1ike address
di scovery requests sent fromthe UNSAF client (initiator) to the
UNSAF server (listener), to which the listener responds with the
transport address of the initiator - in the address real mof the
listener. However, with connection-less transports, e.g. UDP
| Psec ESP, etc., an UNSAF process nust take care to react to
changes in NAT bindings for a given application flow, since it may
change unpredictably.

o if the UNSAF client uses periodic retries to refresh/reeval uate
the address translation state, both the UNSAF client and the UNSAF
server are required to maintain informati on about the presuned
state of the communication in order to manage the address
illusion.

0 since the UNSAF server is not integrated with the m ddl ebox, it
can only operate on the assunption that past behavior is a
predi ctor of future behavior. |1t has no special know edge of the
address translation heuristic or affecting factors.

o the communication exchange is nade nore "brittle" by the
i ntroduction of other servers (UNSAF servers) that need to be
reachable in order for the comunication to succeed - nore boxes
that are "fate sharing"” in the comunication
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Wor karounds nmay mitigate sone of these probl ens through tight scoping
of applicability and specific fixes. For exanple:

o rather than finding the address from"the" outside of the NAT, the
applicability of the approach may be limted to finding the
"sel f-address" froma specific service, for use exclusively with
that service

o limting the scope to outbound requests for service (or service
initiation) in order to prevent unacceptabl e security exposures.

3. Practical |ssues

From observati ons of deployed networks, it is clear that different
NAT box inplenentations vary widely in ternms of how they handl e
different traffic and addressi ng cases.

Some of the specific types of observed behavi ors have incl uded:

0 NATs may drop fragnents in either direction: without conplete
TCP/ UDP headers, the NAT may not make the address translation
mappi ng, sinply dropping the packet.

0 Shipping NATs often contain Application Layer Gateways (ALGs)
which attenpt to be context-sensitive, depending on the source or
destination port nunber. The behavior of the ALGs can be hard to
antici pate and these behavi ors have not always been docunent ed.

0 Most NAT inplenentations with ALGs that attenpt to translate TCP
application protocols do not performtheir functions correctly
when the substrings they nust translate span across nultiple TCP
segrments; sone of themare also known to fail on flows that use
TCP option headers, e.g. tinestanps.

o0 NAT inplenentations differ markedly in their handling of packets.
Quite a fewonly really work reliably with TCP packets, not UDP
O the ones that do nake any attenpt to handl e UDP packets, the
timers aging out flows can vary widely nmaking it challenging to
predi ct behavi or.

o Variation in address and port assignnments can be quite frequent -
on NATs, port nunbers al ways change, and change unpredi ctably;
there nmay be nmultiple NATs in parallel for |oad-sharing, making IP
address variations quite likely as well.
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4. Architectural Considerations

By di stinguishing these approaches as short termfixes, the | AB
bel i eves the foll owi ng considerations nust be explicitly addressed in
any proposal

1

Precise definition of a specific, |imted-scope problemthat is
to be solved with the UNSAF proposal. A short termfix should
not be generalized to solve other problenms. Such generalizations
|l ead to the the prol onged dependence on and usage of the supposed
short termfix -- meaning that it is no |onger accurate to cal

it "short ternt.

Description of an exit strategy/transition plan. The better
short termfixes are the ones that will naturally see | ess and
| ess use as the appropriate technol ogy is depl oyed.

Di scussion of specific issues that may render systens nore
"brittle". For exanple, approaches that involve using data at
mul tiple network | ayers create nore dependencies, increase
debuggi ng chal | enges, and nmeke it harder to transition

Identify requirements for longer term sound technical solutions;
contribute to the process of finding the right |onger term
sol uti on.

Di scussion of the inpact of the noted practical issues with
exi sting depl oyed NATs and experience reports.

5. Security Considerations

As a general class of workarounds, UNSAF proposals may introduce
security hol es because, in the absence of "m ddl ebox comuni cation
(mdcom", there is no feasible way to I et incom ng conmuni cations
make their way through a firewall under proper supervision

respecting the firewall policies as opposed to circunventing security
nmechani sns.
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Appendi x C. Exanpl e NAT Configuration Scenario
C.1 Generic NATed Network Configuration

Here is one sanple scenario wherein it is difficult to describe a
single "outside" to a given address realm (bridged by NAPTs). This
sort of configuration mght arise in an enterprise environnment where
di fferent divisions have their own subnets (each using the sane
private address space); the divisions are connected so that they can
pass traffic on each others’ networks, but to access the gl oba
Internet, each uses a different NAPT/firewall:

Fommemana +
| Box C | (192.168.4.5)
T S +

I

| 192.168.3.0/24

I e =
| NAT 2 |
B
| 10.1.0.0/32
|
----- B N N
| |
| +-- e e - - -+
| | Box B | (10.1.1.100)
| [ S — +
|
oo oo - - -+
| NAPT 1 | (10.1.2.27)
+-- e e - - -+
| 10.1.0.0/32
|
R +- -
|
|
+-- e e - - -+
| Box A | (10.1.1.100)
[ TS +

From the perspective of Box B, Box A's address is (sone port on)
10.1.2.27. Fromthe perspective of Box C, however, Box A s address
is sone address in the space 192. 168. 3. 0/ 24.
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C.2 Real Wrld Hone Network Exanpl e

James Wbodyatt provided the follow ng scenario, based on current
exanpl es of hone networking products:

o the custoner has existing Internet service from sone broadband
service provider, using e.g. a DSL |ine connected to an appliance
that integrates a DSL nodemwith a NAT router/firewall.

0 these devices are sonetines packaged wi th automated provi sioning
firmvare, so the custonmer may view them as part of what their |SP
provi des them

o later, the custoner wants to use a host with only a wireless LAN
interface, so they install a wireless access point that ships in
its default configuration with NAT and a DHCP server enabl ed.

o after this, the custoner has a wired LAN in one private address
realmand a wirel ess LAN in another private address realm

Furt hernmore, nost custoners probably have no i dea what the phrase
"address real m’ means and shouldn’t have to learn it. Al they often
know is that the printer server is inaccessible to the wireless

| apt op conmputer. (Wiy? Because the discovery protocol uses UDP
mul ticast with TTL=1, but that’'s okay because any response woul d j ust
be dropped by the NAT anyway, because there’'s no ALG)

Aut hors’ Addresses

Leslie Daigle

Edi t or

Internet Architecture Board
| AB

EMail: iab@ab. org

Daigle & | AB I nf or mat i onal [ Page 8]



RFC 3424 | AB Consi derations for UNSAP Across NAT Novenber 2002

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
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