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Abst r act

This meno specifies a Sinple Object Access Protocol (SOAP) binding to
t he Bl ocks Extensible Exchange Protocol core (BEEP). A SQAP bi ndi ng
descri bes how SOAP nessages are transmitted in the network.

The SOAP is an XM.- based (extensible nmarkup | anguage) nessagi ng
protocol used to inplenment a wide variety of distributed nmessaging
nodels. It defines a nessage format and describes a variety of
nmessage patterns, including, but not linmted to, RPC, asynchronous
event notification, unacknow edged nessages, and forwardi ng via SOAP
i ntermediari es.
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1

I ntroduction

This meno specifies how SOAP 1.1 envel opes[1l] are transnmitted using a
BEEP profile[2]. In the WBC, the XMLP effort is evol ving SQAP.
Accordingly, this nmeno provides a nechanismfor negotiating the use
of new features

Throughout this meno, the term "envel ope" refers to the "SOAP-

Env: Envel ope" el enment defined in Section 4 of [1]. Further, the
terns "peer", "client", "server", "one-to-one", and "one-to-many" are
used in the context of BEEP. In particular, Sections 2.1 and 2.1.1
of [2] discuss BEEP rol es and exchange styl es.
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2. BEEP Profile ldentification
The BEEP profile for SOAP is identified as
http://iana. org/ beep/ soap
in the BEEP "profile" elenent during channel creation
In BEEP, when the first channel is successfully created, the
"serverNane" attribute in the "start" elenment identifies the "virtua
host" associated with the peer acting in the server role, e.g.
<start nunber="1 serverNane=" stockquot eserver. exanpl e.coni >
<profile uri="http://iana.org/beep/soap’ />

</start>

The "serverNane" attribute is analagous to HITP s "Host" request-
header field (c.f., Section 14.23 of [3]).

There are two states in the BEEP profile for SOAP, "boot" and
"ready":

o In the "boot" state, the peer requesting the creation of the
channel sends a "bootnsg" (either during channel initialization or
in a "MSG' nessage).

* |f the other peer sends a "bootrpy" (either during channe
initialization or in a "RPY' nmessage), then the "ready" state
is entered

*  (Otherwi se, the other peer sends an "error" (either during
channel initialization or in a "ERR' nessage), then no state
change occurs

o In the "ready" state, either peer begins a SOAP nessage pattern by
sendi ng a "MBG' nessage contai ning an envel ope. The other peer
conpl etes the nessage pattern either by:

* sending back a "RPY" nessage containing an envel ope; or

* sendi ng back zero or nore "ANS' nessages, each containing an
envel ope, followed by a "NUL" nessage.

Regardl ess, no state change occurs

O Tuathail & Rose St andards Track [ Page 4]



RFC 3288 Usi ng SCAP in BEEP June 2002

2.1 Profile Initialization
The boot nessage is used for two purposes:
resource identification: each channel bound to the BEEP profile
for SOAP provides access to a single resource (a network data
obj ect or service).

feature negotiation: if new features of SQAP (such as conpression)
energe, their use can be negoti at ed.

The DTD syntax for the boot nessage and its response are:

<! ELEMENT boot nsg EMPTY>

<I ATTLI ST boot nsg
resource CDATA #REQUI RED
features NMTOKENS ">

<! ELEMENT boot r py EMPTY>

<I ATTLI ST bootr py
features NMTOKENS ">

The boot nessage contains a nmandatory and an optional attribute:

o the "resource" attribute, which is anal agous to HITP' s "abs_path"
Request - URI paraneter (c.f., Section 5.1.2 of [3]); and,

o the "features" attribute, which, if present, contains one or nore
feature tokens, each indicating an optional feature of the BEEP
profile for SOAP that is being requested for possible use over the
channel

Section 6.1 defines a registration tenplate for optional features.

If the peer acting in the server role recognizes the requested
resource, it replies with the boot response that contains one
optional attribute:

o the "features" attribute, if present, contains a subset of the
feature tokens in the boot nessage, indicating which features may
be used over the channel. (If not present or enpty, then no
features may be used.)

O herwise, if the boot nessage is inproperly forned, or if the

requested resource isn’'t recognized, the peer acting in the server
role replies with an error nessage (c.f., Section 7.1 of [2]).
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Typically, the boot nessage and its response are exchanged during
channel initialization (c.f., Section 2.3.1.2 of [2]).

For exanple, here the boot message and its response are exchanged
during channel initialization:

<start nunber="1 serverNane=" stockquot eserver. exanpl e.coni >
<profile uri="http://iana.org/beep/soap’ >
<! [ CDATA| <boot nsg resource="/StockQuote' />]]>
</profil e>
</start>

<profile uri="http://iana.org/beep/soap’ >
<! [ CDATA[ <bootrpy />]]>
</profil e>

wuw 00000

The channel bound to the BEEP profile for SOAP is now in the "ready"
state.

Alternatively, here is an exanple in which the boot exchange is
unsuccessf ul

<start nunber="1 serverNane=" st ockquot eserver. exanpl e.coni >
<profile uri="http://iana.org/beep/soap’ >
<! [ CDATA| <boot nsg resource="/StockPick’ />]]>
</profil e>
</start>

<profile uri="http://iana.org/beep/soap’ >
<! [ CDATA|[ <error code=' 550" >resource not
supported</error>]]>

WLy 00000

</profil e>

Al t hough the channel was created successfully, it remains in the
"boot" state.
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3. SOAP Message Packages

The BEEP profile for SOAP transnmits envel opes encoded as UTF-8 using
the media type "application/xm"[4], e.qg.,

MSG 1 1. O 364
Cont ent - Type: appli cation/xm

<SQAP- ENV: Envel ope
xm ns: SOAP- ENvV="ht t p: / / schemas. xnl soap. or g/ soap/ envel ope/"
SQOAP- ENV: encodi ngStyl e="http://schemas. xn soap. or g/ soap/ encodi ng/ ">
<SOAP- ENV: Body>
<m Cet Last TradePri ce xm ns: n=" Some- URI " >
<synbol >DI S</ synbol >
</ m Get Last Tr adePri ce>
</ SCAP- ENV: Body>
</ SOAP- ENV: Envel ope>
END
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In addition, the BEEP profile for SOAP al so all ows envel opes to be
transnmitted as the root part of a "multipart/related"[5] content, and
wi th subordinate parts referenced using the rules of Section 3 of [6]
(i.e., using either the "Content-ID:"[7] or "Content-Location:"[8]
headers), e.g.,

MSG 1 2 . 364 668

Content-Type: nultipart/rel ated; boundary="M ME_boundary";
type=application/xm ;
start="<cl ai nM061400a. xm @l ai m ng-it.com"

--M ME_boundary
Cont ent - Type: appli cation/xm
Content-1D: <cl ai m061400a. xm @l ai m ng-it.cons

<?xm version=1.0" ?>
<SOAP- ENV: Envel ope

xm ns: SOAP- ENvV="ht t p: / / schenmas. xnl soap. or g/ soap/ envel ope/ ">
<SOAP- ENV: Body>

<t heSi gnedFor m href ="ci d: cl ai n061400a.tiff @l ai m ng-it.con />

</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

--M ME_boundary

Content-Type: image/tiff

Cont ent - Tr ansf er - Encodi ng: bi nary

Content-1D: <clainD61400a.tiff @l aimng-it.conmr

...binary TIFF inage...
--M ME_boundary- -
END

Consistent with Section 2 of [6], it is strongly reconrended that the
multipart contain a "start" paraneter, and that the root part contain
a "Content-ID:" header. However, because BEEP provi des an 8bit-w de
path, a "transformative" Content-Transfer-Encoding (e.g., "base64" or
"quot ed-printable") should not be used. Further note that M Mg 9]
requires that the value of the "Content-1D' header be gl obally

uni que.
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4. SOAP Message Patterns
4.1 One-way Message

A one-way nessage involves sending a nessage w thout any response
bei ng returned.

The BEEP profile for SOAP achi eves this using a one-to-nmany exchange,
in which the client sends a "MSG' nessage contai ning an envel ope, and
the server imredi ately sends back a "NUL" nessage, before processing
the contents of the envel ope.

4.2 Request - Response Exchange

A request/response exchange involves sending a request, which results
in a response being returned.

The BEEP profile for SOAP achieves this using a one-to-one exchange,
in which the client sends a "MSG' nessage containing an envel ope, and
the server sends back a "RPY" nessage containing an envel ope.

Finally, the BEEP profile for SOAP does not use the "ERR' nessage for
SOAP faults when perform ng one-to-one exchanges -- whatever response
is generated by the server is always returned in the "RPY" nessage.

4.3 Request/ N Responses Exchange

A request/ N-responses exchange invol ves sending a request, which
results in zero or nore responses being returned.

The BEEP profile for SOAP achi eves this using a one-to-nmany exchange,
in which the client sends a "MSG' nessage containing an envel ope, and
the server sends back zero or nore "ANS' nessages, each containing an
envel ope, followed by a "NUL" nessage.
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5. URL Schenes
This meno defines two URL schenes, "soap.beep" and "soap. beeps”
which identify the use of SOAP over BEEP over TCP. Note that, at
present, a "generic" URL scheme for SOAP is not defined.

5.1 The soap. beep URL Schene

The "soap. beep" URL schene uses the "generic URI" syntax defined in
Section 3 of [10], specifically:

o the value "soap. beep" is used for the schene conponent; and,

0 the server-based nanming authority defined in Section 3.2.2 of [10]
is used for the authority conponent.

o the path conponent maps to the "resource” conmponent of the boot
message sent during profile initialization (if absent, it defaults
tO"/"),

The val ues of both the schene and authority conmponents are case-
i nsensitive.

For exanple, the URL
soap. beep: // st ockquot eserver. exanpl e. conf St ockQuot e
m ght result in the exanple shown in Section 2. 1.
5.1.1 Resolving | P/ TCP Address I nformation

The "soap. beep" URL schene indicates the use of the BEEP profile for
SCAP runni ng over TCP/IP

If the authority component contains a domain nane and a port nunber
e.g.,

soap. beep: // st ockquot eserver. exanpl e. com 1026

then the DNS is queried for the A RRs corresponding to the domain
nane, and the port nunber is used directly.

O Tuathail & Rose St andards Track [ Page 10]



RFC 3288 Usi ng SCAP in BEEP June 2002

If the authority conponent contains a domain nane and no port nunber,
e.g.,

soap. beep: // st ockquot eserver. exanpl e. com

the SRV algorithn{11] is used with a service paraneter of "soap-beep"
and a protocol paraneter of "tcp" to determine the | P/ TCP addressing
information. |f no appropriate SRV RRs are found (e.g., for " _soap-
beep. _tcp. st ockquot eserver. exanpl e.cont'), then the DNS is queried for
the A RRs corresponding to the domain nane and the port nunber used
is assigned by the ANA for the registration in Section 7.4.

If the authority conponent contains an | P address, e.g.
soap. beep://10.0.0. 2:1026

then the DNS is not queried, and the IP address is used directly. If
a port nunber is present, it is used directly; otherw se, the port
nunber used is assigned by the IANA for the registration in Section
7.4.

While the use of literal 1 Pv6 addresses in URLs is discouraged, if a
literal 1Pv6 address is used in a "soap.beep” URL, it nust conformto
the syntax specified in [12].

5.2 The soap. beeps URL Schene

The "soap. beeps” URL schenme is identical, in all ways, to the

"soap. beep” URL schenme specified in Section 5.1, with the exception
that prior to starting the BEEP profile for SOAP, the BEEP session
nmust be tuned for privacy. |In particular, note that both URL schenes
use the identical algorithnms and paraneters for address resolution as
specified in Section 5.1.1 (e.g., the sane service nanme for SRV

| ookups, the sane port nunber for TCP, and so on).

There are two ways to performprivacy tuning on a BEEP session
ei ther:

0 a transport security profile may be successfully started; or

0 a user authentication profile that supports transport security may
be successfully started.

Regar dl ess, upon conpletion of the negotiation process, a tuning
reset occurs in which both BEEP peers issue a new greeting. Consult
Section 3 of [2] for an exanple of how a BEEP peer nmay choose to

i ssue different greetings based on whether privacy is in use.
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6. Registration Tenpl ates
6.1 SOAP Profile Feature Registration Tenplate

When a feature for the BEEP profile for SOAP is registered, the
following information is supplied:

Feature Identification: specify a string that identifies this
feature. Unless the feature is registered with the I ANA, the
feature's identification nmust start with "x-".

Feature Semantics: specify the semantics of the feature.

Contact Information: specify the electronic contact information for
the aut hor of the feature.
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7.

Initial Registrations

7.1 Registration: The SOAP Profile

Profile Identification: http://iana. org/beep/soap

Messages exchanged during Channel Creation: bootnsg, bootrpy
Messages starting one-to-one exchanges: bootnsg, SOAP-Env: Envel ope
Messages in positive replies: bootrpy, SOAP-Env: Envel ope

Messages in negative replies: error

Messages i n one-to-many exchanges: SOAP-Env: Envel ope

Message Syntax: SQAP-Env: Envel ope as defined in Section 4 of [1] and
[ 6]

Message Semantics: c.f., [1]

Contact Information: Eanmon O Tuat hail <eanon. ot uathail @l i pcode. conp,
Marshal | Rose <nrose@lbc. nt vi ew. ca. us>
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7.2 Registration: The soap. beep URL Schene
URL schene nane: soap. beep
URL schene syntax: c.f., Section 5.1

Character encoding considerations: c.f., the "generic URI" syntax
defined in Section 3 of [10]

I ntended usage: identifies a SQAP resource nmade avail abl e using the
BEEP profile for SOAP

Applications using this schene: c.f., "Intended usage", above
Interoperability considerations: n/a

Security Considerations: c.f., Section 8

Rel evant Publications: c.f., [1], [6], and [2]

Contact Information: Eanmon O Tuat hail <eanon. ot uat hail @l i pcode. con
Mar shal | Rose <nrose@lbc. nt vi ew. ca. us>

Aut hor/ Change controller: the |IESG
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7.3 Registration: The soap. beeps URL Schene
URL schene nane: soap. beeps
URL schene syntax: c.f., Section 5.2

Character encoding considerations: c.f., the "generic URI" syntax
defined in Section 3 of [10]

I ntended usage: identifies a SQAP resource nmade avail abl e using the
BEEP profile for SOAP after the BEEP session has been tuned for
privacy

Applications using this scheme: c.f., "Intended usage", above

Interoperability considerations: n/a

Security Considerations: c.f., Section 8

Rel evant Publications: c.f., [1], [6], and [2]

Contact Information: Eanmon O Tuat hail <eanon. ot uathail @l i pcode. conp,
Marshal | Rose <nrose@lbc. nt vi ew. ca. us>

Aut hor/ Change controller: the |IESG
7.4 Registration: The System (Well-Known) TCP port nunber for SOAP over
BEEP
Protocol Nunber: TCP
Message Formats, Types, Opcodes, and Sequences: c.f., Section 2.1
Functions: c.f., [1]
Use of Broadcast/Milticast: none
Proposed Nane: SOAP over BEEP
Short nane: soap-beep

Contact Infornmation: Eanon O Tuat hail <eanon. otuathail @l i pcode. conp,
Marshal | Rose <nmrose@lbc. ntvi ew. ca. us>
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8. Security Considerations

Al t hough service provisioning is a policy matter, at a mninmum all
i mpl enent ati ons nmust provide the followi ng tuning profiles:

for authentication: http://iana. org/beep/ SASL/ DI GEST- MD5

for confidentiality: http://iana.org/beep/ TLS (using the
TLS RSA W TH 3DES _EDE_CBC_SHA ci pher)

for both: http://iana.org/beep/ TLS (using the
TLS RSA W TH 3DES EDE CBC SHA ci pher supporting client-side
certificates)

Furt her, inplenmentations may choose to offer M ME-based security
services providing message integrity and confidentiality, such as
OpenPGP[ 13] or S/ M ME[ 14].

Regardl ess, consult [2]'s Section 9 for a discussion of BEEP-specific
security issues.
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| ANA Consi der ati ons
The 1 ANA has registered the profile specified in Section 7.1 as:
http://iana. org/ beep/ soap

The |1 ANA has regi stered "soap. beep" and "soap. beeps" as URL schenes,
as specified in Section 7.2 and Section 7.3, respectively.

The |1 ANA has al so regi stered "SOAP over BEEP' as a TCP port nunber,
as specified in Section 7.4.

Finally, the ANA nmaintains a list of SOAP profile features, c.f.
Section 6.1. The IESGis responsible for assigning a designated
expert to review the specification prior to the | ANA naking the
assignnent. Prior to contacting the | ESG devel opers of SOAP profile
features nust use the nailing |ist beepwg@i sts. beepcore.org to
solicit conmentary.
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