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Abst r act

This d ossary (191 pages of definitions and 13 pages of references)
provi des abbrevi ations, explanations, and recomendati ons for use of

i nformati on system security terninology. The intent is to inprove the
conprehensibility of witing that deals with Internet security,
particularly Internet Standards docunents (ISDs). To avoid confusion
| SDs should use the same termor definition whenever the sanme concept
is mentioned. To inprove international understanding, |SDs should use
terns in their plainest, dictionary sense. |SDs should use terns
established in standards docunments and other well-founded
publications and shoul d avoid substituting private or newy nmade-up
terns. |1SDs should avoid terns that are proprietary or otherw se
favor a particular vendor, or that create a bias toward a particul ar
security technol ogy or mechani sm versus other, conpeting techniques
that already exist or mght be devel oped in the future.
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1. Introduction

This dossary provides an internally consistent, conplenentary set of
abbrevi ations, definitions, explanations, and recomendations for use
of terminology related to information systemsecurity. The intent of
this Gossary is to inprove the conprehensibility of Internet

St andards docunents (1SDs)--i.e., RFCs, Internet-Drafts, and other
mat eri al produced as part of the Internet Standards Process [ R2026]--
and of all other Internet nmaterial, too. Sone non-security terns are
i ncluded to nmake the d ossary sel f-contai ned, but nore conplete lists
of networking terns are avail abl e el sewhere [ R1208, R1983].

Some gl ossaries (e.g., [Rayn]) list ternms that are not |listed here
but could be applied to Internet security. However, those terns have
not been included in this A ossary because they are not appropriate
for |SDs.

This dossary marks terns and definitions as being either endorsed or
deprecated for use in ISDs, but this ossary is not an Internet
standard. The key words "SHOULD', "SHOULD NOT", "RECOMMENDED', " MNMAY",
and "OPTIONAL" are intended to be interpreted the sane way as in an
Internet Standard [ R2119], but this guidance represents only the
recommendati ons of this author. However, this d ossary includes
reasons for the reconmendations--particularly for the SHOULD NOTs--so
that readers can judge for thensel ves whether to follow the
reconmendat i ons.
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This d ossary supports the goals of the Internet Standards Process
0 Clear, Concise, and Easily Understood Docunentation

This G ossary seeks to inprove conprehensibility of security-

rel ated content of |SDs. That requires wording to be clear and
under st andabl e, and requires the set of security-related terns and
definitions to be consistent and sel f-supporting. Al so, the
term nol ogy needs to be uniformacross all 1SDs; i.e., the sane
termor definition needs to be used whenever and wherever the same
concept is mentioned. Harnonization of existing | SDs need not be
done immediately, but it is desirable to correct and standardize
the tern nol ogy when new versions are issued in the nornmal course
of standards devel opnent and evol ution.

o Techni cal Excel |l ence

Just as Internet Standard (STD) protocols shoul d operate

ef fectively, |1SDs should use term nol ogy accurately, precisely,
and unanbi guously to enable Internet Standards to be inpl enented
correctly.

o Prior Inplenentation and Testing

Just as STD protocols require denonstrated experience and
stability before adoption, |SDs need to use well-established

| anguage. Using terns in their plainest, dictionary sense (when
appropriate) helps to ensure international understanding. |SDs
need to avoid using private, made-up ternms in place of generally-
accepted terns from standards and other publications. |1SDs need to
avoi d substituting new definitions that conflict with established
ones. |SDs need to avoid using "cute" synonyns (e.g., see: Green
Book); no matter how popul ar a nicknane may be in one comunity,

it is likely to cause confusion in another.

0 Openness, Fairness, and Ti neliness

| SDs need to avoid terns that are proprietary or otherw se favor a
particul ar vendor, or that create a bias toward a particul ar
security technol ogy or mechani sm over other, conpeting techniques
that already exist or might be developed in the future. The set of
term nol ogy used across the set of |1SDs needs to be flexible and
adaptable as the state of Internet security art evol ves.

Shi rey I nf or mat i onal [ Page 3]



RFC 2828 Internet Security G ossary May 2000

2. Expl anation of Paragraph Marki ngs
Section 3 narks ternms and definitions as follows:
0 Capitalization: Only terns that are proper nouns are capitalized.

o Paragraph Marking: Definitions and explanations are stated in
par agraphs that are nmarked as foll ows:

- "1" identifies a RECOMMENDED | nternet definition

- "N'" identifies a RECOMWENDED non-Internet definition

- "0 identifies a definition that is not recornmended as the first
choice for Internet docunents but is sonething that authors of
I nternet docunents need to know.

- "D' identifies a termor definition that SHOULD NOT be used in
I nt ernet docunents.

- "C' identifies comentary or additional usage gui dance.

The rest of Section 2 further explains these five markings.
2.1 Recommended Ternms with an Internet Basis ("I")

The paragraph marking "1" (as opposed to "O') indicates a definition
that SHOULD be the first choice for use in | SDs. Mst terns and
definitions of this type MAY be used in | SDs; however, sone "I"
definitions are acconpani ed by a "D' paragraph that recomends

agai nst using the term Al so, sonme "I" definitions are preceded by an
i ndi cation of a contextual usage limtation (e.g., see:
certification), and |1SDs should not the termand definition outside

t hat context

An "I" (as opposed to an "N') also indicates that the definition has
an Internet basis. That is, either the Internet Standards Process is
authoritative for the term or the termis sufficiently generic that
this G ossary can freely state a definition without contradicting a
non-Internet authority (e.g., see: attack).

Many terns with "I" definitions are proper nouns (e.g., see:
Internet Protocol). For such terns, the "I" definition is intended
only to provide basic information; the authoritative definition is
found el sewhere.

For a proper noun identified as an "Internet protocol", please refer

to the current edition of "Internet O ficial Protocol Standards" (STD
1) for the standardization state and status of the protocol
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2.2 Recommended Terns with a Non-Internet Basis ("N')

The paragraph nmarking "N' (as opposed to "O') indicates a definition
that SHOULD be the first choice for the term if the termis used at
all in Internet docunents. Terns and definitions of this type MAY be
used in Internet docunents (e.g., see: X 509 public-key certificate).

However, an "N' (as opposed to an "1") also indicates a definition
that has a non-Internet basis or origin. Many such definitions are
preceded by an indication of a contextual usage limtation, and this
A ossary’s endorsenment does not apply outside that context. Also,
sonme contexts are rarely if ever expected to occur in a Internet
docunent (e.g., see: baggage). In those cases, the listing exists to
make | nternet authors aware of the non-Internet usage so that they
can avoid conflicts with non-Internet docunents.

Many terns with "N' definitions are proper nouns (e.g., see:
Conmputer Security (bjects Register). For such terns, the "N'
definition is intended only to provide basic information; the
authoritative definition is found el sewhere.

2.3 O her Definitions ("O")

The paragraph nmarking "O' indicates a definition that has a non-
Internet basis, but indicates that the definition SHOULD NOT be used
in |SDs *except* in cases where the termis specifically identified
as non-Internet.

For exanple, an |1SD might nention "BCA" (see: brand certification
authority) or "baggage" as an exanple to illustrate some concept; in
that case, the docunent should specifically say "SET(tradenmark) BCA"
or "SET(trademark) baggage" and include the definition of the term

For some terns that have a definition published by a non-Internet

aut hority--governnent (see: object reuse), industry (see: Secure Data
Exchange), national (see: Data Encryption Standard), or internationa
(see: data confidentiality)--this G ossary nmarks the definition "N'
reconmending its use in Internet documents. In other cases, the non-
Internet definition of a termis inadequate or inappropriate for

| SDs. For exanple, it may be narrow or outdated, or it nay need
clarification by substituting nore careful or nore explanatory
wordi ng using other terns that are defined in this @ ossary. In those
cases, this dossary marks the tern "O' and provides an "I’
definition (or sonetines a different "N' definition), which precedes
and supersedes the definition narked "O'.
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In nost of the cases where this d ossary provides a definition to
supersede one froma non-Internet standard, the substitute is

i ntended to subsune the neaning of the superseded "O' definition and
not conflict with it. For the term"security service", for exanple,
the "O'" definition deals narrowmy with only communi cati on services
provided by layers in the OSI nodel and is inadequate for the full
range of |SD usage; the "I" definition can be used in nore situations
and for nore kinds of service. However, the "O' definition is also
provi ded here so that |SD authors will be aware of the context in
which the termis used nore narrowy.

When maki ng substitutions, this G ossary attenpts to use
under st andabl e English that does not contradict any non-I|nternet
authority. Still, terminology differs between the standards of the
Aneri can Bar Association, OSlI, SET, the U S. Departnent of Defense,
and other authorities, and this G ossary probably is not exactly
aligned with all of them

2.4 Deprecated Terns, Definitions, and Uses ("D")

If this dossary reconmends that a termor definition SHOULD NOT be
used in 1SDs, then either the definition has the paragraph nmarking
"D', or the restriction is stated in a "D' paragraph that inmedi ately
follows the termor definition

2.5 Comentary and Additional Guidance ("C')

The paragraph marking "C' identifies text that is advisory or
tutorial. This text MAY be reused in other Internet documents. This
text is not intended to be authoritative, but is provided to clarify
the definitions and to enhance this dossary so that Internet
security novices can use it as a tutorial

3. Definitions

Not e: Each acronym or other abbreviation (except itens of conmon
Engli sh usage, such as "e.g.", "etc.", "i.e.", "vol.", "pp.", "US")
that is used in this dossary, either in a definition or as a subpart
of a defined term is also defined in this d ossary.

$ 3DES
See: triple DES

$ *-property

(N) (Pronounced "star property".) See: "confinement property"
under Bel |l - LaPadul a Mbdel .
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$ ABA Guidelines
(N "American Bar Association (ABA) Digital Signature Cuidelines"
[ABA], a framework of legal principles for using digita
signatures and digital certificates in electronic commrerce.

$ Abstract Syntax Notation One (ASN. 1)
(N) A standard for describing data objects. [X680]

(C) Osl standards use ASN. 1 to specify data formats for protocols.
OSl defines functionality in layers. Information objects at higher
| ayers are abstractly defined to be inplenented with objects at

| ower layers. A higher layer may define transfers of abstract

obj ects between conputers, and a |lower |ayer may define transfers
concretely as strings of bits. Syntax is needed to define abstract
obj ects, and encoding rules are needed to transform between
abstract objects and bit strings. (See: Basic Encoding Rules.)

(O In ASN. 1, formal nanes are written wi thout spaces, and
separate words in a nane are indicated by capitalizing the first
letter of each word except the first word. For exanple, the nane
of a CRL is "certificateRevocationList".

$ ACC
See: access control center.

$ access
(1) The ability and nmeans to conmunicate with or otherw se
interact with a systemin order to use systemresources to either
handl e i nformati on or gain know edge of the information the system
cont ai ns.

(O "A specific type of interaction between a subject and an
object that results in the flow of information fromone to the
ot her." [ NCS04]

(O In this dossary, "access" is intended to cover any ability to
communi cate with a system including one-way comunication in
either direction. In actual practice, however, entities outside a
security perinmeter that can receive output fromthe system but
cannot provide input or otherwise directly interact with the
system might be treated as not having "access" and, therefore, be
exenpt from security policy requirenents, such as the need for a
security cl earance

$ access control
(1) Protection of systemresources agai nst unauthorized access; a
process by which use of systemresources is regulated according to
a security policy and is permtted by only authorized entities
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(users, prograns, processes, or other systems) according to that
policy. (See: access, access control service.)

(O "The prevention of unauthorized use of a resource, including
the prevention of use of a resource in an unauthorized nmanner."
[17498 Part 2]

$ access control center (ACO
(1) A conputer containing a database with entries that define a
security policy for an access control service.

(O An ACCis sonetines used in conjunction with a key center to
i mpl ement access control in a key distribution system for
symmetric cryptography.

$ access control list (ACL)
(1) A mechanismthat inplenments access control for a system
resource by enunerating the identities of the systementities that
are pernmitted to access the resource. (See: capability.)

$ access control service
(1) A security service that protects against a systementity using
a systemresource in a way not authorized by the systenis security
policy; in short, protection of systemresources against
unaut hori zed access. (See: access control, discretionary access
control, identity-based security policy, nandatory access control
rul e-based security policy.)

(C This service includes protecting agai nst use of a resource in
an unaut hori zed manner by an entity that is authorized to use the
resource in some other manner. The two basic nmechanisns for

i mpl ementing this service are ACLs and tickets.

$ access node
(I') Adistinct type of data processing operation--e.g., read,
write, append, or execute--that a subject can potentially perform
on an object in a conputer system

$ accountability
(1) The property of a system (including all of its system
resources) that ensures that the actions of a systementity may be
traced uniquely to that entity, which can be held responsible for
its actions. (See: audit service.)

(C Accountability permits detection and subsequent investigation
of security breaches.
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$ accredit

$ accreditation
(1) An administrative declaration by a designated authority that
an information systemis approved to operate in a particul ar
security configuration with a prescribed set of safeguards.
[ FP102] (See: certification.)

(O An accreditation is usually based on a technical certification
of the systenis security nechanisns. The ternms "certification" and
"accreditation" are used nore in the U S. Departnent of Defense
and ot her governnent agencies than in conmercial organizations.
However, the concepts apply any place where nanagers are required
to deal with and accept responsibility for security risks. The
Aneri can Bar Association is devel oping accreditation criteria for

CAs.
$ ACL

See: access control |ist.
$ acquirer

(N) SET usage: "The financial institution that establishes an
account with a nmerchant and processes paynent card authorizations
and paynents." [ SET1]

(O "The institution (or its agent) that acquires fromthe card
acceptor the financial data relating to the transaction and
initiates that data into an interchange system" [ SET2]

$ active attack
See: (secondary definition under) attack

$ active wiretapping
See: (secondary definition under) wiretapping.

$ add-on security
(1) "The retrofitting of protection nechanisns, inplenented by
hardware or software, after the [autonatic data processing] system
has become operational." [FP039]

$ administrative security
(1) Managenent procedures and constraints to prevent unauthorized
access to a system (See: security architecture.)

(O "The managenent constraints, operational procedures,
accountability procedures, and suppl emental controls established
to provide an acceptable | evel of protection for sensitive data."
[ FPO39]
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(O Exanples include clear delineation and separation of duties
and configuration control

$ Advanced Encryption Standard (AES)
(N) A future FIPS publication being devel oped by NI ST to succeed
DES. Intended to specify an unclassified, publicly-disclosed,
symretric encryption algorithm available royalty-free worl dw de

$ adversary
(I') An entity that attacks, or is a threat to, a system

$ aggregation
(1) Acircunstance in which a collection of infornation itens is
required to be classified at a higher security |level than any of
the individual items that conprise it.

$ AH
See: Aut hentication Header

$ al gorithm
(1) Afinite set of step-by-step instructions for a problem
solving or conputation procedure, especially one that can be
i npl emented by a conputer. (See: cryptographic algorithm)

$ alias
(1) A name that an entity uses in place of its real nane, usually
for the purpose of either anonynity or deception

$ Anerican National Standards Institute (ANSI)
(N) A private, not-for-profit association of users, manufacturers,
and ot her organi zations, that admnisters U S. private sector
vol untary standards.

(C ANSI is the sole U S. representative to the two maj or non-
treaty international standards organizations, |1SO and, via the
U.S. National Conmittee (USNC), the International Electrotechnica
Commi ssion (1 EC).

$ anonynous
(1) The condition of having a name that is unknown or conceal ed.
(See: anonynous | ogin.)

(CO An application nmay require security services that naintain
anonymity of users or other systementities, perhaps to preserve
their privacy or hide themfromattack. To hide an entity’'s rea
nane, an alias may be used. For exanple, a financial institution
may assign an account nunber. Parties to a transaction can thus
remain rel atively anonynous, but can al so accept the transaction
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as legitimate. Real nanes of the parties cannot be easily

determi ned by observers of the transaction, but an authorized
third party may be able to map an alias to a real nanme, such as by
presenting the institution with a court order. In other
applications, anonynous entities may be conpletely untraceable.

$ anonynous | ogin
(1) An access control feature (or, rather, an access contro
weakness) in many Internet hosts that enables users to gain access
to general - purpose or public services and resources on a host
(such as allowi ng any user to transfer data using File Transfer
Protocol ) without having a pre-established, user-specific account
(i.e., user nane and secret password).

(C This feature exposes a systemto nore threats than when all
the users are known, pre-registered entities that are individually
accountable for their actions. A user logs in using a special
publicly known user nanme (e.g., "anonynous", "guest", or "ftp").
To use the public login nanme, the user is not required to know a
secret password and may not be required to input anything at al
except the nanme. In other cases, to conplete the nornmal sequence
of steps in a login protocol, the systemmay require the user to

i nput a matching, publicly known password (such as "anonynous") or
may ask the user for an e-mail address or sone other arbitrary
character string.

$ APCP
See: POP3 APOP

$ archive
(1) (1.) Noun: A collection of data that is stored for a
relatively long period of time for historical and other purposes,
such as to support audit service, availability service, or system
integrity service. (See: backup.) (2.) Verb: To store data in such
a way. (See: back up.)

(CO Adigital signature nmay need to be verified many years after
the signing occurs. The CA--the one that issued the certificate
contai ning the public key needed to verify that signature--nmay not
stay in operation that Iong. So every CA needs to provide for

| ong-term storage of the informati on needed to verify the
signatures of those to whomit issues certificates.

$ ARPANET
(N) Advanced Research Projects Agency Network, a pioneer packet-
swi tched network that was built in the early 1970s under contract
to the U S. Governnment, led to the devel opnent of today’s
Internet, and was deconmi ssioned in June 1990.
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$ ASN. 1
See: Abstract Syntax Notation One.

$ association
(1) A cooperative rel ationship between systementities, usually
for the purpose of transferring information between them (See:
security association.)

$ assurance
(1) (1.) An attribute of an information systemthat provides
grounds for having confidence that the system operates such that
the system security policy is enforced. (2.) A procedure that
ensures a systemis devel oped and operated as intended by the
system s security policy.

$ assurance | evel
(1) Evaluation usage: A specific level on a hierarchical scale
representing successively increased confidence that a target of
eval uation adequately fulfills the requirenents. (E. g., see
TCSEC. )

$ asymmetric cryptography
(1) A nodern branch of cryptography (popularly known as "public-
key cryptography”) in which the algorithnms enploy a pair of keys
(a public key and a private key) and use a different conponent of
the pair for different steps of the algorithm (See: key pair.)

(G Asynmmretric al gorithns have key managenent advantages over
equi val ently strong symetric ones. First, one key of the pair
does not need to be known by anyone but its owner; so it can nore
easily be kept secret. Second, although the other key of the pair
is shared by all entities that use the algorithm that key does
not need to be kept secret fromother, non-using entities; so the
key distribution part of key managenent can be done nore easily.

(O For encryption: In an asynmmetric encryption algorithm (e.g.
see: RSA), when Alice wants to ensure confidentiality for data she
sends to Bob, she encrypts the data with a public key provided by
Bob. Only Bob has the matching private key that is needed to
decrypt the data.

(O For signature: In an asymetric digital signature algorithm
(e.g., see: DSA), when Alice wants to ensure data integrity or
provi de authentication for data she sends to Bob, she uses her
private key to sign the data (i.e., create a digital signature
based on the data). To verify the signature, Bob uses the matching
public key that Alice has provided.
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(O For key agreenent: In an asymmetric key agreenent al gorithm
(e.g., see: Diffie-Hellnman), Alice and Bob each send their own
public key to the other person. Then each uses their own private
key and the other’s public key to conpute the new key val ue.

$ attack
(1) An assault on systemsecurity that derives froman intelligent
threat, i.e., an intelligent act that is a deliberate attenpt

(especially in the sense of a nmethod or technique) to evade
security services and violate the security policy of a system
(See: penetration, violation, vulnerability.)

- Active vs. passive: An "active attack" attenpts to alter system
resources or affect their operation. A "passive attack"
attenpts to learn or make use of information fromthe system
but does not affect systemresources. (E g., see: wretapping.)

- Insider vs. outsider: An "inside attack" is an attack initiated
by an entity inside the security perinmeter (an "insider"),
i.e., an entity that is authorized to access systemresources
but uses themin a way not approved by those who granted the
aut hori zation. An "outside attack" is initiated from outside
the perineter, by an unauthorized or illegitimte user of the
system (an "outsider"). In the Internet, potential outside
attackers range from anmateur pranksters to organi zed crimnals,
international terrorists, and hostile governnents.

(C) The term"attack"” relates to sonme other basic security terns
as shown in the follow ng diagram

T T e
| An Attack: | |Counter- | | A System Resource:

| i.e., A Threat Action | | neasure | | Target of the Attack

| oo + | | ]t +
| | Attacker |< ] <

| | i.e., | Passive | | | | | Vulnerability |

| | A Threat |< >| | < > |

| | Agent | or Active | | | ] +------- []]------- +
| +---------- + Attack | ] | VW |
| | | | Threat Consequences
T T e T

$ attribute authority
(I') ACAthat issues attribute certificates.

(O "An authority, trusted by the verifier to del egate privil ege,
whi ch issues attribute certificates." [FPDAM
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$ attribute certificate
(I') Adigital certificate that binds a set of descriptive data
items, other than a public key, either directly to a subject name
or to the identifier of another certificate that is a public-key
certificate. [X509]

(O "A set of attributes of a user together with sone other
i nformati on, rendered unforgeable by the digital signature created
using the private key of the CA which issued it." [X509]

(O "A data structure that includes sone attribute val ues and
identification information about the owner of the attribute
certificate, all digitally signed by an Attribute Authority. This
authority’'s signature serves as the guarantee of the binding
between the attributes and their owner." [FPDAM

(C A public-key certificate binds a subject nane to a public key
val ue, along with infornmation needed to performcertain
cryptographic functions. Other attributes of a subject, such as a
security clearance, may be certified in a separate kind of digita
certificate, called an attribute certificate. A subject nay have
multiple attribute certificates associated with its nane or with
each of its public-key certificates.

(O An attribute certificate mght be issued to a subject in the
foll owi ng situations:

- Different lifetimes: Wien the lifetine of an attribute binding
is shorter than that of the related public-key certificate, or
when it is desirable not to need to revoke a subject’s public
key just to revoke an attribute.

- Different authorities: Wen the authority responsible for the
attributes is different than the one that issues the public-key
certificate for the subject. (There is no requirement that an
attribute certificate be issued by the same CA that issued the
associ ated public-key certificate.)

$ audit service
(I') A security service that records information needed to
establish accountability for systemevents and for the actions of
systementities that cause them (See: security audit.)

$ audit trail
See: security audit trail.
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$ AUTH

$ a

$ a

See: POP3 AUTH

ut hentic signature
(I') A signature (particularly a digital signature) that can be
trusted because it can be verified. (See: validate vs. verify.)

ut henti cate
(1) Verify (i.e., establish the truth of) an identity clainmed by
or for a systementity. (See: authentication.)

(D) In general English usage, this termusually nmeans "to prove
genui ne" (e.g., an art expert authenticates a M chel angel o
painting). But the recommended definition carries a nuch narrower
nmeani ng. For exanple, to be precise, an | SD SHOULD NOT say "the
host authenticates each received datagranm'. Instead, the |ISD
SHOULD say "the host authenticates the origin of each received
datagrant. In nost cases, we also can say "and verifies the
datagramis integrity", because that is usually inplied. (See:
("rel ationship between data integrity service and authentication
services" under) data integrity service.)

(D) 1SDs SHOULD NOT tal k about authenticating a digital signature
or digital certificate. Instead, we "sign" and then "verify"
digital signatures, and we "issue" and then "validate" digita
certificates. (See: validate vs. verify.)

$ aut henti cation

Shi rey

(1) The process of verifying an identity clainmed by or for a
systementity. (See: authenticate, authentication exchange,
aut hentication information, credential, data origin

aut hentication, peer entity authentication.)

(C An authentication process consists of two steps:

1. ldentification step: Presenting an identifier to the security
system (ldentifiers should be assigned carefully, because
authenticated identities are the basis for other security
services, such as access control service.)

2. Verification step: Presenting or generating authentication
i nformati on that corroborates the binding between the entity
and the identifier. (See: verification.)

(C) See: ("relationship between data integrity service and
aut henti cation services" under) data integrity service.
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$ aut hentication code
(D) 1SDs SHOULD NOT use this termas a synonym for any form of
checksum whet her cryptographic or not. The word "authentication"
i s msleading because the nmechani sminvol ved usually serves a data
integrity function rather than an authentication function, and the
word "code" is msleading because it inplies that either encoding
or encryption is involved or that the termrefers to conputer
software. (See: nessage authentication code.)

$ aut henti cati on exchange
(I') A mechanismto verify the identity of an entity by neans of
i nformati on exchange

(O "A nechanismintended to ensure the identity of an entity by
nmeans of information exchange." [17498 Part 2]

$ Aut hentication Header (AH)
(1) An Internet |Psec protocol [R2402] designed to provide
connectionl ess data integrity service and data origin
aut hentication service for |IP datagrams, and (optionally) to
provi de protection against replay attacks.

(O Replay protection may be selected by the receiver when a
security association is established. AH authenticates upper-I|ayer
protocol data units and as nmuch of the |IP header as possible.
However, some |P header fields may change in transit, and the

val ue of these fields, when the packet arrives at the receiver
may not be predictable by the sender. Thus, the values of such
fields cannot be protected end-to-end by AH, protection of the IP
header by AH is only partial when such fields are present.

(© AH may be used alone, or in conmbination with the | Psec ESP
protocol, or in a nested fashion with tunneling. Security services
can be provided between a pair of conmunicating hosts, between a
pair of conmunicating security gateways, or between a host and a
gateway. ESP can provide the sanme security services as AH, and ESP
can al so provide data confidentiality service. The nain difference
bet ween aut henti cation services provided by ESP and AH is the
extent of the coverage; ESP does not protect |IP header fields

unl ess they are encapsul ated by AH.

$ authentication information
(1) Information used to verify an identity clainmed by or for an
entity. (See: authentication, credential.)

(C Authentication information may exi st as, or be derived from
one of the foll ow ng:
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- Sonething the entity knows. (See: password).
- Sonething the entity possesses. (See: token.)
- Sonething the entity is. (See: bionetric authentication.)

$ authentication service
(1) A security service that verifies an identity clained by or for
an entity. (See: authentication.)

(O In a network, there are two general forms of authentication
service: data origin authentication service and peer entity
aut henti cation service.

$ authenticity
(1) The property of being genuine and able to be verified and be
trusted. (See: authenticate, authentication, validate vs. verify)

$ authority
(D) "An entity, responsible for the issuance of certificates."

[ FPDAM

(O 1SDs SHOULD NOT use this termas a synonymfor AA, CA RA
ORA, or simlar ternms, because it may cause confusion. |nstead,
use the full termat the first instance of usage and then, if it
is necessary to shorten text, use the style of abbreviation
defined in this d ossary.

(C 1SDs SHOULD NOT use this definition for any PKlI entity,
because the definition is anmbiguous with regard to whether the
entity actually issues certificates (e.g., attribute authority or
certification authority) or just has accountability for processes
that precede or follow signing (e.g., registration authority).
(See: issue.)

$ authority certificate
(D) "Acertificate issued to an authority (e.g. either to a
certification authority or to an attribute authority)." [ FPDAM
(See: authority.)

(C 1SDs SHOULD NOT use this termor definition because they are
anbi guous with regard to which specific types of PKI entities they
addr ess.

$ authority revocation list (ARL)
(1) A data structure that enunerates digital certificates that
were issued to CAs but have been invalidated by their issuer prior
to when they were scheduled to expire. (See: certificate
expiration, X 509 authority revocation list.)
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(O "Arevocation list containing a |ist of public-key
certificates issued to authorities, which are no |onger considered
valid by the certificate issuer." [FPDAM

$ aut hori zati on

$ aut hori ze
(1) (1.) An "authorization" is a right or a pernmission that is
granted to a systementity to access a systemresource. (2.) An
"aut hori zation process" is a procedure for granting such rights.
(3.) To "authorize" neans to grant such a right or perm ssion
(See: privilege.)

(O SET usage: "The process by which a properly appointed person
or persons grants permission to performsone action on behal f of
an organi zation. This process assesses transaction risk, confirns
that a given transaction does not raise the account hol der’s debt
above the account’s credit limt, and reserves the specified
anmount of credit. (When a nerchant obtains authorization, paynent
for the authorized anount is guaranteed--provided, of course, that
the merchant followed the rules associated with the authorization
process.)" [SET2]

$ automated information system
(1) An organi zed assenbly of resources and procedures--i.e.
conputing and comuni cati ons equi prent and services, with their
supporting facilities and personnel --that collect, record,
process, store, transport, retrieve, or display information to
acconplish a specified set of functions.

$ availability
(1) The property of a systemor a systemresource being accessible
and usabl e upon demand by an authorized systementity, according
to performance specifications for the system i.e., a systemis
available if it provides services according to the system design
whenever users request them (See: critical, denial of service,
reliability, survivability.)

(O "The property of being accessible and usabl e upon demand by an
aut hori zed entity." [17498 Part 2]

$ availability service
(1) A security service that protects a systemto ensure its
availability.

(C This service addresses the security concerns rai sed by denial -
of -service attacks. It depends on proper nmanagenment and control of
systemresources, and thus depends on access control service and
other security services
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$ back door
(1) A hardware or software nmechanismthat (a) provides access to a
systemand its resources by other than the usual procedure, (b)
was deliberately left in place by the systeni s designers or
mai ntai ners, and (c) usually is not publicly known. (See: trap
door.)

(O For exanple, a way to access a conputer other than through a
normal | ogin. Such access paths do not necessarily have malicious
intent; e.g., operating systens sonetimes are shipped by the

manuf acturer with privileged accounts intended for use by field
service technicians or the vendor’s nmintenance progranmners. (See:
trap door.)

$ back up vs. backup
(1) Verb "back up": To store data for the purpose of creating a
backup copy. (See: archive.)

(1) Noun/adjective "backup": (1.) A reserve copy of data that is
stored separately fromthe original, for use if the origina
becones | ost or danaged. (See: archive.) (2.) Alternate nmeans to
permt performance of system functions despite a disaster to
systemresources. (See: contingency plan.)

$ baggage
(D) 1SDs SHOULD NOT use this termto describe a data el enent
except when stated as "SET(trademark) baggage" with the foll ow ng
nmeani ng:

(O SET usage: An "opaque encrypted tuple, which is included in a
SET nessage but appended as external data to the PKCS encapsul ated
data. This avoi ds superencryption of the previously encrypted
tupl e, but guarantees |inkage with the PKCS portion of the
message. " [ SET2]

$ bandwi dth
(1) Commonly used to nmean the capacity of a comruni cati on channe
to pass data through the channel in a given anpbunt of tine.
Usual | y expressed in bits per second.

$ bank identification number (BIN)
(N) The digits of a credit card nunber that identify the issuing
bank. (See: primary account numnber.)

(O SET usage: The first six digits of a primary account nunber
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$ Basic Encodi ng Rul es (BER)
(1) A standard for representing ASN. 1 data types as strings of
octets. [X690] (See: Distinguished Encodi ng Rul es.)

$ bastion host
(I') A strongly protected conputer that is in a network protected
by a firewall (or is part of a firewall) and is the only host (or
one of only a few hosts) in the network that can be directly
accessed from networks on the other side of the firewall.

(O Filtering routers in a firewall typically restrict traffic
fromthe outside network to reaching just one host, the bastion
host, which usually is part of the firewall. Since only this one
host can be directly attacked, only this one host needs to be very
strongly protected, so security can be maintained nore easily and
| ess expensively. However, to allow legitimte internal and
external users to access application resources through the
firewall, higher |ayer protocols and services need to be rel ayed
and forwarded by the bastion host. Sonme services (e.g., DNS and
SMIP) have forwarding built in; other services (e.g., TELNET and
FTP) require a proxy server on the bastion host.

$ BCA
See: brand certification authority.

$ BCI
See: brand CRL identifier.

$ Bel | - LaPadul a Mode
(N Aformal, mathenatical, state-transition nodel of security
policy for nmultilevel -secure conputer systems. [Bell]

(C The nodel separates conputer systemelenments into a set of
subjects and a set of objects. To deternine whether or not a
subject is authorized for a particul ar access node on an object,
the clearance of the subject is conpared to the classification of
the object. The nodel defines the notion of a "secure state", in
which the only permitted access nodes of subjects to objects are
in accordance with a specified security policy. It is proven that
each state transition preserves security by noving from secure
state to secure state, thereby proving that the systemis secure.

(O In this nodel, a nmultilevel -secure system satisfies severa
rules, including the follow ng:

Shi rey I nf or mat i onal [ Page 20]



RFC 2828 Internet Security G ossary May 2000

- "Confinenment property" (also called "*-property", pronounced
"star property"): A subject has wite access to an object only
if classification of the object dom nates the cl earance of the
subj ect .

- "Sinple security property": A subject has read access to an
object only if the clearance of the subject donminates the
classification of the object.

- "Tranquillity property": The classification of an object does
not change while the object is being processed by the system

$ BER
See: Basic Encodi ng Rul es.

$ beyond Al
(O (1.) Formally, a level of security assurance that is beyond
the highest level of criteria specified by the TCSEC. (2.)
Informally, a level of trust so high that it cannot be provided or
verified by currently avail abl e assurance net hods, and
particularly not by currently available fornmal nethods.

$ BIN
See: bank identification nunber.

$ bi nd
(1) To inseparably associate by applying sone nechani sm such as
when a CA uses a digital signature to bind together a subject and
a public key in a public-key certificate.

$ bionetric authentication
(1) A method of generating authentication information for a person
by digitizing measurements of a physical characteristic, such as a
fingerprint, a hand shape, a retina pattern, a speech pattern
(voiceprint), or handwiting.

$ bit
(1) The smallest unit of information storage; a contraction of the
term"binary digit"; one of two synbols--"0" (zero) and "1" (one)
--that are used to represent binary nunbers

$ BLACK
(1) Designation for information system equi pnent or facilities
that handle (and for data that contains) only ciphertext (or
dependi ng on the context, only unclassified information), and for
such data itself. This termderives fromU S. Government COVSEC
term nol ogy. (See: RED, RED/ BLACK separation.)
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$ bl ock ci pher
(1) An encryption algorithmthat breaks plaintext into fixed-size
segnents and uses the same key to transform each plaintext segnent
into a fixed-size segnment of ciphertext. (See: npde, stream
ci pher.)

(O For exanple, Blowfish, DEA, |DEA RC2, and SKI PJACK. However,
a bl ock cipher can be adapted to have a different externa
interface, such as that of a stream ci pher, by using a node of
operation to "package" the basic algorithm

$ Bl owfi sh
(N) A symmetric block cipher with variable-length key (32 to 448
bits) designed in 1993 by Bruce Schnei er as an unpatent ed,
license-free, royalty-free replacenment for DES or |DEA. [ Schn]

$ brand
(I') Adistinctive mark or nane that identifies a product or
busi ness entity.

(O SET usage: The name of a paynment card. Financial institutions
and ot her conpani es have founded paynment card brands, protect and
advertise the brands, establish and enforce rules for use and
acceptance of their paynment cards, and provide networks to

i nterconnect the financial institutions. These brands conbi ne the
roles of issuer and acquirer in interactions with cardhol ders and
nmer chants. [ SET1]

$ brand certification authority (BCA)
(O SET usage: A CA owned by a paynent card brand, such as
Mast er Card, Visa, or Anerican Express. [SET2] (See: certification
hi erarchy, SET.)

$ brand CRL identifier (BC)
(O SET usage: A digitally signed list, issued by a BCA, of the
nanes of CAs for which CRLs need to be processed when verifying
signatures in SET nessages. [ SET2]

$ break
(1) Cryptographic usage: To successfully performcryptanal ysis and
thus succeed in decrypting data or perform ng sone ot her
cryptographic function, without initially having know edge of the
key that the function requires. (This termapplies to encrypted
data or, nore generally, to a cryptographic algorithm or
cryptographi c system)
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ridge
(1) A conmputer that is a gateway between two networks (usually two
LANs) at OsSl layer 2. (See: router.)

$ British Standard 7799

$b

$b

(N) Part 1 is a standard code of practice and provi des gui dance on
how to secure an information system Part 2 specifies the
managenent framework, objectives, and control requirenments for

i nformati on security managenment systens [B7799]. The certification
schene works like 1SO 9000. It is in use in the UK the

Net herl ands, Australia, and New Zeal and and m ght be proposed as
an | SO standard or adapted to be part of the Common Criteria.

rowser
(1) An client conmputer programthat can retrieve and display
information fromservers on the Wrld Wde Wb.

(O For exanple, Netscape's Navigator and Conmuni cator, and
M crosoft’s Expl orer.

rute force

(1) A cryptanal ysis technique or other kind of attack nethod

i nvol ving an exhaustive procedure that tries all possibilities,
one- by- one.

(O For exanple, for ciphertext where the anal yst already knows
the decryption algorithm a brute force technique to finding the
original plaintext is to decrypt the message with every possible
key.

$ BS7799

$b

See: British Standard 7799.

yte

(1) A fundanmental unit of conputer storage; the snallest
addressable unit in a conputer’s architecture. Usually hol ds one
character of information and, today, usually neans eight bits.
(See: octet.)

(C) Larger than a "bit", but smaller than a "word". Although
"byte" al nost always neans "octet" today, bytes had other sizes
(e.g., six bits, nine bits) in earlier conputer architectures

$ CA

Shi rey

See: certification authority.
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$ CA certificate
(I') "A[digital] certificate for one CA issued by another CA. "
[ X509]

(C That is, a digital certificate whose holder is able to issue
digital certificates. A v3 X 509 public-key certificate nay have a
"basi cConstrai nts" extension containing a "cA" val ue that
specifically "indicates whether or not the public key nay be used
to verify certificate signatures."

$ call back
(1) An authentication technique for termnals that renotely access
a conputer via tel ephone Iines. The host system di sconnects the
caller and then calls back on a tel ephone nunmber that was
previously authorized for that term nal

$ capability
(1) A token, usually an unforgeable data value (sonetines called a
"ticket") that gives the bearer or holder the right to access a
system resource. Possession of the token is accepted by a system
as proof that the holder has been authorized to access the
resource named or indicated by the token. (See: access contro
list, credential, digital certificate.)

(C© This concept can be inplenented as a digital certificate.
(See: attribute certificate.)

$ CAPI
See: cryptographic application progranm ng interface.

$ CAPSTONE chip
(N An integrated circuit (the Mykotronx, Inc. MYK-82) with a Type
Il cryptographic processor that inplenments SKIPJACK, KEA, DSA,
SHA, and basic mat hematical functions to support asymetric
cryptography, and includes the key escrow feature of the CLIPPER
chip. (See: FORTEZZA card.)

$ card
See: cryptographic card, FORTEZZA card, paynent card, PC card,
smart card, token

$ card backup
See: token backup

$ card copy
See: token copy.
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$ card restore
See: token restore.

$ cardhol der
(1) An entity that has been issued a card.

(O SET usage: "The holder of a valid paynent card account and
user of software supporting el ectronic conmerce." [SET2] A
cardhol der is issued a paynent card by an issuer. SET ensures that
in the cardholder’s interactions with nmerchants, the paynment card
account information remains confidential. [SET1]

$ cardhol der certificate
(O SET usage: A digital certificate that is issued to a
car dhol der upon approval of the cardholder’s issuing financia
institution and that is transmtted to nerchants w th purchase
requests and encrypted paynent instructions, carrying assurance
that the account nunber has been validated by the issuing
financial institution and cannot be altered by a third party.
[ SET1]

$ cardhol der certification authority (CCA)
(O SET usage: A CA responsible for issuing digital certificates
to cardhol ders and operated on behalf of a paynent card brand, an
i ssuer, or another party according to brand rules. A CCA naintains
relationships with card issuers to allow for the verification of
cardhol der accounts. A CCA does not issue a CRL but does
distribute CRLs issued by root CAs, brand CAs, geopolitical CAs,
and paynent gateway CAs. [ SET2]

$ CAST
(N) A design procedure for symretric encryption algorithms, and a
resulting fanmily of algorithms, invented by C A (Carlisle Adans)
and S.T. (Stafford Tavares). [R2144, R2612]

$ category
(1) A grouping of sensitive information itens to which a non-
hi erarchical restrictive security label is applied to increase
protection of the data. (See: conpartnmnent.)

$ CAW
See: certification authority workstation

$ CBC
See: ci pher bl ock chai ni ng.

$ CCA
See: cardhol der certification authority.
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$ CCTT
(N) Acronym for French translation of International Tel ephone and
Tel egraph Consultative Committee. Now renaned | TU-T.

$ CERT
See: conputer emergency response team

$ certificate
(1) General English usage: A docunent that attests to the truth of
sonet hi ng or the ownership of sonething.

(O Security usage: See: capability, digital certificate.
(O PKI usage: See: attribute certificate, public-key certificate.

$ certificate authority
(D) 1SDs SHOULD NOT use this term because it |ooks |ike sloppy use
of "certification authority", which is the term standardi zed by
X. 509.

$ certificate chain
(D) 1SDs SHOULD NOT use this term because it duplicates the
meani ng of a standardi zed term |nstead, use "certification path"

$ certificate chain validation
(D) 1SDs SHOULD NOT use this term because it duplicates the
nmeani ng of standardized terns and mi xes concepts in a potentially
m sl eadi ng way. |Instead, use "certificate validation" or "path
val i dati on", depending on what is neant. (See: validate vs.
verify.)

$ certificate creation
(1) The act or process by which a CA sets the values of a digita
certificate's data fields and signs it. (See: issue.)

$ certificate expiration
(1) The event that occurs when a certificate ceases to be valid
because its assigned lifetinme has been exceeded. (See: certificate
revocation, validity period.)

$ certificate extension
See: extension.

Shi rey I nf or mat i onal [ Page 26]



RFC 2828 Internet Security G ossary May 2000

$ certificate hol der
(D) I1SDs SHOULD NOT use this termas a synonymfor the subject of
a digital certificate because the termis potentially anbi guous.
For exanple, the termcould also refer to a systementity, such as
a repository, that sinply has possession of a copy of the
certificate. (See: certificate owner.)

$ certificate nmanagenent
(1) The functions that a CA nay performduring the life cycle of a
digital certificate, including the foll ow ng:

- Acquire and verify data itenms to bind into the certificate.
- Encode and sign the certificate.

- Store the certificate in a directory or repository.

- Renew, rekey, and update the certificate.

- Revoke the certificate and issue a CRL.

(See: archive managenent, certificate managenent, key nmanagenent,
security architecture, token managenent.)

$ certificate owner
(D) 1SDs SHOULD NOT use this termas a synonym for the subject of
a digital certificate because the termis potentially anbi guous.
For exanple, the termcould also refer to a systementity, such as
a corporation, that has acquired a certificate to operate sone
other entity, such as a Wb server. (See: certificate holder.)

$ certificate policy
(1) "A nanmed set of rules that indicates the applicability of a
certificate to a particular comunity and/or class of application
with common security requirenents.” [X509] (See: certification
practice statenent.)

(C Acertificate policy can help a certificate user decide

whet her a certificate should be trusted in a particul ar
application. "For exanple, a particular certificate policy night
indicate applicability of a type of certificate for the

aut hentication of electronic data interchange transactions for the
tradi ng goods within a given price range." [R2527]

(G A v3 X. 509 public-key certificate may have a
"certificatePolicies" extension that lists certificate policies,
recogni zed by the issuing CA that apply to the certificate and
govern its use. Each policy is denoted by an object identifier and
may optionally have certificate policy qualifiers.
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(C SET usage: Every SET certificate specifies at | east one

certificate policy, that of the SET root CA. SET uses certificate
policy qualifiers to point to the actual policy statenment and to
add qualifying policies to the root policy. (See: SET qualifier.)

$ certificate policy qualifier
(1) Information that pertains to a certificate policy and is
included in a "certificatePolicies" extension in a v3 X 509
public-key certificate.

$ certificate reactivation
(1) The act or process by which a digital certificate, which a CA
has designated for revocation but not yet listed on a CRL, is
returned to the valid state.

$ certificate rekey
(1) The act or process by which an existing public-key certificate
has its public key value changed by issuing a new certificate with
a different (usually new) public key. (See: certificate renewal,
certificate update, rekey.)

(C For an X.509 public-key certificate, the essence of rekey is
that the subject stays the sane and a new public key is bound to
that subject. O her changes are nade, and the old certificate is
revoked, only as required by the PKI and CPS in support of the
rekey. If changes go beyond that, the process is a "certificate
updat e".

(O MSSI usage: To rekey a M SSI X 509 public-key certificate
means that the issuing authority creates a new certificate that is
identical to the old one, except the new one has a new, different
KEA key; or a new, different DSS key; or new, different KEA and
DSS keys. The new certificate also has a different serial nunber
and may have a different validity period. A new key creation date
and maxi num key lifetine period are assigned to each newy
generated key. If a new KEA key is generated, that key is assigned
a new KM D. The old certificate renmains valid until it expires,

but may not be further renewed, rekeyed, or updated.

$ certificate renewal
(I') The act or process by which the validity of the data binding
asserted by an existing public-key certificate is extended in tine
by issuing a new certificate. (See: certificate rekey, certificate
update.)

(C For an X.509 public-key certificate, this termmeans that the

validity period is extended (and, of course, a new serial nunber
is assigned) but the binding of the public key to the subject and
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to other data itens stays the sane. The other data itens are
changed, and the old certificate is revoked, only as required by
the PKI and CPS to support the renewal. If changes go beyond that,
the process is a "certificate rekey" or "certificate update"

$ certificate request
(D) ISDs SHOULD NOT use this term because it |ooks |ike inprecise
use of a term standardi zed by PKCS #10 and used in PKI X |nstead,
use the standard term "certification request".

$ certificate revocation
(1) The event that occurs when a CA declares that a previously
valid digital certificate issued by that CA has becone invalid;
usual ly stated with a revocation date.

(O In X 509, a revocation is announced to potential certificate
users by issuing a CRL that nentions the certificate. Revocation
and listing on a CRL is only necessary before certificate
expiration.

$ certificate revocation list (CRL)
(I') A data structure that enunerates digital certificates that
have been invalidated by their issuer prior to when they were
schedul ed to expire. (See: certificate expiration, X 509
certificate revocation list.)

(O "Asigned list indicating a set of certificates that are no

| onger considered valid by the certificate issuer. After a
certificate appears on a CRL, it is deleted froma subsequent CRL
after the certificate's expiry. CRLs nmay be used to identify
revoked public-key certificates or attribute certificates and may
represent revocation of certificates issued to authorities or to
users. The term CRL is also commonly used as a generic term
applying to all the different types of revocation lists, including
CRLs, ARLs, ACRLs, etc." [FPDAM

$ certificate revocation tree
(1) A mechanismfor distributing notice of certificate
revocations; uses a tree of hash results that is signed by the
tree’s issuer. Ofers an alternative to issuing a CRL, but is not
supported in X. 509. (See: certificate status responder.)

$ certificate serial nunber
(1) An integer value that (a) is associated with, and nay be
carried in, a digital certificate; (b) is assigned to the
certificate by the certificate' s issuer; and (c) is unique anong
all the certificates produced by that issuer
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(O "An integer value, unique within the issuing CA, which is
unanbi guously associated with a certificate issued by that CA "
[ X509]

$ certificate status responder
(N) FPKI usage: A trusted on-line server that acts for a CAto
provi de authenticated certificate status information to
certificate users. [FPKI] O fers an alternative to issuing a CRL
but is not supported in X 509. (See: certificate revocation tree.)

$ certificate update
(1) The act or process by which non-key data itenms bound in an
exi sting public-key certificate, especially authorizations granted
to the subject, are changed by issuing a new certificate. (See:
certificate rekey, certificate renewal.)

(C For an X.509 public-key certificate, the essence of this
process is that fundanmental changes are made in the data that is
bound to the public key, such that it is necessary to revoke the
old certificate. (O herwi se, the process is only a "certificate
rekey" or "certificate renewal".)

$ certificate user
(1) A systementity that depends on the validity of infornation
(such as another entity's public key value) provided by a digita
certificate. (See: relying party.)

(O "An entity that needs to know, with certainty, the public key
of another entity." [X509]

(C The systementity may be a hunman being or an organi zation, or
a device or process under the control of a human or an
organi zati on.

(D) 1SDs SHOULD NOT use this termas a synonym for the "subject”
of a certificate.

$ certificate validation
(1) An act or process by which a certificate user establishes that
the assertions nmade by a digital certificate can be trusted. (See:
valid certificate, validate vs. verify.)

(O "The process of ensuring that a certificate is valid including
possi bly the construction and processing of a certification path,
and ensuring that all certificates in that path have not expired
or been revoked." [FPDAM
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(C To validate a certificate, a certificate user checks that the
certificate is properly forned and signed and currently in force:

- Checks the signature: Enploys the issuer’s public key to verify
the digital signature of the CA who issued the certificate in
question. If the verifier obtains the issuer’s public key from
the issuer’s own public-key certificate, that certificate
shoul d be validated, too. That validation nmay lead to yet
anot her certificate to be validated, and so on. Thus, in
general, certificate validation involves discovering and
validating a certification path.

- Checks the syntax and senmantics: Parses the certificate's
syntax and interprets its semantics, applying rules specified
for and by its data fields, such as for critical extensions in
an X. 509 certificate.

- Checks currency and revocation: Verifies that the certificate
is currently in force by checking that the current date and
time are within the validity period (if that is specified in
the certificate) and that the certificate is not listed on a
CRL or otherw se announced as invalid. (CRLs thenselves require
a simlar validation process.)

$ certification
(1) Information system usage: Technical evaluation (usually made
in support of an accreditation action) of an information systems
security features and other safeguards to establish the extent to
whi ch the systemi s design and inplenmentation nmeet specified
security requirenents. [FP102] (See: accreditation.)

(1) Digital certificate usage: The act or process of vouching for
the truth and accuracy of the binding between data itens in a
certificate. (See: certify.)

(1) Public key usage: The act or process of vouching for the
ownership of a public key by issuing a public-key certificate that
binds the key to the nane of the entity that possesses the

mat ching private key. In addition to binding a key to a nanme, a
public-key certificate may bind those itens to other restrictive
or explanatory data items. (See: X 509 public-key certificate.)

(O SET usage: "The process of ascertaining that a set of

requi renents or criteria has been fulfilled and attesting to that
fact to others, usually with some witten instrument. A system
that has been inspected and eval uated as fully conpliant with the
SET protocol by duly authorized parties and process would be said
to have been certified conpliant." [SET2]
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$ certification authority (CA)
(1) An entity that issues digital certificates (especially X 509
certificates) and vouches for the binding between the data itens
in acertificate.

(O "An authority trusted by one or nore users to create and
assign certificates. Optionally, the certification authority may
create the user’s keys." [X509]

(C) Certificate users depend on the validity of information
provided by a certificate. Thus, a CA should be soneone that
certificate users trust, and usually holds an official position
created and granted power by a government, a corporation, or some
ot her organi zation. A CAis responsible for managing the life
cycle of certificates (see: certificate managenent) and, depending
on the type of certificate and the CPS that applies, may be
responsible for the life cycle of key pairs associated with the
certificates (see: key nmmnagenent).

$ certification authority workstation (CAW
(1) A conputer systemthat enables a CAto issue digita
certificates and supports other certificate managenent functions
as required.

$ certification hierarchy
(1) Atree-structured (loop-free) topology of relationships anong
CAs and the entities to whomthe CAs issue public-key
certificates. (See: hierarchical PKI.)

(O In this structure, one CAis the top CA the highest |evel of
the hierarchy. (See: root, top CA) The top CA nay issue public-
key certificates to one or nore additional CAs that formthe
second hi ghest | evel. Each of these CAs may issue certificates to
more CAs at the third highest level, and so on. The CAs at the
second- | owest of the hierarchy issue certificates only to non-CA
entities, called "end entities" that formthe | owest |evel. (See:
end entity.) Thus, all certification paths begin at the top CA and
descend through zero or nore levels of other CAs. Al certificate
users base path validations on the top CA's public key.

(O MSSI usage: A MSSI certification hierarchy has three or four
| evel s of CAs:

- A CA at the highest level, the top CA, is a "policy approving
authority".

- A CA at the second-highest level is a "policy creation
aut hority".
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- ACA at the third-highest level is a local authority called a
"certification authority".

- A CA at the fourth-highest (optional) level is a "subordinate
certification authority".

(O PEM usage: A PEMcertification hierarchy has three | evels of

CAs [R1422]:

- The highest level is the "Internet Policy Registration
Aut hority".

- A CA at the second-highest level is a "policy certification
aut hority".

- ACA at the third-highest level is a "certification authority".

(C» SET usage: A SET certification hierarchy has three or four
| evel s of CAs:

- The highest level is a "SET root CA"

- A CA at the second-highest level is a "brand certification
authority".

- A CA at the third-highest (optional) level is a "geopolitica
certification authority".

- A CA at the fourth-highest level is a "cardholder CA", a
"merchant CA", or a "paynment gateway CA"

$ certification path
(1) An ordered sequence of public-key certificates (or a sequence
of public-key certificates foll owed by one attribute certificate)
that enables a certificate user to verify the signature on the
last certificate in the path, and thus enables the user to obtain
a certified public key (or certified attributes) of the entity
that is the subject of that last certificate. (See: certificate
validation, valid certificate.)

(O "An ordered sequence of certificates of objects in the [X 500
Directory Information Tree] which, together with the public key of
the initial object in the path, can be processed to obtain that of
the final object in the path." [X509, R2527]

(C The path is the "list of certificates needed to allow a
particul ar user to obtain the public key of another." [X509] The
list is "linked" in the sense that the digital signature of each
certificate (except the first) is verified by the public key
contained in the preceding certificate; i.e., the private key used
to sign a certificate and the public key contained in the
preceding certificate forma key pair owned by the entity that

si gned.
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(O In the X.509 quotation in the previous "C' paragraph, the word
"particular" points out that a certification path that can be
val i dated by one certificate user nmight not be able to be
val i dated by another. That is because either the first certificate
should be a trusted certificate (it mght be a root certificate)
or the signature on the first certificate should be verified by a
trusted key (it mght be a root key), but such trust is defined
relative to each user, not absolutely for all users

$ certification policy
(D) 1SDs SHOULD NOT use this term Instead, use either
"certificate policy" or "certification practice statenent",
dependi ng on what is neant.

$ certification practice statement (CPS)
(1) "A statenent of the practices which a certification authority
enploys in issuing certificates." [ABA96, R2527] (See: certificate

policy.)

(C ACPS is a published security policy that can help a
certificate user to decide whether a certificate issued by a
particul ar CA can be trusted enough to use in a particul ar
application. A CPS may be (a) a declaration by a CA of the details
of the systemand practices it enploys in its certificate
managenent operations, (b) part of a contract between the CA and
an entity to whoma certificate is issued, (c) a statute or
regul ati on applicable to the CA or (d) a conbination of these
types involving nultiple docunents. [ABA]

(O ACPS is usually nore detailed and procedurally oriented than
a certificate policy. A CPS applies to a particular CA or CA
community, while a certificate policy applies across CAs or
comunities. A CAwith a single CPS may support mnultiple
certificate policies, which may be used for different application
pur poses or by different user communities. Miltiple CAs, each with
a different CPS, nay support the sane certificate policy. [R2527]

$ certification request
(1) A algorithmindependent transaction format, defined by PCKS
#10 and used in PKI X, that contains a DN, a public key, and
optionally a set of attributes, collectively signed by the entity
requesting certification, and sent to a CA, which transforns the
request to an X 509 public-key certificate or another type of
certificate.
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$ certify
1. (1) Issue a digital certificate and thus vouch for the truth,
accuracy, and binding between data itens in the certificate (e.g.
see: X.509 public key certificate), such as the identity of the
certificate' s subject and the ownership of a public key. (See:
certification.)

(C To "certify a public key" means to issue a public-key
certificate that vouches for the binding between the certificate’'s
subj ect and the key.

2. (1) The act by which a CA enpl oys neasures to verify the truth,
accuracy, and binding between data itens in a digital certificate.

(C) A description of the neasures used for verification should be
included in the CA's CPS.

$ CFB
See: cipher feedback.

$ Chal | enge Handshake Aut hentication Protocol (CHAP)
(1) A peer entity authentication nethod for PPP, using a randonly-
generated chal |l enge and requiring a matchi ng response that depends
on a cryptographi c hash of the challenge and a secret key. [R1994]
(See: chal | enge-response, PAP.)

$ chal | enge-response
(I') An authentication process that verifies an identity by
requiring correct authentication information to be provided in
response to a challenge. In a conputer system the authentication
information is usually a value that is required to be conputed in
response to an unpredictabl e chal | enge val ue.

$ Chal | enge- Response Aut henticati on Mechani sm (CRAM
(1) I'MAP4 usage: A nmechani sm|[R2195], intended for use with | MAP4
AUTHENTI CATE, by which an | MAP4 client uses a keyed hash [ R2104]
to authenticate itself to an | MAP4 server. (See: POP3 APOPR.)

(C The server includes a unique timestanp in its ready response
to the client. The client replies with the client’s nane and the
hash result of applying MD5 to a string formed from concat enati ng
the tinestanp with a shared secret that is known only to the
client and the server

$ channel
(1) An information transfer path within a system (See: covert
channel .)
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$ CHAP
See: Chal | enge Handshake Aut hentication Protocol

$ checksum
(I') Avalue that (a) is conputed by a function that is dependent
on the contents of a data object and (b) is stored or transnitted
together with the object, for the purpose of detecting changes in
the data. (See: cyclic redundancy check, data integrity service,
error detection code, hash, keyed hash, protected checksum)

(C) To gain confidence that a data object has not been changed, an
entity that later uses the data can conpute a checksum and conpare
it with the checksumthat was stored or transnmitted with the

obj ect.

(C) Computer systens and networks enpl oy checksuns (and ot her
mechani snms) to detect accidental changes in data. However, active
Wi r et appi ng that changes data could al so change an acconpanyi ng
checksumto natch the changed data. Thus, some checksum functions
by thensel ves are not good counterneasures for active attacks. To
protect against active attacks, the checksum function needs to be
wel | -chosen (see: cryptographic hash), and the checksumresult
needs to be cryptographically protected (see: digital signature,
keyed hash).

$ chosen-ci phertext attack
(1) A cryptanalysis technique in which the analyst tries to
determ ne the key from know edge of plaintext that corresponds to
ci phertext selected (i.e., dictated) by the analyst.

$ chosen-pl ai ntext attack
(1) A cryptanalysis technique in which the analyst tries to
determi ne the key from know edge of ciphertext that corresponds to
pl ai ntext selected (i.e., dictated) by the anal yst.

$ ClAC
See: Conputer Incident Advisory Capability.

$ AK
See: cryptographic ignition key.

$ ci pher
(1) A cryptographic algorithmfor encryption and decryption

$ ci pher bl ock chaining (CBQ)
(1) An bl ock cipher npde that enhances el ectroni c codebook node by
chai ni ng together bl ocks of ciphertext it produces. [FP081] (See:
[ R1829], [R2451].)
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(O This node operates by conbining (exclusive OR-ing) the
al gorithm s ciphertext output block with the next plaintext block
to formthe next input block for the algorithm

$ ci pher feedback (CFB)
(1) An bl ock cipher node that enhances el ectroni c code book node
by chai ning together the bl ocks of ciphertext it produces and
operating on plaintext segnents of variable length | ess than or
equal to the block Iength. [FP081]

(C) This node operates by using the previously generated

ci phertext segnent as the algorithnmis input (i.e., by "feeding
back" the ciphertext) to generate an output block, and then
combi ni ng (exclusive OR-ing) that output block with the next

pl ai ntext segment (block length or less) to formthe next

ci phertext segnent.

$ ci phertext
(1) Data that has been transforned by encryption so that its
semantic information content (i.e., its meaning) is no |onger
intelligible or directly avail able. (See: cleartext, plaintext.)

(O "Data produced through the use of enciphernent. The semantic
content of the resulting data is not available." [I7498 Part 2]

$ ciphertext-only attack
(1) A cryptanalysis technique in which the analyst tries to
determ ne the key solely fromknow edge of intercepted ciphertext
(al t hough the anal yst may al so know ot her clues, such as the
cryptographic algorithm the |Ianguage in which the plaintext was
witten, the subject matter of the plaintext, and sone probabl e
pl ai nt ext words.)

$ Cl PSO
See: Common | P Security Option.

$ CKL
See: conpronised key list.

$ class 2, 3, 4, or 5
(O U S Departnent of Defense usage: Levels of PKI assurance
based on risk and value of infornmation to be protected [ DOD3]:

- Cass 2: For handling | owvalue information (unclassified, not

m ssion-critical, or |ow nonetary value) or protection of
systemhigh information in low to nediumrisk environnent.
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- Class 3: For handling nmediumvalue information in low to
medi umrisk environnent. Typically requires identification of a
systementity as a |l egal person, rather than nmerely a nenber of
an organi zati on.

- Class 4: For handling nmedium to high-value information in any
environnent. Typically requires identification of an entity as
a |l egal person, rather than nerely a nmenber of an organizati on,
and a cryptographic hardware token for protection of keying
mat eri al

- Class 5: For handling high-value information in a high-risk

envi ronnent .

$ classification

$ classification |leve
(1) (1.) A grouping of classified information to which a
hierarchical, restrictive security label is applied to increase
protection of the data. (2.) The level of protection that is

required to be applied to that information. (See: security level.)

$ classified

(I') Refers to information (stored or conveyed, in any forn) that

is formally required by a security policy to be given data
confidentiality service and to be nmarked with a security | abe

(which in sone cases might be inplicit) to indicate its protected

status. (See: unclassified.)

(C The termis mainly used in government, especially in the
mlitary, although the concept underlying the termalso applies
out side governnent. In the U S. Departnent of Defense, for

exanple, it means information that has been determi ned pursuant to
Executive Order 12958 ("d assified National Security |nformation"

20 April 1995) or any predecessor order to require protection
agai nst unaut horized disclosure and is marked to indicate its
classified status when in docunentary form

$ clean system
(1) A conputer systemin which the operating system and
application systemsoftware and files have just been freshly
installed fromtrusted software distribution nedia.

(CO A clean systemis not necessarily in a secure state

$ cl earance
See: security clearance.
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$ clearance | eve
(1) The security level of information to which a security
cl earance aut horizes a person to have access.

$ cleartext
(1) Data in which the semantic information content (i.e., the
meaning) is intelligible or is directly available. (See:
pl ai ntext.)

(O "Intelligible data, the semantic content of which is
avail able.™ [17498 Part 2]

(D) 1SDs SHOULD NOT use this termas a synonym for "plaintext",
the input to an encryption operation, because the plaintext input
to encryption nmay itself be ciphertext that was output from

anot her operation. (See: superencryption.)

$ client
(1) A systementity that requests and uses a service provided by
anot her systementity, called a "server". (See: server.)

(C Usually, the requesting entity is a conputer process, and it
makes the request on behalf of a human user. In some cases, the
server may itself be a client of sone other server

$ CLI PPER chip
(N} The Mykotronx, Inc. MYK-82, an integrated microcircuit with a
cryptographi c processor that inplenments the SKIPJACK encryption
al gorithm and supports key escrow. (See: CAPSTONE, Escrowed
Encryption Standard.)

(O The key escrow schene for a chip involves a SKI PJACK key
common to all chips that protects the unique serial nunber of the
chip, and a second SKI PJACK key unique to the chip that protects
all data encrypted by the chip. The second key is escrowed as
split key conponents held by NIST and the U S. Treasury

Depart nment.

$ closed security environnent
(O U. S Departnent of Defense usage: A system environnent that
meets both of the follow ng conditions: (a) Application devel opers
(i ncl udi ng nai ntai ners) have sufficient clearances and
aut hori zations to provide an acceptable presunption that they have
not introduced nalicious logic. (b) Configuration control provides
sufficient assurance that system applications and the equi pnent
they run on are protected against the introduction of malicious
logic prior to and during the operation of applications. [NCS04]
(See: open security environment.)
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$ code
(1) noun: A system of synbols used to represent information, which
m ght originally have sone other representation. (See: encode.)

(D) 1SDs SHOULD NOT use this termas synonymfor the follow ng:

(a) "cipher", "hash", or other words that nmean "a cryptographic
algorithm'; (b) "ciphertext"; or (c) "encrypt", "hash", or other
words that refer to applying a cryptographic algorithm

(D) 1SDs SHOULD NOT this word as an abbreviation for the foll ow ng
terns: country code, cyclic redundancy code, Data Authentication
Code, error detection code, Message Authentication Code, object
code, or source code. To avoid nmisunderstandi ng, use the fully
qualified term at least at the point of first usage.

$ col or change
(1) I'n a systemthat is being operated in periods processing node,
the act of purging all infornmation fromone processing period and
then changi ng over to the next processing period.

$ Common Criteria

$ Common Criteria for Information Technol ogy Security
(N) "The Common Criteria"” is a standard for evaluating information
technol ogy products and systens, such as operating systens,
comput er networks, distributed systens, and applications. It
states requirenents for security functions and for assurance
nmeasures. [ CCl B]

(C) Canada, France, Cernmany, the Netherlands, the United Ki ngdom
and the United States (N ST and NSA) began devel oping this
standard in 1993, based on the European | TSEC, the Canadi an
Trusted Conputer Product Evaluation Criteria (CTCPEC), and the

U S. "Federal Criteria for Information Technol ogy Security" (FC)
and its precursor, the TCSEC. Wrk was done in cooperation wth

I SO I EC Joint Technical Conmittee 1 (Information Technol ogy),
Subcommi ttee 27 (Security Techni ques), Wrking Goup 3 (Security
Criteria). Version 2.1 of the Criteria is equivalent to I SOs
International Standard 15408 [115408]. The U. S. Governnent intends
that this standard eventually will supersede both the TCSEC and
FIPS PUB 140-1. (See: N AP.)

(O The standard addresses data confidentiality, data integrity,
and availability and may apply to other aspects of security. It
focuses on threats to information arising fromhuman activities,
mal i ci ous or otherw se, but nmay apply to non-human threats. It
applies to security nmeasures inplenmented in hardware, firmware, or
software. It does not apply to (a) administrative security not
related directly to technical security, (b) technical physica
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aspects of security such as el ectromagnetic emanation control, (c)
eval uati on nmet hodol ogy or administrative and | egal framework under
which the criteria may be applied, (d) procedures for use of

eval uation results, or (e) assessnent of inherent qualities of
cryptographic al gorithns.

$ Common | P Security Option (ClPSO
See: (secondary definition under) Internet Protocol Security

Opti on.

$ common nane
(1) A character string that (a) may be a part of the X. 500 DN of a
Directory object ("conmonName" attribute), (b) is a (possibly
anbi guous) nane by which the object is conmonly known in sone
limted scope (such as an organi zation), and (c) conforms to the
nam ng conventions of the country or culture with which it is
associ ated. [X520] (See: ("subject"” and "issuer” under) X 509
public-key certificate.)

(O For exanple, "Dr. E. F. More", "The United Nations", or
"12-th Fl oor Laser Printer".

$ communi cation security (COVBEQ)
(1) Measures that inplenent and assure security services in a
communi cati on system particularly those that provide data
confidentiality and data integrity and that authenticate
conmuni cating entities.

(C) Usually understood to include cryptographic algorithns and key
managenent net hods and processes, devices that inplenment them and
the Iife cycle managenent of keying nmaterial and devices.

$ community string
(1) A community nanme in the formof an octet string that serves as
a cleartext password in SNMP version 1. [R1157]

$ conpart nent
(1) A grouping of sensitive information itens that require specia
access controls beyond those normally provided for the basic
classification I evel of the information. (See: category.)

(© The termis usually understood to include the special handling
procedures to be used for the information.

$ conproni se
See: data conpromi se, security conprom se
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$ conpromi sed key list (CKL)
(O MSSI usage: Alist that identifies keys for which
unaut hori zed di sclosure or alteration may have occurred. (See:
conprom se.)

(O ACKL is issued by an CA, like a CRL is issued. But a CKL
lists only KM Ds, not subjects that hold the keys, and not
certificates in which the keys are bound.

$ COVPUSEC
See: conputer security.

$ conputer energency response team ( CERT)
(1) An organization that studies conputer and network | NFOCSEC in
order to provide incident response services to victinms of attacks,
publish alerts concerning vulnerabilities and threats, and offer
other information to help inprove conputer and network security.
(See: CSIRT, security incident.)

(O For exanple, the CERT Coordination Center at Carnegie-Mellon
University (sometinmes called "the" CERT) and the Conputer |ncident
Advi sory Capability.

$ Conputer Incident Advisory Capability (Cl AQ
(N) A conputer energency response teamin the U S. Departnent of
Ener gy.

$ conput er network
(I') A collection of host conputers together with the subnetwork or
i nternetwork through which they can exchange data.

(C This definition is intended to cover systens of all sizes and
types, ranging fromthe conplex Internet to a sinple system
conmposed of a personal conputer dialing in as a renote termnal of
anot her comput er.

$ conputer security (COVWUSEC)
(1) Measures that inplenent and assure security services in a
conmput er system particularly those that assure access contro
service.

(O Usually understood to include functions, features, and

techni cal characteristics of conputer hardware and software
especi ally operating systens.
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$ conputer security incident response team (CSIRT)
(1) An organi zation "that coordinates and supports the response to
security incidents that involve sites within a defined
constituency." [R2350] (See: CERT, FIRST, security incident.)

(O To be considered a CSIRT, an organi zation nust do as foll ows:

- Provide a (secure) channel for receiving reports about
suspected security incidents.

- Provide assistance to nmenbers of its constituency in handling
the incidents.

- Dissenmnate incident-related information to its constituency
and other involved parti es.

$ conputer security object
(1) The definition or representation of a resource, tool, or
mechani smused to maintain a condition of security in conputerized
environnents. Includes many el enents referred to in standards that
are either selected or defined by separate user comunities.
[ CSOR] (See: object identifier, Conputer Security Objects
Regi ster.)

$ Conputer Security Objects Register (CSOR)
(N) A service operated by NIST is establishing a catal og for
conputer security objects to provide stable object definitions
identified by unique nanes. The use of this register will enable
t he unanbi guous specification of security paraneters and
algorithms to be used in secure data exchanges.

(C© The CSOR follows registration guidelines established by the

i nternational standards conmmunity and ANSI. Those gui del i nes
establish mininumresponsibilities for registration authorities
and assign the top branches of an international registration

hi erarchy. Under that international registration hierarchy the
CSOR is responsible for the allocation of unique identifiers under
the branch {joint-iso-ccitt(2) country(16) us(840) gov(101)
csor(3)}.

$ COVSEC
See: conmuni cation security.

$ confidentiality
See: data confidentiality.

$ configuration contro
(1) The process of regulating changes to hardware, firnware,
sof tware, and documentation throughout the devel opnent and
operational life of a system (See: adninistrative security.)
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(O Configuration control hel ps protect agai nst unauthorized or
mal i cious alteration of a system and thus provi des assurance of
systemintegrity. (See: malicious logic.)

$ confinement property
See: (secondary definition under) Bell-LaPadul a Model .

$ connectionless data integrity service
(1) A security service that provides data integrity service for an
i ndi vidual |P datagram by detecting nodification of the datagram
wi thout regard to the ordering of the datagramin a stream of
dat agr ans.

(G A connection-oriented data integrity service would be able to
detect lost or reordered datagrans within a stream of datagrans.

$ contingency pl an
(1) A plan for energency response, backup operations, and post-
di saster recovery in a systemas part of a security programto
ensure availability of critical systemresources and facilitate
continuity of operations in a crisis. [NCSO4] (See: availability.)

$ controlled security node
(D) 1SDs SHOULD NOT use this term It was defined in an earlier
version of the U S. Departnent of Defense policy that regul ates
system accredi tation, but was subsuned by "partitioned security
node" in the current version. [DOD2]

(C) The termrefers to a node of operation of an information
system wherein at |east sone users with access to the system have
neither a security clearance nor a need-to-know for all classified
material contained in the system However, separation and contro
of users and classified material on the basis, respectively, of

cl earance and classification level are not essentially under
operating systemcontrol like they are in "nultil evel security
node".

(C) Controlled node was intended to encourage ingenuity in neeting
the security requirenments of Defense policy in ways |ess
restrictive than "dedi cated security node" and "system hi gh
security node", but at a level of risk |lower than that generally
associated with the true "nultilevel security node". This was to
be acconplished by inplenentation of explicit augnenting neasures
to reduce or renove a substantial neasure of system software

vul nerability together with specific linmtation of the security

cl earance |l evel s of users permtted concurrent access to the
system
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$ cooki e
(1) access control usage: A synonymfor "capability" or "ticket"
in an access control system

(1) I'Psec usage: Data exchanged by | SAKMP to prevent certain
deni al -of -service attacks during the establishnent of a security
associ ati on.

(1) HTTP usage: Data exchanged between an HTTP server and a
browser (a client of the server) to store state information on the
client side and retrieve it later for server use.

(© An HTTP server, when sending data to a client, may send al ong
a cookie, which the client retains after the HTTP connection

cl oses. A server can use this nechanismto maintain persistent
client-side state information for HTTP-based applications,
retrieving the state information in |ater connections. A cookie
may i nclude a description of the range of URLs for which the state
is valid. Future requests nade by the client in that range will

al so send the current value of the cookie to the server. Cookies
can be used to generate profiles of web usage habits, and thus may
i nfringe on personal privacy.

$ Coordi nated Universal Tinme (UTC)
(N) UTC is derived fromlnternational Atomic Tinme (TAl) by adding
a nunmber of |eap seconds. The International Bureau of Wights and
Measures conmputes TAlI once each nonth by averagi ng data from many
| aboratories. (See: GeneralizedTine, UTCTine.)

$ copy
See: card copy.

$ correctness integrity
(1) Accuracy and consistency of the information that data val ues
represent, rather than of the data itself. Cosely related to
i ssues of accountability and error handling. (See: data integrity,
source integrity.)

$ correctness proof
(1) A mathematical proof of consistency between a specification
for systemsecurity and the inplenmentation of that specification
(See: formal specification.)

$ count er measure
(1) An action, device, procedure, or technique that reduces a
threat, a vulnerability, or an attack by elimnating or preventing
it, by mnimzing the harmit can cause, or by discovering and
reporting it so that corrective action can be taken
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(O In an Internet protocol, a counterneasure nay take the form of
a protocol feature, an elenent function, or a usage constraint.

$ country code
(I') An identifier that is defined for a nation by 1SO [I3166]

(O For each nation, |1SO Standard 3166 defines a uni que two-
character al phabetic code, a unique three-character al phabetic
code, and a three-digit code. Anmong many uses of these codes, the
two- character codes are used as top-level domain names

$ covert channel
(1) Aintra-systemchannel that pernmits two cooperating entities,
wi t hout exceedi ng their access authorizations, to transfer
information in a way that violates the systenis security policy.
(See: channel, out of band.)

(O "A comunications channel that allows two cooperating
processes to transfer information in a nmanner that violates the
systenmi s security policy." [NCS04]

(C) The cooperating entities can be either two insiders or an

i nsider and an outsider. OF course, an outsider has no access
aut horization at all. A covert channel is a systemfeature that
the system architects neither designed nor intended for

i nformation transfer:

- "Timng channel": A systemfeature that enabl e one system
entity to signal information to another by nodulating its own
use of a systemresource in such a way as to affect system
response tine observed by the second entity.

- "Storage channel": A system feature that enables one system
entity to signal information to another entity by directly or
indirectly witing a storage location that is later directly or
indirectly read by the second entity.

$ CPS
See: certification practice statenent.

$ cracker
(1) Soneone who tries to break the security of, and gain access
to, soneone else’'s systemw thout being invited to do so. (See:
hacker and intruder.)

$ CRAM
See: Chal | enge- Response Aut henticati on Mechani sm
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$ CRC
See: cyclic redundancy check.

$ credential (s)
(1) Data that is transferred or presented to establish either a
clained identity or the authorizations of a systementity. (See:
aut hentication information, capability, ticket.)

(O "Data that is transferred to establish the clained identity of
an entity." [17498 Part 2]

$ critical
1. (I) "Critical" systemresource: A condition of a service or
ot her systemresource such that denial of access to (i.e., lack of

availability of) that resource would jeopardi ze a systemuser’s
ability to performa primary function or would result in other
serious consequences. (See: availability, sensitive.)

2. (N) "Critical" extension: Each extension of an X 509
certificate (or CRL) is marked as being either critical or non-
critical. If an extension is critical and a certificate user (or
CRL user) does not recognize the extension type or does not

i npl enment its semantics, then the user is required to treat the
certificate (or CRL) as invalid. If an extension is non-critical

a user that does not recognize or inplenent that extension type is
permitted to ignore the extension and process the rest of the
certificate (or CRL).

$ CRL
See: certificate revocation |ist.

$ CRL distribution point
See: distribution point.

$ CRL extension
See: extension.

$ cross-certificate
See: cross-certification

$ cross-certification
(1) The act or process by which two CAs each certify a public key
of the other, issuing a public-key certificate to that other CA

(C Cross-certification enables users to validate each other’s

certificate when the users are certified under different
certification hierarchies.
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$ cryptanal ysis
(1) The mat hematical science that deals with analysis of a
cryptographic systemin order to gain know edge needed to break or
circunmvent the protection that the systemis designed to provide.
(See: cryptol ogy.)

(O "The anal ysis of a cryptographic systemand/or its inputs and
outputs to derive confidential variables and/or sensitive data
including cleartext." [17498 Part 2]

(C The "O' definition states the traditional goal of
cryptanal ysi s--convert the ciphertext to plaintext (which usually
is cleartext) without knowi ng the key--but that definition applies
only to encryption systens. Today, the termis used with reference
to all kinds of cryptographic algorithms and key managenent, and
the "I" definition reflects that. In all cases, however, a
cryptanal yst tries to uncover or reproduce soneone else’s
sensitive data, such as cleartext, a key, or an algorithm The
basi ¢ cryptanal ytic attacks on encryption systens are ci phertext-
only, known-plaintext, chosen-plaintext, and chosen-ci phertext;
and these generalize to the other kinds of cryptography.

$ crypto
(D) Except as part of certain |long-established terns listed in
this dossary, |SDs SHOULD NOT use this abbreviated term because
it may be nisunderstood. Instead, use "cryptography" or
"crypt ographic".

$ cryptographic al gorithm
(1) An algorithmthat enploys the science of cryptography,
i ncludi ng encryption algorithmnms, cryptographic hash al gorithns,
digital signature algorithns, and key agreenent al gorithms.

$ cryptographic application programing interface (CAPI)
(1) The source code formats and procedures through which an
appl i cation program accesses cryptographic services, which are
defined abstractly conpared to their actual inplenentation. For
exanpl e, see: PKCS #11, [R2628].

$ cryptographic card
(1) A cryptographic token in the formof a smart card or a PC
card.

$ cryptographi c conponent

(1) A generic termfor any system conponent that involves
cryptography. (See: cryptographic nodul e.)
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$ cryptographi c hash
See: (secondary definition under) hash function

$ cryptographic ignition key (CK)
(1) A physical (usually electronic) token used to store,
transport, and protect cryptographic keys. (Sonetines abbreviated
as "crypto ignition key".)

(G Atypical use is to divide a split key between a CIK and a
cryptographic nodule, so that it is necessary to conbine the two
to regenerate a key-encrypting key and thus activate the nodul e
and other keys it contains.

$ cryptographi c key
(1) Usually shortened to just "key". An input paraneter that
varies the transformation perforned by a cryptographic al gorithm

(O "A sequence of synbols that controls the operations of
enci phernent and deci phernent." [17498 Part 2]

(O If a key value needs to be kept secret, the sequence of
synbol s (usually bits) that conprise it should be random or at
| east pseudo-random because that makes the key hard for an
adversary to guess. (See: cryptanalysis, brute force attack.)

$ Cryptographic Message Syntax (CWVB)
(1) A encapsul ation syntax for digital signatures, hashes, and
encryption of arbitrary nmessages. [R2630]

(CO CMs was derived from PKCS #7. CMS val ues are specified with
ASN. 1 and use BER encoding. The syntax permits multiple
encapsul ation with nesting, pernits arbitrary attributes to be
signed along with nmessage content, and supports a variety of
architectures for digital certificate-based key managenent.

$ cryptographi ¢ nodul e
(1) A set of hardware, software, firmmare, or some conbi nation
t hereof that inplenments cryptographic |ogic or processes,
i ncl udi ng cryptographic algorithnms, and is contained within the
nmodul e’ s crypt ographi ¢ boundary, which is an explicitly defined
conti guous perimneter that establishes the physical bounds of the
nodul e. [ FP140]

$ cryptographi c system
(1) A set of cryptographic algorithns together with the key
managemnment processes that support use of the algorithnms in sone
application context.
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(© This "I" definition covers a wi der range of algorithms than
the following "O' definition

(O "Acollection of transformations from plaintext into

ci phertext and vice versa [which woul d exclude digital signature,
crypt ographi ¢ hash, and key agreenent algorithns], the particul ar
transformation(s) to be used being sel ected by keys. The
transformati ons are normally defined by a mathematical al gorithm
[ X509]

$ cryptographic token
(1) A portable, user-controlled, physical device used to store
cryptographic i nformati on and possi bly perform cryptographic
functions. (See: cryptographic card, token.)

(CO A smart token may inplenment sone set of cryptographic

al gorithnms and may inplenent related al gorithnms and key managenent
functions, such as a random nunber generator. A snart
cryptographi c token nay contain a cryptographic nodul e or may not
be explicitly designed that way.

$ crypt ography
(1) The mat hemati cal science that deals with transfornmng data to
render its neaning unintelligible (i.e., to hide its semantic
content), prevent its undetected alteration, or prevent its
unaut hori zed use. |If the transformation is reversible,
cryptography al so deals with restoring encrypted data to
intelligible form (See: cryptol ogy, steganography.)

(O "The discipline which enbodies principles, nmeans, and nethods
for the transformation of data in order to hide its information
content, prevent its undetected nodification and/or prevent its
unaut hori zed use. . . . Cryptography determ nes the nethods used
i n enci phernment and deci phernent." [17498 Part 2]

$ Crypt oki
See: (secondary definition under) PKCS #11.

$ cryptol ogy
(1) The science that includes both cryptography and cryptanal ysis,
and sonetimes is said to include steganography.

$ cryptonet

(1) A group of systementities that share a secret cryptographic
key for a symetric al gorithm
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$ cryptoperiod
(1) The time span during which a particular key is authorized to
be used in a cryptographic system (See: key managenent.)

(C) A cryptoperiod is usually stated in terns of cal endar or clock
time, but sonmetimes is stated in terms of the maxi mum anount of
data pernmitted to be processed by a cryptographic al gorithm using
the key. Specifying a cryptoperiod involves a tradeoff between the
cost of rekeying and the risk of successful cryptanalysis.

(C Although we deprecate its prefix, this termis |ong-
established in COWUSEC usage. (See: crypto) In the context of
certificates and public keys, "key lifetinme" and "validity period"
are often used instead.

$ cryptosystem
(D) 1SDs SHOULD NOT use this termas an abbreviation for
cryptographic system (For rationale, see: crypto.)

$ CSIRT
See: conputer security incident response team

$ CSOR
See: Conputer Security bjects Register

$ cut-and-paste attack
(1) An active attack on the data integrity of ciphertext, effected
by replacing sections of ciphertext with other ciphertext, such
that the result appears to decrypt correctly but actually decrypts
to plaintext that is forged to the satisfaction of the attacker

$ cyclic redundancy check (CRC
(1) Sonetines called "cyclic redundancy code". A type of checksum
algorithmthat is not a cryptographic hash but is used to
i npl ement data integrity service where accidental changes to data
are expected.

$ DAC
See: Data Authentication Code, discretionary access control

$ DASS
See: Distributed Authentication Security Service.

$ data
(1) Information in a specific physical representation, usually a
sequence of synbols that have neaning; especially a representation
of information that can be processed or produced by a conputer
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$ Data Authentication Al gorithm
(N) A keyed hash function equivalent to DES ci pher bl ock chai ni ng
with IV = 0. [A9009]

(D) 1SDs SHOULD NOT use the uncapitalized formof this termas a
synonym for other kinds of checksuns.

$ data authentication code vs. Data Authentication Code (DAC)
1. (N) Capitalized: "The Data Authentication Code" refers to a
U S. Government standard [FP113] for a checksumthat is computed
by the Data Authentication Algorithm (Al so known as the ANS
standard Message Aut hentication Code [ A9009].)

2. (D) Not capitalized: |SDs SHOULD NOT use "data authentication
code" as a synonym for another kind of checksum because this term
m xes concepts in a potentially m sleading way. (See:

aut hentication code.) Instead, use "checksuni, "error detection
code", "hash", "keyed hash", "Message Authentication Code", or
"protected checksunt, depending on what is neant.

$ data conpronise
(I') A security incident in which information is exposed to
potential unauthorized access, such that unauthorized discl osure,
alteration, or use of the informati on nay have occurred. (See:
conprom se.)

$ data confidentiality
(I') "The property that information is not made avail abl e or
di scl osed to unauthorized individuals, entities, or processes
[i.e., to any unauthorized systementity]." [17498 Part 2]. (See:
data confidentiality service.)

(D) 1SDs SHOULD NOT use this termas a synonymfor "privacy"
which is a different concept.

$ data confidentiality service
(1) A security service that protects data agai nst unauthorized
di scl osure. (See: data confidentiality.)

(D) 1SDs SHOULD NOT use this termas a synonymfor "privacy",
which is a different concept.

$ Data Encryption Al gorithm (DEA)
(N A symmetric block cipher, defined as part of the U S
Governnent’s Data Encryption Standard. DEA uses a 64-bit key, of
which 56 bits are independently chosen and 8 are parity bits, and
maps a 64-bit block into another 64-bit bl ock. [FP046] (See: DES,
synmmetric cryptography.)
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(C© This algorithmis usually referred to as "DES". The al gorithm
has al so been adopted in standards outside the Government (e.g.
[ A3092]).

ata encryption key (DEK)
(1) A cryptographic key that is used to enci pher application data.
(See: key-encrypting key.)

$ Data Encryption Standard (DES)

$d

$d

Shi rey

(N A US Covernment standard [ FP046] that specifies the Data
Encryption Algorithmand states policy for using the algorithmto
protect unclassified, sensitive data. (See: AES, DEA.)

ata integrity

(1) The property that data has not been changed, destroyed, or

I ost in an unauthorized or accidental manner. (See: data integrity
service.)

(O "The property that information has not been nodified or
destroyed in an unauthorized manner." [17498 Part 2]

(C) Deals with constancy of and confidence in data val ues, not
with the information that the val ues represent (see: correctness
integrity) or the trustworthiness of the source of the val ues
(see: source integrity).

ata integrity service

(1) A security service that protects agai nst unauthorized changes
to data, including both intentional change or destruction and
accidental change or loss, by ensuring that changes to data are
detectable. (See: data integrity.)

(C Adata integrity service can only detect a change and report
it to an appropriate systementity; changes cannot be prevented
unl ess the systemis perfect (error-free) and no malicious user
has access. However, a systemthat offers data integrity service
m ght also attenpt to correct and recover from changes.

(O Relationship between data integrity service and authentication
services: Although data integrity service is defined separately
fromdata origin authentication service and peer entity

aut hentication service, it is closely related to them

Aut henti cation services depend, by definition, on conpanion data
integrity services. Data origin authentication service provides
verification that the identity of the original source of a
received data unit is as clainmed; there can be no such
verification if the data unit has been altered. Peer entity
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aut hentication service provides verification that the identity of
a peer entity in a current association is as clained; there can be
no such verification if the clainmed identity has been altered.

$ data origin authentication
(1) "The corroboration that the source of data received is as
clained." [17498 Part 2] (See: authentication.)

$ data origin authentication service
(I') A security service that verifies the identity of a system
entity that is claimed to be the original source of received data.
(See: authentication, authentication service.)

(O This service is provided to any systementity that receives or
hol ds the data. Unlike peer entity authentication service, this
service is independent of any association between the originator
and the recipient, and the data in question may have origi nated at
any tine in the past.

(GO A digital signature nmechanismcan be used to provide this
servi ce, because soneone who does not know the private key cannot
forge the correct signature. However, by using the signer’s public
key, anyone can verify the origin of correctly signed data.

(C This service is usually bundled with connectionl ess data
integrity service. (See: (relationship between data integrity
service and authentication services under) data integrity service.

$ data privacy
(D) 1SDs SHOULD NOT use this termbecause it mix concepts in a
potentially msleading way. Instead, use either "data
confidentiality" or "privacy", depending on what is neant.

$ data security
(I') The protection of data fromdisclosure, alteration
destruction, or loss that either is accidental or is intentiona
but unaut hori zed.

(C Both data confidentiality service and data integrity service
are needed to achieve data security.

$ dat agram
(1) "A self-contained, independent entity of data carrying
sufficient information to be routed fromthe source to the
destination." [R1983]

$ DEA
See: Data Encryption Al gorithm
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$ deception
See: (secondary definition under) threat consequence.

$ deci pher
(D) 1SDs SHOULD NOT use this termas a synonym for "decrypt”,
except in special circunstances. (See: (usage discussion under)
encryption.)

$ deci pher nent
(D) 1SDs SHOULD NOT use this termas a synonym for "decryption”,
except in special circunmstances. (See: (usage di scussion under)
encryption.)

$ decode
(1) Convert encoded data back to its original form of
representation. (See: decrypt.)

(D) 1SDs SHOULD NOT use this termas a synonymfor "decrypt"
because that would nix concepts in a potentially m sleading way.

$ decrypt
(1) Cryptographically restore ciphertext to the plaintext formit
had before encryption.

$ decryption
See: (secondary definition under) encryption

$ dedicated security node
(1) A node of operation of an information system wherein al
users have the clearance or authorization, and the need-to-know,
for all data handled by the system In this node, the system nay
handl e either a single classification |evel or category of
informati on or a range of levels and categories. [DOD2]

(C) This node is defined formally in U S Departnment of Defense
policy regarding systemaccreditation, but the termis also used
out side the Defense Departnent and outside the Governnent.

$ default account
(1) A systemlogin account (usually accessed with a user name and
password) that has been predefined in a manufactured systemto
permt initial access when the systemis first put into service.

(O Sonetines, the default user nanme and password are the sane in

each copy of the system In any case, when the systemis put into

service, the default password should inmedi ately be changed or the
default account should be di sabl ed.
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$ degauss
(N) Apply a magnetic field to permanently renove, erase, or clear
data froma nagnetic storage nmedium such as a tape or disk
[ NCS25]. Reduce mmgnetic flux density to zero by applying a
reversing magnetic field.

$ degausser
(N) An electrical device that can degauss magnetic storage nedi a.

$ DEK
See: data encryption key.

$ delta CRL
(1) Apartial CRL that only contains entries for X 509
certificates that have been revoked since the issuance of a prior
base CRL. This nethod can be used to partition CRLs that becone
too | arge and unw el dy.

$ denial of service
(1) The prevention of authorized access to a systemresource or
t he del ayi ng of system operations and functions. (See:
availability, critical (resource of a systen), flooding.)

$ DES
See: Data Encryption Standard.

$ dictionary attack
(1) An attack that uses a brute-force techni que of successively
trying all the words in sone |arge, exhaustive list.

(O For exanple, an attack on an authentication service by trying
all possible passwords; or an attack on encryption by encrypting
some known pl ai ntext phrase with all possible keys so that the key
for any given encrypted nessage containing that phrase may be
obt ai ned by | ookup

$ Diffie-Hellman
(N A key agreenent al gorithm published in 1976 by Witfield
Diffie and Martin Hel I man [ DH76, R2631].

(C) Diffie-Hellnman does key establishment, not encryption
However, the key that it produces nay be used for encryption, for
further key managenment operations, or for any other cryptography.

(C The difficulty of breaking Diffie-Hellman is considered to be
equal to the difficulty of computing discrete logarithms nodulo a
large prime. The algorithmis described in [R2631] and [Schn]. In
brief, Alice and Bob together pick large integers that satisfy
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certain mathenatical conditions, and then use the integers to each
separately conpute a public-private key pair. They send each ot her
their public key. Each person uses their own private key and the
other person’s public key to compute a key, k, that, because of
the mat hematics of the algorithm is the sanme for each of them
Passi ve wiretapping cannot | earn the shared k, because k is not
transmitted, and neither are the private keys needed to conpute k
However, w thout additional nechanisns to authenticate each party
to the other, a protocol based on the algorithmmy be vul nerabl e
to a man-in-the-m ddl e attack

$ di gest
See: nessage digest.

$ digital certificate
(1) Acertificate document in the formof a digital data object (a
dat a object used by a conputer) to which is appended a computed
digital signature value that depends on the data object. (See:
attribute certificate, capability, public-key certificate.)

(D) 1SDs SHOULD NOT use this termto refer to a signed CRL or CKL.
Al t hough the recomrended definition can be interpreted to include
those itens, the security comunity does not use the termwth

t hose neani ngs.

$ digital certification
(D) 1SDs SHOULD NOT use this termas a synonym for
"certification", unless the context is not sufficient to
di stingui sh between digital certification and another kind of
certification, in which case it would be better to use "public-key
certification" or another phrase that indicates what is being
certified.

$ digital document
(1) An electronic data object that represents information
originally witten in a non-electronic, non-nagnetic medi um
(usually ink on paper) or is an anal ogue of a docunent of that

t ype.

$ digital envel ope
(I') Adigital envelope for a recipient is a conbination of (a)
encrypted content data (of any kind) and (b) the content
encryption key in an encrypted formthat has been prepared for the
use of the recipient.

(C In ISDs, this termshould be defined at the point of first use

because, although the termis defined in PKCS #7 and used in
SIMME, it is not yet widely established.
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(C) Digital enveloping is not sinply a synonymfor inplenmenting
data confidentiality with encryption; digital enveloping is a
hybrid encryption schene to "seal" a nmessage or other data, by
encrypting the data and sending both it and a protected form of
the key to the intended recipient, so that no one other than the
i ntended recipient can "open" the nessage. In PCKS #7, it neans
first encrypting the data using a symmetric encryption al gorithm
and a secret key, and then encrypting the secret key using an
asymmetric encryption algorithmand the public key of the intended
recipient. In SSMME, additional nethods are defined for
conveyi ng the content encryption key.

$ Digital ID(service nark)
(D) ISDs SHOULD NOT use this termas a synonymfor "digita
certificate" because (a) it is the service mark of a comercia
firm (b) it unnecessarily duplicates the neaning of other, well-
established terms, and (c) a certificate is not always used as
aut hentication information. In sone contexts, however, it may be
useful to explain that the key conveyed in a public-key
certificate can be used to verify an identity and, therefore, that
the certificate can be thought of as digital identification
information. (See: identification information.)

$ digital key
(C The adjective "digital" need not be used with "key" or
"cryptographic key", unless the context is insufficient to
di stinguish the digital key from another kind of key, such as a
metal key for a door I|ock

$ digital notary
(1) Anal ogous to a notary public. Provides a trusted date-and-tine
stanp for a docunment, so that someone can |ater prove that the
docunment existed at a point in time. May also verify the
signature(s) on a signed docunent before applying the stanp. (See:
notari zation.)

$ digital signature
(1) A value conputed with a cryptographic algorithm and appended
to a data object in such a way that any recipient of the data can
use the signature to verify the data's origin and integrity. (See:
data origin authentication service, data integrity service,
digitized signature, electronic signature, signer.)

(1) "Data appended to, or a cryptographic transformation of, a
data unit that allows a recipient of the data unit to prove the
source and integrity of the data unit and protect against forgery,
e.g. by the recipient.” [17498 Part 2]
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(C Typically, the data object is first input to a hash function
and then the hash result is cryptographically transformed using a
private key of the signer. The final resulting value is called the
digital signature of the data object. The signature value is a
protected checksum because the properties of a cryptographic hash
ensure that if the data object is changed, the digital signature
will no longer match it. The digital signature is unforgeable
because one cannot be certain of correctly creating or changing
the signature w thout knowi ng the private key of the supposed

si gner.

(C Sone digital signature schenes use a asynmetric encryption
algorithm (e.g., see: RSA) to transformthe hash result. Thus,
when Alice needs to sign a nessage to send to Bob, she can use her
private key to encrypt the hash result. Bob receives both the
nmessage and the digital signature. Bob can use Alice’'s public key
to decrypt the signature, and then conpare the plaintext result to
the hash result that he conputes by hashing the nmessage hinself.
If the values are equal, Bob accepts the nessage because he is
certain that it is fromAlice and has arrived unchanged. If the
val ues are not equal, Bob rejects the nmessage because either the
message or the signature was altered in transit.

(O Oher digital signature schenes (e.g., see: DSS) transformthe
hash result with an algorithm(e.g., see: DSA, El Ganal) that
cannot be directly used to encrypt data. Such a scheme creates a
signature value fromthe hash and provides a way to verify the
signature val ue, but does not provide a way to recover the hash
result fromthe signature value. In sone countries, such a scheme
may i nprove exportability and avoid other |egal constraints on
usage.

$ Digital Signature Al gorithm (DSA)
(N) An asymmetric cryptographic algorithmthat produces a digita
signature in the formof a pair of |arge nunbers. The signature is
conput ed using rules and paraneters such that the identity of the
signer and the integrity of the signed data can be verified. (See:
Digital Signature Standard.)

$ Digital Signature Standard (DSS)
(N) The U S. Governnent standard [ FP186] that specifies the
Digital Signature Al gorithm (DSA), which involves asynmmetric

crypt ogr aphy.

$ digital watermarking
(1) Computing techniques for inseparably enbeddi ng unobtrusive
marks or labels as bits in digital data--text, graphics, images,
vi deo, or audio--and for detecting or extracting the narks | ater.
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(O The set of enbedded bits (the digital watermark) is sonetines
hi dden, usually inperceptible, and always intended to be

unobt rusi ve. Depending on the particular technique that is used,
digital watermarking can assist in proving ownership, controlling
duplication, tracing distribution, ensuring data integrity, and
performng other functions to protect intellectual property
rights. [ ACM

$ digitized signature
(D) 1SDs SHOULD NOT use this term because there is no current
consensus on its definition. A though it appears to be used mainly
to refer to various forns of digitized inages of handwitten
signatures, the termshould be avoi ded because it m ght be
confused with "digital signature"

$ directory
$ Directory
See: directory vs. Directory.

$ Directory Access Protocol (DAP)
(N) An OSI protocol [X519] for conmmunication between a Directory
User Agent (a client) and a Directory System Agent (a server).
(See: Lightweight Directory Access Protocol.)

$ directory vs. Directory
1. (1) Not capitalized: The term"directory" refers generically to
a dat abase server or other systemthat provides information--such
as a digital certificate or CRL--about an entity whose name is
known.

2. (1) Capitalized: "Directory" refers specifically to the X 500
Directory. (See: repository.)

$ disaster plan
(D) A synonym for "contingency plan". In the interest of
consi stency, |SDs SHOULD use "contingency plan" instead of
"di saster plan".

$ disclosure (i.e., unauthorized disclosure)
See: (secondary definition under) threat consequence.

$ discretionary access control (DAC
(1) An access control service that enforces a security policy
based on the identity of systementities and their authorizations
to access systemresources. (See: access control list, identity-
based security policy, nandatory access control.)
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(O This service is terned "discretionary" because an entity m ght
have access rights that pernit the entity, by its own volition, to
enabl e another entity to access some resource.

(O "A neans of restricting access to objects based on the
identity of subjects and/or groups to which they belong. The
controls are discretionary in the sense that a subject with a
certain access permission is capable of passing that perm ssion
(perhaps indirectly) on to any other subject." [DOD1]

$ disruption
See: (secondary definition under) threat consequence.

$ Distingui shed Encodi ng Rul es (DER)
(N) A subset of the Basic Encoding Rul es, which gives exactly one
way to represent any ASN. 1 value as an octet string [ X690].

(O Since there is nore than one way to encode ASN. 1 in BER, DER
is used in applications in which a unique encoding i s needed, such
as when a digital signature is conputed on an ASN. 1 val ue.

$ di stingui shed name (DN)
(I') An identifier that uniquely represents an object in the X 500
Directory Information Tree (DI T) [X501]. (See: donmain nane.)

(C©) ADNis a set of attribute values that identify the path

| eading fromthe base of the DIT to the object that is nanmed. An
X. 509 public-key certificate or CRL contains a DN that identifies
its issuer, and an X 509 attribute certificate contains a DN or
other formof nane that identifies its subject.

$ Distributed Authentication Security Service (DASS)
(1) An experinmental Internet protocol [R1507] that uses
crypt ographi ¢ nechani sns to provide strong, mutual authentication
services in a distributed environment.

$ distribution point
(1) An X.500 Directory entry or other information source that is
named in a v3 X. 509 public-key certificate extension as a | ocation
fromwhich to obtain a CRL that night list the certificate

(O A v3 X. 509 public-key certificate may have a

"cRLDi stributionPoints" extension that nanes places to get CRLs on
which the certificate mght be listed. A CRL obtained froma

di stribution point may (a) cover either all reasons for which a
certificate nmight be revoked or only sonme of the reasons, (b) be

i ssued by either the authority that signed the certificate or sone
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other authority, and (c) contain revocation entries for only a
subset of the full set of certificates issued by one CA or (c’)
contain revocation entries for nmultiple CAs.

$ DN
See: distingui shed nane.

$ DNS
See: Domai n Nane System

$ DA
See: Domain of Interpretation

$ donmi n
(1) Security usage: An environment or context that is defined by a
security policy, security nodel, or security architecture to
include a set of systemresources and the set of systementities
that have the right to access the resources. (See: donain of
interpretation, security perinmeter.)

(1) Internet usage: That part of the Internet domai n nane space
tree [R1034] that is at or below the name the specifies the
domain. A domain is a subdomain of another domain if it is
contained within that domain. For exanple, D.C.B.A is a subdonain
of C.B.A (See: Donmin Nane System)

(O MSSI usage: The donain of a MSSI CA is the set of M SSI
users whose certificates are signed by the CA

(O Osl usage: An administrative partition of a conplex
di stributed OSI system

$ domai n nane
(1) The style of identifier--a sequence of case-insensitive ASCI
| abel s separated by dots ("bbn.com")--defined for subtrees in the
I nternet Donmain Nane System [R1034] and used in other |nternet

identifiers, such as host nanes (e.g., "rosslyn.bbn.com"),
mai | box nanes (e.g., "rshirey@bn.com"), and URLs (e.qg.
"http://ww.rosslyn. bbn. com foo"). (See: distinguished nane,
domai n.)

(© The donain nane space of the DNS is a tree structure in which
each node and | eaf holds records describing a resource. Each node
has a | abel. The domain name of a node is the list of |abels on
the path fromthe node to the root of the tree. The labels in a
domain nane are printed or read left to right, fromthe nost
specific (lowest, farthest fromthe root) to the | east specific
(highest, closest to the root). The root’s label is the nul
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string, so a conplete domain name properly ends in a dot. The top-
| evel domains, those i mediately below the root, include COM EDU
GOV, INT, ML, NET, ORG and two-letter country codes (such as US)
froml SO 3166. [R1591] (See: country code.)

$ Donmi n Nane System ( DNS)
(1) The main Internet operations database, which is distributed
over a collection of servers and used by client software for
pur poses such as translating a donai n name-style host nane into an
| P address (e.g., "rosslyn.bbn.com is "192.1.7.10") and | ocating
a host that accepts mail for some nail box address. [ RL034]

(C The DNS has three maj or conponents:

- Domai n name space and resource records: Specifications for the
tree-structured domai n name space, and data associated with the
nanes.

- Nane servers: Prograns that hold information about a subset of
the tree’s structure and data hol di ngs, and al so hold pointers
to other name servers that can provide information from any
part of the tree.

- Resolvers: Prograns that extract information fromnane servers
in response to client requests; typically, systemroutines
directly accessible to user prograns.

(C) Extensions to the DNS [ R2065, R2137, R2536] support (a) key
distribution for public keys needed for the DNS and for other
protocols, (b) data origin authentication service and data
integrity service for resource records, (c) data origin

aut henti cation service for transactions between resolvers and
servers, and (d) access control of records.

$ dommin of interpretation (DA)
(1) I'Psec usage: An | SAKMP/ | KE DO defines payl oad fornats
exchange types, and conventions for naning security-rel evant
i nformati on such as security policies or cryptographic algorithns
and nodes.

(C) For exanple, see [R2407]. The DA concept is based on work by
the TSIG s Cl PSO Wr ki ng Group.

$ doni nate
(1) Security level Ais said to "doninate" security level Bif the
hi erarchi cal classification level of Ais greater (higher) than or
equal to that of B and the nonhierarchical categories of A include
all of those of B
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$ dongl e
(1) A portable, physical, electronic device that is required to be
attached to a conputer to enable a particular software programto
run. (See: token.)

(© A dongle is essentially a physical key used for copy
protection of software, because the programw |l not run unless
the matching dongle is attached. Wen the software runs, it
periodically queries the dongle and quits if the dongle does not
reply with the proper authentication information. Dongles were
originally constructed as an EPROM (erasabl e progranmabl e read-
only nenory) to be connected to a serial input-output port of a
per sonal conputer.

$ downgr ade
(1) Reduce the classification level of information in an
aut hori zed manner.

$ draft RFC
(D) 1SDs SHOULD NOT use this term because the Request for Comment
series is archival in nature and does not have a "draft" category.
(I nstead, see: Internet Draft, Draft Standard (in Internet
St andard) .)

$ DSA
See: Digital Signature Al gorithm

$ DSS
See: Digital Signature Standard.

$ dual contro
(1) A procedure that uses two or nore entities (usually persons)
operating in concert to protect a systemresource, such that no
single entity acting al one can access that resource. (See: no-Ilone
zone, separation of duties, split know edge.)

$ dual signature
(D) 1SDs SHOULD NOT use this term except when stated as
"SET(trademar k) dual signature"” with the foll owi ng neani ng:

(O SET usage: A single digital signature that protects two

separate nessages by including the hash results for both sets in a
singl e encrypted val ue. [SET2]
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(O Cenerated by hashing each nessage separately, concatenating
the two hash results, and then hashing that val ue and encrypting
the result with the signer’s private key. Done to reduce the
nunber of encryption operations and to enable verification of data
integrity without conplete disclosure of the data.

$ EAP
See: Extensi ble Authentication Protoco

$ eavesdr oppi ng
(1) Passive wiretapping done secretly, i.e., wthout the know edge
of the originator or the intended recipients of the conmunication

$ ECB
See: el ectronic codebook.

$ ECDSA
See: Elliptic Curve Digital Signature Al gorithm

$ econony of nechani sm
(1) The principle that each security mechani sm should be desi gned
to be as sinple as possible, so that the mechani smcan be
correctly inplemented and so that it can be verified that the
operation of the nechani smenforces the containing systenis
security policy. (See: least privilege.)

$ EDI
See: el ectronic data interchange.
$ EDI FACT
See: (secondary definition under) electronic data interchange.
$ EE
(D) 1SDs SHOULD NOT use this abbreviation because of possible
confusion anmong "end entity", "end-to-end encryption”, "escrowed

encryption standard", and other terns.

$ EES
See: Escrowed Encryption Standard.

$ El Gamal al gorithm
(N) An algorithmfor asymmetric cryptography, invented in 1985 by
Taher EIl Ganal, that is based on the difficulty of calculating
di screte logarithms and can be used for both encryption and
digital signatures. [El Ga, Schn]
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$ el ectronic codebook (ECB)
(1) An block cipher node in which a plaintext block is used
directly as input to the encryption algorithmand the resultant
out put block is used directly as ciphertext [FP081].

$ el ectronic conmerce
(1) CGeneral usage: Business conducted through paperl ess exchanges
of information, using electronic data interchange, electronic
funds transfer (EFT), electronic mail, conputer bulletin boards,
facsimle, and other paperless technol ogies.

(O SET usage: "The exchange of goods and services for paynent
bet ween t he cardhol der and nerchant when sone or all of the
transaction is perforned via el ectronic conmunication." [SET2]

$ electronic data interchange (EDI)
(1) Conputer-to-conputer exchange, between trading partners, of
busi ness data in standardi zed docunent fornats.

(© EDI formats have been standardized primarily by ANSI X12 and
by EDI FACT (EDI for Administration, Commerce, and Transportation),
which is an international, UN-sponsored standard prinmarily used in
Europe and Asia. X12 and EDI FACT are aligning to create a single,
gl obal EDI standard.

$ electronic signature
(D) 1SDs SHOULD NOT use this term because there is no current
consensus on its definition. (Instead, see: digital signature.)

$ elliptic curve cryptography (ECC)
(1) A type of asymetric cryptography based on mat henmatics of
groups that are defined by the points on a curve.

(C) The nost efficient inplenentation of ECCis clainmed to be
stronger per bit of key (against cryptanalysis that uses a brute
force attack) than any other known form of asynmetric
cryptography. ECC is based on nathenmatics different than the kinds
originally used to define the Diffie-Hellman algorithmand the
Digital Signature Algorithm ECC is based on the mathematics of
groups defined by the points on a curve, where the curve is
defined by a quadratic equation in a finite field. ECC can be used
to define both an algorithmfor key agreenent that is an anal og of
Diffie-Hell man and an algorithmfor digital signature that is an
anal og of DSA. (See: ECDSA.)

$ Elliptic Curve Digital Signature Al gorithm (ECDSA)

(N) A standard [A9062] that is the elliptic curve cryptography
anal og of the Digital Signature Al gorithm
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$ emanation
(1) An signal (electromagnetic, acoustic, or other nedium that is
emtted by a system (through radiation or conductance) as a
consequence (i.e., byproduct) of its operation, and that may
contain information. (See: TEMPEST.)

$ emanations security (EMSEC)
(1) Physical constraints to prevent information conpronise through
signal s emanated by a system particular the application of
TEMPEST technol ogy to bl ock el ectromagnetic radiation

$ energency plan
(D) A synonym for "contingency plan". In the interest of
consi stency, |SDs SHOULD use "contingency plan" instead of
"energency plan".

$ EMSEC
See: enmnations security.

$ EW
(1) An abbreviation of "Europay, MasterCard, Visa". Refers to a
specification for smart cards that are used as paynent cards, and
for related termnals and applications. [EW1l, EW2, EMW3]

$ Encapsul ating Security Payl oad (ESP)
(1) An Internet |Psec protocol [R2406] designed to provide a m X
of security services--especially data confidentiality service--in
the Internet Protocol. (See: Authentication Header.)

(C© ESP may be used alone, or in conbination with the | Psec AH
protocol, or in a nested fashion with tunneling. Security services
can be provided between a pair of conmmunicating hosts, between a
pai r of conmunicating security gateways, or between a host and a
gateway. The ESP header is encapsul ated by the | P header, and the
ESP header encapsul ates either the upper |ayer protocol header
(transport node) or an |IP header (tunnel nobde). ESP can provide
data confidentiality service, data origin authentication service,
connectionless data integrity service, an anti-replay service, and
limted traffic flow confidentiality. The set of services depends
on the placenent of the inplenmentation and on options sel ected
when the security association is established.

$ enci pher

(D) 1SDs SHOULD NOT use this termas a synonym for "encrypt".
However, see the usage note under "encryption"
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$ enci pher nent
(D) ISDs SHOULD NOT use this termas a synonym for "encryption",
except in special circunstances that are explained in the usage
di scussi on under "encryption".

$ encode
(1) Use a system of synbols to represent infornmation, which night
originally have sone other representation. (See: decode.)

(O Exanples include Morse code, ASCI1, and BER

(D) 1SDs SHOULD NOT use this termas a synonymfor "encrypt"
because encoding is not usually intended to conceal neaning.

$ encrypt
(I') Cryptographically transformdata to produce ciphertext. (See:
encryption.)

$ encryption
(1) Cryptographic transformati on of data (called "plaintext") into
a form(called "ciphertext") that conceals the data’'s origina
meaning to prevent it from being known or used. If the
transformation is reversible, the correspondi ng reversal process
is called "decryption", which is a transformation that restores
encrypted data to its original state. (See: cryptography.)

(C Usage note: For this concept, |1SDs should use the verb "to
encrypt" (and related variations: encryption, decrypt, and
decryption). However, because of cultural biases, some

i nternational usage, particularly 1SO and CClI TT standards, avoids
"to encrypt" and instead uses the verb "to encipher" (and rel ated
vari ations: enciphernment, decipher, deciphernment).

(O "The cryptographic transformati on of data (see: cryptography)
to produce ciphertext." [17498 Part 2]

(O Usually, the plaintext input to an encryption operation is
cleartext. But in sone cases, the plaintext may be ciphertext that
was out put from another encryption operation. (See:
superencryption.)

(O Encryption and decryption involve a nmathenatical algorithmfor
transformng data. In addition to the data to be transfornmed, the

al gorithm has one or nore inputs that are control paraneters: (a)

a key value that varies the transformati on and, in some cases, (b)
an initialization value that establishes the starting state of the
al gorithm
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$ encryption certificate
(1) A public-key certificate that contains a public key that is
i ntended to be used for encrypting data, rather than for verifying
digital signatures or perform ng other cryptographic functions.

C) A v3 X. 509 public-key certificate may have a "keyUsage"
extension that indicates the purpose for which the certified
public key is intended.

$ end entity
(I') A systementity that is the subject of a public-key
certificate and that is using, or is permtted and able to use,
the matching private key only for a purpose or purposes other than
signing a digital certificate; i.e., an entity that is not a CA

(D "Acertificate subject which uses its public [sic] key for
pur poses other than signing certificates.” [X509]

(O 1SDs SHOULD NOT use the X. 509 definition, because it is

m sl eadi ng and inconplete. First, the X 509 definition should say
"private key" rather than "public key" because certificates are
not usefully signed with a public key. Second, the X 509
definition is weak regarding whether an end entity nay or may not
use the private key to sign a certificate, i.e., whether the
subject may be a CA. The intent of X 509's authors was that an end
entity certificate is not valid for use in verifying a signature
on an X. 509 certificate or X 509 CRL. Thus, it would have been
better for the X 509 definition to have said "only for purposes
other than signing certificates”

(C) Despite the problens in the X 509 definition, the termitself
is useful in describing applications of asymetric cryptography.
The way the termis used in X.509 inplies that it was nmeant to be
defined, as we have done here, relative to roles that an entity
(which is associated with an OSI end system) is playing or is
permitted to play in applications of asymmetric cryptography other
than the PKI that supports applications.

(C Whether a subject can play both CA and non-CA roles, with
either the sanme or different certificates, is a matter of policy.
(See: certification practice statement.) A v3 X 509 public-key
certificate nay have a "basi cConstrai nts" extension containing a
"cA" value that specifically "indicates whether or not the public
key may be used to verify certificate signatures”
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$ end system
(1) An OSI termfor a conputer that inplenments all seven |ayers of
the OSIRM and may attach to a subnetwork. (In the context of the
Internet Protocol Suite, usually called a "host".)

$ end-to-end encryption
(1) Continuous protection of data that flows between two points in
a network, provided by encrypting data when it |leaves its source,
leaving it encrypted while it passes through any internedi ate
computers (such as routers), and decrypting only when the data
arrives at the intended destination. (See: |link encryption,
W r et appi ng.)

(C When two points are separated by multiple comunication |inks
that are connected by one or nore internediate relays, end-to-end
encryption enabl es the source and destination systens to protect
thei r communi cati ons wi thout depending on the internedi ate systens
to provide the protection

$ end user
(1) General usage: A systementity, usually a human individual
that makes use of systemresources, primarily for application
pur poses as opposed to system nanagenment purposes.

(1) PKI usage: A synonymfor "end entity"; but the term"end
entity" is preferred.

$ entity
See: systementity.

$ entrapnent
(1) "The deliberate planting of apparent flaws in a systemfor the
pur pose of detecting attenpted penetrations or confusing an
i ntruder about which flaws to exploit." [FP039] (See: honey pot.)

$ epheneral key
(1) A public key or a private key that is relatively short-1lived.
(See: session key.)

$ error detection code
(1) A checksum designed to detect, but not correct, accidenta
(i.e., unintentional) changes in data.

$ Escrowed Encryption Standard (EES)

(N A US overnment standard [ FP185] that specifies use of a
symretric encryption algorithm (SKIPJACK) and a Law Enforcenent
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Access Field (LEAF) creation nethod to inplenent part of a key
escrow systemthat provides for decryption of encrypted
t el econmuni cati ons when interception is lawfully authorized.

(C) Both SKIPJACK and the LEAF are to be inplenented in equi pnent
used to encrypt and decrypt unclassified, sensitive
t el econmuni cati ons dat a.

$ ESP
See: Encapsul ating Security Payl oad.

$ Estelle
(N) A language (1SO 9074-1989) for fornmal specification of
conputer network protocols.

$ eval uated products |ist
(O Ceneral usage: Alist of information system equipnment itens
that have been eval uated agai nst, and found to be conpliant with,
a particular set of criteria.

(O U S Departnent of Defense usage: The Eval uated Products List
(http://ww. radiumncsc.nml/tpep/epl/) contains itens that have
been eval uated agai nst the TCSEC by the NCSC, or against the
Common Criteria by the NCSC or one of its partner agencies in
anot her county. The List forns Chapter 4 of NSA's "Infornation
Systens Security Products and Services Catal ogue"

$ eval uated system
(1) Refers to a systemthat has been eval uated agai nst security
criteria such as the TCSEC or the Common Criteria.

$ expire
See: certificate expiration

$ exposure
See: (secondary definition under) threat consequence.

$ Extensible Authentication Protoco
(1) A framework that supports multiple, optional authentication
mechani sms for PPP, including cleartext passwords, chall enge-
response, and arbitrary di al og sequences. [R2284]

(© This protocol is intended for use prinmarily by a host or

router that connects to a PPP network server via switched circuits
or dial-up lines.
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$ extension
(I) Adata itemdefined for optional inclusion in a v3 X 509
public-key certificate or a v2 X 509 CRL.

(C) The formats defined in X 509 can be extended to provide
nmet hods for associating additional attributes with subjects and
public keys and for nmanaging a certification hierarchy:

- "Certificate extension": X 509 defines standard extensions that
may be included in v3 certificates to provide additional key
and security policy information, subject and issuer attributes,
and certification path constraints.

- "CRL extension": X 509 defines extensions that may be incl uded
in v2 CRLs to provide additional issuer key and nane
i nformati on, revocation reasons and constraints, and
i nformati on about distribution points and delta CRLs.

- "Private extension": Additional extensions, each naned by an
A D, can be locally defined as needed by applications or
communities. (See: PKIX private extension, SET private
ext ensi ons.)

$ extranet
(1) A conmputer network that an organi zation uses to carry
application data traffic between the organi zation and its business
partners. (See: intranet.)

(C) An extranet can be inplenented securely, either on the
Internet or using Internet technol ogy, by constructing the
extranet as a VPN

$ fail safe
(1) A node of systemternination that automatically | eaves system
processes and components in a secure state when a failure occurs
or is detected in the system

$ fail soft
(1) Selective term nation of affected non-essential system
functions and processes when a failure occurs or is detected in
the system

$ failure contro
(1) A methodol ogy used to provide fail-safe or fail-soft
term nation and recovery of functions and processes when failures
are detected or occur in a system [FP039]
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$ Federal Information Processing Standards (FIPS)
(N) The Federal Information Processing Standards Publication (FIPS
PUB) series issued by the U S. National Institute of Standards and
Technol ogy as technical guidelines for U S. Governnent
procurenents of information processing system equi pnent and
servi ces. [FP031, FP039, FP046, FP081, FP102, FP113, FP140, FP151
FP180, FP185, FP186, FP188]

(O Issued under the provisions of section 111(d) of the Federa
Property and Adm ni strative Services Act of 1949 as amended by the
Comput er Security Act of 1987, Public Law 100-235.

$ Federal Public-key Infrastructure (FPKI)
(N A PKlI being planned to establish facilities, specifications,
and policies needed by the U S. Federal Governnent to use public-
key certificates for I NFOSEC, COVGEC, and el ectronic comerce
i nvol ving uncl assified but sensitive applications and interactions
bet ween Federal agencies as well as with entities of other
branches of the Federal Governnment, state, and | ocal governnents,
busi ness, and the public. [FPKI]

$ Federal Standard 1027
(N An U S. Governnment docunent defining emanation, anti-tanper
security fault analysis, and manual key managenent criteria for
DES encryption devices, primary for OSl |layer 2. Was renaned "FIPS
PUB 140" when responsibility for protecting unclassified,
sensitive informati on was transferred from NSA to NI ST, and then
was superseded by FIPS PUB 140-1

$ File Transfer Protocol (FTP)
(1) A TCP-based, application-layer, Internet Standard protoco
[ R0O959] for noving data files fromone conputer to another

$ filtering router
(I') An internetwork router that selectively prevents the passage
of data packets according to a security policy.

(CQ Afiltering router nay be used as a firewall or part of a
firewall. A router usually receives a packet froma network and
deci des where to forward it on a second network. A filtering
router does the sanme, but first deci des whether the packet should
be forwarded at all, according to sone security policy. The policy
is inplemented by rules (packet filters) |oaded into the router
The rules nostly invol ve values of data packet control fields
(especially I P source and destinati on addresses and TCP port
nunbers). [R2179]
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$ financial institution
(N "An establishment responsible for facilitating custoner-
initiated transactions or transm ssion of funds for the extension
of credit or the custody, |oan, exchange, or issuance of noney."
[ SET2]

$ fingerprint
(1) A pattern of curves formed by the ridges on a fingertip. (See:
bi onetric authentication, thunbprint.)

(D) 1SDs SHOULD NOT use this termas a synonym for "hash result”
because it nixes concepts in a potentially m sleading way.

(D) 1SDs SHOULD NOT use this termwith the foll ow ng PGP
definition, because the termand definition mx concepts in a
potentially m sleading way and duplicate the nmeaning of "hash
result”:

(O PGP usage: A hash result used to authenticate a public key
(key fingerprint) or other data. [PGP]

$ FIPS
See: Federal Information Processing Standards.

$ FIPS PUB 140-1
(N) The U. S. Governnent standard [ FP140] for security requirenments
to be net by a cryptographic nodul e used to protect unclassified
i nformati on in conputer and comuni cation systens. (See: Common
Criteria, FIPS, Federal Standard 1027.)

(C The standard specifies four increasing levels (from"Level 1"
to "Level 4") of requirements to cover a wi de range of potential
applications and environments. The requirenments address basic
desi gn and docunentation, nodul e interfaces, authorized roles and
services, physical security, software security, operating system
security, key managenent, cryptographic algorithns,

el ectromagnetic interference and el ectronmagnetic conpatibility
(EM/EMC), and self-testing. N ST and the Canadi an Communi cati on
Security Establishnent jointly certify nodul es.

$ firewall
(1) An internetwork gateway that restricts data conmunication
traffic to and fromone of the connected networks (the one said to
be "inside" the firewall) and thus protects that network’s system
resources against threats fromthe other network (the one that is
said to be "outside" the firewall). (See: guard, security
gat eway. )
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(O Afirewall typically protects a smaller, secure network (such
as a corporate LAN, or even just one host) froma larger network
(such as the Internet). The firewall is installed at the point
where the networks connect, and the firewall applies security
policy rules to control traffic that flows in and out of the

prot ect ed network.

(O Afirewall is not always a single conputer. For exanple, a
firewall may consist of a pair of filtering routers and one or
nore proxy servers running on one or nore bastion hosts, al
connected to a small, dedicated LAN between the two routers. The
external router blocks attacks that use IP to break security (IP
address spoofing, source routing, packet fragnments), while proxy
servers block attacks that would exploit a vulnerability in a

hi gher |ayer protocol or service. The internal router bl ocks
traffic fromleaving the protected network except through the
proxy servers. The difficult part is defining criteria by which
packets are deni ed passage through the firewall, because a
firewall not only needs to keep intruders out, but usually also
needs to let authorized users in and out.

$ firmiare
(1) Conputer prograns and data stored in hardware--typically in
read-only nenory (ROM or progranmabl e read-only nenory (PROW - -
such that the prograns and data cannot be dynamically witten or
nmodi fi ed during execution of the prograns. (See: hardware,
software.)

$ FIRST
See: Forum of Incident Response and Security Teans.

$ flaw hypot hesi s net hodol ogy
(1) An evaluation or attack technique in which specifications and
docunentation for a system are anal yzed to hypothesize flaws in
the system The list of hypothetical flaws is prioritized on the
basis of the estimated probability that a flaw exists and,
assuning it does, on the ease of exploiting it and the extent of
control or conpronmise it would provide. The prioritized list is
used to direct a penetration test or attack against the system
[ NCS04]

$ flooding
(1) An attack that attenpts to cause a failure in (especially, in
the security of) a conputer systemor other data processing entity
by providing nore input than the entity can process properly.
(See: denial of service.)
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$ flow anal ysis
(1) An analysis performed on a nonprocedural formal system
specification that |locates potential flows of infornmation between
system vari abl es. By assigning security levels to the vari abl es,
the analysis can find sone types of covert channels.

$ flow control
(1) A procedure or technique to ensure that information transfers
within a systemare not nade fromone security |level to another
security level, and especially not froma higher level to a | ower
| evel . (See: covert channel, sinple security property, confinenent

property.)

$ formal specification
(1) A specification of hardware or software functionality in a
conmput er -readabl e | anguage; usually a preci se nmat hematica
description of the behavior of the systemw th the ai m of
providing a correctness proof.

$ formul ary
(1) A technique for enabling a decision to grant or deny access to
be made dynamically at the time the access is attenpted, rather
than earlier when an access control list or ticket is created.

$ FORTEZZA(tradenar k)
(N Aregistered trademark of NSA, used for a fanmily of
i nteroperable security products that inplement a N ST/ NSA-approved
suite of cryptographic algorithnms for digital signature, hash
encryption, and key exchange. The products include a PC card that
contai ns a CAPSTONE chip, serial port nodens, server boards, snart
cards, and software inpl enentations.

$ Forum of Incident Response and Security Teans (FlRST)
(N) An international consortiumof CSIRTs that work together to
handl e conmputer security incidents and pronpte preventive
activities. (See: CSIRT, security incident.)

(O FIRST was founded in 1990 and, as of Septenber 1999, had
nearly 70 nenbers spanning the globe. Its mnission includes:

- Provide nmenbers with technical information, tools, nethods,
assi stance, and gui dance.

- Coordinate proactive liaison activities and anal ytical support.

- Encourage devel opnent of quality products and services

- Inprove national and international information security for
governnent, private industry, academ a, and the individual

- Enhance the image and status of the CSIRT conmmunity.

Shi rey I nf or mat i onal [ Page 76]



RFC 2828 Internet Security G ossary May 2000

$ forward secrecy
See: public-key forward secrecy.

$ FPKI
See: Federal Public-Key Infrastructure.

$ FTP
See: File Transfer Protocol.

$ gat enay
(I') Arelay nechanismthat attaches to two (or nore) conputer
networks that have simlar functions but dissimlar
i mpl enent ati ons and that enabl es host conputers on one network to
communi cate with hosts on the other; an intermedi ate systemthat
is the interface between two conputer networks. (See: bridge,
firewall, guard, internetwork, proxy server, router, and
subnet work.)

(O In theory, gateways are conceivable at any CSI layer. In
practice, they operate at OSI |ayer 3 (see: bridge, router) or

| ayer 7 (see: proxy server). Wien the two networks differ in the
protocol by which they offer service to hosts, the gateway may
transl ate one protocol into another or otherwi se facilitate

i nteroperation of hosts (see: Internet Protocol).

$ GCA
See: geopolitical certificate authority.

$ GeneralizedTine
(N) The ASN. 1 data type "GeneralizedTine" (specified in | SO 8601)
contains a cal endar date (YYYYMVMDD) and a time of day, which is
either (a) the local time, (b) the Coordinated Universal Tine, or
(c) both the local tinme and an offset allow ng Coordinated
Uni versal Tinme to be cal cul ated. (See: Coordinated Universal Tine,
UTCTi ne. )

$ Generic Security Service Application Program|nterface (GSS-API)
(1) An Internet Standard protocol [R2078] that specifies calling
conventions by which an application (typically another
communi cati on protocol) can obtain authentication, integrity, and
confidentiality security services independently of the underlying
security nechani sns and technol ogies, thus allow ng the
application source code to be ported to different environnments.

(G "A GSS-API caller accepts tokens provided to it by its loca

GSS- APl inpl ementation and transfers the tokens to a peer on a
renote system that peer passes the received tokens to its |loca
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GSS- APl inplenentation for processing. The security services
avai l abl e through GSS-API in this fashion are inplenentable (and
have been inpl enented) over a range of underlying nmechani snms based
on [symetric] and [asymmetric cryptography]." [R2078]

$ geopolitical certificate authority (GCA)
(O SET usage: In a SET certification hierarchy, an optional |eve
that is certified by a BCA and that may certify cardhol der CAs,
nmer chant CAs, and paynent gateway CAs. Using GCAs enabl es a brand
to distribute responsibility for nmanaging certificates to
geographic or political regions, so that brand policies can vary
bet ween regi ons as needed.

$ G een Book
(D) Except as an explanatory appositive, |SDs SHOULD NOT use this
termas a synonym for "Defense Password Managenment Quideline"
[CSC2]. Instead, use the full proper nane of the docunment or, in
subsequent references, a conventional abbreviation. (See: Rai nbow
Series.)

(D) Usage note: To inprove international conprehensibility of
Internet Standards and the Internet Standards Process, |SDs SHOULD
NOT use "cute" synonyns for docunment titles. No matter how popul ar
and clearly understood a nickname nay be in one comunity, it is
likely to cause confusion in others. For exanple, several other

i nformati on system standards also are called "the Green Book". The
followi ng are sonme exanpl es

- Each volunme of 1992 ITU-T (at that time, CCITT) standards

- "Post Script Language Program Design", Adobe Systens, Addi son-
Wesl ey, 1988.

- | EEE 1003.1 PGCSI X Operating Systens Interface

- "Smalltal k-80: Bits of History, Wrds of Advice", denn
Krasner, Addi son-Wsley, 1983.

- "X/ Open Conpatibility CGuide"

- A particular CD-ROM fornat devel oped by Phillips

$ RP
(1) A contraction of "Cuidelines and Recommendati ons for Security
I nci dent Processing", the name of the | ETF working group that
seeks to facilitate consistent handling of security incidents in
the Internet community. (See: security incident.)

(C Quidelines to be produced by the WG wi Il address technol ogy
vendors, network service providers, and response teans in their

rol es assisting organi zations in resolving security incidents.
These rel ati onships are functional and can exist within and across
organi zati onal boundari es.
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$ GSS- AP
See: Ceneric Security Service Application ProgramInterface.

$ guard
(I') A gateway that is interposed between two networks (or
conputers, or other infornmation systens) operating at different
security levels (one level is usually higher than the other) and
is trusted to mediate all information transfers between the two
| evels, either to ensure that no sensitive information fromthe
first (higher) level is disclosed to the second (lower) |evel, or
to protect the integrity of data on the first (higher) |evel
(See: firewall.)

$ guest login
See: anonynous | ogin.

$ QULS
(1) Generic Upper Layer Security service elenent (1SO 11586), a
five-part standard for the exchange of security infornmation and
security-transformation functions that protect confidentiality and
integrity of application data.

$ hacker
(1) Soneone with a strong interest in conputers, who enjoys
| ear ni ng about them and experinmenting with them (See: cracker.)

(© The reconmended definition is the original neaning of the term
(circa 1960), which then had a neutral or positive connotation of
"sonmeone who figures things out and makes sonethi ng coo

happen". Today, the termis frequently m sused, especially by
journalists, to have the pejorative neani ng of cracker

$ handl e
(1) (1.) Verb: Perform processing operations on data, such as
receive and transmt, collect and disseninate, create and del ete,
store and retrieve, read and wite, and conpare. (2.) Noun: An on-
I ine pseudonym particularly one used by a cracker; derived from
citizens band radio culture.

$ hardwar e
(1) The material physical conponents of a conputer system (See:
firmware, software.)

$ hardware token
See: token.
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$ hash code
(D) ISDs SHOULD NOT use this term (especially not as a synonym for
"hash result") because it nixes concepts in a potentially
m sl eadi ng way. A hash result is not a "code" in any sense defined
by this glossary. (See: code, hash result, hash val ue, message
di gest.)

$ hash function
(1) An algorithmthat conputes a value based on a data object
(such as a nessage or file; usually variable-length; possibly very
| arge), thereby mapping the data object to a smaller data object
(the "hash result") which is usually a fixed-size value. (See
checksum keyed hash.)

(O "A (mathematical) function which maps values froma | arge
(possibly very large) domain into a smaller range. A 'good hash
function is such that the results of applying the function to a
(large) set of values in the domain will be evenly distributed
(and apparently at randonm) over the range." [X509]

(© The kind of hash function needed for security applications is
called a "cryptographic hash function", an algorithmfor which it
is conputationally infeasible (because no attack is significantly
nore efficient than brute force) to find either (a) a data object
that maps to a pre-specified hash result (the "one-way" property)
or (b) two data objects that map to the sanme hash result (the
"collision-free" property). (See: M2, MM, M5, SHA-1.)

(C) A cryptographic hash is "good" in the sense stated in the "O
definition for hash function. Any change to an input data object
will, with high probability, result in a different hash result, so
that the result of a cryptographic hash nakes a good checksum for
a data object.

$ hash result
(1) The output of a hash function. (See: hash code, hash val ue.)

(O "The output produced by a hash function upon processing a
nmessage" (where "nessage" is broadly defined as "a digita
representation of data"). [ABA] (The reconmended definition is
conmpatible with this ABA definition, but we avoid the unusua
definition of "message".)

$ hash val ue
(D) 1SDs SHOULD NOT use this term (especially not as a synonym for
"hash result", the output of a hash function) because it m ght be
confused wi th "hashed val ue" (the input to a hash function). (See:
hash code, hash result, nessage digest.)

Shi rey I nf or mat i onal [ Page 80]



RFC 2828 Internet Security G ossary May 2000

$ hierarchical PKI
(1) APKI architecture based on a certification hierarchy. (See:
mesh PKI, trust-file PKI.)

$ hi erarchy managenent
(1) The process of generating configuration data and issuing
public-key certificates to build and operate a certification
hi erar chy.

$ hierarchy of trust
(D) 1SDs SHOULD NOT use this termwith regard to PKI, especially
not as a synonymfor "certification hierarchy", because this term
m xes concepts in a potentially msleading way. (See:
certification hierarchy, trust, web of trust.)

$ hijack attack
(1) Aformof active wiretapping in which the attacker seizes
control of a previously established conmuni cati on associ ation
(See: man-in-the-mddle attack, pagejacking, piggyback attack.)

$ HVAC
(1) A keyed hash [R2104] that can be based on any iterated
cryptographi c hash (e.g., MD5 or SHA-1), so that the cryptographic
strength of HMAC depends on the properties of the selected
cryptographi ¢ hash. (See: [R2202, R2403, R2404].)

(C Assume that His a generic cryptographic hash in which a
function is iterated on data blocks of length B bytes. L is the

I ength of the of hash result of H Kis a secret key of length L
<= K <= B. The values | PAD and OPAD are fixed strings used as

i nner and outer padding and defined as follows: |PAD = the byte
0x36 repeated B tinmes, OPAD = the byte Ox5C repeated B tinmes. HVAC
is conputed by H(K XOR OPAD, H(K XOR | PAD, inputdata)).

(C The goals of HVAC are as foll ows:

- To use avail abl e cryptographic hash functions wi thout
nmodi fication, particularly functions that performwell in
software and for which software is freely and wi dely avail abl e.

- To preserve the original performance of the sel ected hash
wi t hout significant degradation.

- To use and handl e keys in a sinple way.

- To have a wel | -understood cryptographic analysis of the
strength of the mechani sm based on reasonabl e assunpti ons about
t he underlying hash function

- To enabl e easy replacenent of the hash function in case a
faster or stronger hash is found or required.
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$ honey pot
(I) Asystem(e.g., a web server) or a systemresource (e.g., a
file on a server), that is designed to be attractive to potentia
crackers and intruders, like honey is attractive to bears. (See:
ent rapnent .)

(D) It is likely that other cultures have different netaphors for
this concept. To ensure international understanding, |SDs should
not use this termunless they al so provide an explanation |ike
this one. (See: (usage note under) G een Book.)

$ host
(1) CGeneral conputer network usage: A conputer that is attached to
a communi cati on subnetwork or internetwork and can use services
provided by the network to exchange data with other attached
systens. (See: end system)

(1) Specific Internet Protocol Suite usage: A networked conputer
that does not forward Internet Protocol packets that are not
addressed to the conputer itself. (See: router.)

(C) Derivation: As viewed by its users, a host "entertains"
guests, providing application |ayer services or access to other
conputers attached to the network. However, even though sone
traditional peripheral service devices, such as printers, can now
be i ndependently connected to networks, they are not usually
cal | ed hosts.

$ HTM
See: Hypertext Markup Language.

$ HTTP
See: Hypertext Transfer Protocol.

$ https
(1) When used in the first part of a URL (the part that precedes
the colon and specifies an access schenme or protocol), this term
specifies the use of HTTP enhanced by a security nmechani sm which
is usually SSL. (See: S-HITP.)

$ hybrid encryption
(1) An application of cryptography that conbines two or nore
encryption algorithns, particularly a conbination of symmetric and
asynmetric encryption. (E.g., see: digital envel ope.)

(C Asynmmetric algorithns require nore conputation than

equi val ently strong synmretric ones. Thus, asymmetric encryption is
not normally used for data confidentiality except in distributing
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symretric keys in applications where the key data is usually short
(interns of bits) conpared to the data it protects. (E g., see:
MSP, PEM PGP.)

$ hyperlink
(1) I'n hypertext or hypernedia, an information object (such as a
word, a phrase, or an inmage; usually highlighted by color or
underscoring) that points (indicates how to connect) to related
information that is |ocated el sewhere and can be retrieved by
activating the link (e.g., by selecting the object with a nouse
poi nter and then clicking).

»

hyper nedi a

(1) A generalization of hypertext; any nedia that contain
hyperlinks that point to material in the sane or another data
obj ect.

$ hypert ext
(1) A conmputer docunent, or part of a document, that contains
hyperlinks to other docunents; i.e., text that contains active
pointers to other text. Usually witten in Hypertext Markup
Language and accessed using a web browser. (See: hypernedia.)

$ Hypertext Markup Language (HTM.)
(1) A platformindependent system of syntax and semantics for
addi ng characters to data files (particularly text files) to
represent the data's structure and to point to related data, thus
creating hypertext for use in the Wrld Wde Wb and ot her
applications. [R1866]

$ Hypertext Transfer Protocol (HTTP)
(1) A TCP-based, application-layer, client-server, Internet
protocol [R2616] used to carry data requests and responses in the
Wrld Wde Web. (See: hypertext.)

$ I AB
See: Internet Architecture Board.

$ | ANA
See: Internet Assigned Nunbers Authority.

$ | CANN
See: Internet Corporation for Assigned Nanmes and Nunbers.

$ 1 QW
See: Internet Control Message Protocol
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$ 1CW flood
(1) A denial of service attack that sends a host nore | CWP echo
request ("ping") packets than the protocol inplenmentation can
handl e. (See: flooding, smurf.)

$ ICRL
See: indirect certificate revocation |ist.

$ | DEA
See: International Data Encryption Al gorithm

$ identification
(1) An act or process that presents an identifier to a system so
that the system can recognize a systementity and distinguish it
fromother entities. (See: authentication.)

$ ldentification Protocol
(1) An client-server Internet protocol [R1413] for learning the
identity of a user of a particular TCP connection

(G Gven a TCP port nunber pair, the server returns a character
string that identifies the owner of that connection on the
server’s system The protocol is not intended for authorization or
access control. At best, it provides additional auditing
information with respect to TCP

$ identity-based security policy
(I') "A security policy based on the identities and/or attributes
of users, a group of users, or entities acting on behalf of the
users and the resources/objects being accessed.” [17498 Part 2]
(See: rul e-based security policy.)

$ | EEE

See: Institute of Electrical and El ectronics Engineers, Inc.

$ | EEE 802. 10
(N) An | EEE committee devel opi ng security standards for |local area
networks. (See: SILS.)

$ | EEE P1363
(N) An | EEE worki ng group, Standard for Public-Key Cryptography,
devel opi ng a conprehensive reference standard for asymmetric
cryptography. Covers discrete logarithm(e.g., DSA), elliptic
curve, and integer factorization (e.g., RSA); and covers key
agreenment, digital signature, and encryption

$ | ESG
See: Internet Engineering Steering G oup.
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$ | ETF
See: Internet Engi neering Task Force.

$ | KE
See: | Psec Key Exchange.

$ | MAP4
See: Internet Message Access Protocol, version 4.

$ | MAP4 AUTHENTI CATE
(1) A 1MAP4 "conmand” (better described as a transaction type, or
a protocol -within-a-protocol) by which an | MAP4 client optionally
proposes a nechanismto an | MAP4 server to authenticate the client
to the server and provide other security services. (See: POP3.)

(CQ If the server accepts the proposal, the conmmand is followed by
perform ng a chal |l enge-response authenticati on protocol and,
optionally, negotiating a protection nmechani smfor subsequent POP3
interactions. The security nechani sns that are used by | MAP4
AUTHENTI CATE- - i ncl udi ng Ker beros, GSSAPI, and S/ Key--are described

in [R1731].

$ in the clear
(1) Not encrypted. (See: cleartext.)

$ indirect certificate revocation list (ICRL)
(1) I'n X.509, a CRL that may contain certificate revocation
notifications for certificates issued by CAs other than the issuer
of the |CRL.

$ indistinguishability
(1) An attribute of an encryption algorithmthat is a
formalization of the notion that the encryption of sone string is
i ndi stinguishable fromthe encryption of an equal-length string of
nonsense.
(O Under certain conditions, this notion is equivalent to
"semantic security".

$ information
(1) Facts and ideas, which can be represented (encoded) as various
forms of data.

$ Information Technol ogy Security Evaluation Criteria (ITSEC

(N) Standard devel oped for use in the European Union; accomopdates
a wider range of security assurance and functionality conbinations
than the TCSEC. Superseded by the Common Criteria. [l TSEC
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NFOSEC

(1) Abbreviation for "information security", referring to security
nmeasures that inplenment and assure security services in conmputer
systenms (i.e., COWPUSEC) and communi cation systens (i.e., COVSEC)

initialization value (1V)

(1) An input paraneter that sets the starting state of a
cryptographic algorithmor node. (Sonetinmes called "initialization
vector" or "message indicator".)

(© An IV can be used to introduce cryptographic variance in
addition to that provided by a key (see: salt), and to synchronize
one cryptographic process with another. For an exanple of the

| atter, cipher block chaining node requires an |IV. [R2405]

initialization vector

(D) For consistency, |1SDs SHOULD NOT use this termas a synonym
for "initialization value"

i nsi der attack

See: (secondary definition under) attack

nstitute of Electrical and El ectronics Engineers, Inc. (IEEE)

(N) The IEEE is a not-for-profit association of nore than 330, 000
i ndi vidual nenbers in 150 countries. The | EEE produces 30 percent
of the world s published literature in electrical engineering,
conmputers, and control technol ogy; holds annually nore than 300
maj or conferences; and has nore than 800 active standards with 700
under devel opnment. (See: Standards for Interoperable LAN MAN
Security.)

integrity

See: data integrity, correctness integrity, source integrity,
systemintegrity.

integrity check

(D) 1SDs SHOULD NOT use this termas a synonym for "cryptographic
hash" or "protected checksunt, because this termunnecessarily
duplicates the neaning of other, well-established terns.

intelligent threat

(1) A circunstance in which an adversary has the technical and
operational capability to detect and exploit a vulnerability and
al so has the denonstrated, presuned, or inferred intent to do so
(See: threat.)

I nf or mat i onal [ Page 86]



RFC 2828 Internet Security G ossary May 2000

$ International Data Encryption Al gorithm (| DEA)

@

Shi rey

(N A patented, symetric block cipher that uses a 128-bit key and
operates on 64-bit blocks. [Schn] (See: synmetric cryptography.)

nt ernati onal Standard
See: (secondary definition under) | SO

nternational Traffic in Arms Regul ations (I TAR)

(N) Rules issued by the U.S. State Departnent, by authority of the
Arms Export Control Act (22 U.S.C. 2778), to control export and

i nport of defense articles and defense services, including

i nformati on security systens, such as cryptographic systens, and
TEMPEST suppressi on technol ogy. (See: Wassenaar Arrangenent.)

nt er net
nt er net
See: internet vs. Internet.

nternet Architecture Board (1 AB)

(1) A technical advisory group of the ISOC, chartered by the | SCC
Trustees to provide oversight of Internet architecture and
protocol s and, in the context of Internet Standards, a body to
whi ch decisions of the | ESG may be appeal ed. Responsible for
approvi ng appoi ntnents to the | ESG from anong nom nees submitted
by the | ETF nominating commttee. [R2026]

nt ernet Assigned Nunbers Authority (1 ANA)

(1) Fromthe early days of the Internet, the | ANA was chartered by
the 1SOC and the U S. Governnent’s Federal Network Council to be
the central coordination, allocation, and registration body for
paraneters for Internet protocols. Superseded by | CANN

nternet Control Message Protocol (1CW)

(1) An Internet Standard protocol [R0792] that is used to report
error conditions during |IP datagram processing and to exchange
other information concerning the state of the |IP network.

nt ernet Corporation for Assigned Nanes and Nunbers (1 CANN)

(I') The non-profit, private corporation that has assuned
responsibility for the | P address space all ocation, protoco

par anet er assi gnment, domai n nane system nanagenent, and root
server system managenent functions fornerly performed under U. S
Governnent contract by | ANA and ot her entities.

(C The Internet Protocol Suite, as defined by the | ETF and the
| ESG, contai ns nunmerous paraneters, such as internet addresses,
domai n nanes, autononous system nunbers, protocol nunbers, port
nunbers, managenent information base object identifiers, including
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private enterprise nunbers, and nmany ot hers. The Internet
community requires that the values used in these paraneter fields
be assigned uni quely. | CANN nakes those assignnents as requested
and maintains a registry of the current val ues.

(O ICANN was fornmed in October 1998, by a coalition of the
Internet’s business, technical, and acadenic comunities. The U.S.
Governnent designated | CANN to serve as the gl obal consensus
entity with responsibility for coordinating four key functions for
the Internet: the allocation of |IP address space, the assignnent
of protocol paraneters, the managenent of the DNS, and the
managenent of the DNS root server system

nternet Draft

(1) A working docunent of the |ETF, its areas, and its working
groups. (Qther groups nmay al so distribute working docunents as
Internet Drafts.) An Internet Draft is not an archival docunent
like an RFC is. Instead, an Internet Draft is a prelimnary or
wor ki ng docunent that is valid for a nmaxi nrum of six nmonths and nmay
be updated, replaced, or nade obsol ete by other docunents at any
time. It is inappropriate to use an Internet Draft as reference
material or to cite it other than as "work in progress."

nt ernet Engi neering Steering Goup (|ESG

(1) The part of the I SCC responsible for technical managenent of

| ETF activities and adm nistration of the Internet Standards
Process according to procedures approved by the | SOC Trustees.
Directly responsible for actions along the "standards track",

i ncluding final approval of specifications as Internet Standards.
Conposed of IETF Area Directors and the | ETF chairperson, who al so
chairs the | ESG [R2026]

nt ernet Engi neering Task Force (I ETF)

(1) A self-organized group of people who nake contributions to the
devel opnent of Internet technol ogy. The principal body engaged in
devel opi ng I nternet Standards, although not itself a part of the

| SOC. Conposed of Wbrking Groups, which are arranged into Areas
(such as the Security Area), each coordinated by one or nore Area
Directors. Nominations to the 1 AB and the | ESG are nade by a
committee selected at random from regul ar | ETF neeting attendees
who have vol unteered. [R2026, R2323]

nt ernet Message Access Protocol, version 4 (| MAP4)

(1) An Internet protocol [R2060] by which a client workstation can
dynamni cally access a mail box on a server host to mani pul ate and
retrieve mail messages that the server has received and is hol ding
for the client. (See: POP3.)
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(O | MAP4 has nechani sms for optionally authenticating a client to
a server and providing other security services. (See: |MP4
AUTHENTI CATE. )

@

nternet Policy Registration Authority (IPRA)

(1) An X.509-conpliant CAthat is the top CA of the Internet
certification hierarchy operated under the auspices of the |1SCC
[ R1422]. (See: (PEM usage under) certification hierarchy.)

&

nternet Protocol (IP)

(I') Alnternet Standard protocol (version 4 [R0O791] and version 6
[ R2460]) that noves datagranms (discrete sets of bits) fromone
conputer to another across an internetwork but does not provide
reliable delivery, flow control, sequencing, or other end-to-end
services that TCP provides. (See: |P address, TCP/IP.)

(© In the OSIRM IP wuld be located at the top of layer 3

»

nternet Protocol security (IPsec)

(1) (1.) The nane of the |IETF working group that is specifying a
security architecture [ R2401] and protocols to provide security
services for Internet Protocol traffic. (2.) A collective nane for
that architecture and set of protocols. (Inplenmentation of |Psec
protocols is optional for IP version 4, but nmandatory for IP
version 6.) (See: Internet Protocol Security Option.)

(C Note that the letters "sec" are | ower-case.

(C) The IPsec architecture specifies (a) security protocols (AH
and ESP), (b) security associations (what they are, how they work,
how t hey are managed, and associ ated processing), (c) key
managenent (I KE), and (d) algorithnms for authentication and
encryption. The set of security services include access contro
service, connectionless data integrity service, data origin

aut hentication service, protection against replays (detection of
the arrival of duplicate datagrans, within a constrai ned w ndow),
data confidentiality service, and limted traffic fl ow
confidentiality.

L2

nternet Protocol Security Option (1PSO

(I') Refers to one of three types of IP security options, which are
fields that may be added to an | P datagram for the purpose of
carrying security information about the datagram (See: |Psec.)

(D) 1SDs SHOULD NOT use this termwi thout a nodifier to indicate
which of the three types is nmeant.
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1. "DoD Basic Security Option" (IP option type 130): Defined for
use on U. S. Departnent of Defense conmon user data networks.
Identifies the Defense classification |evel at which the
datagramis to be protected and the protection authorities
whose rules apply to the datagram [R1108]

A "protection authority" is a National Access Program (e.g.
GENSER, SIOP-ESI, SCI, NSA, Departnent of Energy) or Specia
Access Programthat specifies protection rules for transm ssion
and processing of the information contained in the datagram

[ RL108]

2. "DoD Extended Security Option" (IP option type 133): Pernits
additional security labeling information, beyond that present
in the Basic Security Option, to be supplied in the datagramto
nmeet the needs of registered authorities. [R1108]

3. "Common | P Security Option" (CIPSO (IP option type 134):
Designed by TSIGto carry hierarchic and non-hierarchic
security labels. (Fornmerly called "Comercial |IP Security
Option".) Was published as Internet-Draft [CIPSO; not advanced
to RFC

nternet Protocol Suite
See: (secondary definition under) I|nternet.

nternet Security Association and Key Managenent Protocol (I SAKMP)
(1) An Internet |Psec protocol [R2408] to negotiate, establish
nmodi fy, and delete security associations, and to exchange key
generation and authentication data, independent of the details of
any specific key generation technique, key establishment protocol
encryption algorithm or authentication mechani sm

(O | SAKMP supports negotiation of security associations for
protocols at all TCP/IP layers. By centralizing managenent of
security associations, |SAKMP reduces duplicated functionality
wi thin each protocol. |SAKMP can al so reduce connection setup
time, by negotiating a whole stack of services at once. Strong
aut hentication is required on | SAKMP exchanges, and a digita
signature al gorithm based on asymetric cryptography is used
wi thin | SAKMP s aut henticati on conponent.

nternet Society (ISQC)

(1) A professional society concerned with Internet devel opnent
(including technical Internet Standards); with how the Internet is
and can be used; and with social, political, and technical issues
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that result. The | SOC Board of Trustees approves appointnments to
the 1 AB from anong nom nees subnitted by the | ETF nominating
committee. [ R2026]

nt ernet Standard

(1) A specification, approved by the | ESG and published as an RFC
that is stable and well-understood, is technically conpetent, has
mul ti ple, independent, and interoperable inplenentations with
substantial operational experience, enjoys significant public
support, and is recogni zably useful in some or all parts of the
Internet. [R2026] (See: RFC.)

@

(C© The Internet Standards Process is an activity of the | SOC and
i s organi zed and managed by the |1 AB and the | ESG The process is
concerned with all protocols, procedures, and conventions used in
or by the Internet, whether or not they are part of the Internet
Protocol Suite. The "Internet Standards Track"™ has three | evels of
increasing nmaturity: Proposed Standard, Draft Standard, and
Standard. (See: (standards |evels under) 1SQ)

&

nt ernet Standards docunment (1 SD)

(O Inthis dossary, this termrefers to an RFC, Internet-Draft,
or other itemthat is produced as part of the Internet Standards
Process [ R2026]. However, neither the termnor the abbreviation is
wi dely accepted and, therefore, SHOULD NOT be used in an | SD
unless it is acconpani ed by an explanation like this. (See:

I nternet Standard.)

@

internet vs. Internet
1. (I) Not capitalized: A popular abbreviation for "internetwork".

2. (l) Capitalized: "The Internet" is the single, interconnected,
wor | dwi de system of commercial, government, educational, and other
comput er networks that share the set of protocols specified by the
| AB [ R2026] and t he name and address spaces nanaged by the | CANN

(C The protocol set is naned the "Internet Protocol Suite". It

al so is popularly known as "TCP/IP", because TCP and |IP are two of
its fundamental conponents. These protocols enable a user of any
one of the networks in the Internet to conmunicate with, or use
services |ocated on, any of the other networks.

(O Although the Internet does have architectural principles

[ R1958], no Internet Standard formally defines a |layered reference
nodel for the IPS that is sinmlar to the OSIRM However, |nternet
communi ty docunents do refer (inconsistently) to |ayers
application, socket, transport, internetwork, network, data |ink,
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and physical. In this dossary, Internet layers are referred to by
name to avoid confusing themw th OSIRM Il ayers, which are referred
to by nunber.

i nt er net wor k

(1) A systemof interconnected networks; a network of networks.
Usual |y shortened to "internet". (See: internet vs. Internet.)

(© An internet is usually built using OSI |ayer 3 gateways to
connect a set of subnetworks. \Wen the subnetworks differ in the
CSl | ayer 3 protocol service they provide, the gateways sonetines
i npl ement a uni forminternetwork protocol (e.g., |IP) that operates
at the top of layer 3 and hides the underlying heterogeneity from
hosts that use communi cati on services provided by the internet.
(See: router.)

i ntranet

(1) A conputer network, especially one based on Internet

technol ogy, that an organi zation uses for its own internal, and
usual ly private, purposes and that is closed to outsiders. (See:
extranet, virtual private network.)

i ntruder

(1) An entity that gains or attenpts to gain access to a system or
system resource wi thout having authorization to do so. (See:
cracker.)

i ntrusion

See: security intrusion.

i ntrusi on detection

(I') A security service that nonitors and anal yzes system events
for the purpose of finding, and providing real-tine or near real-
time warning of, attenpts to access systemresources in an

unaut hori zed manner

invalidity date

(N An X.509 CRL entry extension that "indicates the date at which
it is known or suspected that the [revoked certificate' s private
key] was conprom sed or that the certificate should otherw se be
consi dered invalid" [X509].

(© This date may be earlier than the revocation date in the CRL
entry, and may even be earlier than the date of issue of earlier
CRLs. However, the invalidity date is not, by itself, sufficient
for purposes of non-repudiation service. For exanple, to
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fraudulently repudiate a validly-generated signature, a private
key holder may falsely claimthat the key was conproni sed at sone
time in the past.

$IP
See: Internet Protocol

$ | P address
(1) A conputer’s internetwork address that is assigned for use by
the Internet Protocol and other protocols.

(O An IP version 4 [RO791] address is witten as a series of four
8-bit nunbers separated by periods. For exanple, the address of
t he host naned "rosslyn. bbn.cont is 192.1.7.10.

(G An IP version 6 [R2373] address is witten as X:X:X:X:X:X:X:X,
where each "x" is the hexadeci mal value of one of the eight 16-bit
parts of the address. For exanple, 1080:0:0: 0: 8: 800: 200C. 417A and
FEDC: BA98: 7654: 3210: FEDC: BA98: 7654: 3210.

$ IP Security Option
See: Internet Protocol Security Option.

$ | PRA
See: Internet Policy Registration Authority.

$ | Psec
See: Internet Protocol security.

$ | Psec Key Exchange (I|KE)
(1) An Internet, |Psec, key-establishnment protocol [R2409] (partly
based on QAKLEY) that is intended for putting in place
aut henti cated keying material for use with | SAKMP and for other
security associations, such as in AH and ESP

$ | PSO
See: Internet Protocol Security Option.

$ | SAKMP
See: Internet Security Association and Key Managenent Prot ocol

$ 1SD
See: Internet Standards docunent.

$ 1SO
(1) I'nternational Organization for Standardization, a voluntary,
non-treaty, non-government organization, established in 1947, wth
voting nenbers that are designated standards bodi es of
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participating nations and non-voting observer organi zati ons. (See:
ANSI, ITUT.)

(O Legally, 1SOis a Swiss, non-profit, private organization. |SO
and the 1 EC (the International Electrotechnical Conm ssion) form
the specialized systemfor worl dw de standardi zation. Nationa

bodi es that are nenbers of |SO or | EC participate in devel opi ng

i nternational standards through | SO and | EC technical comnittees
that deal with particular fields of activity. OQther internationa
governnent al and non-governnental organizations, in liaison with

I SO and | EC, also take part. (ANSI is the U S. voting nenber of
ISO. ISOis a class D nenber of ITUT.)

(C The | SO standards devel opnent process has four |evels of
increasing maturity: Working Draft (WD), Comittee Draft (CD),
Draft International Standard (DI'S), and International Standard
(1S). (See: (standards track levels under) Internet Standard.) In
i nformati on technol ogy, 1SO and | EC have a joint technica
committee, ISOIEC JTC 1. DI Ss adopted by JTC 1 are circulated to
nati onal bodies for voting, and publication as an IS requires
approval by at |east 75% of the national bodies casting a vote.

$ 1SCC
See: Internet Society.

$ issue (a digital certificate or CRL)
(1) Cenerate and sign a digital certificate (or CRL) and, usually,
distribute it and make it available to potential certificate users
(or CRL users). (See: certificate creation.)

(CO The ABA Quidelines [ABA] explicitly limt this termto
certificate creation, and exclude the act of publishing. In
general usage, however, "issuing" a digital certificate (or CRL)
i ncludes not only certificate creation but also making it
available to potential users, such as by storing it in a
repository or other directory or otherw se publishing it.

$ issuer
1. (1) "lssuer" of a certificate or CRL: The CA that signs the
digital certificate or CRL.

(O An X. 509 certificate always includes the issuer’s nane. The
nane nay include a conmon nane val ue.

2. (N) "lssuer" of a paynment card: SET usage: "The financia

institution or its agent that issues the unique primry account
nunber to the cardhol der for the paynent card brand." [ SET2]

Shi rey I nf or mat i onal [ Page 94]



RFC 2828 Internet Security G ossary May 2000

(© The institution that establishes the account for a cardhol der
and issues the paynent card al so guarantees paynent for authorized
transactions that use the card in accordance with card brand
regul ati ons and | ocal |egislation. [SET1]

$ I TAR
See: International Traffic in Arns Regul ations.

$ | TSEC
See: Information Technol ogy System Evaluation Criteria.

$ITUT
(N) International Tel ecommunications Union, Tel econmunication
St andardi zati on Sector (fornerly "CCITT"), a United Nations treaty
organi zation that is conmposed nainly of postal, telephone, and
tel egraph authorities of the nenber countries and that publishes
standards call ed "Reconmendations". (See: X 400, X 500.)

(C The Departnent of State represents the United States. ITUT
wor ks on many ki nds of conmmunication systens. | TU- T cooperates
with | SO on conmmuni cati on protocol standards, and nany
Recommendations in that area are al so published as an | SO standard
with an |1 SO name and nunber

$1V
See: initialization val ue.

$ KDC
See: Key Distribution Center

$ KEA
See: Key Exchange Al gorithm

$ KEK
See: key-encrypting key.

$ Kerberos
(N) A system devel oped at the Massachusetts Institute of
Technol ogy that depends on passwords and symmetric cryptography
(DES) to inplement ticket-based, peer entity authentication
service and access control service distributed in a client-server
networ k environnent. [R1510, Stei]

(O Kerberos was devel oped by Project Athena and is naned for the
t hr ee- headed dog guardi ng Hades

$ key
See: cryptographic key.
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ey agreenent (algorithmor protocol)

(1) A key establishnment nethod (especially one involving
asymetric cryptography) by which two or nore entities, wthout
prior arrangenent except a public exchange of data (such as public
keys), each conputes the sane key value. |.e., each can

i ndependently generate the sanme key val ue, but that key cannot be
conputed by other entities. (See: Diffie-Hellman, key

establi shment, Key Exchange Al gorithm key transport.)

(O "A nethod for negotiating a key value on line wthout
transferring the key, even in an encrypted form e.g., the Diffie-
Hel | man t echni que." [ X509]

(O "The procedure whereby two different parties generate shared
symretric keys such that any of the shared symetric keys is a
function of the information contributed by all legitimte
participants, so that no party [al one] can predeterm ne the val ue
of the key." [A9042]

(O For exanple, a nessage originator and the intended recipient
can each use their own private key and the other’s public key with
the Diffie-Hellman algorithmto first conpute a shared secret

val ue and, fromthat value, derive a session key to encrypt the
nessage.

ey aut hentication

(N) "The assurance of the legitimate participants in a key
agreement that no non-legitimte party possesses the shared
symretric key." [A9042]

ey center

(1) Acentralized key distribution process (used in symmetric
cryptography), usually a separate conputer system that uses key-
encrypting keys (nmaster keys) to encrypt and distribute session
keys needed in a comunity of users.

(O An ANSI standard [A9017] defines two types of key center: key
di stribution center and key translation center

ey confirmation

(N) "The assurance of the legitimate participants in a key

est abl i shnent protocol that the intended parties sharing the
symretric key actually possess the shared symmetric key." [A9042]

ey distribution

(1) A process that delivers a cryptographic key fromthe | ocation
where it is generated to the locations where it is used in a
cryptographic algorithm (See: key nanagenent.)
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$ key distribution center (KDC)
(1) A type of key center (used in synmetric cryptography) that
i npl enents a key distribution protocol to provide keys (usually,
session keys) to two (or nore) entities that wish to comunicate
securely. (See: key translation center.)

(O A KDC distributes keys to Alice and Bob, who (a) wish to
communi cate with each other but do not currently share keys, (b)
each share a KEK with the KDC, and (c) may not be able to generate
or acquire keys by thenselves. Alice requests the keys fromthe
KDC. The KDC generates or acquires the keys and makes two
identical sets. The KDC encrypts one set in the KEK it shares with
Alice, and sends that encrypted set to Alice. The KDC encrypts the
second set in the KEK it shares with Bob, and either sends that
encrypted set to Alice for her to forward to Bob, or sends it
directly to Bob (although the latter option is not supported in
the ANSI standard [ A9017]).

$ key encapsul ati on
See: (secondary definition under) key recovery.

$ key-encrypting key (KEK)
(1) A cryptographic key that is used to encrypt other keys, either
DEKs or other KEKs, but usually is not used to encrypt application
dat a.

$ key escrow
See: (secondary definition under) key recovery.

$ key establishnment (algorithmor protocol)
(1) A process that conbines the key generation and key
di stribution steps needed to set up or install a secure
conmuni cati on associ ation. (See: key agreenent, key transport.)

(O "The procedure to share a symmetric key anong different
parties by either key agreenent or key transport." [A9042]

(O Key establishment involves either key agreenent or key
transport:

- Key transport: One entity generates a secret key and securely
sends it to the other entity. (O each entity generates a
secret value and securely sends it to the other entity, where
the two values are conbined to forma secret key.)

- Key agreenment: No secret is sent fromone entity to another.

Instead, both entities, w thout prior arrangenent except a
public exchange of data, conpute the sanme secret value. |.e.
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each can independently generate the sane val ue, but that val ue
cannot be conputed by other entities.

$ Key Exchange Al gorithm (KEA)
(N) A key agreenent algorithm [N ST] that is simlar to the
Diffie-Hell man algorithm uses 1024-bit asymetric keys, and was
devel oped and fornerly classified at the "Secret" |evel by NSA
(See: CAPSTONE, CLIPPER, FORTEZZA, SKIPJACK.)

(G On 23 June 1998, the NSA announced that KEA had been
decl assi fi ed.

$ key generation
(1) A process that creates the sequence of synbols that conprise a
cryptographi c key. (See: key managenent.)

$ key generator
1. (1) An algorithmthat uses mathematical rules to
determnistically produce a pseudo-random sequence of
crypt ographi ¢ key val ues.

2. (1) An encryption device that incorporates a key generation
mechani sm and applies the key to plaintext (e.g., by exclusive OR-
ing the key bit string with the plaintext bit string) to produce
ci phertext.

$ key length
(1) The nunber of synbols (usually bits) needed to be able to
represent any of the possible values of a cryptographic key. (See:
key space.)

$ key lifetine
(N M SSI usage: An attribute of a MSSI key pair that specifies a
time span that bounds the validity period of any M SSI X 509
public-key certificate that contains the public conmponent of the
pair. (See: cryptoperiod.)

$ key managenent
(1) The process of handling and controlling cryptographic keys and
related material (such as initialization values) during their life
cycle in a cryptographic system including ordering, generating,
di stributing, storing, |oading, escrow ng, archiving, auditing,
and destroying the material. (See: key distribution, key escrow,
keying material, public-key infrastructure.)

(O "The generation, storage, distribution, deletion, archiving

and application of keys in accordance with a security policy."
[17498 Part 2]
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(O "The activities involving the handling of cryptographic keys
and other related security paraneters (e.g., |Vs, counters) during
the entire life cycle of the keys, including their generation
storage, distribution, entry and use, deletion or destruction, and
archiving." [FP140]

$ Key Managenent Protocol (KMP)
(N) A protocol to establish a shared synmmetric key between a pair
(or a group) of users. (One version of KMP was devel oped by SDNS
and anot her by SILS.)

$ key material identifier (KMD)
(N MSSI usage: A 64-bit identifier that is assigned to a key
pair when the public key is bound in a M SSI X 509 public-key
certificate.

$ key pair
(1) A set of mathematically related keys--a public key and a
private key--that are used for asymmetric cryptography and are
generated in a way that makes it conputationally infeasible to
derive the private key from know edge of the public key (e.g.
see: Diffie-Hellman, R vest-Shamr-Adl eman).

(O A key pair’s owner discloses the public key to other system
entities so they can use the key to encrypt data, verify a digita
signature, conpute a protected checksum or generate a key in a
key agreenment algorithm The matching private key is kept secret
by the owner, who uses it to decrypt data, generate a digita
signature, verify a protected checksum or generate a key in a key
agreenent al gorithm

$ key recovery
1. (I) A process for learning the value of a cryptographic key
that was previously used to perform some cryptographi c operation
(See: cryptanal ysis.)

2. (1) Techniques that provide an intentional, alternate (i.e.
secondary) nmeans to access the key used for data confidentiality
service in an encrypted associati on. [ DOD4]

(C We assune that the encryption mechanismhas a primary neans of
obtai ning the key through a key establishnment al gorithm or
protocol. For the secondary neans, there are two cl asses of key
recovery techni ques--key escrow and key encapsul ation
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- "Key escrow': A key recovery technique for storing know edge of
a cryptographic key or parts thereof in the custody of one or
nmore third parties called "escrow agents", so that the key can
be recovered and used in specified circunstances.

Key escrow is typically inplenented with split know edge

techni ques. For exanple, the Escrowed Encryption Standard

[ FP185] entrusts two conponents of a device-unique split key to
separate escrow agents. The agents provide the conmponents only
to sonmeone |l egally authorized to conduct el ectronic
surveil l ance of tel econmmunications encrypted by that specific
devi ce. The conponents are used to reconstruct the device-

uni que key, and it is used to obtain the session key needed to
decrypt conmmuni cati ons.

- "Key encapsul ation": A key recovery technique for storing
know edge of a cryptographic key by encrypting it wth another
key and ensuring that that only certain third parties called
"recovery agents" can performthe decryption operation to
retrieve the stored key.

Key encapsul ation typically allows direct retrieval of the
secret key used to provide data confidentiality.

$ key space
(1) The range of possible values of a cryptographic key; or the
nunber of distinct transformations supported by a particul ar
cryptographic algorithm (See: key length.)

$ key translation center
(1) Atype of key center (used in a symetric cryptography) that
i mpl enents a key distribution protocol to convey keys between two
(or nore) parties who wish to communi cate securely. (See: key
di stribution center.)

(O A key translation center translates keys for future

communi cati on between Bob and Alice, who (a) wish to comunicate
with each other but do not currently share keys, (b) each share a
KEK with the center, and (c) have the ability to generate or

acqui re keys by thenselves. Alice generates or acquires a set of
keys for comunication with Bob. Alice encrypts the set in the KEK
she shares with the center and sends the encrypted set to the
center. The center decrypts the set, reencrypts the set in the KEK
it shares with Bob, and either sends that encrypted set to Alice
for her to forward to Bob, or sends it directly to Bob (although
direct distribution is not supported in the ANSI standard

[ A9017]).
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$ key transport (algorithmor protocol)
(1) A key establishnent nmethod by which a secret key is generated
by one entity in a communicati on associ ation and securely sent to
another entity in the association. (See: key agreenent.)

(O "The procedure to send a synmetric key fromone party to other
parties. As a result, all legitinmate participants share a conmon
symretric key in such a way that the symmetric key is deternined
entirely by one party." [A9042]

(C) For exanple, a nessage originator can generate a random
session key and then use the Rivest-Shanir-Adl eman algorithmto
encrypt that key with the public key of the intended recipient.

$ key update
(1) Derive a new key from an existing key. (See: certificate
rekey.)

$ key validation
(N) "The procedure for the receiver of a public key to check that
the key conforns to the arithnetic requirenents for such a key in
order to thwart certain types of attacks." [A9042]

$ keyed hash
(1) A cryptographic hash (e.g., [R1828]) in which the napping to a
hash result is varied by a second input paraneter that is a
cryptographi c key. (See: checksum)

(C If the input data object is changed, a new hash result cannot
be correctly conputed w thout know edge of the secret key. Thus,
the secret key protects the hash result so it can be used as a
checksum even when there is a threat of an active attack on the
data. There are least two fornms of keyed hash

- A function based on a keyed encryption algorithm (E.g., see:
Dat a Aut hentication Code.)

- A function based on a keyl ess hash that is enhanced by
conmbi ning (e.g., by concatenating) the input data object
paranmeter with a key paraneter before mapping to the hash
result. (E.g., see: HVAC)

$ keying materi al
(1) Data (such as keys, key pairs, and initialization val ues)
needed to establish and maintain a cryptographic security
associ ati on.
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$ KM D
See: key material identifier.

$ known- pl ai ntext attack
(I') A cryptanalysis technique in which the analyst tries to
determ ne the key from know edge of sone plai ntext-ciphertext
pairs (al though the anal yst nmay al so have other clues, such as the
knowi ng the cryptographic algorithm.

$ L2F
See: Layer 2 Forwarding Protocol.

$ L2TP
See: Layer 2 Tunneling Protocol.

$ | abel
See: security | abel.

$ Language of Tenporal Ordering Specification (LOTOS)
(N A language (I1SO 8807-1990) for formal specification of
comput er network protocols; describes the order in which events
occur.

$

attice nodel

(1) A security nodel for flow control in a system based on the
lattice that is forned by the finite security levels in a system
and their partial ordering. [Denn] (See: flow control, security
| evel , security nodel.)

(O The nodel describes the semantic structure fornmed by a finite
set of security levels, such as those used in mlitary
organi zati ons.

(GO Alatticeis a finite set together with a partial ordering on
its elenents such that for every pair of elenents there is a | east
upper bound and a greatest |ower bound. For exanple, a lattice is
formed by a finite set S of security levels -- i.e., a set S of all
ordered pairs (x, c), where x is one of a finite set X of
hierarchically ordered classification levels (X1, ..., Xm, and c
is a (possibly enpty) subset of a finite set C of non-hierarchical
categories (Cl, ..., Cn) -- together with the "dom nate" rel ation.
(See: dom nate.)

$ Law Enforcenent Access Field (LEAF)
(N Adata itemthat is automatically enbedded in data encrypted
by devices (e.g., see: CLIPPER chip) that inplenent the Escrowed
Encryption Standard.
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$ Layer 2 Forwarding Protocol (L2F)

(N An Internet protocol (originally devel oped by G sco
Corporation) that uses tunneling of PPP over IP to create a
virtual extension of a dial-up link across a network, initiated by
the dial-up server and transparent to the dial-up user. (See:
L2TP.)

$ Layer 2 Tunneling Protocol (L2TP)

(N An Internet client-server protocol that conbines aspects of
PPTP and L2F and supports tunneling of PPP over an |IP network or
over franme relay or other switched network. (See: virtual private
net wor k. )

(C PPP can in turn encapsul ate any OSlI layer 3 protocol. Thus
L2TP does not specify security services; it depends on protocols
| ayered above and below it to provide any needed security.

$ LDAP

$ |

See: Lightweight Directory Access Protocol

east privilege

(1) The principle that a security architecture should be desi gned
so that each systementity is granted the m ni nrum system resources
and authorizations that the entity needs to do its work. (See:
econony of mechanism)

(C This principle tends to limt danage that can be caused by an
accident, error, or unauthorized act.

$ Lightweight Directory Access Protocol (LDAP)

$ |

(N) Aclient-server protocol that supports basic use of the X 500
Directory (or other directory servers) without incurring the
resource requirenments of the full Directory Access Protocol (DAP)
[ RL777]

(O Designed for sinple nmanagenent and browser applications that
provide sinple read/wite interactive directory service. Supports
both sinple authentication and strong authentication of the client
to the directory server.

i nk
(1)
(1) Subnetwork usage: A point-to-point comruni cation channe
connecting two subnetwork relays (especially one between two

packet switches) that is inplemented at OSI layer 2. (See: link
encryption.)

Wrld Wde Wb usage: See: hyperlink

Shi rey I nf or mat i onal [ Page 103]



RFC 2828 Internet Security G ossary May 2000

(C The relay conputers assune that |inks are |ogically passive
If a conmputer at one end of a link sends a sequence of bits, the
sequence sinply arrives at the other end after a finite tine,

al t hough some bits may have been changed either accidentally
(errors) or by active wiretapping.

»

i nk-by-1ink encryption

i nk encryption

(1) Stepwise protection of data that flows between two points in a
net wor k, provided by encrypting data separately on each network
link, i.e., by encrypting data when it | eaves a host or subnetwork
relay and decrypting when it arrives at the next host or relay.
Each link may use a different key or even a different algorithm

[ RL455] (See: end-to-end encryption.)

*

&

ogi ¢ bomb

(1) Malicious logic that activates when specified conditions are
met. Usually intended to cause denial of service or otherw se
damage systemresources. (See: Trojan horse, virus, worm)

$ login
(1) The act of a systementity gaining access to a session in
which the entity can use systemresources; usually acconplished by
providing a user nane and password to an access control system
that authenticates the user

(C) Derives from"log" file", a security audit trail that records
security events, such as the begi nning of sessions, and who
initiates them

$ LOTCS
See: Language of Tenporal Odering Specification

$ MAC
See: mandatory access control, Message Authentication Code.

$ nalicious logic
(1) Hardware, software, or firmvare that is intentionally included
or inserted in a systemfor a harnful purpose. (See: |ogic bonb,
Troj an horse, virus, worm)

$ nal war e
(1) A contraction of "malicious software". (See: nalicious logic.)

(D) 1SDs SHOULD NOT use this termbecause it is not listed in nost
dictionaries and coul d confuse international readers.
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$ man-in-the-mddle
(1) Aformof active wiretapping attack in which the attacker
intercepts and selectively nodifies comunicated data in order to
masquer ade as one or nore of the entities involved in a
conmmmuni cati on associ ation. (See: hijack attack, piggyback attack.)

(O For exanple, suppose Alice and Bob try to establish a session
key by using the Diffie-Hellnman algorithmw thout data origin

aut hentication service. A"man in the nmiddle" could (a) block

di rect conmuni cation between Alice and Bob and then (b) nmasquerade
as Alice sending data to Bob, (c) masquerade as Bob sending data
to Alice, (d) establish separate session keys with each of them
and (e) function as a clandestine proxy server between themin
order to capture or nodify sensitive information that Alice and
Bob think they are sending only to each other.

$ mandatory access control (MAC
(1) An access control service that enforces a security policy
based on conparing (a) security labels (which indicate how
sensitive or critical systemresources are) with (b) security
cl earances (which indicate systementities are eligible to access
certain resources). (See: discretionary access control, rule-based
security policy.)

(O This kind of access control is called "mandatory" because an
entity that has clearance to access a resource nmay not, just by
its own volition, enable another entity to access that resource.

(O "A neans of restricting access to objects based on the
sensitivity (as represented by a label) of the information
contained in the objects and the formal authorization (i.e.

cl earance) of subjects to access infornmation of such sensitivity."
[ DOD1]

$ mani pul ation detection code
(D) 1SDs SHOULD NOT use this termas a synonym for "checksunt
because the word "nani pul ation" inplies protection against active
attacks, which an ordinary checksum m ght not provide. Instead, if
such protection is intended, use "protected checksunl or sone
particul ar type thereof, depending on which is nmeant. If such
protection is not intended, use "error detection code" or some
specific type of checksumthat is not protected.

$ masquer ade attack
(1) Atype of attack in which one systementity illegitimtely
poses as (assunes the identity of) another entity. (See: spoofing
attack.)
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$ MCA
See: merchant certificate authority.

$ MD2
(N) A cryptographic hash [R1319] that produces a 128-bit hash
result, was designed by Ron Rivest, and is sinmlar to MD4 and M5
but slower. (See: nessage digest.)

$ MM
(N) A cryptographic hash [ R1320] that produces a 128-bit hash
result and was designed by Ron Rivest. (See: nessage di gest and
SHA-1.)

$ MD5
(N) A cryptographic hash [R1321] that produces a 128-bit hash
result and was designed by Ron Rivest to be an inproved version of
VD4,

$ nerchant
(O SET usage: "A seller of goods, services, and/or other
i nformati on who accepts paynent for these itens electronically."”
[ SET2] A merchant may al so provide electronic selling services
and/ or electronic delivery of itenms for sale. Wth SET, the
nmerchant can offer its cardhol ders secure electronic interactions,
but a nerchant that accepts paynent cards is required to have a
relationship with an acquirer. [SET1, SET2]

L2

merchant certificate

(O SET usage: A public-key certificate issued to a nerchant.
Sonetines used to refer to a pair of such certificates where one
is for digital signature use and the other is for encryption

$ nerchant certification authority (MCA)
(O SET usage: A CA that issues digital certificates to nerchants
and is operated on behalf of a paynment card brand, an acquirer, or
anot her party according to brand rules. Acquirers verify and
approve requests for nerchant certificates prior to i ssuance by
the MCA. An MCA does not issue a CRL, but does distribute CRLs
i ssued by root CAs, brand CAs, geopolitical CAs, and paynent
gat eway CAs. [ SET2]

$ nmesh PKI
(1) A non-hierarchical PKI architecture in which there are severa
trusted CAs rather than a single root. Each certificate user bases
path validations on the public key of one of the trusted CAs,
usual ly the one that issued that user’s own public-key
certificate. Rather than having superior-to-subordinate
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rel ati onshi ps between CAs, the rel ationships are peer-to-peer, and
CAs issue cross-certificates to each other. (See: hierarchica
PKI, trust-file PKI.)

$ nessage aut hentication code vs. Message Authentication Code (MAC
1. (N Capitalized: "(The) Message Authentication Code" refers to
an ANSI standard for a checksumthat is conputed with a keyed hash
that is based on DES. [A9009] (Also known as the U. S. Governnent
standard Data Authentication Code. [FP113])

(C) The ANSI standard MAC algorithmis equival ent to cipher block
chaining with IV = 0.

2. (D) Not capitalized: |1SDs SHOULD NOT use the uncapitalized form
"message aut hentication code", because this term mi xes concepts in
a potentially msleading way. Instead, use "checksuni, "error
detection code”, "hash", "keyed hash", "Message Authentication
Code", or "protected checksunt, depending on what is neant. (See:
aut henti cati on code.)

(O In the uncapitalized form the word "nessage" is nisleading
because it inplies that the nechanismis particularly suitable for
or limted to electronic mail (see: Message Handling Systens), the
word "aut hentication" is msleading because the nechani sm
primarily serves a data integrity function rather than an

aut hentication function, and the word "code" is m sl eading because
it inplies that either encoding or encryption is involved or that
the termrefers to conmputer software

$ nessage di gest
(D) ISDs SHOULD NOT use this termas a synonymfor "hash result”
because it unnecessarily duplicates the neaning of the other, nore
general term and mixes concepts in a potentially msleading way.
(See: cryptographi c hash, Message Handling System)

$ Message Handling Systens
(1) AITUT/1SO system concept, which enconpasses the notion of
electronic mail but defines nore conprehensive OSlI systens and
services that enable users to exchange nessages on a store-and-
forward basis. (The |1SO equivalent is "Message Oriented Text
I nterchange Systent.) (See: X 400.)

$ nessage i ndicator

(D) 1SDs SHOULD NOT use this termas a synonymfor "initialization
val ue" because it nixes concepts in a potentially nisleading way.
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$ nessage integrity check

$ nessage integrity code
(D) 1SDs SHOULD NOT use these terns because they nmix concepts in a
potentially m sleading way. (The word "nessage" is m sl eading
because it suggests that the mechanismis particularly suitable
for or limted to electronic mail. The word "code" is nisleading
because it suggests that either encoding or encryption is
i nvol ved, or that the termrefers to conputer software.) Instead,
use "checksuni', "error detection code", "hash", "keyed hash",
"Message Aut hentication Code", or "protected checksunt, depending
on what is nmeant.

$ Message Security Protocol (MsSP)
(N) A secure nessage handling protocol [SDNS7] for use with X 400
and Internet mail protocols. Devel oped by NSA's SDNS program and
used in the U S. Defense Message System

$ MHS
See: nessage handling system

$ MM
See: Miltipurpose Internet Ml Extensions.

$ MM bject Security Services (MXSS)
(1) An Internet protocol [R1848] that applies end-to-end
encryption and digital signature to M ME nessage content, using
symretric cryptography for encryption and asymetric cryptography
for key distribution and signature. MOSS is based on features and
specifications of PEM (See: S/M ME.)

$ Mninmum Interoperability Specification for PKI Conponents (M SPC)
(N) A technical description to provide a basis for interoperation
bet ween PKI conponents fromdifferent vendors; consists primarily
of a profile of certificate and CRL extensions and a set of
transacti ons for PKI operation. [M SPC|

$ M SPC
See: MninmumInteroperability Specification for PKI Conponents.

$ MSSI
(N Multilevel Information System Security Initiative, an NSA
programto encourage devel opnent of interoperable, nodul ar
products for constructing secure network information systens in
support of a wide variety of Governnent m ssions. (See: MSP.)
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$ M SSI user
(O MSSI usage: A systementity that is the subject of one or
nore M SSI X. 509 public-key certificates issued under a M SSI
certification hierarchy. (See: personality.)

(O MSSI users include both end users and the authorities that

i ssue certificates. A MSSI user is usually a person but nay be a
machi ne or other automated process. Sone nachines are required to
operate non-stop. To avoid downti ne needed to exchange the
FORTEZZA cards of machi ne operators at shift changes, the machi nes
may be issued their own cards, as if they were persons.

$ node

$ node of operation
(1) Encryption usage: A technique for enhancing the effect of a
cryptographic algorithmor adapting the algorithmfor an
application, such as applying a block cipher to a sequence of data
bl ocks or a data stream (See: electronic codebook, cipher block
chai ni ng, cipher feedback, output feedback.)

(1) System operation usage: A type of security policy that states
the range of classification levels of information that a systemis
permitted to handl e and the range of cl earances and authorizations
of users who are pernitted to access the system (See: dedicated
security node, multilevel security nobde, partitioned security
node, system high security node.)

$ nodul us
(1) The defining constant in nmodular arithmetic, and usually a
part of the public key in asymmetric cryptography that is based on
nmodul ar arithmetic. (See: Diffie-Hellnman, R vest-Sham r-Adl enman.)

$ Morris Worm
(') Awormprogramwitten by Robert T. Mrris, Jr. that fl ooded
the ARPANET in Novenber, 1988, causing problens for thousands of
hosts. (See: worm)

$ MOSS
See: M ME bject Security Services.

$ MSP
See: Message Security Protocol

$ nmultilevel secure (MS)
(1) A class of systemthat has systemresources (particularly
stored information) at nore than one security level (i.e., has
different types of sensitive resources) and that permts
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concurrent access by users who differ in security clearance and
need-to-know, but is able to prevent each user from accessing
resources for which the user |acks authorization

$ nmultilevel security node
(1) A node of operation of an information system that allows two
or nore classification levels of infornmation to be processed
concurrently within the sane system when not all users have a
cl earance or formal access authorization for all data handl ed by
the system

(O This node is defined fornmally in U S. Departnment of Defense
policy regarding systemaccreditation [DOD2], but the termis also
used outside the Defense Departnent and outside the Governnent.

$ Multipurpose Internet Mail Extensions (M ME)
(1) An Internet protocol [R2045] that enhances the basic format of
Internet electronic mail nmessages [ R0822] to be able to use
character sets other than US-ASCI| for textual headers and text
content, and to carry non-textual and nulti-part content. (See:
S/'M ME.)

$ nut ual suspicion
(1) The state that exists between two interacting systementities
in which neither entity can trust the other to function correctly
with regard to sone security requirenent.

$ National Conputer Security Center (NCSC)
(N A US. Departnent of Defense organization, housed in NSA that
has responsibility for encouragi ng wi despread availability of
trusted conputer systens throughout the Federal Governnment. It has
established criteria for, and perforns eval uations of, conputer
and network systens that have a trusted conputing base. (See:
Eval uat ed Products List, Rainbow Series, TCSEC. )

$ National Information Assurance Partnership (N AP)
(N) An organization created by NI ST and NSA to enhance the quality
of commercial products for information security and increase
consumer confidence in those products through objective evaluation
and testing nethods.

(O NAP is registered, through the U S. Departnment of Defense, as
a National Perfornance Revi ew Reinvention Laboratory. N AP
functions include the follow ng:

- Devel oping tests, test nethods, and other tools that devel opers

and testing | aboratories may use to inprove and eval uate
security products.
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- Collaborating with industry and others on research and testing
pr ogr ams.

- Using the Common Criteria to develop protection profiles and
associ ated test sets for security products and systens.

- Cooperating with the NI ST National Voluntary Laboratory
Accreditation Programto develop a programto accredit private-
sector laboratories for the testing of information security
products using the Common Criteria.

- Wrking to establish a formal, international nutual recognition
schene for a Common Criteria-based eval uation

$ National Institute of Standards and Technol ogy (N ST)
(N A US. Departnent of Commerce agency that pronotes U. S
economic growh by working with industry to devel op and apply
technol ogy, measurenents, and standards. Has primary Governnent
responsibility for | NFOSEC standards for uncl assified but
sensitive information. (See: ANSI, DES, DSA, DSS, FIPS, N AP,
NSA.)

$ National Security Agency (NSA)
(N A US. Departnment of Defense intelligence agency that has
primary Government responsibility for INFOSEC for classified
information and for unclassified but sensitive information handl ed
by national security systens. (See: FORTEZZA, KEA, M SSI, N AP,
NI ST, SKIPJACK.)

$ need-to- know
(1) The necessity for access to, know edge of, or possession of
specific information required to carry out official duties.

(C This criterion is used in security procedures that require a
custodi an of sensitive information, prior to disclosing the
information to sonmeone else, to establish that the intended
reci pi ent has proper authorization to access the information

$ network
See: conputer network.

$ N AP
See: National Information Assurance Partnership.

$ N ST
See: National Institute of Standards and Technol ogy.

$ NLSP
Net wor k Layer Security Protocol. An OSI protocol (1S0O 11577) for
end-to-end encryption services at the top of OSI layer 3. NLSP is
derived froman SDNS protocol, SP3, but is nuch nore conpl ex.
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$ no-lone zone
(1) A roomor other space to which no person may have
unacconpani ed access and that, when occupied, is required to be
occupi ed by two or nore appropriately authorized persons. (See:
dual control.)

$ nonce
(1) A randomor non-repeating value that is included in data
exchanged by a protocol, usually for the purpose of guaranteeing
Iiveness and thus detecting and protecting against replay attacks.

$ non-critica
See: critical (extension of certificate).

$ non-repudi ation service
(I') A security service that provide protection against fal se
deni al of involvenent in a comunication. (See: repudiation.)

(O Non-repudiation service does not and cannot prevent an entity
fromrepudi ati ng a conmuni cation. Instead, the service provides
evi dence that can be stored and later presented to a third party
to resolve disputes that arise if and when a conmuni cation is
repudi ated by one of the entities involved. There are two basic
ki nds of non-repudiation service:

- "Non-repudiation with proof of origin" provides the recipient
of data with evidence that proves the origin of the data, and
thus protects the recipient against an attenpt by the
originator to falsely deny sending the data. This service can
be viewed as a stronger version of an data origin
aut hentication service, in that it proves authenticity to a
third party.

- "Non-repudiation with proof of receipt" provides the originator
of data with evidence that proves the data was received as
addressed, and thus protects the originator against an attenpt
by the recipient to fal sely deny receiving the data.

(C Phases of a Non-Repudi ation Service: Ford [ For94, For97] uses

the term"critical action" to refer to the act of communication
that is the subject of the service
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Phase 1: Phase 2: Phase 3: Phase 4: Phase 5: . Phase 6:
Request Generate  Transfer Verify Ret ai n . Resol ve
Service Evi dence Evi dence Evi dence Evi dence . Dispute
Servi ce Critical Evi dence Evi dence  Archive . Evidence
Request => Action => Stored =>1s => Evi dence . Is
I s Made Ccceurs For Later Tested In Case . Verified
and Use | A Critical A
Evi dence % | Action Is . |
I's S + Repudi ated .
Cenerated | Verifiable Evidence|------ S
e e e e ek +

Phase / Expl anation

1. Before the critical action, the service requester asks, either
implicitly or explicitly, to have evidence of the action be
gener at ed.

2. VWen the critical action occurs, evidence is generated by a
process involving the potential repudiator and possibly also a
trusted third party.

3. The evidence is transferred to the requester, or stored by a
third party, for later use if needed.

4. The entity that holds the evidence tests to be sure that it
will suffice if a dispute arises.

5. The evidence is retained for possible future retrieval and use.

6. In this phase, which occurs only if the critical action is
repudi ated, the evidence is retrieved from storage, presented,
and verified to resolve the dispute.

$ no-PI N CRA (NORA)
(O M SSI usage: An organizational RA that operates in a node in
whi ch the ORA perfornms no card managenent functions and,
t herefore, does not require know edge of either the SSO PIN or
user PIN for an end user’s FORTEZZA PC card.

$ NORA
See: no-PI N ORA

$ notari zation
(1) Registration of data under the authority or in the care of a
trusted third party, thus making it possible to provide subsequent
assurance of the accuracy of characteristics clained for the data,
such as content, origin, tinme, and delivery. [17498 Part 2] (See:
digital notary.)
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$ NULL encryption algorithm
(1) An algorithm[R2410] that does nothing to transform plaintext
data; i.e., a no-op. It originated because of |Psec ESP, which
al ways specifies the use of an encryption algorithmto provide
confidentiality. The NULL encryption algorithmis a conveni ent way
to represent the option of not applying encryption in ESP (or in
any other context where this is needed).

$ OAKLEY
(1) A key establishment protocol (proposed for |IPsec but
superseded by I KE) based on the Diffie-Hellmn al gorithm and
designed to be a conpatible conponent of |SAKMP. [R2412]

(C) QAKLEY establishes a shared key with an assigned identifier
and associ ated authenticated identities for parties. |.e., OAKLEY
provi des authentication service to ensure the entities of each
other’s identity, even if the Diffie-Hell man exchange is
threatened by active wiretapping. Al so, provides public-key
forward secrecy for the shared key and supports key updates,

i ncorporation of keys distributed by out-of-band nechani sns, and
user -defined abstract group structures for use with Diffie-

Hel | man.

$ obj ect
(1) Trusted conmputer system nobdeling usage: A system el enent that
contains or receives information. (See: Bell-LaPadul a Model,
trusted conputer system)

$ object identifier (QD)
(1) An official, globally unique nane for a thing, witten as a
sequence of integers (which are forned and assigned as defined in
the ASN. 1 standard) and used to reference the thing in abstract
speci fications and during negotiation of security services in a
pr ot ocol .

(O "A value (distinguishable fromall other such values) which is
associ ated with an object." [X680]

(C) Objects nanmed by O Ds are | eaves of the object identifier tree
(which is simlar to but different fromthe X 500 Directory
Information Tree). Each arc (i.e., each branch of the tree) is

| abel ed with a non-negative integer. An O D is the sequence of
integers on the path leading fromthe root of the tree to a naned
obj ect.

(C The ODtree has three arcs inmmedi ately bel ow the root: {0}

for use by ITU-T, {1} for use by 1SO and {2} for use by both
jointly. Below ITU-T are four arcs, where {0 0} is for ITUT
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recommendati ons. Below {0 0} are 26 arcs, one for each series of
recomendations starting with the letters Ato Z and bel ow t hese
are arcs for each recommendation. Thus, the ODfor ITUT
Recommendation X. 509 is {0 0 24 509}. Below | SO are four arcs
where {1 0 }is for |1SO standards, and bel ow these are arcs for
each |1 SO standard. Thus, the O D for SO IEC 9594-8 (the |1SO
nunber for X.509) is {1 0 9594 8}.

(C The following are additional exanples: ANSI registers

organi zati on nanmes bel ow the branch {joint-iso-ccitt(2)
country(16) US(840) organization(1l)}. The NI ST CSOR records PK

obj ects bel ow the branch {joint-iso-ccitt(2) country(16) us(840)
gov(101) csor(3) pki(4)}. The U. S. Department of Defense registers
| NFOSEC obj ects bel ow the branch {joint-iso-ccitt(2) country(16)
us(840) organi zation(1l) gov(101) dod(2) infosec(1)}. The A D for
the PKI X private extension is defined in an arc below the arc for
the PKI X nane space, as {iso(1l) identified-organization(3) dod(6)

i nternet (1) security(5) nmechanisns(5) pkix(7) 1 1}.

$ obj ect reuse
(N) "The reassignnment and reuse of a storage nedium (e.g., page
frame, disk sector, magnetic tape) that once contained one or nore
[information] objects. To be securely reused and assigned to a new
subj ect, storage nedia nust contain no residual data (nagnetic
remanence) fromthe object(s) previously contained in the nedia."
[ NCS04]

$ OCsP
See: On-line Certificate Status Protocol

$ octet
(I') Adata unit of eight bits. (See: byte.)

(c) This termis used in networking (especially in OGSl standards)
in preference to "byte", because sonme systens use "byte" for data
storage units of a size other than eight.

$ OFB
See: out put feedback.

$ ohnosecond
(O That minuscule fraction of tine in which you realize that your
private key has been conprom sed

$ AD
See: object identifier.
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$ On-line Certificate Status Protocol (OCSP)
(1) An Internet protocol used by a client to obtain froma server
the validity status and other information concerning a digita
certificate.

(O In sonme applications, such as those involving high-val ue
comrercial transactions, it nmay be necessary to obtain certificate
revocation status that is nore timely than is possible with CRLs
or to obtain other kinds of status information. OCSP may be used
to determne the current revocation status of a digita
certificate, in lieu of or as a supplenent to checking against a
periodic CRL. An OCSP client issues a status request to an OCSP
server and suspends acceptance of the certificate in question
until the server provides a response.

$ one-tinme pad
(1) An encryption algorithmin which the key is a random sequence
of synbols and each synbol is used for encryption only one tine--
to encrypt only one plaintext synbol to produce only one
ci phertext synbol--and a copy of the key is used simlarly for
decrypti on.

(C) To ensure one-tine use, the copy of the key used for
encryption is destroyed after use, as is the copy used for
decryption. This is the only encryption algorithmthat is truly
unbr eakabl e, even given unlinited resources for cryptanal ysis

[ Schn], but key managenent costs and synchroni zati on probl ems nake
it inpractical except in special situations.

$ one-tine password

$ One-Tine Password (OTP)
1. Not capitalized: A "one-tinme password" is a sinple
aut henti cation technique in which each password is used only once
as authentication information that verifies an identity. This
techni que counters the threat of a replay attack that uses
passwords captured by wiretapping.

2. Capitalized: "One-Tinme Password" is an Internet protoco
[R1938] that is based on S/KEY and uses a cryptographi c hash
function to generate one-tine passwords for use as authentication
information in systemlogin and in other processes that need
protection agai nst replay attacks.

$ one-way encryption
(1) Irreversible transformation of plaintext to ciphertext, such
that the plaintext cannot be recovered fromthe ciphertext by
ot her than exhaustive procedures even if the cryptographic key is
known. (See: encryption.)
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$ one-way function
(1) "A (mathematical) function, f, which is easy to conpute, but
which for a general value y in the range, it is conputationally
difficult to find a value x in the domain such that f(x) =vy.
There may be a few values of y for which finding x is not
conputationally difficult." [X509]

(D) ISDs SHOULD NOT use this termas a synonym for "cryptographic
hash".

$ open security environment
(O U. S Departnent of Defense usage: A system environnent that
nmeets at |east one of the followi ng conditions: (a) Application
devel opers (including nmaintainers) do not have sufficient
cl earance or authorization to provide an acceptabl e presunption
that they have not introduced malicious logic. (b) Configuration
control does not provide sufficient assurance that applications
and the equi pnent are protected against the introduction of
mal i cious logic prior to and during the operation of system
applications. [NCS04] (See: closed security environnent.)

$ Open Systens |nterconnection (OSI) Reference Mdel (OSIRV
(N Ajoint ISOITUT standard [17498 Part 1] for a seven-|ayer
architectural conmunication framework for interconnection of
conputers in networks

(C OSl-based standards include comruni cati on protocols that are
nmostly inconpatible with the Internet Protocol Suite, but al so

i nclude security nodels, such as X. 509, that are used in the

I nternet.

(© The CSIRM I ayers, from highest to | owest, are (7) Application
(6) Presentation, (5) Session, (4) Transport, (3) Network, (2)
Data Link, and (1) Physical. In this dossary, these layers are
referred to by nunber to avoid confusing themw th Internet
Protocol Suite layers, which are referred to by nane.

(O Sonme unknown person described how the OSI |ayers correspond to
the seven deadly sins:

7. Wath: Application is always angry at the ness it sees bel ow
itself. (Hey! Wio is it to be pointing fingers?)

6. Sloth: Presentation is too |azy to do anything productive by
itself.

5. Lust: Session is always craving and demandi ng what truly
bel ongs to Application’s functionality.

4. Avarice: Transport wants all of the end-to-end functionality.
(Of course, it deserves it, but lifeisn't fair.)
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3. duttony: (Connection-Oriented) Network is overwei ght and
overbearing after trying too often to eat Transport’s |unch

2. Envy: Poor Data Link is always starved for attention. (Wth
Asynchronous Transfer Mdde, maybe now it is feeling |ess
negl ected.)

1. Pride: Physical has nanaged to avoid nuch of the controversy,
and nearly all of the enbarrassnent, suffered by the others.

(© John G Fletcher described how the CSI |ayers also correspond
to Snow White's dwarf friends:

7. Doc: Application acts as if it is in charge, but sonetines
muddl es its syntax.

6. Sleepy: Presentation is indolent, being guilty of the sin of
Sl ot h.

5. Dopey: Session is confused because its charter is not very
cl ear.

4., Grunpy: Transport is irritated because Network has encroached
on Transport’'s turf.

3. Happy: Network sniles for the sane reason that Transport is

irritated.

2. Sneezy: Data Link rmakes |oud noises in the hope of attracting
attention.

1. Bashful: Physical quietly does its work, unnoticed by the
ot hers.

$ operational integrity
(1) A synonymfor "systemintegrity"; enphasizes the actua
performance of systemfunctions rather than just the ability to
performthem

$ operations security (OPSEC)
(1) A process to identify, control, and protect evidence of the
pl anni ng and execution of sensitive activities and operations, and
t hereby prevent potential adversaries from gaini ng know edge of
capabilities and intentions.

$ OPSEC
See: operations security.

$ ORA
See: organi zational registration authority.

$ Orange Book

(D) 1SDs SHOULD NOT use this termas a synonym for "Trusted
Comput er System Eval uation Criteria” [CSC001, DOD1l]. Instead, use
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the full, proper nane of the docunent or, in subsequent
references, the abbreviation "TCSEC'. (See: (usage note under)
Green Book.)

$ organi zational certificate
(O MSSI usage: A type of MSSI X 509 public-key certificate that
is issued to support organi zational nessage handling for the U S
CGovernnent ' s Defense Message System

$ organi zational registration authority (ORA)
(1) Ceneral usage: An RA for an organization

(O MSSI usage: The M SSI inplenentation of RA. A MSSI end
entity that (a) assists a PCA, CA, or SCA to register other end
entities, by gathering, verifying, and entering data and
forwarding it to the signing authority and (b) may al so assi st

wi th card managenent functions. An ORAis a |local admnistrative
authority, and the termrefers both to the office or role, and to
the person who fills that office. An ORA does not sign
certificates, CRLs, or CKLs. (See: no-PIN ORA, SSO PIN ORA, user-
PIN ORA.)

$ origin authentication

$ origin authenticity
(D) 1SDs SHOULD NOT use these terns because they | ook |ike
carel ess use of an internationally standardized term |nstead, use
"data origin authentication" or "peer entity authentication"
dependi ng which is nmeant.

$ CSl
$ OSIRM
See: Open Systens | nterconnection Reference Model

$ Orp
See: One-Ti ne Password.

$ out of band
(1) Transfer of information using a channel that is outside (i.e.
separate from the channel that is nornmally used. (See: covert
channel .)

(O CQut-of-band nechanisns are often used to distribute shared
secrets (e.g., a symetric key) or other sensitive infornation
items (e.g., a root key) that are needed to initialize or
otherwi se enabl e the operation of cryptography or other security
mechani sms. (See: key distribution.)
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$ out put feedback (OFB)

(N) A block cipher node [FP081] that nodifies electronic codebook
node to operate on plaintext segnments of variable length | ess than
or equal to the block |ength.

(O This node operates by directly using the algorithnis

previ ously generated output block as the al gorithnm s next input
block (i.e., by "feeding back" the output block) and comnbi ni ng
(exclusive OR-ing) the output block with the next plaintext
segrment (of block length or less) to formthe next ciphertext
segnent .

$ outside attack
$ outsider attack

See: (secondary definition under) attack

$ P1363

See: | EEE P1363.

$ PAA

See: policy approving authority.

$ packet filter

See: (secondary definition under) filtering router

$ pagej acki ng

(1) A contraction of "Wb page hijacking". A masquerade attack in
whi ch the attacker copies (steals) a hone page or other material
fromthe target server, rehosts the page on a server the attacker
controls, and causes the rehosted page to be i ndexed by the nmjor
Web search services, thereby diverting browsers fromthe target
server to the attacker’s server.

(D) 1SDs SHOULD NOT use this termw thout including a definition
because the termis not listed in nost dictionaries and could
confuse international readers. (See: (usage note under) G een
Book. )

$ PAN

See: primary account number.

$ PAP

Shi rey

See: Password Aut hentication Protocol
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$ partitioned security node
(N A node of operation of an information system wherein al
users have the clearance, but not necessarily fornmal access
aut hori zati on and need-to-know, for all information handl ed by the
system This node is defined in U S. Departnent of Defense policy
regardi ng system accreditation. [DoD2]

$ passive attack
See: (secondary definition under) attack

$ passive wiretapping
See: (secondary definition under) wretapping.

$ password
(1) A secret data value, usually a character string, that is used
as authentication information. (See: chall enge-response.)

(O A password is usually matched with a user identifier that is
explicitly presented in the authentication process, but in sone
cases the identity may be inplicit.

(O Using a password as authentication information assunes that
the password is known only by the systementity whose identity is
bei ng authenticated. Therefore, in a network environnment where

Wi retapping is possible, sinple authentication that relies on
transm ssion of static (i.e., repetitively used) passwords as
cleartext is inadequate. (See: one-time password, strong

aut henti cation.)

$ Password Aut hentication Protocol (PAP)
(1) A sinmple authentication nechanismin PPP. In PAP, a user
identifier and password are transmitted in cleartext. [R1334]
(See: CHAP.)

$ password sniffing
(1) Passive wiretapping, usually on a local area network, to gain
know edge of passwords. (See: (usage note under) sniffing.)

$ path discovery
(I') For a digital certificate, the process of finding a set of
public-key certificates that conprise a certification path froma
trusted key to that specific certificate.

$ path validation
(1) The process of validating (a) all of the digital certificates
in a certification path and (b) the required rel ati onshi ps between
those certificates, thus validating the contents of the I|ast
certificate on the path. (See: certificate validation.)
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$ paynent card
(N) SET usage: Collectively refers "to credit cards, debit cards
charge cards, and bank cards issued by a financial institution and
which reflects a rel ationship between the cardhol der and the
financial institution.™ [SET2]

$ paynent gateway
(O SET usage: A systemoperated by an acquirer, or a third party
designated by an acquirer, for the purpose of providing electronic
comrerce services to the nerchants in support of the acquirer, and
which interfaces to the acquirer to support the authorization
capture, and processing of nerchant paynent nessages, including
paynent instructions from cardhol ders. [SET1, SET2]

$ paynment gateway certification authority (SET PCA)
(O SET usage: A CA that issues digital certificates to paynent
gateways and is operated on behalf of a paynent card brand, an
acquirer, or another party according to brand rules. A SET PCA
i ssues a CRL for conpronised paynent gateway certificates. [SET2]
(See: PCA.)

$ PC card
(N Atype of credit card-sized, plug-in peripheral device that
was originally devel oped to provide nenory expansion for portable
conputers, but is also used for other kinds of functiona
expansi on. (See: FORTEZZA, PCMCIA.)

(C) The international PC Card Standard defines a non-proprietary
formfactor in three standard sizes--Types I, Il and IlIl--each of
whi ch have a 68-pin interface between the card and the socket into
which it plugs. Al three types have the same | ength and wi dth,
roughly the size of a credit card, but differ in their thickness
from3.3 to 10.5 mm Exanpl es include storage nodul es, nodens,
device interface adapters, and cryptographi c nodul es.

$ PCA
(D) 1SDs SHOULD NOT use this acronymw t hout a qualifying
adj ective because that woul d be anbi guous. (See: Internet policy
certification authority, (MSSI) policy creation authority, (SET)
payment gateway certification authority.)

$ PCMCI A
(N) Personal Conputer Menory Card International Association, a
group of manufacturers, devel opers, and vendors, founded in 1989
to standardi ze plug-in peripheral nmenory cards for persona
comput ers and now extended to deal with any technol ogy that works
in the PC card formfactor. (See: PC card.)
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$ peer entity authentication
(1) "The corroboration that a peer entity in an association is the
one clainmed." [17498 Part 2] (See: authentication.)

$ peer entity authentication service
(1) A security service that verifies an identity clained by or for
a systementity in an association. (See: authentication,
aut henti cation service.)

(C) This service is used at the establishnent of, or at tines
during, an association to confirmthe identity of one entity to
anot her, thus protecting against a masquerade by the first entity.
However, unlike data origin authentication service, this service
requi res an association to exist between the two entities, and the
corroboration provided by the service is valid only at the current
time that the service is provided

(O See: "relationship between data integrity service and
aut henti cation services" under data integrity service.

$ PEM
See: Privacy Enhanced Mail.

$ penetration
(1) Successful, repeatable, unauthorized access to a protected
systemresource. (See: attack, violation.)

$ penetration test
(I') A systemtest, often part of systemcertification, in which
eval uators attenpt to circunvent the security features of the
system [ NCS04]

(C) Penetration testing nmay be performed under various constraints
and conditions. However, for a TCSEC eval uation, testers are
assuned to have all system design and inplenentation
docunent ati on, including source code, nanuals, and circuit

di agrans, and to work under no greater constraints than those
applied to ordinary users.

$ perfect forward secrecy
See: (discussion under) public-key forward secrecy.

$ perinmeter
See: security perineter.
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$ periods processing
(1) A node of systemoperation in which information of different
sensitivities is processed at distinctly different tines by the
same system wth the system being properly purged or sanitized
bet ween periods. (See: col or change.)

$ pernission
(1) A synonymfor "authorization", but "authorization" is
preferred in the PKI context. (See: privilege.)

$ personal identification nunber (PIN)
(1) A character string used as a password to gain access to a
systemresource. (See: authentication information.)

(C) Despite the words "identification" and "nunber", a PIN sel dom
serves as a user identifier, and a PIN s characters are not
necessarily all nuneric. A better nane for this concept woul d have
been "personal authentication systemstring (PASS)"

(O Retail banking applications commonly use 4-digit PINs.
FORTEZZA PC card’'s use up to 12 characters for user or SSO PINs.

$ personality

$ personality |abel
(O MSSI usage: A set of MSSI X 509 public-key certificates that
have the sanme subject DN, together with their associated private
keys and usage specifications, that is stored on a FORTEZZA PC
card to support a role played by the card s user.

(CO When a card’s user selects a personality to use in a FORTEZZA-
aware application, the data deternines behavior traits (the
personality) of the application. A card s user nmay have multiple
personalities on the card. Each has a "personality |label", a user-
friendly character string that applications can display to the
user for selecting or changing the personality to be used. For
exanple, a mlitary user’s card mght contain three personalities:
GENERAL HALFTRACK, COVMANDER FORT SWAMPY, and NEW YEAR S EVE PARTY
CHAI RVAN. Each personality includes one or nore certificates of
different types (such as DSA versus RSA), for different purposes
(such as digital signature versus encryption), or with different
aut hori zati ons.

$ personnel security
(1) Procedures to ensure that persons who access a system have
proper clearance, authorization, and need-to-know as required by
the system s security policy.
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$ PGP(trademark)
See: Pretty Good Privacy.

$ Photuris
(1) A UDP-based, key establishnment protocol for session keys,
designed for use with the | Psec protocols AH and ESP. Superseded
by I KE.

$ phreaking
(1) A contraction of "tel ephone breaking". An attack on or
penetration of a tel ephone system or, by extension, any other
conmmmuni cation or information system [Rayni

(D) 1SDs SHOULD NOT use this termbecause it is not listed in nost
dictionaries and could confuse international readers.

$ physical security
(1) Tangi bl e means of preventing unauthorized physical access to a
system E.g., fences, walls, and other barriers; |ocks, safes, and
vaul ts; dogs and arned guards; sensors and alarmbells. [FP031
R1455]

$ piggyback attack
(1) Aformof active wiretapping in which the attacker gains
access to a systemvia intervals of inactivity in another user’s
| egitimate communi cati on connection. Sonetines called a "between-
the-lines" attack. (See: hijack attack, nan-in-the-niddle attack.)

$ PIN
See: personal identification nunber.

$ ping of death
(1) An attack that sends an inproperly large | CMP [R0792] echo
request packet (a "ping") with the intent of overflow ng the input
buffers of the destination machine and causing it to crash

$ ping sweep
(1) An attack that sends |ICMP [RO792] echo requests ("pings") to a
range of | P addresses, with the goal of finding hosts that can be
probed for vulnerabilities.

$ PKCS
See: Public-Key Cryptography Standards.

$ PKCS #7
(N) A standard [ PKCO7, R2315] fromthe PKCS series; defines a
syntax for data that may have cryptography applied to it, such as
for digital signatures and digital envel opes.
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$ PKCS #10
(N) A standard [PKC10] fromthe PKCS series; defines a syntax for
requests for public-key certificates. (See: certification
request.)

(O A PKCS #10 request contains a DN and a public key, and may
contain other attributes, and is signed by the entity nmaking the
request. The request is sent to a CA who converts it to an X 509
public-key certificate (or some other forn) and returns it,

possi bly in PKCS #7 fornmat.

$ PKCS #11
(N) A standard [PKC11l] fromthe PKCS series; defines a software
CAPl called Cryptoki (pronounced "crypto-key"; short for
"cryptographic token interface") for devices that hold
cryptographic i nformati on and perform cryptographi c functions.

$ PKI
See: public-key infrastructure.

$ PKI X
(1) (1.) A contraction of "Public-Key Infrastructure (X 509)", the
nane of the | ETF working group that is specifying an architecture
and set of protocols needed to support an X 509-based PKI for the
Internet. (2.) A collective nane for that architecture and set of
protocol s.

(C) The goal of PKIXis to facilitate the use of X 509 public-key
certificates in multiple Internet applications and to pronote
interoperability between different inplenentations that use those
certificates. The resulting PKI is intended to provide a framework
that supports a range of trust and hierarchy environments and a
range of usage environments. PKI X specifies (a) profiles of the v3
X. 509 public-key certificate standards and the v2 X 509 CRL
standards for the Internet; (b) operational protocols used by
relying parties to obtain information such as certificates or
certificate status; (c) managenent protocols used by system
entities to exchange i nformati on needed for proper managenment of
the PKI; and (d) information about certificate policies and CPSs,
covering the areas of PKI security not directly addressed in the
rest of PKIX

$ PKI X private extension

(1) PKIX defines a private extension to identify an on-line
verification service supporting the issuing CA
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$ pl ai nt ext
(1) Data that is input to and transformed by an encryption
process, or that is output by a decryption process.

(C Usually, the plaintext input to an encryption operation is
cleartext. But in sone cases, the input is ciphertext that was
out put from anot her encryption operation. (See: superencryption.)

$ Poi nt-to-Point Protocol (PPP)
(1) An Internet Standard protocol [R1661] for encapsul ati on and
full -duplex transportation of network |layer (mainly OSI |ayer 3)
protocol data packets over a |link between two peers, and for
mul tiplexing different network | ayer protocols over the same |ink
I ncl udes optional negotiation to select and use a peer entity
aut henti cation protocol to authenticate the peers to each other
bef ore they exchange network | ayer data. (See: CHAP, EAP, PAP.)

$ Point-to-Point Tunneling Protocol (PPTP)
(1) An Internet client-server protocol (originally devel oped by
Ascend and M crosoft) that enables a dial-up user to create a
virtual extension of the dial-up link across a network by
tunneling PPP over IP. (See: L2TP.)

(O PPP can encapsul ate any Internet Protocol Suite network |ayer
protocol (or OSI layer 3 protocol). Therefore, PPTP does not
specify security services; it depends on protocols above and bel ow
it to provide any needed security. PPTP makes it possible to
divorce the location of the initial dial-up server (i.e., the PPTP
Access Concentrator, the client, which runs on a speci al - purpose
host) fromthe location at which the dial-up protocol (PPP)
connection is terninated and access to the network is provided
(i.e., the PPTP Network Server, which runs on a general - purpose

host) .

$ policy
(D) 1SDs SHOULD NOT use this word as an abbreviation for either
"security policy" or "certificate policy". Instead, to avoid

m sunder st andi ng, use the fully qualified term at |east at the
poi nt of first usage.

$ policy approving authority (PAA)
(O M SSI usage: The top-level signing authority of a M SSl
certification hierarchy. The termrefers both to that
authoritative office or role and to the person who plays that
role. (See: root registry.)
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(O A PAA registers MSSI PCAs and signs their X 509 public-key
certificates. A PAA issues CRLs but does not issue a CKL. A PAA
may issue cross-certificates to other PAAs.

$ policy certification authority (Internet PCA)
(1) An X 509-conpliant CA at the second |level of the Internet
certification hierarchy, under the Internet Policy Registration
Aut hority (1 PRA). Each PCA operates in accordance with its
publ i shed security policy (see: certification practice statenent)
and within constraints established by the I PRA for all PCAs.
[ R1422]. (See: policy creation authority.)

$ policy creation authority (M SSI PCA)
(O MSSI usage: The second |level of a MSSI certification
hi erarchy; the adm nistrative root of a security policy domain of
M SSI users and other, subsidiary authorities. The termrefers
both to that authoritative office or role and to the person who
fills that office. (See: policy certification authority.)

(O AMSSI PCA's certificate is issued by a policy approving
authority. The PCA registers the CAs in its domain, defines their
configurations, and issues their X 509 public-key certificates.
(The PCA may al so issue certificates for SCAs, ORAs, and other end
entities, but a PCA does not usually do this.) The PCA
periodically issues CRLs and CKLs for its donain.

$ Policy Managenent Authority
(N) Canadi an usage: An organization responsible for PKI oversight
and policy managenent in the CGovernnent of Canada.

$ policy mapping
(1) "Recognizing that, when a CA in one domain certifies a CAin
anot her domain, a particular certificate policy in the second
domai n may be considered by the authority of the first domain to
be equival ent (but not necessarily identical in all respects) to a
particular certificate policy in the first domain." [X509]

$ POP3
See: Post O fice Protocol, version 3.

$ POP3 APCP
(1) A POP3 "commuand" (better described as a transaction type, or a
protocol -wi thin-a-protocol) by which a POP3 client optionally uses
a keyed hash (based on MD5) to authenticate itself to a POP3
server and, depending on the server inplenmentation, to protect
agai nst replay attacks. (See: CRAM POP3 AUTH, | MAP4
AUTHENTI CATE. )
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(C The server includes a unique tinmestanp in its greeting to the
client. The subsequent APOP conmmand sent by the client to the
server contains the client’s nanme and the hash result of applying
M5 to a string formed fromboth the tinestanp and a shared secret
that is known only to the client and the server. APOP was desi gned
to provide as an alternative to using POP3's USER and PASS (i.e.
password) command pair, in which the client sends a cleartext
password to the server.

$ POP3 AUTH
(1) A "command" [R1734] (better described as a transaction type,
or a protocol-within-a-protocol) in POP3, by which a POP3 client
optionally proposes a nechanismto a POP3 server to authenticate
the client to the server and provi de other security services.
(See: POP3 APCP, | MAP4 AUTHENTI CATE.)

(C If the server accepts the proposal, the conmmand is followed by
perform ng a chal |l enge-response authentication protocol and,
optionally, negotiating a protection mechani smfor subsequent POP3
i nteractions. The security mechani sms used by POP3 AUTH are those
used by | MAP4

$ port scan
(1) An attack that sends client requests to a range of server port
addresses on a host, with the goal of finding an active port and
exploiting a known vul nerability of that service.

$ POSI X
(N) Portable Operating SystemInterface for Conputer Environments,
a standard [FP151, 1S9945-1] (originally |IEEE Standard P1003.1)
that defines an operating systeminterface and environnent to
support application portability at the source code level. It is
i ntended to be used by both application devel opers and system
i mpl enent ers.

(O P1003.1 supports security functionality |Iike those on nost
UNI X systens, including discretionary access control and
privilege. |EEE Draft Standard P1003.6.1 specifies additiona
functionality not provided in the base standard, including (a)
di scretionary access control, (b) audit trail mechanisnms, (c)
privil ege nechani snms, (d) mandatory access control, and (e)

i nformation | abel mechani sns.

$ Post Ofice Protocol, version 3 (POP3)
(1) An Internet Standard protocol [R1939] by which a client
wor kst ation can dynamically access a mail box on a server host to
retrieve mail nmessages that the server has received and is hol ding
for the client. (See: |NMAP4,)
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(C POP3 has nechanisns for optionally authenticating a client to
a server and providing other security services. (See: POP3 APOP,
POP3 AUTH.)

$ PPP
See: Poi nt-to-Point Protocol.

$ PPTP
See: Poi nt-to-Point Tunneling Protocol.

$ pre-authorization
(1) A capability of a CAWthat enables certification requests to
be automatically validated agai nst data provided in advance to the
CA by an authorizing entity.

$ Pretty Good Privacy(tradenark) (PGP(tradenark))
(O Trademarks of Network Associates, Inc., referring to a
conputer program (and rel ated protocols) that uses cryptography to
provi de data security for electronic nail and other applications
on the Internet. (See: MOSS, PEM S/M M)

(C) PGP encrypts nmessages with IDEA in CFB node, distributes the

| DEA keys by encrypting themw th RSA, and creates digital
signatures on nessages with MD5 and RSA. To establish ownership of
public keys, PGP depends on the web of trust. (See: Privacy
Enhanced Mil .)

$ primary account nunber (PAN)
(O SET usage: "The assigned nunber that identifies the card
i ssuer and cardhol der. This account nunber is conposed of an
i ssuer identification nunber, an individual account nunber
identification, and an acconpanying check digit as defined by |ISO
7812-1985." [SET2, 1S7812] (See: bank identification number.)

(C) The PAN is enbossed, encoded, or both on a magnetic-strip-
based credit card. The PAN identifies the issuer to which a
transaction is to be routed and the account to which it is to be
applied unl ess specific instructions indicate otherw se. The
authority that assigns the bank identification nunber part of the
PAN is the American Bankers Associ ation.

$ privacy
(1) The right of an entity (nornally a person), acting in its own
behal f, to deternmine the degree to which it will interact with its

envi ronnment, including the degree to which the entity is willing
to share information about itself with others. (See: anonynmity.)
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(O "The right of individuals to control or influence what
information related to them nay be collected and stored and by
whom and to whom that information nay be disclosed." [|7498 Part
2]

(D) 1SDs SHOULD NOT use this termas a synonymfor "data
confidentiality" or "data confidentiality service", which are
different concepts. Privacy is a reason for security rather than a
kind of security. For exanple, a systemthat stores personal data
needs to protect the data to prevent harm enbarrassnent,

i nconveni ence, or unfairness to any person about whomdata is

mai ntai ned, and to protect the person’'s privacy. For that reason
the systemnay need to provide data confidentiality service.

$ Privacy Enhanced Mail (PEM
(1) An Internet protocol to provide data confidentiality, data
integrity, and data origin authentication for electronic mail
[ R1421, R1422]. (See: MOSS, MSP, PGP, S/M ME.)

(O PEM encrypts nessages with DES in CBC node, provides key

di stribution of DES keys by encrypting themw th RSA, and signs
messages with RSA over either MD2 or MD5. To establish ownership
of public keys, PEMuses a certification hierarchy, with X 509
public-key certificates and X. 509 CRLs that are signed with RSA
and MD2. (See: Pretty Good Privacy.)

(C PEMis designed to be conpatible with a wi de range of key
managenent mnet hods, but is limted to specifying security services
only for text nessages and, |ike MOSS, has not been w dely

i npl emented in the Internet.

$ private conponent
(1) A synonymfor "private key".

(D) I'n nost cases, |SDs SHOULD NOT use this term to avoid
confusing readers, use "private key" instead. However, the term
MAY be used when specifically discussing a key pair; e.g., "A key
pair has a public conponent and a private conponent."

$ private extension
See: (secondary definition under) extension

$ private key
(1) The secret conponent of a pair of cryptographic keys used for
asymetric cryptography. (See: key pair, public key.)

(O "(In a public key cryptosysten) that key of a user’s key pair
which is known only by that user." [X509]
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$ privilege
(1) An authorization or set of authorizations to performsecurity-
rel evant functions, especially in the context of a conputer
operating system

$ privilege managenent infrastructure
(N) "The conplete set of processes required to provide an
aut hori zation service", i.e., processes concerned with attribute
certificates. [FPDAM (See: PKI.)

(D) 1SDs SHOULD NOT use this termand its definition because the
definition is vague, and there is no consensus on an alternate
definition.

$ privil eged process
(1) An conputer process that is authorized (and, therefore,
trusted) to performsone security-relevant functions that ordinary
processes are not. (See: privilege, trusted process.)

$ procedural security
(D) 1SDs SHOULD NOT use this termas a synonym for "administrative
security". Any type of security may involve procedures; therefore
the termmay be m sl eading. Instead, use "administrative
security", "communication security", "conputer security",
"emanati ons security", "personnel security", "physical security",
or whatever specific type is neant. (See: security architecture.)

$ proprietary
(I') Refers to information (or other property) that is owned by an
i ndi vidual or organization and for which the use is restricted by
that entity.

$ protected checksum
(1) A checksumthat is conputed for a data object by neans that
protect against active attacks that would attenpt to change the
checksumto nake it match changes nade to the data object. (See
digital signature, keyed hash, (discussion under) checksum

$ protected distribution system
(') Awireline or fiber-optic systemthat includes sufficient
saf equards (acoustic, electric, electromagnetic, and physical) to
permt its use for unencrypted transm ssion of (cleartext) data.

$ protection authority
See: (secondary definition under) Internet Protocol Security

Opt i on.
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$ protection ring
(1) One of a hierarchy of privileged operation nodes of a system
that gives certain access rights to processes authorized to
operate in that node

$ protocol
(1) Aset of rules (i.e., formats and procedures) to inplenent and
control some type of association (e.g., comunication) between
systenms. (E.g., see: Internet Protocol.)

(CQ In particular, a series of ordered steps involving conputing
and comuni cation that are perforned by two or nore system
entities to achieve a joint objective. [A9042]

$ protocol suite
(1) A complenentary collection of conmunication protocols used in
a conputer network. (See: Internet, OSI.)

$ proxy server
(1) A conmputer process--often used as, or as part of, a firewall--
that relays a protocol between client and server conputer systenmns,
by appearing to the client to be the server and appearing to the
server to be the client. (See: SOCKS.)

(O In afirewall, a proxy server usually runs on a bastion host,
whi ch nay support proxies for several protocols (e.g., FTP, HTTP,
and TELNET). Instead of a client in the protected encl ave
connecting directly to an external server, the internal client
connects to the proxy server which in turn connects to the
external server. The proxy server waits for a request fromi nside
the firewall, forwards the request to the renote server outside
the firewall, gets the response, then sends the response back to
the client. The proxy may be transparent to the clients, or they
may need to connect first to the proxy server, and then use that
association to also initiate a connection to the real server.

(C Proxies are generally preferred over SOCKS for their ability
to perform caching, high-level |ogging, and access control. A
proxy can provide security service beyond that which is normally
part of the relayed protocol, such as access control based on peer
entity authentication of clients, or peer entity authentication of
servers when clients do not have that capability. A proxy at OSl

| ayer 7 can al so provide finer-grained security service than can a
filtering router at OSI |ayer 3. For exanple, an FTP proxy could
permit transfers out of, but not into, a protected network.
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$ pseudo-random
(1) A sequence of values that appears to be random (i.e.
unpredi ctable) but is actually generated by a deterministic
al gorithm (See: random)

$ pseudo-random nunber gener at or
(1) A process used to deterministically generate a series of
nunbers (usually integers) that appear to be random according to
certain statistical tests, but actually are pseudo-random

(C) Pseudo-random nunber generators are usually inplenented in
sof twar e

$ public conponent
(1) A synonymfor "public key".

(D) I'n nost cases, |SDs SHOULD NOT use this term to avoid
confusing readers, use "private key" instead. However, the term
MAY be used when specifically discussing a key pair; e.g., "A key
pair has a public conponent and a private conponent."

$ public key
(1) The publicly-discl osabl e conponent of a pair of cryptographic
keys used for asymetric cryptography. (See: key pair, private

key.)

(O "(In a public key cryptosysten) that key of a user’s key pair
which is publicly known." [X509]

$ public-key certificate
(I') Adigital certificate that binds a systementity’'s identity to
a public key value, and possibly to additional data items; a
digitally-signed data structure that attests to the ownership of a
public key. (See: X 509 public-key certificate.)

(O The digital signature on a public-key certificate is
unforgeabl e. Thus, the certificate can be published, such as by
posting it in a directory, without the directory having to protect
the certificate's data integrity.

(O "The public key of a user, together with some other
i nformati on, rendered unforgeable by enci phernent with the private
key of the certification authority which issued it." [X509]

$ public-key cryptography
(1) The popul ar synonym for "asymetric cryptography".
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$ Public-Key Cryptography Standards (PKCS)
(1) A series of specifications published by RSA Laboratories for
data structures and al gorithm usage for basic applications of
asymetric cryptography. (See: PKCS #7, PKCS #10, PKCS #11.)

(© The PKCS were begun in 1991 in cooperation with industry and
academ a, originally including Apple, Digital, Lotus, Mcrosoft,
Nort hern Tel ecom Sun, and MT. Today, the specifications are

wi dely used, but they are not sanctioned by an official standards
organi zation, such as ANSI, ITU T, or |IETF. RSA Laboratories
retains sol e decision-making authority over the PKCS

$ public-key forward secrecy (PFS)
(1) For a key agreenent protocol based on asymetric cryptography,
the property that ensures that a session key derived froma set of
Il ong-term public and private keys will not be conpronised if one
of the private keys is conprom sed in the future

(O Sone existing RFCs use the term"perfect forward secrecy" but
either do not define it or do not define it precisely. Wile
preparing this dossary, we tried to find a good definition for
that term but found this to be a nuddl ed area. Experts did not
agree. For all practical purposes, the literature defines "perfect
forward secrecy" by stating the Diffie-Hellman algorithm The term
"public-key forward secrecy" (suggested by Hlarie O nman) and the
"I" definition stated for it here were crafted to be conpatible
with current Internet docunents, yet be narrow and | eave room for

i mproved term nol ogy.

(O Challenge to the Internet security comunity: W need a
taxonony--a fanmly of nutually exclusive and collectively
exhaustive terns and definitions to cover the basic properties

di scussed here--for the full range of cryptographic algorithnms and
protocol s used in Internet Standards:

(O Involvenent of session keys vs. long-term keys: Experts
di sagree about the basic ideas involved.

- One concept of "forward secrecy" is that, given observations of
the operation of a key establishnent protocol up to tinme t, and
gi ven sone of the session keys derived fromthose protocol runs,
you cannot derive unknown past session keys or future session
keys.

- Arelated property is that, given observations of the protocol

and know edge of the derived session keys, you cannot derive one
or nore of the long-term private keys.
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- The "1" definition presented above involves a third concept of
"forward secrecy" that refers to the effect of the conprom se of
| ong-term keys.

- Al three concepts involve the idea that a conpronmise of "this"
encryption key is not supposed to conproni se the "next" one. There
also is the idea that conpromi se of a single key will conproni se
only the data protected by the single key. In Internet literature,
the focus has been on protection agai nst decryption of back
traffic in the event of a conpronise of secret key material held
by one or both parties to a comrunication

(C© Forward vs. backward: Experts are unhappy with the word
"forward", because conpronise of "this" encryption key also is not
supposed to conproni se the "previous" one, which is "backward"
rather than forward. In S/KEY, if the key used at tinet is
conprom sed, then all keys used prior to that are conprom sed. I|f
the "long-term key (i.e., the base of the hashing schene) is
conprom sed, then all keys past and future are conprom sed; thus,
you could say that S/ KEY has neither forward nor backward secrecy.

(C) Asynmetric cryptography vs. symetric: Experts di sagree about
forward secrecy in the context of symetric cryptographic systens.
In the absence of asynmmetric cryptography, conprom se of any |ong-
term key seens to conpromnm se any session key derived fromthe

| ong-term key. For exanple, Kerberos isn't forward secret, because
conpromi sing a client’s password (thus conprom sing the key shared
by the client and the authentication server) conprom ses future
session keys shared by the client and the ticket-granting server

(O Odinary forward secrecy vs. "perfect" forward secret: Experts
di sagree about the difference between these two. Sone say there is
no di fference, and sonme say that the initial nanmi ng was
unfortunate and suggest dropping the word "perfect”. Some suggest
using "forward secrecy" for the case where one long-term private
key is conprom sed, and adding "perfect"” for when both private
keys (or, when the protocol is nulti-party, all private keys) are
conprom sed

(C Acknow edgenents: Bill Burr, Burt Kaliski, Steve Kent, Paul
Van Qorschot, M chael Wener, and, especially, Hilarie O nman
contributed ideas to this discussion

$ public-key infrastructure (PKI)
(1) A systemof CAs (and, optionally, RAs and other supporting
servers and agents) that perform sone set of certificate
managenent, archive managenent, key nanagenent, and token
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managenent functions for a community of users in an application of
asymetric cryptography. (See: hierarchical PKI, mesh PKI,
security nmanagenent infrastructure, trust-file PKI.)

(O PKI X usage: The set of hardware, software, people, policies
and procedures needed to create, nmnage, store, distribute, and
revoke digital certificates based on asymmetric cryptography.

(C The core PKI functions are (a) to register users and issue
their public-key certificates, (b) to revoke certificates when
required, and (c) to archive data needed to validate certificates
at a nuch later tine. Key pairs for data confidentiality may be
generated (and perhaps escrowed) by CAs or RAs, but requiring a
PKI client to generate its own digital signature key pair hel ps
mai ntain systemintegrity of the cryptographic system because
then only the client ever possesses the private key it uses. Also,
an authority may be established to approve or coordinate CPSs,
which are security policies under which conponents of a PKI
oper at e.

(G A nunmber of other servers and agents nay support the core PKI,
and PKI clients may obtain services fromthem The full range of
such services is not yet fully understood and is evol ving, but
supporting roles nay include archive agent, certified delivery
agent, confirnmation agent, digital notary, directory, key escrow
agent, key generation agent, nanming agent who ensures that issuers
and subjects have unique identifiers within the PKI, repository,
ticket-granting agent, and tine stanp agent.

$ RA
See: registration authority.

$ RA domai ns
(I') A capability of a CAWthat allows a CA to divide the
responsibility for certification requests anmong nmultiple RAs.

(C This capability mght be used to restrict access to private
aut hori zation data that is provided with a certification request,
and to distribute the responsibility to review and approve
certification requests in high volune environments. RA domains

m ght segregate certification requests according to an attribute
of the certificate subject, such as an organi zational unit.

$ RADI US
See: Renpte Authentication Dial-In User Service.
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$ Rai nbow Seri es
(O A set of nore than 30 technical and policy docunents wth
col ored covers, issued by the NCSC, that discuss in detail the
TCSEC and provi de gui dance for neeting and applying the criteria.
(See: Green Book, Orange Book, Red Book, Yell ow Book.)

$ random
(1) Ceneral usage: |In mathenatics, random nmeans "unpredictable". A
sequence of values is called randomif each successive value is
obt ai ned nerely by chance and does not depend on the preceding
val ues of the sequence, and a selected individual value is called
randomif each of the values in the total popul ation of
possibilities has equal probability of being sel ected. [Knuth]
(See: cryptographic key, pseudo-random random nunber generator.)

(1) Security usage: In cryptography and other security
applications, random neans not only unpredictable, but also
"unguessabl e". Wen sel ecting data values to use for cryptographic
keys, "the requirenent is for data that an adversary has a very

| ow probability of guessing or deternining." It is not sufficient
to use data that "only neets traditional statistical tests for
randommess or which is based on linmted range sources, such as

cl ocks. Frequently such random quantities are determinable [i.e.
guessabl e] by an adversary searchi ng through an enbarrassingly
smal | space of possibilities." [RL750]

$ random nunber generat or
(I') A process used to generate an unpredictable, uniformy
di stributed series of nunmbers (usually integers). (See: pseudo-
random random)

(CQ True random nunber generators are hardware-based devi ces that
depend on the output of a "noisy diode" or other physica
phenonena. [ R1750]

$ RBAC
See: Rol e-Based Access Control

$ RC2
$ R4
See: Rivest Cipher #2, Rivest Ci pher #4.

$ realm
(O Kerberos usage: The domain of authority of a Kerberos server
(consisting of an authentication server and a ticket-granting
server), including the Kerberized clients and the Kerberized
application servers
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$ RED
(1) Designation for information system equi pment or facilities
that handle (and for data that contains) only plaintext (or
dependi ng on the context, classified information), and for such
data itself. This termderives fromU S. Covernnent COVSEC
term nol ogy. (See: BLACK, RED/ BLACK separation.)

$ Red Book
(D) 1SDs SHOULD NOT use this termas a synonym for "Trusted
Network Interpretation of the Trusted Conmputer System Eval uation
Criteria" [NCSO5]. Instead, use the full proper nane of the
docunent or, in subsequent references, a nore conventiona
abbrevi ation. (See: TCSEC, Rai nbow Series, (usage note under)
Green Book.)

$ RED/ BLACK separation
(1) An architectural concept for cryptographic systens that
strictly separates the parts of a systemthat handl e pl ai nt ext
(i.e., RED information) fromthe parts that handl e ci phertext
(i.e., BLACK information). This termderives fromU. S. Governnent
COMVSEC term nol ogy. (See: BLACK, RED.)

$ reference nonitor
(1) "An access control concept that refers to an abstract nachine
that nmediates all accesses to objects by subjects.” [NCS04] (See:
security kernel.)

(C A reference nmonitor should be (a) conplete (i.e., it nediates
every access), (b) isolated (i.e., it cannot be nodified by other
systementities), and (c) verifiable (i.e., small enough to be
subjected to analysis and tests to ensure that it is correct).

$ reflection attack
(1) Atype of replay attack in which transnmitted data is sent back
to its originator.

$ register

$ registration
(1) An administrative act or process whereby an entity’s name and
other attributes are established for the first time at a CA, prior
to the CAissuing a digital certificate that has the entity’ s name
as the subject. (See: registration authority.)

(O Registration may be acconplished either directly, by the CA
or indirectly, by a separate RA. An entity is presented to the CA
or RA, and the authority either records the name(s) clained for
the entity or assigns the entity’'s nane(s). The authority al so
determ nes and records other attributes of the entity that are to
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be bound in a certificate (such as a public key or authorizations)
or maintained in the authority’'s database (such as street address
and tel ephone nunber). The authority is responsible, possibly
assisted by an RA, for authenticating the entity’s identity and
verifying the correctness of the other attributes, in accordance
with the CA's CPS.

(C Anong the registration issues that a CPS nay address are the
followi ng [ R2527]:

- How a clained identity and other attributes are verified.

- How organi zation affiliation or representation is verified.

- What forns of nanes are permitted, such as X 500 DN, donmin
name, or | P address.

- Whether nanes are required to be neani ngful or unique, and
wi t hi n what domai n.

- How naming disputes are resolved, including the role of
t radenar ks

- VWether certificates are issued to entities that are not
persons.

- Whether a person is required to appear before the CA or RA or
can instead be represented by an agent.

- Whet her and how an entity proves possession of the private key
mat chi ng a public key.

$ registration authority (RA)
(1) An optional PKI entity (separate fromthe CAs) that does not
sign either digital certificates or CRLs but has responsibility
for recording or verifying sone or all of the information
(particularly the identities of subjects) needed by a CA to issue
certificates and CRLs and to performother certificate nanagenent
functions. (See: organi zational registration authority,
registration.)

(C) Sonetinmes, a CA may performall certificate managenent
functions for all end users for which the CA signs certificates.
O her tinmes, such as in a large or geographically dispersed
community, it may be necessary or desirable to of fl oad secondary
CA functions and del egate themto an assistant, while the CA
retains the primary functions (signing certificates and CRLs). The
tasks that are delegated to an RA by a CA may include persona

aut henti cation, nanme assignnent, token distribution, revocation
reporting, key generation, and archiving. An RAis an optional PKl
conponent, separate fromthe CA, that is assigned secondary
functions. The duties assigned to RAs vary from case to case but
may i nclude the follow ng:
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- Verifying a subject’s identity, i.e., perform ng persona
aut henti cation functions.

- Assigning a name to a subject. (See: distinguished nane.)

- Verifying that a subject is entitled to have the attributes
requested for a certificate.

- Verifying that a subject possesses the private key that matches
the public key requested for a certificate.

- Performing functions beyond nere registration, such as
generating key pairs, distributing tokens, and handling
revocation reports. (Such functions nay be assigned to a PK
el ement that is separate fromboth the CA and the RA)

(1) PKIX usage: An optional PKI conponent, separate fromthe
CA(s). The functions that the RA perforns will vary fromcase to
case but may include identity authentication and nane assi gnment,
key generation and archiving of key pairs, token distribution, and
revocation reporting. [R2510]

(O SET usage: "An independent third-party organization that
processes paynent card applications for multiple paynent card
brands and forwards applications to the appropriate financial
institutions." [SET2]

$ regrade
(1) Deliberately change the classification level of information in
an aut hori zed nanner.

$ rekey
(1) Change the value of a cryptographic key that is being used in
an application of a cryptographic system (See: certificate
rekey.)

(C) For exanple, rekey is required at the end of a cryptoperiod or
key lifetine.

$reliability
(1) The ability of a systemto performa required function under
stated conditions for a specified period of tine. (See:
availability, survivability.)

$ relying party
(N) A synonymfor "certificate user". Used in a legal context to
mean a recipient of a certificate who acts in reliance on that
certificate. (See: ABA Guidelines.)

$ Renpte Authentication Dial-In User Service (RAD US)

(1) An Internet protocol [R2138] for carrying dial-in users
aut hentication informati on and configuration information between a
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shared, centralized authentication server (the RADI US server) and
a network access server (the RADIUS client) that needs to
aut henticate the users of its network access ports. (See: TACACS.)

(C A user of the RADIUS client presents authentication
information to the client, and the client passes that information
to the RADIUS server. The server authenticates the client using a
shared secret value, then checks the user’s authentication
information, and finally returns to the client all authorization
and configuration informati on needed by the client to deliver
service to the user.

$ renew
See: certificate renewal .

$ replay attack
(I') An attack in which a valid data transm ssion is maliciously or
fraudulently repeated, either by the originator or by an adversary
who intercepts the data and retransnits it, possibly as part of a
masquer ade attack. (See: active wiretapping.)

$ repository
(1) A systemfor storing and distributing digital certificates and
related information (including CRLs, CPSs, and certificate
policies) to certificate users. (See: directory.)

(O "Atrustworthy systemfor storing and retrieving certificates
or other information relevant to certificates." [ABA]

(O Acertificate is published to those who night need it by
putting it in a repository. The repository usually is a publicly
accessi ble, on-line server. In the Federal Public-key
Infrastructure, for exanple, the expected repository is a
directory that uses LDAP, but also may be the X 500 Directory that
uses DAP, or an HITP server, or an FTP server that pernits
anonynous | ogi n.

$ repudi ation
(1) Denial by a systementity that was involved in an association
(especially an association that transfers information) of having
participated in the relationship. (See: accountability, non-
repudi ati on service.)

(O "Denial by one of the entities involved in a comrunication of

having participated in all or part of the communication." []7498
Part 2]
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$ Request for Comment (RFC)
(1) One of the docunents in the archival series that is the
of ficial channel for |SDs and other publications of the Internet
Engi neering Steering Goup, the Internet Architecture Board, and
the Internet community in general. [R2026, R2223] (See: Internet
St andard.)

(C This termis *not* a synonymfor "Internet Standard"

$ residual risk
(1) The risk that remains after counterneasures have been appli ed.

$ restore
See: card restore.

$ revocation
See: certificate revocation

$ revocation date
(N Inan X.509 CRL entry, a date-tine field that states when the
certificate revocation occurred, i.e., when the CA declared the
digital certificate to be invalid. (See: invalidity date.)

(O The revocation date may not resolve sone di sputes because, in
the worst case, all signatures made during the validity period of
the certificate may have to be considered invalid. However, it may
be desirable to treat a digital signature as valid even though the
private key used to sign was conpromi sed after the signing. If
more i s known about when the conpromise actually occurred, a
second date-tine, an "invalidity date", can be included in an
extension of the CRL entry.

$ revocation |ist
See: certificate revocation |ist.

$ revoke
See: certificate revocation

$ RFC
See: Request for Comment.

$ risk
(1) An expectation of |oss expressed as the probability that a
particular threat will exploit a particular vulnerability with a
particul ar harnful result.
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(O SET usage: "The possibility of |oss because of one or nore
threats to information (not to be confused with financial or
busi ness risk)." [SET2]

$ risk analysis

$ risk assessnent
(1) A process that systenmatically identifies val uable system
resources and threats to those resources, quantifies |oss
exposures (i.e., loss potential) based on estinmated frequencies
and costs of occurrence, and (optionally) reconmends how to
al | ocate resources to counterneasures so as to mninize total
exposure.

(C The analysis lists risks in order of cost and criticality,

t her eby deterni ni ng where count erneasures should be applied first.
It is usually financially and technically infeasible to counteract
all aspects of risk, and so sone residual risk will remain, even
after all avail abl e counterneasures have been depl oyed. [ FP031,
R2196]

$ risk nanagenent
(1) The process of identifying, controlling, and elimnnating or
m nim zing uncertain events that may affect system resources.
(See: risk analysis.)

$ Rivest Cipher #2 (RC2)
(N A proprietary, variable-key-Iength block cipher invented by
Ron Rivest for RSA Data Security, Inc. (now a wholly-owned
subsidiary of Security Dynamics, Inc.).

$ Rivest Cipher #4 (RC4)
(N A proprietary, variable-key-Iength stream cipher invented by
Ron Rivest for RSA Data Security, Inc. (now a wholly-owned
subsidiary of Security Dynamics, Inc.).

$ Rivest-Shanir-Adl eman (RSA)
(N) An algorithmfor asymmetric cryptography, invented in 1977 by
Ron Rivest, Adi Shamir, and Leonard Adl enman [ RSA78, Schn].

(C) RSA uses exponentiation nodul o the product of two |arge prinme
nunbers. The difficulty of breaking RSA is believed to be
equivalent to the difficulty of factoring integers that are the
product of two large prinme nunbers of approxinmately equal size

(G To create an RSA key pair, randonmly choose two |arge prinme
nunbers, p and q, and conmpute the nodulus, n = pg. Randomly choose
a nunber e, the public exponent, that is |l ess than n and
relatively prinme to (p-1)(g-1). Choose anot her nunber d, the
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private exponent, such that ed-1 evenly divides (p-1)(g-1). The
public key is the set of nunbers (n,e), and the private key is the
set (n,d).

(O It is assuned to be difficult to conpute the private key (n,d)
fromthe public key (n,e). However, if n can be factored into p
and q, then the private key d can be conputed easily. Thus, RSA
security depends on the assunption that it is conputationally
difficult to factor a nunmber that is the product of two |arge
prime numbers. (O course, p and q are treated as part of the
private key, or else destroyed after conputing n.)

(O For encryption of a nessage, m to be sent to Bob, Alice uses

Bob’'s public key (n,e) to conpute nt*e (nod n) = ¢c. She sends c to
Bob. Bob conputes c**d (nod n) = m Only Bob knows d, so only Bob

can conpute c**d (nod n) = mto recover m

(© To provide data origin authentication of a nessage, m to be
sent to Bob, Alice conputes nt*d (nod n) = s, where (d,n) is
Alice's private key. She sends mand s to Bob. To recover the
nmessage that only Alice could have sent, Bob computes s**e (nmod n)
=m where (e,n) is Alice' s public key.

(C To ensure data integrity in addition to data origin

aut hentication requires extra conputation steps in which Alice and
Bob use a cryptographic hash function h (as explained for digita
signature). Alice conputes the hash value h(m = v, and then
encrypts v with her private key to get s. She sends mand s. Bob
receives m and s’, either of which m ght have been changed from
the mand s that Alice sent. To test this, he decrypts s with
Alice’'s public key to get v'. He then conputes h(m) = v". If Vv
equals v", Bob is assured that mi is the sane mthat Alice sent.

$ rol e-based access control (RBAC
(I') Aformof identity-based access control where the system
entities that are identified and controlled are functiona
positions in an organi zati on or process.

$ root
(') ACAthat is directly trusted by an end entity. Acquiring the
value of a root CA' s public key involves an out-of-band procedure.

(1) Hierarchical PKI usage: The CA that is the highest |evel (nobst

trusted) CAin a certification hierarchy; i.e., the authority upon
whose public key all certificate users base their trust. (See: top
CA)
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(O In a hierarchical PKI, a root issues public-key certificates
to one or nore additional CAs that formthe second highest |evel
Each of these CAs nmay issue certificates to nore CAs at the third
hi ghest level, and so on. To initialize operation of a
hierarchical PKI, the root’s initial public key is securely
distributed to all certificate users in a way that does not depend
on the PKI's certification relationships. The root’s public key
may be distributed sinply as a nunerical value, but typically is
distributed in a self-signed certificate in which the root is the
subject. The root’s certificate is signed by the root itself
because there is no higher authority in a certification hierarchy.
The root’s certificate is then the first certificate in every
certification path.

(O MSSI usage: A nanme previously used for a MSSI policy
creation authority, which is not a root as defined above for
general usage, but is a CA at the second | evel of the M SS|

hi erarchy, immedi ately subordinate to a M SSI policy approving
aut hority.

(O UNI X usage: A user account (also called "superuser") that has
all privileges (including all security-related privileges) and
thus can manage the systemand its other user accounts.

$ root certificate
(1) Acertificate for which the subject is a root.

(1) Hierarchical PKI usage: The self-signed public-key certificate
at the top of a certification hierarchy.

$ root key
(1) A public key for which the matching private key is held by a
r oot .

$ root registry
(O M SSI usage: A nanme previously used for a MSSI policy
approving authority.

$ router
(1) A computer that is a gateway between two networks at OS|I |ayer
3 and that relays and directs data packets through that
i nternetwork. The nbst comon form of router operates on IP
packets. (See: bridge.)

(1) Internet usage: In the context of the Internet protocol suite,

a networ ked conputer that forwards Internet Protocol packets that
are not addressed to the conputer itself. (See: host.)
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$ RSA
See: Rivest-Shan r- Adl eman.

$ rul e-based security policy
(I') "A security policy based on global rules inposed for al
users. These rules usually rely on conparison of the sensitivity
of the resource being accessed and the possession of correspondi ng
attributes of users, a group of users, or entities acting on
behal f of users." [17498 Part 2] (See: identity-based security

policy.)

$ safety
(1) The property of a systembeing free fromrisk of causing harm
to systementities and outside entities.

$ SAID
See: security association identifier

$ salt
(1) Arandomvalue that is concatenated with a password before
appl yi ng the one-way encryption function used to protect passwords
that are stored in the database of an access control system (See:
initialization value.)

(O Salt protects a password-based access control system against a
dictionary attack.

$ sanitize
(1) Delete sensitive data froma file, a device, or a system or
nodi fy data so as to be able to downgrade its classification
| evel

$ SASL
See: Sinple Authentication and Security Layer.

$ SCA
See: subordinate certification authority.

$ scavengi ng
See: (secondary definition under) threat consequence.

$ screening router
(1) A synonymfor "filtering router".

$ SDE
See: Secure Data Exchange.
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$ SDNS
See: Secure Data Network System

$ seal
(O To use cryptography to provide data integrity service for a
data object. (See: sign, wap.)

(D) 1SDs SHOULD NOT use this definition; instead, use |anguage
that is nore specific with regard to the mechani snm(s) used, such
as "sign" when the nmechanismis digital signature.

$ secret
(1) (1.) Adjective: The condition of information being protected
from bei ng known by any systementities except those who are
intended to know it. (2.) Noun: An itemof information that is
protected thusly.

(O This termapplies to symmetric keys, private keys, and
passwor ds.

$ secret-key cryptography
(1) A synonymfor "symmetric cryptography”.

$ Secure Data Exchange (SDE)
(N) A local area network security protocol defined by the | EEE
802. 10 standard.

$ Secure Data Network System (SDNS)
(N) An NSA program that devel oped security protocols for
electronic mail (Message Security Protocol), OSlI |ayer 3 (SP3),
Sl | ayer 4 (SP4), and key nmanagenent (KMP).

$ Secure Hash Standard (SHS)
(N) The U S. CGovernnent standard [ FP180] that specifies the Secure
Hash Al gorithm (SHA-1), a cryptographic hash function that
produces a 160-bit output (hash result) for input data of any
length < 2**64 bits.

$ Secure Hypertext Transfer Protocol (Secure-HTTP, S-HITP)
(1) Alnternet protocol for providing client-server security
services for HITP communi cations. (See: https.)

(C© S-HITP was originally specified by ConmerceNet, a coalition of
busi nesses interested in devel oping the Internet for conmerci al
uses. Several message formats may be incorporated into S-HITP
clients and servers, particularly CM5 and MOSS. S-HTTP supports
choi ce of security policies, key managenent nechani sms, and
cryptographic algorithns through option negotiation between
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parties for each transaction. S-HTTP supports both asymetric and
symretric key operation nodes. S-HITP attenpts to avoid presun ng
a particular trust nodel, but it attenpts to facilitate nultiply-
rooted hierarchical trust and anticipates that principals my have
many public key certificates.

$ Secure/ M ME (S/' M ME)
(1) Secure/Multipurpose Internet Miil Extensions, an |nternet
protocol [R2633] to provide encryption and digital signatures for
Internet mail nessages.

$ Secure Sockets Layer (SSL)
(N) An Internet protocol (originally devel oped by Netscape
Communi cations, Inc.) that uses connection-oriented end-to-end
encryption to provide data confidentiality service and data
integrity service for traffic between a client (often a web
browser) and a server, and that can optionally provide peer entity
aut hentication between the client and the server. (See: Transport
Layer Security.)

(G SSL is layered bel ow HTTP and above a reliable transport
protocol (TCP). SSL is independent of the application it
encapsul ates, and any hi gher |evel protocol can |ayer on top of
SSL transparently. However, many Internet applications mght be
better served by | Psec.

(C SSL has two layers: (a) SSL's | ower layer, the SSL Record
Protocol, is layered on top of the transport protocol and

encapsul ates hi gher I evel protocols. One such encapsul ated
protocol is SSL Handshake Protocol. (b) SSL’'s upper |ayer provides
asymetric cryptography for server authentication (verifying the
server’'s identity to the client) and optional client

aut hentication (verifying the client’s identity to the server),
and al so enables themto negotiate a symmetric encryption

al gorithm and secret session key (to use for data confidentiality)
before the application protocol transnmits or receives data. A
keyed hash provides data integrity service for encapsul ated data.

$ secure state
(1) A systemcondition in which no subject can access any object
in an unaut horized manner. (See: (secondary definition under)
Bel | - LaPadul a Model , cl ean system)

$ security

(1) (1.) Measures taken to protect a system (2.) The condition of
a systemthat results fromthe establishnent and maintenance of
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measures to protect the system (3.) The condition of system
resources being free fromunauthorized access and from
unaut hori zed or accidental change, destruction, or |oss.

$ security architecture

$ s

$s

Shi rey

(1) A plan and set of principles that describe (a) the security
services that a systemis required to provide to neet the needs of
its users, (b) the systemelenments required to inplenent the
services, and (c) the performance levels required in the elenents
to deal with the threat environment. (See: (discussion under)
security policy.)

(O A security architecture is the result of applying the system
engi neering process. A conplete systemsecurity architecture

i ncludes administrative security, conmunication security, conputer
security, emanations security, personnel security, and physica
security (e.g., see: [R2179]). A conplete security architecture
needs to deal with both intentional, intelligent threats and

acci dental kinds of threats.

ecurity association

(I') Arelationship established between two or nore entities to
enable themto protect data they exchange. The relationship is
used to negotiate characteristics of protection nechani snms, but
does not include the nechani sns thensel ves. (See: association.)

(O A security association describes howentities will use
security services. The relationship is represented by a set of
information that is shared between the entities and is agreed upon
and considered a contract between them

(O IPsec usage: A sinmplex (uni-directional) |ogical connection
created for security purposes and inplenmented with either AH or
ESP (but not both). The security services offered by a security
associ ati on depend on the protocol selected, the |IPsec node
(transport or tunnel), the endpoints, and the el ection of optiona
services within the protocol. A security association is identified
by a triple consisting of (a) a destination IP address, (b) a
protocol (AH or ESP) identifier, and (c) a Security Paraneter

I ndex.

ecurity association identifier (SAlD)

(I') Adata field in a security protocol (such as NLSP or SDE)

used to identify the security association to which a protocol data
unit is bound. The SAID value is usually used to select a key for
decryption or authentication at the destination. (See: Security
Par anet er | ndex.)
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$ security audit
(1) An independent review and exam nation of a systenis records
and activities to determi ne the adequacy of system controls,
ensure conpliance with established security policy and procedures,
detect breaches in security services, and reconmend any changes
that are indicated for counterneasures. [17498 Part 2, NCS01]

(G The basic audit objective is to establish accountability for
systementities that initiate or participate in security-relevant
events and actions. Thus, means are needed to generate and record
a security audit trail and to review and anal yze the audit trai
to discover and investigate attacks and security conprom ses

$ security audit trail
(1) A chronol ogical record of systemactivities that is sufficient
to enabl e the reconstructi on and exami nati on of the sequence of
environnments and activities surrounding or |eading to an
operation, procedure, or event in a security-relevant transaction
frominception to final results. [NCS04] (See: security audit.)

$ security class
(D) A synonym for "security level". For consistency, |SDs SHOULD
use "security level" instead of "security class”

$ security clearance
(1) A determination that a person is eligible, under the standards
of a specific security policy, for authorization to access
sensitive informati on or other systemresources. (See: clearance
| evel .)

$ security conprom se
(I') A security violation in which a systemresource is exposed, or
is potentially exposed, to unauthorized access. (See: data
conprom se, violation.)

$ security donmain
See: donai n.

$ security environnent
(1) The set of external entities, procedures, and conditions that
af fect secure devel opnent, operation, and nai ntenance of a system

$ security event

(1) A occurrence in a systemthat is relevant to the security of
the system (See: security incident.)
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(© The termincludes both events that are security incidents and
those that are not. In a CA workstation, for exanple, a list of
security events mght include the follow ng:

- Performng a cryptographic operation, e.g., signing a digita
certificate or CRL.

- Performng a cryptographic card operation: creation, insertion,
removal , or backup.

- Performing a digital certificate lifecycle operation: rekey,
renewal , revocation, or update.

- Posting information to an X 500 Directory.

- Receiving a key conprom se notification.

- Receiving an inproper certification request.

- Detecting an alarmcondition reported by a cryptographic
nodul e.

- Logging the operator in or out.

- Failing a built-in hardware self-test or a software system
integrity check.

ecurity fault analysis

(1) A security analysis, usually perforned on hardware at a logic
gate level, gate-by-gate, to deternmine the security properties of
a device when a hardware fault is encountered.

ecurity gateway

(1) A gateway that separates trusted (or relatively nore trusted)
hosts on the internal network side fromuntrusted (or |ess
trusted) hosts on the external network side. (See: firewall and
guard.)

(O IPsec usage: "An internedi ate systemthat inplenents |Psec
protocols." [R2401] Nornally, AH or ESP is inplenented to serve a
set of internal hosts, providing security services for the hosts
when they communicate with other, external hosts or gateways that
al so i npl ement | Psec.

ecurity incident

(1) A security event that involves a security violation. (See:
CERT, GRIP, security event, security intrusion, security

viol ation.)

(O In other words, a security-relevant systemevent in which the
systenis security policy is disobeyed or otherw se breached.

(O "Any adverse event which conprom ses sonme aspect of conputer
or network security." [R2350]
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(D) 1SDs SHOULD NOT use this "O' definition because (a) a security
i nci dent may occur w thout actually being harnful (i.e., adverse)
and (b) this dossary defines "conpromise" nore narrowmy in
relation to unauthorized access.

$ security intrusion
(1) A security event, or a conbination of nultiple security
events, that constitutes a security incident in which an intruder
gains, or attenpts to gain, access to a system (or system
resource) wthout having authorization to do so.

$ security kerne
(1) "The hardware, firmware, and software elenents of a trusted
conmputing base that inplenent the reference nonitor concept. It
nmust nediate all accesses, be protected from nodification, and be
verifiable as correct."” [NCS04] (See: reference nonitor.)

(CO That is, a security kernel is an inplenmentation of a reference
nmoni tor for a given hardware base.

$ security | abel
(1) A marking that is bound to a systemresource and that nanes or
designates the security-relevant attributes of that resource.
[17498 Part 2, R1457]

(C The recomended definition is usefully broad, but usually the
termis understood nore narrowy as a marking that represents the
security level of an information object, i.e., a marking that

i ndi cates how sensitive an information object is. [NCS04]

(O Systemsecurity nechanisns interpret security |abels according
to applicable security policy to determ ne how to control access
to the associated information, otherw se constrain its handling,
and affix appropriate security markings to visible (printed and

di spl ayed) inmages thereof. [FP138]

$ security level
(1) The conbination of a hierarchical classification level and a
set of non-hierarchical category designations that represents how
sensitive information is. (See: (usage note under) classification
| evel, dominate, lattice nodel.)

$ security managenent infrastructure (SM)
(1) Systemelenments and activities that support security policy by
nmonitoring and controlling security services and nmechani sms,
distributing security information, and reporting security events.
The associated functions are as follows [I|7498-4]:

Shi rey I nf or mat i onal [ Page 153]



RFC 2828 Internet Security G ossary May 2000

- Controlling (granting or restricting) access to system
resources: This includes verifying authorizations and
identities, controlling access to sensitive security data, and
nmodi fyi ng access priorities and procedures in the event of
attacks.

- Retrieving (gathering) and archiving (storing) security
i nformation: This includes |ogging security events and
anal yzing the log, nonitoring and profiling usage, and
reporting security violations.

- Managi ng and controlling the encryption process: This includes
perform ng the functions of key nmanagenent and reporting on key
managenent problens. (See: public-key infrastructure.)

$ security nmechani sm
(1) A process (or a device incorporating such a process) that can
be used in a systemto inplenent a security service that is
provided by or within the system (See: (discussion under)
security policy.)

(C) Sone exanpl es of security nechanisns are authentication
exchange, checksum digital signature, encryption, and traffic
paddi ng.

$ security nodel
(1) A schematic description of a set of entities and rel ationshi ps
by which a specified set of security services are provided by or
within a system (See: (discussion under) security policy.)

(O An exanple is the Bell-LaPadul a Model

$ security paraneters index (SPl)
(1) I'Psec usage: The type of security association identifier used
in | Psec protocols. A 32-bit value used to distinguish anong
different security associations termnating at the sane
destination (IP address) and using the sane | Psec security
protocol (AH or ESP). Carried in AH and ESP to enabl e the
receiving systemto determnm ne under which security association to
process a received packet.

$ security perineter
(1) The boundary of the donain in which a security policy or
security architecture applies; i.e., the boundary of the space in
whi ch security services protect systemresources
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$ security policy
(1) A set of rules and practices that specify or regulate how a
system or organi zation provides security services to protect
sensitive and critical systemresources. (See: identity-based
security policy, rul e-based security policy, security
architecture, security mechanism security nodel.)

(O "The set of rules laid down by the security authority
governing the use and provision of security services and
facilities." [X509]

(O Ravi Sandhu notes that security policy is one of four |ayers
of the security engineering process (as shown in the follow ng
di agran). Each layer provides a different view of security,
rangi ng from what services are needed to how services are

i mpl enent ed.

What Security Services Should Be Provided?

Security Policy

- - +
A "top-1level specification”
is at a level below "nodel"
but above "architecture". |
- +

Security Mdel

Security Architecture

Security Mechani sm

+— T+ +
+— T+ +
A
1
+——— +

N
I
I
I
I
I
I
I
I
|
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How Are Security Services |nplenented?

$ Security Protocol 3 (SP3)
(O A protocol [SDNS3] devel oped by SDNS to provi de connectionl ess
data security at the top of OSI layer 3. (See: NLSP.)

$ Security Protocol 4 (SP4)
(O A protocol [SDNS4] devel oped by SDNS to provide either
connectionl ess or end-to-end connection-oriented data security at
the bottom of OSI |ayer 4. (See: TLSP.)

$ security-relevant event
See: security event.

$ security service
(1) A processing or communication service that is provided by a
systemto give a specific kind of protection to system resources.
(See: access control service, audit service, availability service,
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data confidentiality service, data integrity service, data origin
aut henti cation service, non-repudiation service, peer entity
aut hentication service, systemintegrity service.)

(O "A service, provided by a |ayer of conmunicating open systens,
whi ch ensures adequate security of the systens or the data
transfers." [17498 Part 2]

(O Security services inplenment security policies, and are
i npl ement ed by security mechani sns.

$ security situation
(1) I SAKMP usage: The set of all security-relevant infornmation--
e.g., hetwork addresses, security classifications, nanner of
operation (normal or energency)--that is needed to decide the
security services that are required to protect the association
that is being negoti ated.

$ security token
See: token.

$ security violation
(I') An act or event that disobeys or otherw se breaches security
policy. (See: conprom se, penetration, security incident.)

$ self-signed certificate
(1) A public-key certificate for which the public key bound by the
certificate and the private key used to sign the certificate are
components of the same key pair, which belongs to the signer
(See: root certificate.)

(O In a self-signed X 509 public-key certificate, the issuer’s DN
is the same as the subject’s DN

$ semantic security
(1) An attribute of a encryption algorithmthat is a formalization
of the notion that the algorithmnot only hides the plaintext but
al so reveal s no partial information about the plaintext. Whatever
is efficiently conputabl e about the plaintext when given the
ci phertext, is also efficiently conputable w thout the ciphertext.
(See: indistinguishability.)

$ sensitive (infornation)
(1) Information is sensitive if disclosure, alteration
destruction, or loss of the informati on woul d adversely affect the
interests or business of its owner or user. (See: critical.)
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$ separation of duties
(1) The practice of dividing the steps in a systemfunction anong
different individuals, so as to keep a single individual from
subverting the process. (See: dual control, adnministrative
security.)

$ serial nunber
See: certificate serial nunber.

$ server
(I') A systementity that provides a service in response to
requests fromother systementities called clients.

$ session key
(1) I'n the context of symmetric encryption, a key that is
tenporary or is used for a relatively short period of tinme. (See:
epheneral key, key distribution center, master key.)

(O Usually, a session key is used for a defined period of

communi cati on between two conputers, such as for the duration of a
singl e connection or transaction set, or the key is used in an
application that protects relatively |arge amunts of data and,
therefore, needs to be rekeyed frequently.

$ SET
See: SET Secure Electronic Transaction(trademark).

$ SET private extension
(O One of the private extensions defined by SET for X 509
certificates. Carries information about hashed root key,
certificate type, nmerchant data, cardhol der certificate
requi renents, encryption support for tunneling, or nessage support
for payment instructions.

$ SET qualifier
(O Acertificate policy qualifier that provides infornmation about
the | ocation and content of a SET certificate policy.

(O In addition to the policies and qualifiers inherited fromits
own certificate, each CAin the SET certification hierarchy may
add one qualifying statement to the root policy when the CA issues
a certificate. The additional qualifier is a certificate policy
for that CA. Each policy in a SET certificate may have these
qualifiers:

- A URL where a copy of the policy statenment may be found.

- An electronic mail address where a copy of the policy statenent
may be found.
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- A hash result of the policy statenent, conputed using the
i ndi cated al gorithm

- A statenent declaring any disclainers associated with the
i ssuing of the certificate.

$ SET Secure El ectronic Transaction(tradenmark) or SET(trademnark)
(N) A protocol developed jointly by MasterCard International and
Visa International and published as an open standard to provide
confidentiality of transaction information, paynent integrity, and
aut hentication of transaction participants for paynent card
transacti ons over unsecured networks, such as the Internet. [SET1]
(See: acquirer, brand, cardhol der, dual signature, electronic
conmmer ce, issuer, nerchant, paynment gateway, third party.)

(C This termand acronym are trademarks of SETCo. MasterCard and
Vi sa announced the SET standard on 1 February 1996. On 19 Decenber
1997, MasterCard and Visa formed SET Secure El ectronic Transaction
LLC (comonly referred to as "SETCo") to inplenent the SET 1.0
speci fication. A nenorandum of understandi ng adds Aneri can Express
and JCB Credit Card Conpany as co-owners of SETCo.

$ SETCo
See: (secondary definition under) SET Secure Electronic
Transacti on.

$ SHA-1
See: Secure Hash Standard.

$ shared secret
(1) A synonymfor "keying material" or "cryptographic key".

$ S-HITP
See: Secure HTTP.

$ sign
(I) Create a digital signature for a data object.

$ signature
See: digital signature, electronic signature.

$ signature certificate
(1) A public-key certificate that contains a public key that is
i ntended to be used for verifying digital signatures, rather than
for encrypting data or perform ng other cryptographic functions.

(G A v3 X. 509 public-key certificate may have a "keyUsage"

ext ensi on which indicates the purpose for which the certified
public key is intended.
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$ signer
(N) A human being or an organization entity that uses its private
key to create a digital signature for a data object. [ABA]

$ SILS
See: Standards for Interoperable LAN MAN Security.

$ sinple authentication
(1) An authentication process that uses a password as the
i nformati on needed to verify an identity clainmed for an entity.
(See: strong authentication.)

(O "Authentication by neans of sinple password arrangenents.”
[ X509]

$ Sinple Authentication and Security Layer (SASL)
(1) An Internet specification [R2222] for adding authentication
service to connection-based protocols. To use SASL, a protoco
i ncludes a command for authenticating a user to a server and for
optionally negotiating protection of subsequent protoco
i nteractions. The command nanes a regi stered security nechani sm
SASL mechani snms i ncl ude Kerberos, GSSAPI, S/ KEY, and others. Somne
protocol s that use SASL are | MAP4 and POP3.

$ Sinpl e Key-nmanagenment for Internet Protocols (SKIP)
(1) A key distribution protocol that uses hybrid encryption to
convey session keys that are used to encrypt data in | P packets.
[ R2356] (See: IKE, |Psec.)

(O SKIP uses the Diffie-Hellman al gorithm (or could use another
key agreenment algorithm to generate a key-encrypting key for use
between two entities. A session key is used with a symretric
algorithmto encrypt data in one or nore |P packets that are to be
sent fromone of the entities to the other. The KEK is used with a
symretric algorithmto encrypt the session key, and the encrypted
session key is placed in a SKIP header that is added to each IP
packet that is encrypted with that session key.

$ Sinple Mail Transfer Protocol (SMIP)
(I') A TCP-based, application-layer, Internet Standard protocol
[ R0O821] for noving electronic mail messages from one conputer to
anot her .

$ Sinmpl e Network Managenent Protocol (SNVP)
(1) A UDP-based, application-layer, Internet Standard protoco
[ R2570, R2574] for conveyi ng managenent information between
nmanagers and agents.
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(C SNWP version 1 uses cleartext passwords for authentication and
access control. (See: comunity string.) Version 2 adds

crypt ographi ¢ nechani sns based on DES and MD5. Version 3 provides
enhanced, integrated support for security services, including data
confidentiality, data integrity, data origin authentication, and
nmessage tineliness and linmted replay protection

$ sinple security property
See: (secondary definition under) Bell-LaPadul a Model

$ single sign-on
(1) A systemthat enables a user to access multiple conputer
platforns (usually a set of hosts on the sane network) or
application systens after being authenticated just one tine. (See:
Ker beros.)

(C) Typically, a user logs in just once, and then is transparently
granted access to a variety of pernmtted resources with no further
login being required until after the user |logs out. Such a system
has t he advantages of being user friendly and enabling

aut hentication to be managed consistently across an entire
enterprise, and has the disadvantage of requiring all hosts and
applications to trust the same authentication nmechani sm

$ situation
See: security situation.

$ S/ Key
(I') A security nechanismthat uses a cryptographic hash function
to generate a sequence of 64-bit, one-tine passwords for renote
user login. [R1760]

(C The client generates a one-tine password by applying the M4
cryptographi ¢ hash function nultiple tinmes to the user’s secret
key. For each successive authentication of the user, the nunber of
hash applications is reduced by one. (Thus, an intruder using

Wi ret appi ng cannot conpute a valid password from know edge of one
previously used.) The server verifies a password by hashing the
currently presented password (or initialization value) one tine
and conparing the hash result with the previously presented
password

$ SKIP
See: Sinple Key-managenent for |IP
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$ SKI PJACK
(N A Type Il block cipher [NIST] with a block size of 64 bits and
a key size of 80 bits, that was devel oped by NSA and fornerly
classified at the U S. Departnment of Defense "Secret" level. (See:
CAPSTONE, CLIPPER, FORTEZZA, Key Exchange Al gorithm)

(©O On 23 June 1998, NSA announced that SKIPJACK had been
decl assi fi ed.

$ slot
(O MSSI usage: One of the FORTEZZA PC card storage areas that
are each able to hold an X. 509 certificate and additional data
that is associated with the certificate, such as the natching
private key.

$ smart card
(I') Acredit-card sized device containing one or nore integrated
circuit chips, which performthe functions of a conputer’s centra
processor, nenory, and input/output interface. (See: PC card.)

(C) Sonetines this termis used rather strictly to nean a card
that closely conforns to the dinmensions and appearance of the kind
of plastic credit card issued by banks and nerchants. At other
tinmes, the termis used |loosely to include cards that are |arger
than credit cards, especially cards that are thicker, such as PC
cards.

(C© A "smart token" is a device that conforns to the definition of
smart card except that rather than having standard credit card

di mensi ons, the token is packaged in sone other form such as a
dog tag or door key shape.

$ smart token
See: (secondary definition under) smart card.

$ SM
See: security nmanagenent infrastructure.

$ SIM ME
See: Secure/ M ME.

$ SMIP
See: Sinple Mil Transfer Protocol

$ snurf
(1) Software that nounts a denial -of-service attack ("snurfing")
by exploiting I P broadcast addressing and | CVP pi ng packets to
cause flooding. (See: flood, ICW flood.)
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(D) 1SDs SHOULD NOT use this termbecause it is not listed in nost
dictionaries and could confuse international readers.

(C A snurf program builds a network packet that appears to
originate from anot her address, that of the "victim', either a
host or an IP router. The packet contains an | CMP pi ng nessage
that is addressed to an | P broadcast address, i.e., to all IP
addresses in a given network. The echo responses to the ping
nmessage return to the victinms address. The goal of snurfing may
be either to deny service at a particular host or to flood all or
part of an |IP network.

$ sniffing
(© A synonym for "passive wretapping". (See: password sniffing.)

(D) 1SDs SHOULD NOT use this term because it unnecessarily
duplicates the nmeaning of a termthat is better established. (See:
(usage note under) G een Book.

$ SNWP
See: Sinple Network Managenent Protocol.

$ soci al engineering
(1) A euphenismfor non-technical or |owtechnol ogy neans--such as
lies, inpersonation, tricks, bribes, blackmail, and threats--used
to attack information systens. (See: nasquerade attack.)

(D) 1SDs SHOULD NOT use this term because it is vague; instead,
use a termthat is specific with regard to the neans of attack

$ SOCKS
(1) An Internet protocol [R1928] that provides a generalized proxy
server that enables client-server applications--such as TELNET,
FTP, and HTTP; running over either TCP or UDP--to use the services
of a firewall.

(C SOCKS is layered under the application |ayer and above the
transport layer. Wen a client inside a firewall wi shes to
establish a connection to an object that is reachable only through
the firewall, it uses TCP to connect to the SOCKS server,
negotiates with the server for the authentication nethod to be
used, authenticates with the chosen nethod, and then sends a relay
request. The SOCKS server eval uates the request, typically based
on source and destination addresses, and either establishes the
appropriate connection or denies it.
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$ soft TEMPEST
(O The use of software techniques to reduce the radio frequency
i nformation | eakage from conputer displays and keyboards. [Kuhn]
(See: TEMPEST.)

$ software
(1) Conputer prograns (which are stored in and executed by
conmput er hardware) and associated data (which also is stored in
the hardware) that nay be dynamically witten or nodified during
execution. (See: firmvare, hardware.)

$ SORA
See: SSO PI N ORA.

$ source authentication
(D) 1SDs SHOULD NOT use this term because it is anbiguous. If the
intent is to authenticate the original creator or packager of data
received, then say "data origin authentication". If the intent is
to authenticate the identity of the sender of data, then say "peer
entity authentication". (See: data origin authentication, peer
entity authentication).

$ source integrity
(1) The degree of confidence that can be placed in information
based on the trustworthiness of its sources. (See: integrity.)

$ SP3
See: Security Protocol 3.

$ SP4
See: Security Protocol 4.

$ spam
(1) (1.) Verb: To indiscrimnately send unsolicited, unwanted,
irrelevant, or inappropriate nmessages, especially conmerci al
advertising in mass quantities. (2.) Noun: electronic "junk mail".
[ R2635]

(D) This term SHOULD NOT be written in upper-case letters, because
SPAMtrademark) is a trademark of Hornmel Foods Corporation. Hornel
says, "We do not object to use of this slang term[span] to
describe [unsolicited comercial enmail (UCE)], although we do
object to the use of our product inmage in association with that
term Also, if the termis to be used, it should be used in all

| ower-case letters to distinguish it fromour trademark SPAM

whi ch should be used with all uppercase letters."
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(O In sufficient volunme, spam can cause denial of service. (See
flooding.) According to the SPAM Wb site, the termwas adopted as
a result of the Monty Python skit in which a group of Vikings sang
a chorus of 'SPAM SPAM SPAM. . .’ in an increasing crescendo,
drowni ng out other conversation. Hence, the anal ogy applied
because UCE was drowni ng out nornal discourse on the Internet.

$ SPC
See: software publisher certificate.

$ SPI
See: Security Paraneters | ndex.

$ split key
(1) A cryptographic key that is divided into two or nore separate
data itens that individually convey no know edge of the whol e key
that results fromconbining the itens. (See: dual control, split
know edge.)

$ split know edge
(1) A security technique in which two or nore entities separately
hold data itenms that individually convey no know edge of the
information that results fromconbining the itenms. (See: dua
control, split key.)

(O "A condition under which two or nore entities separately have
key components which individually convey no know edge of the

pl ai ntext key which will be produced when the key conponents are
conmbined in the cryptographic nodule." [FP140]

$ spoofing attack
(1) A synonym for "masquerade attack".

$ SSH
(1) A protocol for secure renote |ogin and other secure network
servi ces over an insecure network.

(O Consists of three major conponents:

- Transport layer protocol: Provides server authentication
confidentiality, and integrity. It nay optionally al so provide
conpression. The transport layer will typically be run over a
TCP/ I P connection, but might also be used on top of any other
reliable data stream

- User authentication protocol: Authenticates the client-side
user to the server. It runs over the transport |ayer protocol
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- Connection protocol: Miltiplexes the encrypted tunnel into
several logical channels. It runs over the user authentication
pr ot ocol .

$ SSL
See: Secure Sockets Layer, Standard Security Label.

$ SSO
See: system security officer.

$ SSO PIN
(O MSSI usage: One of two personal identification nunbers that
control access to the functions and stored data of a FORTEZZA PC
card. Know edge of the SSO PIN enables the card user to perform
the FORTEZZA functions intended for use by an end user and al so
the functions intended for use by a MSSI certification authority.
(See: user PIN.)

$ SSO- PIN CRA ( SORA)
(O MSSI usage: A MSSI organizational RA that operates in a node
in which the ORA perforns all card nanagenent functions and,
therefore, requires know edge of the SSO PIN for an end user’s
FORTEZZA PC card.

$ Standards for |nteroperable LAN MAN Security (SILS)
(N (1.) The | EEE 802.10 standards conmmittee. (2.) A devel oping
set of | EEE standards, which has eight parts: (a) Mdel, including
security nmanagenent, (b) Secure Data Exchange protocol, (c) Key
Management, (d) [has been incorporated in (a)], (e) SDE Over
Et hernet 2.0, (f) SDE Subl ayer Managenent, (g) SDE Security
Label s, and (h) SDE PICS Confornmance. Parts b, e, f, g, and h are
i ncorporated in | EEE Standard 802. 10- 1998.

$ star property
(1) (Witten "*-property”.) See: "confinenent property" under
Bel | - LaPadul a Model .

$ Star Trek attack
(O An attack that penetrates your system where no attack has ever
gone before.

$ st eganography
(1) Methods of hiding the existence of a nessage or other data.
This is different than cryptography, which hides the neaning of a
nmessage but does not hide the nmessage itself. (See: cryptol ogy.)

(C) An exanple of a steganographic nmethod is "invisible" ink.
(See: digital watermark.)
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$ storage channel
See: (secondary definition under) covert channel

$ stream ci pher
(1) An encryption algorithmthat breaks plaintext into a stream of
successive bits (or characters) and encrypts the n-th plaintext
bit with the n-th elenment of a parallel key stream thus
converting the plaintext bit streaminto a ciphertext bit stream
[ Schn] (See: bl ock cipher.)

$ strong aut hentication
(1) An authentication process that uses cryptography--particularly
public-key certificates--to verify the identity clained for an
entity. (See: X 509.)

(O "Authentication by neans of cryptographically derived
credential s." [X509]

$ subj ect
1. (1) In a conputer system A systementity that causes
information to fl ow anong obj ects or changes the system state;
technically, a process-domain pair. (See: Bell-LaPadul a Mdel .)

2. (1) O acertificate: The entity nane that is bound to the data
itenms in a digital certificate, and particularly a nane that is
bound to a key value in a public-key certificate.

$ subnet wor k
(N An Csl termfor a system of packet relays and connecting |inks
that inplenent the |ower three protocol |ayers of the GSIRMto
provi de a communi cation service that interconnects attached end
systens. Usually the relays operate at OSI |layer 3 and are all of
the same type (e.g., all X 25 packet switches, or all interface
units in an | EEE 802.3 LAN). (See: gateway, internet, router.)

$ subordinate certification authority (SCA)
(1) A CA whose public-key certificate is issued by another
(superior) CA. (See: certification hierarchy.)

(O M SSI usage: The fourth-highest (bottom |evel of a M SSI
certification hierarchy; a MSSI CA whose public-key certificate
is signed by a MSSI CA rather than by a MSSI PCA. A MSSI SCA is
the adnministrative authority for a subunit of an organi zation
established when it is desirable to organizationally distribute or
decentralize the CA service. The termrefers both to that
authoritative office or role, and to the person who fills that
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office. A MSSI SCA registers end users and issues their
certificates and nay al so register ORAs, but may not register
other CAs. An SCA periodically issues a CRL.

$ subordinate distingui shed name
(1) An X. 500 DN is subordinate to another X. 500 DN if it begins
with a set of attributes that is the same as the entire second DN
except for the terminal attribute of the second DN (which is
usual ly the name of a CA). For exanple, the DN <C=FoolLand, O=Cov,
OU=Tr easurer, CN=DukePi nchpenny> i s subordinate to the DN
<C=FooLand, O=Gov, CN=Ki ngFooCA>.

$ superencryption
(1) An encryption operation for which the plaintext input to be
transformed is the ciphertext output of a previous encryption
operati on.

$ survivability
(1) The ability of a systemto remain in operation or existence
despite adverse conditions, including both natural occurrences,
acci dental actions, and attacks on the system (See: availability,
reliability.)

$ symmetric cryptography
(1) A branch of cryptography involving algorithnms that use the
sane key for two different steps of the algorithm (such as
encryption and decryption, or signature creation and signature
verification). (See: asymmetric cryptography.)

(© Symmetric cryptography has been used for thousands of years
[ Kahn]. A nobdern exanple of a symmetric encryption algorithmis
the U S. Government’'s Data Encryption Algorithm (See: DEA, DES.)

(C Symetric cryptography is sonmetines called "secret-key

crypt ography" (versus public-key cryptography) because the
entities that share the key, such as the originator and the

reci pient of a nessage, need to keep the key secret. For exanpl e,
when Alice wants to ensure confidentiality for data she sends to
Bob, she encrypts the data with a secret key, and Bob uses the
sanme key to decrypt. Keeping the shared key secret entails both
cost and risk when the key is distributed to both Alice and Bob
Thus, symetric cryptography has a key managenent di sadvant age
conpared to asymmetric cryptography.

$ symmetric key

(1) A cryptographic key that is used in a symmetric cryptographic
al gorithm
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$ SYN fl ood
(1) A denial of service attack that sends a host nore TCP SYN
packets (request to synchronize sequence nunbers, used when
openi ng a connection) than the protocol inplenmentation can handle.
(See: flooding.)

$ system
(O Inthis dossary, the termis nmainly used as an abbreviation
for "automated informati on systent.

$ systementity
(1) An active elenent of a system-e.g., an automated process, a
subsystem a person or group of persons--that incorporates a
specific set of capabilities.

$ system hi gh
(1) The highest security |evel supported by a systemat a
particular time or in a particular environnment. (See: system high
security node.)

$ system high security node
(1) A node of operation of an information system wherein al
users having access to the system possess a security cl earance or
aut hori zation, but not necessarily a need-to-know, for all data
handl ed by the system (See: node of operation.)

(C This node is defined fornmally in U S. Department of Defense
policy regarding systemaccreditation [DOD2], but the termis
wi dely used outside the Defense Departnent and outside the
Gover nnent .

$ systemintegrity
(1) "The quality that a system has when it can performits
i ntended function in a uninpaired manner, free fromdeliberate or
i nadvertent unaut horized mani pul ati on.” [NCS04] (See: system
integrity service.)

$ systemintegrity service
(I') A security service that protects systemresources in a
verifiabl e nmanner agai nst unaut horized or accidental change, | oss,
or destruction. (See: systemintegrity.)

$ system | ow
(1) The | owest security |level supported by a systemat a
particular time or in a particular environment. (See: system
hi gh.)
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$ system resource
(1) Data contained in an informati on system or a service provided
by a systenm or a systemcapability, such as processing power or
communi cati on bandwi dth; or an item of system equipnent (i.e., a
system conponent - - hardware, firmware, software, or docunentation);
or a facility that houses system operations and equi pnent.

$ system security officer (SSO
(1) A person responsible for enforcenent or administration of the
security policy that applies to the system

$ systemverification
See: (secondary definition under) verification

$ TACACS
$ TACACS+
See: Terminal Access Controller (TAC) Access Control System

$ tanper
(1) Make an unaut horized nodification in a systemthat alters the
systemi s functioning in a way that degrades the security services
that the systemwas intended to provide.

$ TCB
See: trusted conputing base.
$ TCP
See: Transm ssion Control Protocol
$ TCP/ I P
(1) A synonymfor "Internet Protocol Suite", in which the

Transm ssion Control Protocol (TCP) and the Internet Protocol (IP)
are inmportant parts

$ TCSEC
See: Trusted Conputer System Evaluation Criteria.

$ TELNET
(1) A TCP-based, application-layer, Internet Standard protoco
[ RO854] for renote login fromone host to another.

$ TEMPEST
(O A nicknane for specifications and standards for limting the
strength of electromagnetic emanations fromelectrical and
el ectroni c equi prent and thus reducing vulnerability to
eavesdropping. This termoriginated in the U S. Departnent of
Def ense. [Arny, Kuhn, Russ] (See: emanation security, soft
t enpest.)
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(D) ISDs SHOULD NOT use this termas a synonym for
"el ectromagneti c enanations security".

$ Terminal Access Controller (TAC) Access Control System ( TACACS)
(1) A UDP-based authentication and access control protocol [R1492]
in which a network access server receives an identifier and
password froma renote term nal and passes themto a separate
aut hentication server for verification.

(C) TACACS was devel oped for ARPANET and has evol ved for use in
commer ci al equi pment. TACs were a type of network access server
conputer used to connect ternmnals to the early Internet, usually
usi ng di al -up nodem connections. TACACS used centralized

aut hentication servers and served not only network access servers
like TACs but also routers and other networked conputing devices.
TACs are no longer in use, but TACACSt is. [R1983]

- "XTACACS": The nane of Cisco Corporation’s inplenentation
whi ch enhances and extends the original TACACS

- "TACACSt+": A TCP-based protocol that inproves on TACACS and
XTACACS by separating the functions of authentication
aut hori zation, and accounting and by encrypting all traffic
bet ween t he network access server and authentication server. It
is extensible to allow any authentication nmechanismto be used
with TACACS+ clients.

$ TESS
See: The Exponential Encryption System

$ The Exponential Encryption System ( TESS)
(1) A system of separate but cooperating cryptographi c nmechani sns
and functions for the secure authenticated exchange of
cryptographi c keys, the generation of digital signatures, and the
di stribution of public keys. TESS enpl oys asymmetric cryptography,
based on discrete exponentiation, and a structure of self-
certified public keys. [R1824]

$ threat
(1) A potential for violation of security, which exists when there
is a circunstance, capability, action, or event that could breach
security and cause harm (See: attack, threat action, threat
consequence.)

(G That is, a threat is a possible danger that might exploit a

vul nerability. A threat can be either "intentional" (i.e.
intelligent; e.g., an individual cracker or a crimna
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organi zation) or "accidental" (e.g., the possibility of a conputer
mal functioning, or the possibility of an "act of God" such as an
eart hquake, a fire, or a tornado).

(© In sonme contexts, such as the following, the termis used
narromy to refer only to intelligent threats:

(N U S. Government usage: The technical and operationa
capability of a hostile entity to detect, exploit, or subvert
friendly informati on systems and the denonstrated, presuned, or
inferred intent of that entity to conduct such activity.

$ threat action
(1) An assault on systemsecurity. (See: attack, threat, threat

consequence.)

(C A complete security architecture deals with both intentiona
acts (i.e. attacks) and accidental events [FIPS31]. Various kinds
of threat actions are defined as subentries under "threat
consequence".

$ threat analysis
(I') An analysis of the probability of occurrences and consequences
of danmmging actions to a system

$ threat consequence
(1) Asecurity violation that results froma threat action.
I ncl udes discl osure, deception, disruption, and usurpation. (See:
attack, threat, threat action.)

(C The follow ng subentries describe four kinds of threat
consequences, and also list and describe the kinds of threat
actions that cause each consequence. Threat actions that are
accidental events are nmarked by "*".

1. "(Unauthorized) Disclosure" (a threat consequence): A
circunstance or event whereby an entity gains access to data
for which the entity is not authorized. (See: data
confidentiality.) The follow ng threat actions can cause
unaut hori zed di scl osure:

A. "Exposure": A threat action whereby sensitive data is
directly released to an unauthorized entity. This includes:

a. "Deliberate Exposure": Intentional release of sensitive
data to an unaut horized entity.
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b. "Scavengi ng": Searching through data residue in a system
to gai n unaut hori zed knowl edge of sensitive data.

c* "Human error": Human action or inaction that
unintentionally results in an entity gai ni ng unauthorized
know edge of sensitive data.

d* "Hardware/software error". Systemfailure that results in
an entity gaini ng unaut hori zed know edge of sensitive
dat a.

"Interception": A threat action whereby an unauthorized
entity directly accesses sensitive data traveling between
aut hori zed sources and destinations. This includes:

a. "Theft": Gaining access to sensitive data by stealing a
shi pnent of a physical medium such as a magnetic tape or
di sk, that holds the data.

b. "Wretapping (passive)": Mnitoring and recordi ng data
that is flowi ng between two points in a comruni cation
system (See: wiretapping.)

c. "Emanations analysis": Gining direct know edge of
communi cated data by nonitoring and resolving a signa
that is emtted by a systemand that contains the data
but is not intended to communicate the data. (See
emanation.)

"Inference": A threat action whereby an unauthorized entity
indirectly accesses sensitive data (but not necessarily the
data contained in the communi cati on) by reasoning from
characteristics or byproducts of conmunications. This

i ncl udes:

a. Traffic anal ysis: Gining know edge of data by observing
the characteristics of communications that carry the
data. (See: (main dossary entry for) traffic analysis.)

b. "Signals analysis": Gaining indirect know edge of
communi cated data by nonitoring and anal yzing a signal
that is emtted by a systemand that contains the data
but is not intended to communi cate the data. (See
emanati on.)

"Intrusion": A threat action whereby an unauthorized entity

gai ns access to sensitive data by circumventing a systenis
security protections. This includes:
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a. "Trespass": Gining unauthorized physical access to
sensitive data by circunmventing a systenis protections.

b. "Penetration": Gaining unauthorized | ogical access to
sensitive data by circumventing a systenis protections.

c. "Reverse engineering": Acquiring sensitive data by
di sassenbl i ng and anal yzi ng the design of a system
conmponent .

d. Cryptanal ysis: Transform ng encrypted data into plaintext
wi t hout having prior know edge of encryption paraneters
or processes. (See: (main dossary entry for)
cryptanal ysis.)

"Deception" (a threat consequence): A circunstance or event
that may result in an authorized entity receiving fal se data
and believing it to be true. The followi ng threat actions can
cause deception:

A

"Masquerade": A threat action whereby an unauthorized entity
gai ns access to a systemor perforns a malicious act by
posing as an authorized entity. (See: (main G ossary entry
for) masquerade attack.)

a. "Spoof": Attenpt by an unauthorized entity to gain access
to a system by posing as an authorized user

b. "Malicious logic": In context of nasquerade, any
hardware, firmvare, or software (e.g., Trojan horse) that
appears to performa useful or desirable function, but
actual ly gai ns unauthorized access to systemresources or
tricks a user into executing other malicious |ogic. (See:
(main Gossary entry for) malicious logic.)

"Fal sification": A threat action whereby fal se data deceives
an authorized entity. (See: active wi retapping.)

a. "Substitution": Altering or replacing valid data with
fal se data that serves to deceive an authorized entity.

b. "Insertion": Introducing fal se data that serves to
deceive an authorized entity.

"Repudi ation": A threat action whereby an entity deceives
anot her by falsely denying responsibility for an act. (See:
non-repudi ati on service, (min dossary entry for)

repudi ation.)
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"Fal se denial of origin": Action whereby the originator
of data denies responsibility for its generation

"Fal se denial of receipt": Action whereby the recipient
of data denies receiving and possessing the data.

"Di sruption" (a threat consequence): A circunstance or event
t hat
services and functions. (See: denial of service.) The follow ng
threat actions can cause disruption

A

interrupts or prevents the correct operation of system

"Incapacitation": A threat action that prevents or
interrupts system operation by disabling a system conponent.

a.

C*

d*

e*

"Malicious logic": In context of incapacitation, any
hardware, firmvare, or software (e.g., logic bonb)
intentionally introduced into a systemto destroy system
functions or resources. (See: (main dossary entry for)
mal i cious logic.)

"Physi cal destruction": Deliberate destruction of a
system conponent to interrupt or prevent system
operati on.

"Hurmman error": Action or inaction that unintentionally
di sabl es a system conponent .

"Hardware or software error": Error that causes failure
of a system conponent and |eads to disruption of system
operation.

"Natural disaster": Any "act of God" (e.g., fire, flood,
eart hquake, lightning, or wind) that disables a system
component. [FP031 section 2]

"Corruption": A threat action that undesirably alters system
operation by adversely nodi fying system functions or data.

a.

"Tanper": In context of corruption, deliberate alteration
of a systemis logic, data, or control information to
interrupt or prevent correct operation of system
functions.

"Malicious logic": In context of corruption, any
hardware, firmvare, or software (e.g., a conmputer virus)
intentionally introduced into a systemto nodify system
functions or data. (See: (main dossary entry for)
mal i cious logic.)
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c* "Human error": Human action or inaction that
unintentionally results in the alteration of system
functions or data.

d* "Hardware or software error": Error that results in the
alteration of systemfunctions or data.

e* "Natural disaster": Any "act of God" (e.g., power surge
caused by lightning) that alters system functions or
data. [FP031 section 2]

C. "Obstruction": Athreat action that interrupts delivery of
system servi ces by hindering system operations.

a. "Interference": Disruption of system operations by
bl ocki ng comuni cations or user data or control
i nformati on.

b. "Overload": Hi ndrance of system operation by placing
excess burden on the performance capabilities of a system
conponent. (See: flooding.)

4. "Usurpation" (a threat consequence): A circunstance or event
that results in control of systemservices or functions by an
unaut hori zed entity. The follow ng threat actions can cause
usur pati on:

A. "M sappropriation": A threat action whereby an entity
assunes unaut horized | ogi cal or physical control of a system
resource.

a. "Theft of service": Unauthorized use of service by an
entity.

b. "Theft of functionality": Unauthorized acquisition of
actual hardware, software, or firmare of a system
conponent .

c. "Theft of data": Unauthorized acquisition and use of
dat a.

B. "M suse": A threat action that causes a system conponent to
performa function or service that is detrinental to system
security.

a. "Tanper": In context of msuse, deliberate alteration of

a systenms logic, data, or control information to cause
the systemto perform unauthorized functions or services.
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b. "Malicious logic": In context of m suse, any hardware,
software, or firmvare intentionally introduced into a
systemto performor control execution of an unauthorized
function or service.

c. "Violation of pernissions": Action by an entity that
exceeds the entity's systemprivil eges by executing an
unaut hori zed function

$ thunbprint
(I') A pattern of curves fornmed by the ridges on the tip of a
thunb. (See: bionetric authentication, fingerprint.)

(D) 1SDs SHOULD NOT use this termas a synonymfor "hash result”
because that meaning mi xes concepts in a potentially msleading
vay.

$ ticket
(1) A synonymfor "capability". (See: Kerberos.)

(C Aticket is usually granted by a centralized access contro
server (ticket-granting agent) to authorize access to a system
resource for alimted tine. Tickets have been inplenented with
synmmetric cryptography, but can also be inplenented as attribute
certificates using asymretric cryptography.

$ tining channel
See: (secondary definition under) covert channel

$ TLS
See: Transport Layer Security. (See: TLSP.)

$ TLSP
See: Transport Layer Security Protocol. (See: TLS.)

$ token
1. (I) General usage: An object that is used to control access and
i s passed between cooperating entities in a protocol that
synchroni zes use of a shared resource. Usually, the entity that
currently holds the token has exclusive access to the resource.

2. (1) Authentication usage: A data object or a portable, user-
control |l ed, physical device used to verify an identity in an
aut hentication process. (See: authentication information, dongle.)

3. (1) Cryptographi c usage: See: cryptographic token
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4. (O SET usage: "A portable device [e.g., smart card or PCMCI A
card] specifically designed to store cryptographic information and
possi bly perform cryptographic functions in a secure manner."

[ SET2]

$ token backup
(1) A token managenent operation that stores sufficient
information in a database (e.g., in a CAW to recreate or restore
a security token (e.g., a smart card) if it is lost or damaged.

$ token copy
(1) A token managenent operation that copies all the personality
i nformati on fromone security token to another. However, unlike in
a token restore operation, the second token is initialized with
its own, different local security values such as PINs and storage
keys.

$ token nanagenent
(1) The process of initializing security tokens (e.g., see: snart
card), loading data into the tokens, and controlling the tokens
during their life cycle. May include perform ng key managenent and
certificate managenment functions; generating and installing PINs;
| oadi ng user personality data; perform ng card backup, card copy,
and card restore operations; and updating firmare.

$ token restore
(1) A token managenment operation that |oads a security token with
data for the purpose of recreating (duplicating) the contents
previously held by that or another token

$ token storage key
(1) A cryptography key used to protect data that is stored on a
security token.

$ top CA
(1) ACAthat is the highest level (i.e., is the nost trusted CA)
in a certification hierarchy. (See: root.)

$ top-level specification
(1) "A non-procedural description of system behavior at the nost
abstract level; typically a functional specification that onits
all inplenentation details." [NCS04] (See: (discussion under)
security policy.)

(G A top-level specification my be descriptive or fornmal:
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- "Descriptive top-level specification": One that is witten in a
natural |anguage |ike English or an informal design notation

- "Formal top-level specification": One that is witten in a
formal mat hematical | anguage to enable theorens to be proven that
show that the specification correctly inplenents a set of form
requirenents or a formal security nodel. (See: correctness proof.)

$ traffic anal ysis
(1) Inference of information from observabl e characteristics of
data flow(s), even when the data is encrypted or otherw se not
directly available. Such characteristics include the identities
and | ocations of the source(s) and destination(s), and the
presence, anount, frequency, and duration of occurrence. (See:
Wi r et apping.)

(O "The inference of information from observation of traffi
flows (presence, absence, anount, direction, and frequency).
[17498 Part 2]

o

$ traffic flow confidentiality
(I') A data confidentiality service to protect against traffic
anal ysi s.

(O "Aconfidentiality service to protect against traffic
anal ysis." [17498 Part 2]

$ traffic padding
(I') "The generation of spurious instances of conmunication
spurious data units, and/or spurious data within data units.
[17498 Part 2]

$ tranquillity property
See: (secondary definition under) Bell-LaPadul a Model .

$ Transmi ssion Control Protocol (TCP)
(1) An Internet Standard protocol [R0793] that reliably delivers a
sequence of datagrans (discrete sets of bits) fromone conputer to
another in a conputer network. (See: TCP/IP.)

(C) TCP is designed to fit into a |l ayered hierarchy of protocols
that support internetwork applications. TCP assunes it can obtain
a sinple, potentially unreliable datagram service (such as the
Internet Protocol) fromthe | ower-|ayer protocols.

$ Transport Layer Security (TLS)

(I') TLS Version 1.0 is an Internet protocol [R2246] based-on and
very simlar to SSL Version 3.0. (See: TLSP.)
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(C© The TLS protocol is nmisnanmed, because it operates well above
the transport layer (OSI |ayer 4).

$ Transport Layer Security Protocol (TLSP)
(1) An end-to-end encryption protocol (I SO Standard 10736) t hat
provi des security services at the bottomof CSlI |ayer 4, i.e.,
directly above layer 3. (See: TLS.)

(C) TLSP evolved directly fromthe SP4 protocol of SDNS.

$ transport node vs. tunnel npde
(1) I'Psec usage: Two ways to apply |Psec protocols (AH and ESP) to
protect conmuni cations:

"Transport nmode": The protection applies to (i.e., the |IPsec
prot ocol encapsul ates) the packets of upper-Ilayer protocols,
the ones that are carried above IP

- "Tunnel node": The protection applies to (i.e., the |IPsec
prot ocol encapsul ates) |P packets.

(C A transport node security association is always between two
hosts. In a tunnel node security association, each end may be
either a host or a gateway. Wienever either end of an |Psec
security association is a security gateway, the association is
required to be in tunnel node.

$ trap door
(1) A hidden conputer flaw known to an intruder, or a hidden
conput er nechani sm (usual ly software) installed by an intruder
who can activate the trap door to gain access to the conputer
wi t hout being bl ocked by security services or nechani sns. (See:
back door, Trojan horse.)

$ triple DES
(1) A block cipher, based on DES, that transforns each 64-bit
pl ai nt ext bl ock by applying the Data Encryption Al gorithmthree
successive times, using either two or three different keys, for an
effective key length of 112 or 168 bits. [A9052] (See: DES.)

(C IPsec usage: The algorithmvariation proposed for ESP uses a
168-bit key, consisting of three independent 56-bit quantities
used by the Data Encryption Algorithm and a 64-bit initialization
val ue. Each datagram contains an IV to ensure that each received
dat agram can be decrypted even when ot her datagrans are dropped or
a sequence of datagrans is reordered in transit. [R1851]
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$ triple-wapped
(1) S/M ME usage: Data that has been signed with a digita
signature, and then encrypted, and then signed again. [R2634]

$ Trojan horse
(1) A conputer programthat appears to have a useful function, but
al so has a hidden and potentially nalicious function that evades
security nechani sns, sonetines by exploiting legitimte
aut hori zations of a systementity that invokes the program

$ trust
1. (I) Information system usage: The extent to which sonmeone who
relies on a systemcan have confidence that the systemneets its
specifications, i.e., that the systemdoes what it clainms to do
and does not perform unwanted functions. (See: trust |evel.)

(C "trusted vs. trustworthy”: In discussing a systemor system
process or object, this @ossary (and industry usage) prefers the
term"trusted" to describe a systemthat operates as expected,
according to design and policy. Wen the trust can al so be
guaranteed in some convincing way, such as through formal analysis
or code review, the systemis terned "trustworthy"; this differs
fromthe ABA Cuidelines definition (see: trustworthy system

2. (1) PKI usage: A relationship between a certificate user and a
CA in which the user acts according to the assunption that the CA
creates only valid digital certificates.

(O "Cenerally, an entity can be said to "trust’ a second entity
when it (the first entity) nmakes the assunption that the second
entity will behave exactly as the first entity expects. This trust
may apply only for some specific function. The key role of trust
in [X 509] is to describe the relationship between an entity and a
[certification] authority; an entity shall be certain that it can
trust the certification authority to create only valid and
reliable certificates." [X509]

$ trust chain
(D) 1SDs SHOULD NOT use this termas a synonymfor "certification
pat h" because it mxes concepts in a potentially m sl eadi ng way.
(See: trust.)

$ trust-file PKI
(1) A non-hierarchical PKI in which each certificate user has a
local file (which is used by application software) of public-key
certificates that the user trusts as starting points (i.e., roots)
for certification paths. (See: hierarchical PKlI, nmesh PKI, root,
web of trust.)
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(O For exanple, popular browsers are distributed with an initia
file of trusted certificates, which often are self-signed
certificates. Users can add certificates to the file or delete
fromit. The file may be directly managed by the user, or the
user’s organi zation may manage it froma centralized server

$ trust hierarchy
(D) 1SDs SHOULD NOT use this termas a synonymfor "certification
hi erarchy" because this termm xes concepts (see: trust) in a
potentially m sleading way and duplicates the nmeani ng of anot her,
standardi zed term (See: trust, web of trust.)

$ trust |evel
(1) A characterization of a standard of security protection to be
nmet by a conputer system

(C) The TCSEC defines eight trust levels. Fromthe |owest to the
hi ghest, they are D, C1, C2, Bl, B2, B3, and Al. A trust level is
based not only on the presence of security mechani sms but al so on
the use of systens engineering discipline to properly structure
the system and inplenmentation analysis to ensure that the system
provi des an appropriate degree of trust.

$ trusted
See: (discussion under) trust.

$ trusted certificate
(1) Acertificate upon which a certificate user relies as being
valid without the need for validation testing; especially a
public-key certificate that is used to provide the first public
key in a certification path. (See: certification path, root
certificate, validation.)

(C A trusted public-key certificate mght be (a) the root
certificate in a hierarchical PKI, (b) the certificate of the CA
that issued the user’s own certificate in a nesh PKlI, or (c)

any certificate accepted by the user in a trust-file PKI.

$ trusted conputer system
(1) Multilevel security usage: "A systemthat enploys sufficient
har dwar e and software assurance nmeasures to allow its use for
si mul t aneous processing of a range of sensitive or classified
i nformation." [NCS04] (See: (discussion under) trust.)

$ Trusted Conputer System Eval uation Criteria (TCSEC)

(N) A standard for evaluating the security provided by operating
systenms [CSC001, DOD1l]. Informally called the "Orange Book"
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because of the color of its cover; first docunent in the Rai nbow
Series. (See: Commobn Criteria, (usage note under) G een Book,
O ange Book, trust level.)

$ trusted conputing base (TCB)
(1) "The totality of protection nechanisns within a conputer
system including hardware, firmvare, and software, the
conbi nation of which is responsible for enforcing a security
policy." [NCS04] (See: (discussion of "trusted" under) trust.)

$ trusted distribution
(1) "Atrusted nethod for distributing the TCB hardware, software,
and firmvare conponents, both originals and updates, that provides
nmet hods for protecting the TCB from nodification during
distribution and for detection of any changes to the TCB that may
occur. " [ NCS04]

$ trusted key
(1) A public key upon which a user relies; especially a public key
that can be used as the first public key in a certification path.
(See: certification path, root key, validation.)

(C A trusted public key mght be (a) the root key in a

hi erarchical PKI, (b) the key of the CA that issued the user’s own
certificate in a nesh PKI, or (c) any key accepted by the user in
atrust-file PKI.

$ trusted path
(1) COWUSEC usage: A nmechanism by which a conputer system user
can comuni cate directly and reliably with the trusted conputing
base (TCB) and that can only be activated by the user or the TCB
and cannot be inmtated by untrusted software within the conputer.
[ NCS04]

(1) COVMBEC usage: A nechani sm by which a person or process can
communi cate directly with a cryptographi c nodul e and that can only
be activated by the person, process, or nodule, and cannot be
imtated by untrusted software within the nodul e. [FP140]

$ trusted process
(1) A systemprocess that has privileges that enable it to affect
the state of systemsecurity and that can, therefore, through
incorrect or malicious execution, violate the system s security
policy. (See: privileged process, (discussion of "trusted" under)
trust.)
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$ trusted subnetwork
(1) A subnetwork containing hosts and routers that trust each
other not to engage in active or passive attacks. (There al so

an assunption that the underlying communication channel s--e.g.

tel ephone lines, or a LAN--are protected from attack by sone
nmeans. )

$ trusted system
See: (discussion under) trust, trusted conputer system
trustworthy system

$ Trusted Systens Interoperability Goup (TSIQ

(N) A forum of conputer vendors, systemintegrators, and users

2000

is

devoted to pronoting interoperability of trusted conputer systens.

TSI G nmeetings are open to all persons who are working in the
| NFOSEC ar ea.

$ trustworthy system

(O ABA usage: "Conputer hardware, software, and procedures that:
(a) are reasonably secure fromintrusion and misuse; (b) provide a

reasonably reliable level of availability, reliability, and

correct operation; (c) are reasonably suited to performng their
i ntended functions; and (d) adhere to generally accepted security

principles.”" [ABA] This differs somewhat from other industry
usage. (See: (discussion of "trusted vs. trustworthy" under)
trust.)

$ TSIG
See: Trusted System Interoperability G oup.

$ tunnel
(1) A conmuni cation channel created in a conputer network by
encapsul ating (carrying, layering) a conmunication protocol’s

dat a

packets in (on top of) a second protocol that normally would be

carried above, or at the sane layer as, the first one. (See:
VPN. )

(C© Tunneling can involve alnpst any OSI or TCP/IP protoco
| ayers; for exanple, a TCP connection between two hosts could
concei vably be tunnel ed through email nessages across the

L2TP,

Internet. Mbst often, a tunnel is a |ogical point-to-point |ink--

i.e., an OSI layer 2 connection--created by encapsul ating the
| ayer 2 protocol in a transport protocol (such as TCP), in a

network or internetwork | ayer protocol (such as IP), or in another
link layer protocol. Oten, encapsulation is acconplished with an
extra, internediate protocol, i.e., a tunneling protocol (such as
L2TP) that is | ayered between the tunnel ed | ayer 2 protocol and

t he encapsul ating protocol
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(O Tunneling can nove data between conputers that use a protoco
not supported by the network connecting them Tunneling also can
enabl e a conmputer network to use the services of a second network
as though the second network were a set of point-to-point |inks
between the first network’s nodes. (See: virtual private network.)

(O SET usage: The name of a SET private extension that indicates
whet her the CA or the paynent gateway supports passing encrypted
nmessages to the cardhol der through the nerchant. If so, the
extension lists O Ds of sycmmetric encryption algorithns that are
support ed.

$ tunnel node
(1) I Psec usage: See: transport node vs. tunnel node.

$ two- person control
(1) The close surveillance and control of a system process, or
materials (especially with regard to cryptography) at all tinmes by
a mninumof two appropriately authorized persons, each capabl e of
detecting incorrect and unauthorized procedures with respect to
the tasks to be perforned and each fam liar with established
security requirenments. (See: dual control, no-lone zone.)

$ Type | cryptography
(O A cryptographic algorithmor device approved by NSA for
protecting classified information.

$ Type Il cryptography
(O A cryptographic algorithmor device approved by NSA for
protecting sensitive unclassified information (as specified in
section 2315 of Title 10 United States Code, or section 3502(2) of
Title 44, United States Code.)

$ Type |11 cryptography
(O A cryptographic algorithmor device approved as a Federa
I nformati on Processing Standard.

$ UDP
See: User Datagram Protocol

$ uncl assified
(1) Not classified.

$ unencrypted
(1) Not encrypted.
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$ unforgeabl e
(1) Cryptographic usage: The property of a cryptographic data
structure (i.e., a data structure that is defined using one or
nmore cryptographic functions) that makes it conputationally
infeasible to construct (i.e., conpute) an unauthorized but
correct value of the structure w thout having know edge of one of
nore keys. (E.g., see: digital certificate.)

(© This definition is narrower than general English usage, where
"unf or geabl e" neans unable to be fraudulently created or
duplicated. In that broader sense, anyone can forge a digita
certificate containing any set of data itens whatsoever by
generating the to-be-signed certificate and signing it with any
private key whatsoever. But for PKI purposes, the forged data
structure is invalid if it is not signed with the true private key
of the claimed issuer; thus, the forgery will be detected when a
certificate user uses the true public key of the clained issuer to
verify the signature.

$ uniformresource identifier (URI)
(1) Atype of formatted identifier that encapsul ates the nane of
an Internet object, and labels it with an identification of the
nane space, thus producing a nmenber of the universal set of nanes
in registered nane spaces and of addresses referring to registered
protocol s or nane spaces. [R1630]

(O URIs are used in HTM. to identify the target of hyperlinks. In
common practice, URIs include uniformresource |ocators [ R2368]
and relative URLs, and may be URNs. [R1808]

$ uniformresource | ocator (URL)
(1) Atype of formatted identifier that describes the access
nmet hod and | ocation of an information resource object on the
Internet. [R1738]

(O AURL is a URI that provides explicit instructions on howto
access the naned object. For exanple,
"ftp://bbnarchive. bbn. com f oo/ bar/ pi cture/ canbridge. zip" is a URL.
The part before the colon specifies the access schene or protocol
and the part after the colon is interpreted according to that
access nethod. Usually, two slashes after the colon indicate the
host nane of a server (witten as a domain nane). In an FTP or
HTTP URL, the host nane is followed by the path nanme of a file on
the server. The last (optional) part of a URL nmay be either a
fragment identifier that indicates a position in the file, or a
query string.
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$ uni formresource nane (URN)
(1) AUR that has an institutional comitnent to persistence and
avail ability.

$ untrusted process
(1) A systemprocess that is not able to affect the state of
system security through incorrect or malicious operation, usually
because its operation is confined by a security kernel. (See:
trusted process.)

$ UCRA
See: user-PIN ORA

$ update
See: certificate update and key update.

$ URI
See: uniformresource identifier

$ URL
See: uniformresource | ocator.

$ URN
See: uni formresource nane.

$ user
(1) A person, organization entity, or automated process that
accesses a system whether authorized to do so or not. (See:
[ R2504] .)

(O Any ISD that uses this term SHOULD provide an explicit
definition, because this termis used in many ways and can easily
be mi sunder st ood.

$ User Datagram Protocol (UDP)
(1) An Internet Standard protocol [R0768] that provides a datagram
node of packet-sw tched conputer comunication in an internetwork

(C UDP is a transport layer protocol, and it assunes that IPis
t he underlying protocol. UDP enables application prograns to send
transaction-oriented data to other prograns with mniml protoco
mechani sm UDP does not provide reliable delivery, flow control
sequenci ng, or other end-to-end services that TCP provides.

$ user identifier

(1) A character string or synbol that is used in a systemto
uni quely name a specific user or group of users.
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(O Oten verified by a password in an authentication process.

$ user PIN
(O MSSI usage: One of two personal identification nunbers that
control access to the functions and stored data of a FORTEZZA PC
card. Know edge of the user PIN enables the card user to perform
the FORTEZZA functions that are intended for use by an end user
(See: SSO PIN.)

$ user-PI N ORA (UORA)
(O A MSSI organizational RA that operates in a node in which the
ORA perforns only the subset of card managenent functions that are
possi ble with knowl edge of the user PIN for a FORTEZZA PC card.
(See: no-PIN ORA, SSOPIN CRA.)

$ usurpation
See: (secondary definition under) threat consequence.

$ UTCTi ne
(N) The ASN. 1 data type "UTCTi me" contains a cal endar date
(YYMVDD) and a tinme to a precision of either one mnute (HHW or
one second (HHWESS), where the time is either (a) Coordi nated
Universal Time or (b) the local tine followed by an offset that
enabl es Coordi nated Universal Tinme to be cal culated. Note: UTCTi ne
has the Year 2000 problem (See: Coordinated Universal Tine,
General i zedTi ne.)

$ vl certificate
(C Anbiguously refers to either an X 509 public-key certificate
inits version 1 format, or an X 509 attribute certificate inits
version 1 format. However, nany people who use this termare not
aware that X 509 specifies attribute certificates that do not
contain a public key. Therefore, |1SDs MAY use this termas an
abbreviation for "version 1 X 509 public-key certificate", but
only after using the full termat the first instance.

(D) ISDs SHOULD NOT use this termas an abbreviation for "version
1 X.509 attribute certificate"

$ vl CRL
(1) An abbreviation for "X.509 CRL in version 1 format".

(O 1SDs should use this abbreviation only after using the ful
termat its first occurrence and defining the abbreviation

$ v2 certificate

(1) An abbreviation for "X 509 public-key certificate in version 2
format".
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(O 1SDs should use this abbreviation only after using the ful
termat its first occurrence and defining the abbreviation

$ v2 CRL
(1) An abbreviation for "X.509 CRL in version 2 format".

(O 1SDs should use this abbreviation only after using the ful
termat its first occurrence and defining the abbreviation

$ v3 certificate
(1) An abbreviation for "X 509 public-key certificate in version 3
format".

(© 1SDs should use this abbreviation only after using the ful
termat its first occurrence and defining the abbreviation

$ valid certificate
(1) Adigital certificate for which the binding of the data itens
can be trusted; one that can be validated successfully. (See:
validate vs. verify.)

$ valid signature
(D) 1SDs SHOULD NOT use this term instead, use "authentic
signature". This d ossary reconmends saying "validate the
certificate" and "verify the signature"; therefore, it would be
i nconsistent to say that a signature is "valid". (See: validate
vs. verify.)

$ validate vs. verify
(© The PKI comunity uses words inconsistently when describing
what a certificate user does to nake certain that a digita
certificate can be trusted. Usually, we say "verify the signature"
but say "validate the certificate"; i.e., we "verify" atonic
truths but "validate" data structures, relationships, and systens
that are conposed of or depend on verified itenms. Too often
however, verify and validate are used interchangeably.

| SDs SHOULD conply with the following two rules to ensure
consistency and to align Internet security term nology with
ordi nary Engli sh:

- Rule 1. Use "validate" when referring to a process intended to
establish the soundness or correctness of a construct. (E. g.
see: certificate validation.)

- Rule 2: Use "verify" when referring to a process intended to

test or prove the truth or accuracy of a fact or value. (E.g.
see: authenticate.)
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The rationale for Rule 1 is that "valid" derives froma word that
means "strong" in Latin. Thus, to validate neans to nmake sure that
a construction is sound. A certificate user validates a public-key
certificate to establish trust in the binding that the certificate
asserts between an identity and a key. (To validate can al so nean
to officially approve sonething; e.g., N ST validates

crypt ographi ¢ nodul es for conformance with FIPS PUB 140-1.)

The rationale for Rule 2 is that "verify" derives froma word that
means "true" in Latin. Thus, to verify nmeans to prove the truth of
an assertion by exam ning evidence or performng tests. To verify
an identity, an authentication process exam nes identification
information that is presented or generated. To validate a
certificate, a certificate user verifies the digital signature on
the certificate by performi ng cal culations; verifies that the
current time is within the certificate' s validity period; and may
need to validate a certification path involving additiona
certificates.

$ validation
See: validate vs. verify.

$ validity period
() Adata itemin a digital certificate that specifies the tine
peri od for which the binding between data itens (especially
bet ween the subject name and the public key value in a public-key
certificate) is valid, except if the certificate appears on a CRL
or the key appears on a CKL.

$ val ue- added network (VAN
(1) A computer network or subnetwork (which is usually a
comrercial enterprise) that transnits, receives, and stores ED
transacti ons on behalf of its custoners.

(© A VAN may al so provide additional services, ranging from EDI
format translation, to EDI -to-FAX conversion, to integrated
busi ness systens.

$ VAN
See: val ue- added net wor k.

$ verification
1. Systemverification: The process of conparing two |evels of
system speci fication for proper correspondence, such as conparing
a security policy with a top-level specification, a top-Ievel
specification with source code, or source code with object code.
[ NCS04]
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2. ldentification verification: Presenting information to
establish the truth of a clainmed identity.

$ verify
See: validate vs. verify.

$ violation
See: security violation.

$ virtual private network (VPN)
(I') Arestricted-use, logical (i.e., artificial or sinmnulated)
conputer network that is constructed fromthe systemresources of
arelatively public, physical (i.e., real) network (such as the
Internet), often by using encryption (located at hosts or
gateways), and often by tunneling links of the virtual network
across the real network.

(O For exanple, if a corporation has LANs at several different
sites, each connected to the Internet by a firewall, the
corporation could create a VPN by (a) using encrypted tunnels to
connect fromfirewall to firewall across the Internet and (b) not
all owi ng any other traffic through the firewalls. A VPNis
generally | ess expensive to build and operate than a dedicated
real network, because the virtual network shares the cost of
systemresources with other users of the real network.

$ virus
(1) A hidden, self-replicating section of conputer software,
usual Iy malicious logic, that propagates by infecting--i.e.

inserting a copy of itself into and beconing part of--another
program A virus cannot run by itself; it requires that its host
program be run to make the virus active.

$ VPN
See: virtual private network.

$ vulnerability
(1) Aflaw or weakness in a systenis design, inplenentation, or
operation and managenent that could be exploited to violate the
system s security policy.

(O Mbst systens have vulnerabilities of sone sort, but this does
not nean that the systens are too flawed to use. Not every threat
results in an attack, and not every attack succeeds. Success
depends on the degree of vulnerability, the strength of attacks,
and the effectiveness of any counterneasures in use. If the
attacks needed to exploit a vulnerability are very difficult to
carry out, then the vulnerability nmay be tolerable. If the
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percei ved benefit to an attacker is snmall, then even an easily
exploited vulnerability may be tol erable. However, if the attacks
are well understood and easily made, and if the vul nerable system
is enployed by a wide range of users, then it is likely that there
wi |l be enough benefit for sonmeone to nmake an attack

$ W
See: Wrld Wde Web.

$ war dialer
(1) A computer programthat automatically dials a series of
t el ephone nunbers to find lines connected to conputer systens, and
catal ogs those nunbers so that a cracker can try to break into the
syst emns.

$ Wassenaar Arrangenent
(N) The Wassenaar Arrangenent on Export Controls for Conventiona
Arns and Dual - Use Goods and Technologies is a global, nultilatera
agreenent approved by 33 countries in July 1996 to contribute to
regional and international security and stability, by pronoting
i nformation exchange concerning, and greater responsibility in,
transfers of arnms and dual -use itens, thus preventing
destabilizing accunmul ations. (See: International Traffic in Arns
Regul ations.)

(G The Arrangenent began operations in Septenber 1996. The
participating countries are Argentina, Australia, Austria,
Bel gi um Bul garia, Canada, Czech Republic, Denmark, Finland,
France, Germany, G eece, Hungary, Ireland, ltaly, Japan
Luxenbour g, Netherl ands, New Zeal and, Norway, Pol and, Portugal
Republ i ¢ of Korea, Ronania, Russian Federation, Slovak Republic,
Spai n, Sweden, Switzerland, Turkey, Ukraine, United Ki ngdom and
United States. Participants neet on a regular basis in Vienna,
where the Arrangenent has its headquarters

Participating countries seek through their national policies to
ensure that transfers do not contribute to the devel opnent or
enhancenent of mlitary capabilities that undernine the goals of
the arrangenent, and are not diverted to support such
capabilities. The countries maintain effective export controls for
items on the agreed lists, which are reviewed periodically to
account for technol ogi cal devel opnents and experience gai ned.
Through transparency and exchange of views and information,
suppliers of arms and dual -use itens can devel op conmon
under st andi ngs of the risks associated with their transfer and
assess the scope for coordinating national control policies to
conmbat these risks. Menbers provide seni-annual notification of
arns transfers, covering seven categories derived fromthe UN
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Regi ster of Conventional Arnms. Menbers al so report transfers or
denials of transfers of certain controlled dual -use itens.
However, the decision to transfer or deny transfer of any itemis
the sole responsibility of each participating country. Al
measures undertaken with respect to the arrangenent are in
accordance with national legislation and policies and are

i npl enented on the basis of national discretion

$ wat er mar ki ng
See: digital watermarking.

$ web of trust
(O PGP usage: Atrust-file PKI technique used in PGP for building
a file of validated public keys by nmaking personal judgnments about
being able to trust certain people to be holding properly
certified keys of other people. (See: certification hierarchy,
mesh PKI .)

$ web server
(1) A software process that runs on a host conputer connected to
the Internet to respond to HITP requests for docunents fromclient
web browsers.

$ web vs. Wb
1. (I) Capitalized: |SDs SHOULD capitalize "Wb" when using the
term (as either a noun or an adjective) to refer specifically to
the Wrld Wde Web. (Sinmilarly, see: internet vs. Internet.)

2. (C) Not capitalized: |SDs SHOULD NOT capitalize "web" when
using the term(usually as an adjective) to refer generically to
technol ogy--such as web browsers, web servers, HITP, and HTM.--
that is used in the Web or simlar networks.

(O I ETF docunents SHOULD spell out "World Wde Web" fully at the
first instance of usage and SHOULD Use "Web" and "web" especially
carefully where confusion with the PGP "web of trust" is possible.

$ wiretapping
(1) An attack that intercepts and accesses data and ot her
i nformation contained in a flow in a conmuni cati on system

(O Athough the termoriginally referred to nmaki ng a nechanica
connection to an electrical conductor that |inks two nodes, it is
now used to refer to reading information fromany sort of medi um
used for a link or even directly froma node, such as gateway or
subnetwork switch.
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(O "Active wiretapping" attenpts to alter the data or otherw se
affect the flow, "passive wiretapping" only attenpts to observe
the flow and gain know edge of information it contains. (See:
active attack, end-to-end encryption, passive attack.)

$ work factor
(1) Ceneral security usage: The estinated amount of effort or tinme
that can be expected to be expended by a potential intruder to
penetrate a system or defeat a particular counterneasure, when
usi ng specified amunts of expertise and resources.

(1) Cryptography usage: The estinmated anount of conputing tinme and
power needed to break a cryptographic system

&

Wrld Wde Wb ("the Web", WAW WB)

(N) The gl obal, hypernedi a-based col |l ection of information and
services that is available on Internet servers and is accessed by
browsers using Hypertext Transfer Protocol and other infornmation
retrieval nechanisns. (See: web vs. Wb, [R2084].)

$ worm
(1) A computer programthat can run independently, can propagate a
compl ete working version of itself onto other hosts on a network,
and nay consune conputer resources destructively. (See: Mrris
Wrm virus.)

$ wap
(O To use cryptography to provide data confidentiality service
for a data object. (See: encrypt, seal.)

(D) I1SDs SHOULD NOT use this termwith this definition because it
duplicates the neaning of other, standard terms. |nstead, use
"encrypt" or use a termthat is specific with regard to the
nmechani sm used.

$ WwWwW
See: World Wde Web.

$ X 400
(N An I TU T Recommendati on [ X400] that is one part of a joint
ITUT/1SO nulti-part standard (X 400-X 421) that defines the
Message Handling Systens. (The ISO equivalent is IS 10021, parts
1-7.) (See: Message Handling Systens.)

X. 500

X. 500 Directory
(N An I TU T Recommendati on [ X500] that is one part of a joint
ITUT/1SO nulti-part standard (X 500-X 525) that defines the X 500

& &
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Directory, a conceptual collection of systens that provide
distributed directory capabilities for OSI entities, processes
applications, and services. (The 1SO equivalent is IS 9594-1 and
rel ated standards, IS 9594-x.) (See: directory vs. Directory,

X. 509.)

(C The X. 500 Directory is structured as a tree (the Directory
Information Tree), and information is stored in directory entries.
Each entry is a collection of information about one object, and
each object has a DN. A directory entry is conposed of attributes,
each with a type and one or nore values. For exanple, if a PKI
uses the Directory to distribute certificates, then the X 509
public-key certificate of an end user is nornally stored as a
value of an attribute of type "userCertificate" in the Directory
entry that has the DN that is the subject of the certificate

$ X 509

(N An I TU-T Recomendation [ X509] that defines a framework to
provi de and support data origin authentication and peer entity
aut hentication services, including formats for X 509 public-key
certificates, X. 509 attribute certificates, and X 509 CRLs. (The
| SO equivalent is IS 9498-4.) (See: X 500.)

(O X. 509 describes two |levels of authentication: sinple
aut henti cati on based on a password, and strong authentication
based on a public-key certificate.

$ X. 509 attribute certificate

Shi rey

(N) An attribute certificate in the version 1 (vl) format defined
by X.509. (The v1 designation for an X. 509 attribute certificate
is disjoint fromthe vl designation for an X 509 public-key
certificate, and fromthe vl designation for an X 509 CRL.)

(G An X. 509 attribute certificate has a subject field, but the
attribute certificate is a separate data structure fromthat
subject’s public-key certificate. A subject may have multiple
attribute certificates associated with each of its public-key
certificates, and an attribute certificate nay be issued by a
different CA than the one that issued the associated public-key
certificate.

(O An X. 509 attribute certificate contains a sequence of data
itenms and has a digital signature that is conputed fromthat
sequence. In addition to the signature, an attribute certificate
contains itenms 1 through 9 listed bel ow
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1. version Identifies vi.
2. subject I's one of the follow ng:

2a. baseCertificatelD - Issuer and serial nunber of an

X. 509 public-key certificate.

2b. subj ect Nane - DN of the subject.
3. issuer DN of the issuer (the CA who signed).
4. signature O D of algorithmthat signed the cert.
5. serial Nunber Certificate serial nunber

an integer assigned by the issuer.
6. attCertValidityPeriod Validity period; a pair of UTCTi ne
val ues: "not before" and "not after”

7. attributes Sequence of attributes describing the
subj ect .

8. issuerUniqueld Optional, when a DN is not sufficient.

9. extensions Opt i onal

$ X. 509 authority revocation |ist
(N An ARL in one of the fornmats defined by X 509--version 1 (v1)
or version 2 (v2). A specialized kind of certificate revocation
list.

$ X. 509 certificate
(N) Either an X. 509 public-key certificate or an X. 509 attribute
certificate.

(C This dossary uses the termwith the precise neaning
recomended here. However, some who use the termnay not be aware
that X 509 specifies attribute certificates that do not contain a
public key. Even anong those who are aware, this termis comonly
used as an abbreviation to nean "X 509 public-key certificate"

| SDs MAY use the termas an abbreviation for "X 509 public-key
certificate", but only after using the full termat the first

i nstance.

(D) 1SDs SHOULD NOT use this termas an abbreviation to nean
"X.509 attribute certificate"

$ X. 509 certificate revocation list (CRL)
(N ACRL in one of the formats defined by X 509--version 1 (v1)
or version 2 (v2). (The vl and v2 designations for an X 509 CRL
are disjoint fromthe vl and v2 designations for an X 509 public-
key certificate, and fromthe vl designation for an X 509
attribute certificate.) (See: certificate revocation.)

(C) 1SDs SHOULD NOT refer to an X.509 CRL as a digita

certificate, but note that an X 509 CRL does neet this G ossary’s
definition of "digital certificate". Like a digital certificate,
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an X. 509 CRL nekes an assertion and is signed by a CA. But instead
of binding a key or other attributes to a subject, an X 509 CRL
asserts that certain previously-issued X 509 certificates have
been revoked.

(O An X. 509 CRL contains a sequence of data itenms and has a
digital signature conputed on that sequence. In addition to the
signature, both vl and v2 contain items 2 through 6b listed bel ow
Version 2 contains item1 and may optionally contain 6c¢ and 7.

1. version Optional. If present, identifies v2.
2. signature O D of the algorithmthat signed CRL.
3. issuer DN of the issuer (the CA who signed).
4. thisUpdate A UTCTi me val ue
5. next Updat e A UTCTi e val ue.
6. revokedCertificates 3-tuples of 6a, 6b, and (optional) 6c:
6a. userCertificate A certificate s serial nunber
6b. revocationDate UTCTi me value for the revocation date.
6¢c. crl EntryExtensi ons Optional .
7. crl Extensions Opt i onal

$ X. 509 public-key certificate
(N) A public-key certificate in one of the formats defined by
X.509--version 1 (vl), version 2 (v2), or version 3 (v3). (The vl
and v2 designations for an X 509 public-key certificate are
disjoint fromthe vl and v2 designations for an X 509 CRL, and
fromthe vl designation for an X. 509 attribute certificate.)

(C An X. 509 public-key certificate contains a sequence of data
itens and has a digital signature conputed on that sequence. In
addition to the signature, all three versions contain itens 1
through 7 listed below. Only v2 and v3 certificates may al so
contain items 8 and 9, and only v3 may contain item 10

1. version Identifies vl, v2, or v3.
2. seri al Nunmber Certificate serial nunber;
an integer assigned by the issuer.
3. signature O D of algorithmthat was used to
sign the certificate.
4. issuer DN of the issuer (the CA who signed).
5. validity Validity period; a pair of UICTi ne
val ues: "not before" and "not after”
6. subject DN of entity who owns the public key.
7. subjectPublicKeylnfo Publ i c key val ue and al gorithm O D
8. issuerUniqueldentifier Defined for v2, v3; optional
9. subjectUniqueldentifier Defined for v2, v2; optional
10. extensions Defined only for v3; optional
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$ XTACACS
See: (secondary definition under) Terminal Access Controller (TAC
Access Control System

$ Yel | ow Book
(D) 1SDs SHOULD NOT use this termas a synonym for "Conputer
Security Requirenments: Guidance for Applying the Departnent of
Def ense Trusted Conputer System Evaluation Criteria in Specific
Envi ronments" [CSC3]. Instead, use the full proper nane of the
docunent or, in subsequent references, a conventiona
abbrevi ation. (See: (usage note under) G een Book, Rai nbow
Series.)

$ zeroize
(1) Use erasure or other nmeans to render stored data unusable and
unrecoverable, particularly a key stored in a cryptographic nodul e
or other device.

(O Erase electronically stored data by altering the contents of
the data storage so as to prevent the recovery of the data.
[ FP140]

4. References
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5. Security Considerations
Thi s docunent only defines security ternms and reconmends how to use
them It does not describe in detail the vulnerabilities of, threats
to, or mechanisns that protect specific Internet protocols.
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