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1. Introduction

Thi s docunent defines terms used in neasuring the performance of
firewalls. It extends the term nol ogy al ready used for benchmarking
routers and switches with definitions specific to firewalls.

Forwardi ng rate and connection-oriented neasurenments are the prinmary
metrics used in this docunent.

Why do we need firewall performance neasurenents? First, despite the
rapid rise in firewall deploynent, there is no standard nethod of
performance neasurenent. Second, inplenentations vary w dely, naking
it difficult to do direct performance conparisons. Finally, nore and
nore organi zations are deploying firewalls on internal networks
operating at relatively high speeds, while nost firewal

i npl ementations remain optimzed for use over relatively | ow speed
wi de- area connections. As a result, users are often unsure whether
the products they buy will stand up to relatively heavy | oads.

2. Existing definitions

Thi s docunent uses the conceptual franmework established in RFCs 1242
and 2544 (for routers) and RFC 2285 (for switches). The router and
switch docunents contain discussions of several terns relevant to
benchmar ki ng the performance of firewalls. Readers should consult the
router and switch docunments before maki ng use of this docunent.

Thi s docunent uses the definition format described in RFC 1242,
Section 2. The sections in each definition are: definition

di scussi on, neasurenent units (optional), issues (optional), and
cross-references.
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3. Termdefinitions
3.1 Allowed traffic

Definition:
Packets forwarded as a result of the rule set of the device under
test/system under test (DUT/SUT).

Di scussi on
Firewalls typically are configured to forward only those packets
explicitly permtted in the rule set. Forwarded packets nust be
included in calculating the bit forwarding rate or maxi mum bit
forwarding rate of the DUT/SUT. All other packets nust not be
included in bit forwarding rate cal cul ati ons.

Thi s docunent assumes 1:1 correspondence of allowed traffic offered
to the DUT/ SUT and forwarded by the DUT/ SUT. There are cases where
the DUT/ SUT may forward nore traffic than it is offered; for
exanpl e, the DUT/SUT nay act as a nmil exploder or a nulticast
server. Any attenpt to benchmark forwarding rates of such traffic
must include a description of how nmuch traffic the tester expects
to be forwarded.

Unit of measurenent:
not applicabl e

| ssues:

See al so:

policy
rul e set

3.2 Application proxy

Definition:
A proxy service that is set up and torn down in response to a
client request, rather than existing on a static basis.

Di scussi on
Circuit proxies always forward packets containing a given port
nunber if that port nunmber is permtted by the rule set.
Application proxies, in contrast, forward packets only once a
connection has been established using sone known protocol. \Wen the
connection closes, a firewall using applicaton proxies rejects
i ndi vi dual packets, even if they contain port nunmbers allowed by a
rul e set.
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Unit of neasurenent:
not applicable

| ssues:
circuit proxy
rule sets

See al so:
allowed traffic
circuit proxy
pr oxy
rejected traffic
rule set

3.3 Authentication

Definition:
The process of verifying that a user requesting a network resource
is who he, she, or it clains to be, and vice versa

Di scussi on
Trust is a critical concept in network security. Any network
resource (such as a file server or printer) typically requires
aut henti cation before granting access.

Aut hentication takes many forns, including but not linmted to IP
addresses; TCP or UDP port numbers; passwords; external token
aut hentication cards; and bionetric identification such as
signature, speech, or retina recognition systens.

The entity being authenticated might be the client nmachine (for
exanpl e, by proving that a given |IP source address really is that
address, and not a rogue nachi ne spoofing that address) or a user
(by proving that the user really is who he, she, or it clains to
be). Servers might also authenticate thenselves to clients.

Testers should be aware that in an increasingly nobile society,
aut henti cati on based on machi ne-specific criteria such as an IP
address or port nunber is not equivalent to verifying that a given
i ndi vidual is making an access request. At this witing systens
that verify the identity of users are typically external to the
firewall, and nmay introduce additional |latency to the overall SUT.

Unit of neasurenent:
not applicable

| ssues:
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See al so:
user

3.4 Bit forwarding rate

Definition:
The nunber of bits per second of allowed traffic a DUT/ SUT can be
observed to transmit to the correct destination interface(s) in
response to a specified offered | oad.

Di scussi on
This definition differs substantially fromsection 3.17 of RFC 1242
and section 3.6.1 of RFC 2285.

Unli ke both RFCs 1242 and 2285, this definition introduces the
notion of different classes of traffic: allowed, illegal, and
rejected (see definitions for each termj. For benchmarKking
purposes, it is assuned that bit forwardi ng rate neasurenents
include only allowed traffic.

Unli ke RFC 1242, there is no reference to lost or retransnmitted
data. Forwarding rate is assuned to be a goodput neasurenment, in
that only data successfully forwarded to the destination interface
is neasured. Bit forwarding rate nust be nmeasured in relation to
the offered load. Bit forwarding rate may be neasured with
differed load levels, traffic orientation, and traffic

di stribution.

Unl i ke RFC 2285, this measurenent counts bits per second rather
than franes per second. Testers interested in frane (or frame-1like)
nmeasur enents shoul d use units of transfer

Unit of nmeasurenent:
bits per second

| ssues:
Allowed traffic vs. rejected traffic

See al so:
allowed traffic
goodput
illegal traffic
rejected traffic
unit of transfer
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3.5 Circuit proxy

Definition:
A proxy service that statically defines which traffic will be
f or war ded

Di scussi on
The key difference between application and circuit proxies is that
the latter are static and thus will always set up a connection if
the DUT/SUT's rule set allows it. For exanple, if a firewall’s rule
set permits ftp connections, a circuit proxy will always forward
traffic on TCP port 20 (ftp-data) even if no control connection was
first established on TCP port 21 (ftp-control).

Unit of measurenent:
not applicable

| ssues:
application proxy
rule sets

See al so:
allowed traffic
application proxy
pr oxy
rejected traffic
rul e set

3.6 Concurrent connections

Definition:
The aggregate nunmber of sinultaneous connections between hosts
across the DUT/ SUT, or between hosts and the DUT/ SUT

Di scussi on
The nunber of concurrent connections a firewall can support is just
as inportant a netric for some users as nmaxi mum bit forwarding
rate.

Whil e "connection" describes only a state and not necessarily the
transfer of data, concurrency assunes that all existing connections
are in fact capable of transferring data. If a data cannot be sent
over a connection, that connection should not be counted toward the
number of concurrent connections.

Further, this definition assunes that the ability (or lack thereof)

to transfer data on a given connection is solely the responsibility
of the DUT/ SUT. For exanple, a TCP connection that a DU/ SUT has
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left ina FINWIT 2 state clearly should not be counted. But

anot her connection that has tenporarily stopped transferring data
because sonme external device has restricted the flow of data is not
necessarily defunct. The tester should take neasures to isolate
changes in connection state to those effected by the DUT/ SUT.

Unit of neasurenent:
Concurrent connections
Maxi mum nunber of concurrent connections

| ssues:

See al so:
connecti ons
connection establishnent tinme
connecti on over head

3.7 Connection

Definition:
A state in which two hosts, or a host and the DUT/ SUT, agree to
exchange data using a known protocol

Di scussi on
A connection is an abstraction describing an agreenent between two
nodes: One agrees to send data and the other agrees to receive it.

Connections night use TCP, but they don’'t have to. Ot her protocols
such as ATM al so mi ght be used, either instead of or in addition to
TCP connecti ons.

What constitutes a connection depends on the application. For a
nati ve ATM application, connections and virtual circuits may be
synonynous. For TCP/IP applications on ATM networks (where nultiple
TCP connections may ride over a single ATMvirtual circuit), the
nunber of TCP connections nmay be the nobst inportant consideration

Additionally, in some cases firewalls nmay handle a m xture of
nati ve TCP and native ATM connections. In this situation, the

wr appers around user data will differ. The nost neaningful netric
descri bes what an end-user wll see.

Dat a connections describe state, not data transfer. The existence
of a connection does not inply that data travels on that connection
at any given tinme, although if data cannot be forwarded on a
previously established connection that connection should not be
considered in any aggregrate connecti on count (Ssee concurrent
connecti ons).
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A firewall’s architecture dictates where a connection term nates.
In the case of application or circuit proxy firewalls, a connection
term nates at the DUT/SUT. But firewalls using packet filtering or
stateful packet filtering designs act only as passthrough devices,
in that they reside between two connection endpoints. Regardl ess of
firewall architecture, the nunber of data connections is stil

rel evant, since all firewalls performsone form of connection

mai nt enance; at the very least, all check connection requests
against their rule sets.

Furt her, note that connection is not an atom c unit of neasurenent
in that it does not describe the various steps involved in
connection setup, nmintenance, and teardown. Testers may w sh to

t ake separate neasurenents of each of these conponents.

When benchrmarking firewall performance, it’s inmportant to identify
the connection establishnent and teardown procedures, as these nust
not be included when neasuring steady-state forwardi ng rates.

Furt her, forwarding rates nust be neasured only after any security
associ ati ons have been established.

Though it seens paradoxical, connectionless protocols such as UDP
may al so involve connections, at |east for the purposes of firewal
perfornmance neasurenent. For exanple, one host may send UDP packets
to another across a firewall. If the destination host is |listening
on the correct UDP port, it receives the UDP packets. For the
purposes of firewall perfornmance neasurement, this is considered a
connecti on.

Unit of measurenent:
concurrent connections
connection
connection establishnent tinme
maxi mum nunber of concurrent connections
connection teardown tine

| ssues:
application proxy vs. stateful packet filtering
TCP/ I P vs. ATM

connection-oriented vs. connectionl ess
See al so:
data source

concurrent connections
connection establishnent
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connection establishnent tine
connecti on teardown
connection teardown tine

3.8 Connection establishnment

Definition:
The data exchanged between hosts, or between a host and the
DUT/ SUT, to initiate a connection

Di scussi on
Connection-oriented protocols |ike TCP have a proscribed
handshaki ng procedure when | aunching a connection. Wen
benchmarking firewall performance, it is inport to identify this
handshaki ng procedure so that it is not included in neasurenents of
bit forwarding rate or UOTs per second.

Testers may al so be interested in neasurenents of connection
establishnent time through or with a given DUT/ SUT

Unit of neasurenent:
not applicable

See al so:
connection
connection establishenment tine
connecti on mai ntenance
connection tear down

| ssues:
not applicabl e

3.9 Connection establishment tine

Definition:
The I ength of tine needed for two hosts, or a host and the DUT/ SUT,
to agree to set up a connection using a known protocol

Di scussi on
Each connection-oriented protocol has its own defined mechani sns
for setting up a connection. For purposes of benchmarking firewal
performance, this shall be the interval between receipt of the
first bit of the first octet of the packet carrying a connection
est abl i shnent request on a DUT/SUT interface until transm ssion of
the last bit of the last octet of the | ast packet of the connection
setup traffic headed in the opposite direction
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3.

This definition applies only to connection-oriented protocols such

as TCP. For connectionless protocols such as UDP, the notion of
connection establishment tinme is not meani ngful

Unit of neasurenent:

Connection establishnent tinme

| ssues:

See al so:

10

concurrent connections
connecti on
connecti on nmai ntenance

Connecti on mai nt enance

Definition:

The data exchanged between hosts, or between a host and the
DUT/ SUT, to ensure a connection is kept alive.

scussi on:

Some i npl ementations of TCP and ot her connection-oriented protocols
use "keep-alive" data to maintain a connection during periods where
no user data is exchanged

When benchrmarking firewall performance, it is useful to identfy
connection mai ntenance traffic as distinct from UOIs per second.

G ven that maintenance traffic may be characterized by short bursts
at periodical intervals, it may not be possible to describe a
steady-state forwarding rate for nmaintenance traffic. One possible
approach is to identify the quantity of maintenance traffic, in
bytes or bits, over a given interval, and divide through to derive
a neasurenment of maintenance traffic forwarding rate.

Unit of neasurenent:

mai nt enance traffic
forwarding rate

See al so:

connection

connection establishnment tine
connection teardown
connection teardown tine

| ssues:

not applicable
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3. 11 Connection over head

Definition:
The degradation in bit forwarding rate, if any, observed as a
result of the addition of one connection between two hosts through
the DUT/ SUT, or the addition of one connection froma host to the
DUT/ SUT.

Di scussi on
The menory cost of connection establishment and mai ntenance is
hi ghly inplenentation-specific. This nmetric is intended to describe
that cost in a method visible outside the firewall.

It may al so be desirable to invert this netric to show the
performance i nprovenent as a result of tearing down one connection

Unit of measurenent:
bit forwarding rate

| ssues:
3. 12 Connection teardown

Definition:
The data exchanged between hosts, or between a host and the
DUT/ SUT, to close a connection

Di scussi on
Connection-oriented protocols |ike TCP follow a stated procedure
when endi ng a connection. Wen benchmarking firewall performance,
it is inportant to identify the teardown procedure so that it is
not included in neasurenents of bit forwarding rate or UOTs per
second.

Testers may al so be interested in nmeasurements of connection
teardown tine through or with a gi ven DUT/ SUT

Unit of neasurenent:
not applicable

See al so:
connection teardown tine

| ssues:
not applicable
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3.13 Connection teardown tinme

Definition:
The I ength of tine needed for two hosts, or a host and the DUT/ SUT,
to agree to tear down a connection using a known protocol

Di scussi on
Each connection-oriented protocol has its own defined nmechanisns
for dropping a connection. For purposes of benchmarking firewal
performance, this shall be the interval between receipt of the
first bit of the first octet of the packet carrying a connection
teardown request on a DUT/SUT interface until transm ssion of the
last bit of the last octet of the | ast packet of the connection
teardown traffic headed in the opposite direction

This definition applies only to connection-oriented protocols such
as TCP. For connectionl ess protocols such as UDP, the notion of
connection teardown tine is not neani ngful

Unit of neasurenent:
Connection teardown tine

| ssues:

See al so:
concurrent connections
connection
connecti on mai nt enance

3.14 Data source

Definition:
A host capabl e of generating traffic to the DUT/ SUT.

Di scussi on
One data source may enulate nultiple users or hosts. In addition
one data source may offer traffic to nultiple network interfaces on
t he DUT/ SUT.

The term "data source" is deliberately independent of any nunber of
users. It is useful to think of data sources sinply as traffic
generators, without any correlation to any given nunber of users.

Unit of neasurenent:
not applicable

| ssues:
user
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See al so:
connecti on
user

3.15 Demlitarized zone

Definition:
A network segnment or segnents | ocated between protected and
unpr ot ect ed networks.

Di scussi on
As an extra security neasure, networks may be designed such that
protected and unprotected segnments are never directly connected.
Instead, firewalls (and possibly public resources such as HITP or
FTP servers) reside on a so-called DVZ network

DVZ networks are sonmetines called perineter networks.

Unit of neasurenent:
not applicable

| ssues:
Homed

See al so:
prot ected network
unpr ot ect ed network

3.16 Firewal

Definition:
A device or group of devices that enforces an access control policy
bet ween net wor ks.

Di scussi on
While there are many different ways to acconplish it, all firewalls
do the sane thing: control access between networKks.

The nmost common configuration involves a firewall connecting two
segnments (one protected and one unprotected), but this is not the
only possible configuration. Many firewalls support tri-hom ng
all owing use of a DMZ network. It is possible for a firewall to
accommodate nore than three interfaces, each attached to a

di fferent network segnent.

The criteria by which access are controlled are not specified here.

Typically this has been done using network- or transport-I|ayer
criteria (such as | P subnet or TCP port nunber), but there is no
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reason this nust always be so. A growi ng nunmber of firewalls are
controlling access at the application |ayer, using user
identification as the criterion. And firewalls for ATM networks may
control access based on data link-layer criteria.

Unit of measurenent:
not applicabl e

| ssues:

See al so:
D)\Y/4
tri-honmed
user

3. 17 Goodput

Definition:
The nunber of bits per unit of tinme forwarded to the correct
destination interface of the DUT/SUT, minus any bits |lost or
retransmtted

Di scussi on
Firewalls are generally insensitive to packet loss in the network.
As such, nmeasurenents of gross bit forwarding rates are not
meani ngful since (in the case of proxy-based and stateful packet
filtering firewalls) a receiving endpoint directly attached to a
DUT/ SUT woul d not receive any data dropped by the DUT/ SUT

The type of traffic lost or retransnmtted is protocol -dependent.
TCP and ATM for exanple, request different types of

retransm ssions. Testers nust observe retransnmitted data for the
protocol in use, and subtract this quantity from neasurenents of
gross bit forwarding rate.

Unit of neasurenent:
bits per second

| ssues:
allowed vs. rejected traffic

See al so:
allowed traffic
bit forwarding rate
rejected traffic

Newnman I nf or mat i onal [ Page 14]



RFC 2647 Firewal | Performance Termn nol ogy August 1999

3.18 Honed

Definition:
The nunber of logical interfaces a DUT/ SUT contains.

Di scussi on
Firewalls typically contain at least two logical interfaces. In
net wor k t opol ogi es where a DMZ is used, the firewall usually
contains at least three interfaces and is said to be tri-honed.
Additional interfaces would nmake a firewall quad-homed, quint-
honed, and so on

It is theoretically possible for a firewall to contain one physica
interface and multiple logical interfaces. This configuration is
di scouraged for testing purposes because of the difficulty in

veri fying that no | eakage occurs between protected and unprotected
segnent s.

Unit of neasurenent:
not applicable

| ssues:

See al so:
tri-honmed

3.19 Illegal traffic

Definition:
Packets specified for rejection in the rule set of the DUT/ SUT.

Di scussi on
A buggy or msconfigured firewall mght forward packets even though
its rule set specifies that these packets be dropped. Illega
traffic differs fromrejected traffic in that it describes al
traffic specified for rejection by the rule set, while rejected
traffic specifies only those packets actually dropped by the
DUT/ SUT

Unit of neasurenent:
not applicable

| ssues:
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See al so:
accepted traffic
policy
rejected traffic
rul e set

3. 20 Loggi ng

Definition:
The recordi ng of user requests nmade to the firewall

Di scussi on
Firewalls typically log all requests they handl e, both allowed and
rejected. For many firewall designs, |ogging requires a significant
anmount of processing overhead, especially when conplex rule sets
are in use.

The type and anount of data |ogged varies by inplenentation.
Testers may find it desirable to | og equival ent data when conpari ng
di fferent DUT/ SUTs.

Some systens all ow | ogging to take place on systens other than the
DUT/ SUT.

Unit of neasurenent:
not applicable

| ssues:
rul e sets

See al so:
allowed traffic
connection
rejected traffic

3.21 Network address transl ation

Definition:
A nmet hod of mapping one or nore private, reserved | P addresses to
one or nore public | P addresses.

Di scussi on
In the interest of conserving the | Pv4 address space, RFC 1918
proposed the use of certain private (reserved) blocks of IP
addresses. Connections to public networks are nade by use of a
device that translates one or nore RFC 1918 addresses to one or
nmore public addresses--a network address transl ator (NAT).
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The use of private addressing also introduces a security benefit in
that RFC 1918 addresses are not visible to hosts on the public
I nternet.

Some NAT inplenentations are conmputationally intensive, and may
affect bit forwarding rate.

Unit of neasurenent:
not applicable

| ssues:
See al so:
3.22 Packet filtering

Definition:
The process of controlling access by exani ning packets based on the
content of packet headers.

Di scussi on
Packet-filtering devices forward or deny packets based on
i nformati on in each packet’s header, such as |IP address or TCP port
nunber. A packet-filtering firewall uses a rule set to determn ne
which traffic should be forwarded and whi ch should be bl ocked.

Unit of nmeasurenent:
not applicable

| ssues:
static vs. stateful packet filtering

See al so:
application proxy
circuit proxy
pr oxy
rule set
stateful packet filtering

3.23 Policy
Definition:

A docunent defining acceptable access to protected, DMZ, and
unpr ot ect ed networks.
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Di scussi on
Security policies generally do not spell out specific
configurations for firewalls; rather, they set general guidelines
for what is and is not acceptable network access.

The actual nechanismfor controlling access is usually the rule set
i mpl enented in the DUT/ SUT.

Unit of measurenent:
not applicable

| ssues:

See al so:
rul e set

3.24 Protected network

Definition:
A network segnent or segnents to which access is controlled by the
DUT/ SUT

Di scussi on
Firewalls are intended to prevent unauthorized access either to or
fromthe protected network. Depending on the configuration
specified by the policy and rule set, the DUT/SUT nay all ow hosts
on the protected segnent to act as clients for servers on either
the DVZ or the unprotected network, or both.

Protected networks are often called "internal networks." That term
is not used here because firewalls increasingly are depl oyed within
an organi zation, where all segnents are by definition internal

Unit of neasurenent:
not applicabl e

| ssues:

See al so:

demlitarized zone (DMZ)
unpr ot ect ed network
policy

rule set

unpr ot ect ed network
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3. 25 Proxy

Definition:
A request for a connection nade on behal f of a host.

Di scussi on
Proxy-based firewalls do not allow direct connections between
hosts. Instead, two connections are established: one between the
client host and the DUT/ SUT, and anot her between the DUT/ SUT and
server host.

As with packet-filtering firewalls, proxy-based devices use a rule
set to deternine which traffic should be forwarded and whi ch shoul d
be rejected.

There are two types of proxies: application proxies and circuit
pr oxi es.

Unit of neasurenent:
not applicable

| ssues:
application

See al so:
application proxy
circuit proxy
packet filtering
stateful packet filtering

3.26 Rejected traffic

Definition:
Packets dropped as a result of the rule set of the DUT/ SUT.

Di scussi on
For purposes of benchnarking firewall performance, it is expected
that firewalls will reject all traffic not explicitly permtted in
the rule set. Dropped packets must not be included in calculating
the bit forwarding rate or maxi mumbit forwarding rate of the
DUT/ SUT.

Unit of neasurenent:
not applicabl e

| ssues:
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See al so:
allowed traffic
illegal traffic
policy
rul e set

3.27 Rul e set

Definition:
The col | ecti on of access control rules that determnm nes which
packets the DUT/SUT will forward and which it will reject.

Di scussi on
Rul e sets control access to and fromthe network interfaces of the

DUT/ SUT. By definition, rule sets do not apply equally to al
network interfaces; otherw se there would be no need for the
firewall. For benchnmarking purposes, a specific rule set is
typically applied to each network interface in the DUT/ SUT.

The tester nust describe the conplete contents of the rule set of
each DUT/ SUT.

To ensure neasurenents reflect only traffic forwarded by the
DUT/ SUT, testers are encouraged to include a rule denying all
access except for those packets allowed by the rule set.

Unit of neasurenent:
not applicable

| ssues:

See al so:
allowed traffic
demlitarized zone (DMZ)
illegal traffic
policy
prot ected network
rejected traffic
unpr ot ect ed network

3.28 Security association
Definition:

The set of security information relating to a given network
connection or set of connections.
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Di scussi on
This definition covers the rel ationship between policy and
connections. Security associations (SAs) are typically set up
during connection establishnent, and they nmay be reiterated or
revoked during a connection

For purposes of benchnmarking firewall perfornmance, neasurenents of
bit forwarding rate or UOTs per second nust be taken after al
security associations have been established.

Unit of neasurenent:
not applicabl e

See al so:
connection
connection establishnent
policy
rul e set

3.29 Stateful packet filtering

Definition
The process of forwarding or rejecting traffic based on the
contents of a state table nmamintained by a firewall.

Di scussi on
Packet filtering and proxy firewalls are essentially static, in
that they always forward or reject packets based on the contents of
the rule set.

In contrast, devices using stateful packet filtering will only
forward packets if they correspond with state information

mai nt ai ned by the device about each connection. For exanple, a
stateful packet filtering device will reject a packet on port 20
(ftp-data) if no connection has been established over the ftp
control port (usually port 21).

Unit of neasurenent:
not applicable

| ssues:
See al so:

appl i cat on proxy
packet filtering

pr oxy
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3.30 Tri-honed

Definition:
Afirewall with three network interfaces.

Di scussi on
Tri-honed firewalls connect three network segnents with different
net wor k addresses. Typically, these would be protected, DMZ, and
unpr ot ect ed segnents.

Atri-honed firewall may offer some security advantages over
firewalls with two interfaces. An attacker on an unprotected
networ k may conproni se hosts on the DMZ but still not reach any
hosts on the protected network.

Unit of neasurenent:
not applicable

| ssues:
Usual |y the differentiator between one segnent and another is its
| P address. However, firewalls nmay connect different networks of
ot her types, such as ATM or Netware segnents.

See al so:
honed

3.31 Unit of transfer

Definition:
A discrete collection of bytes conprising at | east one header and
optional user data.

Di scussi on
This metric is intended for use in describing steady-state
forwardi ng rate of the DUT/ SUT.

The unit of transfer (UOT) definition is deliberately left open to
interpretation, allow ng the broadest possible application
Exanpl es of UOTs include TCP segnents, |P packets, Ethernet franes,
and ATM cel |l s.

While the definition is deliberately broad, its interpretation nust
not be. The tester nust describe what type of UOT will be offered
to the DUT/ SUT, and nust offer these UOls at a consistent rate.
Traffic neasurenment nmust begin after all connection establishnent
routi nes conpl ete and before any connection conpletion routine
begins. Further, nmeasurenents nust begin after any security

associ ations (SAs) are established and before any SA is revoked.
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Testers also nust conpare only like UOTs. It is not appropriate,
for exanple, to conpare forwarding rates by offering 1, 500-byte
Et hernet UOTs to one DUT/ SUT and 53-byte ATM cells to another

Unit of neasurenent:
Units of transfer
Units of transfer per second

| ssues:

See al so:
bit forwarding rate
connection

3.32 Unprotected network

Definition:
A network segnent or segnents to which access is not controlled by
t he DUT/ SUT

Di scussi on
Firewal | s are depl oyed between protected and unprotected segnents.
The unprotected network is not protected by the DUT/ SUT

Note that a DUT/SUT' s policy nmay specify hosts on an unprotected
networ k. For exanple, a user on a protected network nay be
permitted to access an FTP server on an unprotected network. But

t he DUT/ SUT cannot control access between hosts on the unprotected
net wor k.

Unit of neasurenent:
not applicable

| ssues:

See al so:
dem litarized zone (DMZ)
policy
prot ected network
rul e set

3. 33 User
Definition:

A person or process requesting access to resources protected by the
DUT/ SUT
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Di scussi on
"User" is a problematic termin the context of firewall perfornmance
testing, for several reasons. First, a user may in fact be a
process or processes requesting services through the DUT/ SUT
Second, different "user" requests nmay require radically different
anounts of DUT/SUT resources. Third, traffic profiles vary widely
from one organi zation to another, making it difficult to
characterize the load offered by a typical user

For these reasons, testers should not attenpt to neasure DUT/ SUT
performance in terns of users supported. Instead, testers should
descri be performance in terns of nmaximumbit forwarding rate and
maxi mum nunmber of connections sustained. Further, testers should
use the term"data source" rather than user to describe traffic
generator(s).

Unit of neasurenent:
not applicabl e

| ssues:

See al so:
data source

4. Security Considerations

The primary goal of this meno is to describe terns used in
benchmarking firewall perfornmance. However, readers should be aware
that there is sone overlap between performance and security issues.
Specifically, the optinmal configuration for firewall perfornmance nay
not be the nobst secure, and vice-versa

Further, certain forms of attack may degrade performance. One common
form of denial-of-service (DoS) attack bonbards a firewall with so
much rejected traffic that it cannot forward allowed traffic. DoS
attacks do not always involve heavy | oads; by definition, DoS
describes any state in which a firewall is offered rejected traffic
that prohibits it fromforwarding sone or all allowed traffic. Even a
smal | amount of traffic may significantly degrade firewal

performance, or stop the firewall altogether. Further, the safeguards
in firewalls to guard agai nst such attacks may have a significant
negative inpact on performance.

Since the library of attacks is constantly expanding, no attenpt is

made here to define specific attacks that may affect perfornmance
Nonet hel ess, any reasonabl e perfornmance benchmark should take into
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consi derati on saf eguards agai nst such attacks. Specifically, the same
saf eguards should be in place when conparing perfornance of different
firewal |l inplenentations.
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Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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