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M crosoft Vendor-specific RAD US Attributes
Status of this Menp
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not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C The Internet Society (1999). Al Rights Reserved.
Abst r act

Thi s docunment describes the set of Mcrosoft vendor-specific RAD US
attributes. These attributes are designed to support M crosoft
proprietary dial-up protocols and/or provide support for features
which is not provided by the standard RADIUS attribute set [3]. It
is expected that this meno will be updated whenever M crosoft defines
a new vendor-specific attribute, since its primary purpose is to
provi de an open, easily accessible reference for third-parties

wi shing to interoperate with M crosoft products.

1. Specification of Requirenents

In this docunent, the key words "MAY", "MJST, "MJST NOTI", "optional",
"recomended", "SHOULD', and "SHOULD NOT" are to be interpreted as
described in [2].

2. Attributes

The followi ng sections describe sub-attributes which may be
transmitted in one or nore RADIUS attributes of type Vendor- Specific
[3]. More than one sub-attribute MAY be transnmitted in a single
Vendor - Specific Attribute; if this is done, the sub-attributes SHOULD
be packed as a sequence of Vendor-Type/ Vendor-Length/Val ue triples
following the inital Type, Length and Vendor-I1D fields. The Length
field of the Vendor-Specific Attribute MIST be set equal to the sum
of the Vendor-Length fields of the sub-attributes contained in the
Vendor - Specific Attribute, plus six. The Vendor-ID field of the
Vendor - Specific Attribute(s) MIST be set to decinal 311 (Mcrosoft).
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2.1. Attributes for Support of Ms-CHAP Version 1
2.1.1. Introduction

M crosoft created M crosoft Chall enge-Handshake Authentication
Protocol (Ms-CHAP) [4] to authenticate renpte Wndows workstations,
providing the functionality to which LAN-based users are accustoned.
Where possible, MS-CHAP is consistent with standard CHAP [5], and the
differences are easily nodul arized. Briefly, the differences between
M5- CHAP and standard CHAP are:

* MS-CHAP is enabl ed by negotiating CHAP Al gorithm 0x80 in LCP
option 3, Authentication Protocol.

* The Ms-CHAP Response packet is in a format designed for
conmpatibility with Mcrosoft Wndows NT 3.5, 3.51 and 4.0,
M crosoft W ndows95, and M crosoft LAN Manager 2.x networ ki ng
products. The Ms-CHAP format does not require the authenticator
to store a clear-text or reversibly encrypted password.

* MS- CHAP provides an authenticator-controlled authentication
retry mechani sm

* MS- CHAP provi des an authenticator-controll ed password changi ng
mechani sm

* MS- CHAP defines an extended set of reason-for-failure codes,
returned in the Failure packet Message field.

The attributes defined in this section reflect these differences.
2.1.2. Ms-CHAP-Chal | enge
Description
This Attribute contains the challenge sent by a NAS to a M crosoft
Chal | enge- Handshake Aut henticati on Protocol (Ms-CHAP) user. It

MAY be used in both Access-Request and Access- Chal | enge packets.

A summary of the Ms-CHAP-Challenge Attribute format is shown bel ow.
The fields are transmtted fromleft to right.

Zorn I nf or mat i onal [ Page 2]



RFC 2548 M crosoft Vendor-specific RAD US Attributes March 1999

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | String. .
B T e o i S I i i S S N iy St S I S S

Vendor - Type
11 for Ms- CHAP- Chal | enge.

Vendor - Lengt h
> 2

String
The String field contains the Ms-CHAP chal | enge.

2.1.3. M5-CHAP- Response
Description
This Attribute contains the response val ue provided by a PPP
M crosoft Chal | enge- Handshake Aut hentication Protocol (Ms CHAP)
user in response to the challenge. It is only used in Access-

Request packets.

A summary of the Ms-CHAP-Response Attribute format is shown bel ow.
The fields are transmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | | dent | Fl ags

B T e o i S I i i S S N iy St S I S S

| LM Response

T e e i i e e T S e LR e
LM Response (cont)

i T o e e S e L et o S ol S R R SR
LM Response (cont)

B T e o i S I i i S S N iy St S I S S
LM Response (cont)

T T T e i i e Ll ks ik i I SR N SR
LM Response (cont)

i T o e e S e L et o S ol S R R SR
LM Response(cont)

B T e o i S I i i S S N iy St S I S S

NT- Response

T e e i i e e e st i s s SN SR
NT- Response (cont)

i T o e e S e L et o S ol S R R SR
NT- Response (cont)

B T e o i S I i i S S N iy St S I S S
NT- Response (cont)

T T T e i i e Ll ks ik i I SR N SR
NT- Response (cont)

i T o e e S e L et o S ol S R R SR
NT- Response (cont)

B T e o i S I i i S S N iy St S I S S

Vendor - Type
1 for Ms-CHAP- Response.

Vendor - Lengt h

52
| dent
I dentical to the PPP CHAP ldentifier.
Fl ags
The Flags field is one octet in length. |If the Flags field is one

(0x01), the NT-Response field is to be used in preference to the
LM Response field for authentication. The LM Response field MAY
still be used (if non-enpty), but the NT-Response SHOULD be tried
first. If it is zero, the NT-Response field MJUST be ignored and
the LM Response field used.
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LM Response
The LM Response field is 24 octets in length and hol ds an encoded
function of the password and the received challenge. If this
field is enpty, it SHOULD be zero-filled.

NT- Response

The NT-Response field is 24 octets in length and hol ds an encoded
function of the password and the received challenge. If this
field is enpty, it SHOULD be zero-filled.

2.1.4. Ms-CHAP- Donai n
Descri ption

The MS-CHAP-Domain Attribute indicates the Wndows NT domain in
whi ch the user was authenticated. |t MAY be included in both
Access- Accept and Accounti ng- Request packets.

A summary of the MsS-CHAP-Domain Attribute format is given below. The
fields are transmitted left to right.

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S

| Vendor-Type | Vendor-Length | | dent | String..
R R R R e e s o S e R S S S S S S e e e e e

Vendor - Type
10 for Ms- CHAP- Donsi n.

Vendor - Lengt h

> 3

| dent
The lIdent field is one octet and aids in matching requests and
replies.

String

This field contains the nane in ASCI| of the Wndows NT domain in
whi ch the user was aut henti cat ed.
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2.1.5. NM5-CHAP-Error
Descri ption

The MS-CHAP-Error Attribute contains error data related to the
precedi ng M5- CHAP exchange. This Attribute nay be used in both
M5- CHAP- V1 and Ms- CHAP-V2 (see bel ow) exchanges. It is only used
in Access-Rej ect packets.

A summary of the MS-CHAP-Error Attribute format is given below The
fields are transmtted left to right.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Vendor-Type | Vendor-Length | | dent | String. ..
B T e o i S I i i S S N iy St S I S S

Vendor - Type
2 for Ms-CHAP-Error.

Vendor - Lengt h

> 3

| dent
The lIdent field is one octet and aids in matching requests and
replies.

String

This field contains specially formatted ASCI| text, which is
interpreted by the authenticating peer.

2.1.6. M5-CHAP-CPW1
Descri ption

This Attribute allows the user to change their password if it has
expired. This Attribute is only used in Access-Request packets, and
should only be included if an M5-CHAP-Error attribute was included in
the i medi ately precedi ng Access-Reject packet, the String field of
the M5-CHAP-Error attribute indicated that the user password had
expired, and the M5-CHAP version is |less than 2.

A summary of the MS-CHAP-CPW 1 Attribute format is shown below. The
fields are transmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
T i i S i i S S e b s

| Vendor-Type | Vendor-Length | Code | | dent
B T e o i S I i i S S N iy St S I S S
| LM A d- Password
I S T it S T it S S S S S
LM d d- Password (cont)
T i i S ity i S S S S it N S
LM d d- Password (cont)
B T e o i S I i i S S N iy St S I S S
LM A d- Password (cont)
I S S S T i S S S i S
LM New Passwor d
T i T i S e S S S
LM New Password (cont)
B T e o i S I i i S S N iy St S I S S
LM New Password (cont)
I S S S T i S S S i 3
LM New Password (cont)
T i i S ity i S S S S it N S
NT- A d- Password
B T e o i S I i i S S N iy St S I S S
NT- A d- Password (cont)
I S S S T i S S S i 3
NT- A d- Password (cont)
T i i S ity i S S S S it N S
NT- A d- Password (cont)
B T e o i S I i i S S N iy St S I S S
NT- New Passwor d
I S T it S T it S S S S S
NT- New Password (cont)
T i i S ity i S S S S it N S
NT- New Password (cont)
B T e o i S I i i S S N iy St S I S S
NT- New Password (cont) |
I S S S T i S S S i S
| New- LM Passwor d- Lengt h | Fl ags
I S i S T i T S i St SN SRR N S S

Vendor - Type
3 for Ms-CHAP-PW 1

Vendor - Lengt h
72

Code
The Code field is one octet in length. Its value is always 5.
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2.

1.

| dent

The Ildent field is one octet and aids in nmatching requests and
replies.

LM d d- Passwor d

The LM A d-Password field is 16 octets in length. It contains the
encrypted Lan Manager hash of the old password.

LM New Passwor d

The LM New Password field is 16 octets in length. It contains the
encrypted Lan Manager hash of the new password.

NT- A d- Passwor d

The NT-A d-Password field is 16 octets in length. It contains the
encrypted Lan Manager hash of the old password.

NT- New Passwor d

The NT-New Password field is 16 octets in length. It contains the
encrypted Lan Manager hash of the new password.

New LM Passwor d- Lengt h

The New LM Password-Length field is two octets in |length and
contains the length in octets of the new LAN Manager-conpati bl e
password.

Fl ags

7.

The Flags field is two octets in length. |[If the |least significant
bit of the Flags field is one, this indicates that the NT-New
Password and NT-d d- Password fields are valid and SHOULD be used.
O herwi se, the LM New Password and LM O d- Password fields MJUST be
used.

M5- CHAP- CPW 2

Descri ption

Zorn

This Attribute allows the user to change their password if it has
expired. This Attribute is only used in Access-Request packets,
and should only be included if an M5-CHAP-Error attribute was
included in the i medi ately precedi ng Access-Reject packet, the
String field of the M5-CHAP-Error attribute indicated that the
user password had expired, and the MsS-CHAP version is equal to 2.

A summary of the MS-CHAP-CPW2 Attribute format is shown below. The
fields are transmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
T i i S i i S S e b s
| Vendor-Type | Vendor-Length | Code | | dent |
B T e o i S I i i S S N iy St S I S S
| A d- NT- Hash
I S T it S T it S S S S S
A d- NT- Hash (cont)
T i i S iy S S S Tk b i s
A d- NT- Hash (cont)
B T e o i S I i i S S N iy St S I S S
A d- NT-Hash (cont)
I S S S S T i I S S ik e s
A d- LM Hash
T i T i S e S S S
A d- LM Hash(cont)
B T e o i S I i i S S N iy St S I S S
A d- LM Hash(cont)
I S S S T it I S S it SN S
A d- LM Hash(cont)
T i i S L i S it SH SN N S S
LM Response
B T e o i S I i i S S N iy St S I S S
LM Response (cont)
I S S S i S i S S S e S
LM Response (cont)
T i i S i i S S S e
LM Response (cont)
B T e o i S I i i S S N iy St S I S S
LM Response (cont)
I S S S i S i S S S e S
LM Response (cont)
T i i S i i S S A e
NT- Response
B T e o i S I i o S ik sk s S A S S
NT- Response (cont)
I S S S i T S i T S S S
NT- Response (cont)
T i i S i i S S S e
NT- Response (cont)
B T e o i S I i i S S N iy St S I S S
NT- Response (cont)
I S S S i S i S S S e S
NT- Response (cont)
T i i S i i S S A e
Fl ags |
B il i S S S S S T S S
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Vendor - Type
4 for NM5-CHAP- PW 2

Vendor - Lengt h
86

Code
6

| dent
The ldent field is one octet and aids in matching requests and
replies. The value of this field MJUST be identical to that in the
Ident field in all instances of the Ms-CHAP-LM Enc- PW Ms- CHAP- NT-
Enc- PWand Ms-CHAP-PW?2 attributes contained in a single Access-
Request packet.

A d- NT- Hash
The A d-NT-Hash field is 16 octets in length. It contains the old
W ndows NT password hash encrypted with the new W ndows NT
password hash.

A d- LM Hash
The A d-LMHash field is 16 octets in length. It contains the old
Lan Manager password hash encrypted with the new Wndows NT
password hash.

LM Response
The LM Response field is 24 octets in length and hol ds an encoded
function of the password and the received challenge. |If this
field is enpty, it SHOULD be zero-filled.

NT- Response
The NT-Response field is 24 octets in length and hol ds an encoded
function of the password and the received challenge. |If this
field is enpty, it SHOULD be zero-filled.

Fl ags
The Flags field is two octets in length. |[If the least significant
bit (bit 0) of this field is one, the NT-Response field is to be
used in preference to the LM Response field for authentication.
The LM Response field MAY still be used (if present), but the NT-
Response SHOULD be tried first. |If least significant bit of the
field is zero, the NT-Response field MJUST be ignored and the LM
Response field used instead. |If bit 1 of the Flags field is one,
the A d-LMHash field is valid and SHOULD be used. |If this bit is
set, at |east one instance of the MsS-CHAP-LM Enc-PWattribute MJST
be included in the packet.
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2.1.8.

MS- CHAP- LM Enc- PW

Descri ption

This Attribute contains the new Wndows NT password encrypted with
the old LAN Manager password hash. The encrypted W ndows NT
password is 516 octets in length; since this is longer than the
maxi mum | engtth of a RADIUS attribute, the password must be split
into several attibutes for transmission. A 2 octet sequence
nunber is included in the attribute to help preserve ordering of

t he password fragments.

This Attribute is only used in Access-Request packets, in
conjunction with the M5-CHAP-CPW?2 attribute. It should only be
included if an Ms-CHAP-Error attribute was included in the

i medi atel y precedi ng Access-Reject packet, the String field of
the M5-CHAP-Error attribute indicated that the user password had
expired, and the M5-CHAP version is 2 or greater.

A summary of the MsS-CHAP-LM Enc-PWAttribute format is shown bel ow.
The fields are transmitted fromleft to right.

0

1 2 3

01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Vendor-Type | Vendor-Length | Code | | dent |
i T e i o T i e e e et e ok o Sl
| Sequence- Nunber | String ...

B T e o i S I i i S S N iy St S I S S

Vendor - Type
5 for M- CHAP-LM Enc- PW

Vendor - Lengt h
> 6

Code 6. Code is the sane as for the M5-CHAP-PW?2 attribute.

| dent
The lIdent field is one octet and aids in matching requests and
replies. The value of this field MIST be identical in all
i nstances of the MS-CHAP-LM Enc-PW Ms- CHAP- NT- Enc- PW and Ms-
CHAP-PW 2 attributes which are present in the sane Access- Request
packet .
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Sequence- Nunber
The Sequence-Nunber field is two octets in length and indicates
whi ch "chunk" of the encrypted password is contained in the
following String field.

String The String field contains a portion of the encrypted password.
2.2. MS-CHAP- NT- Enc- PW
Description

This Attribute contains the new Wndows NT password encrypted with
the old Wndows NT password hash. The encrypted W ndows NT
password is 516 octets in length; since this is longer than the
maxi mum | engtth of a RADIUS attribute, the password must be split
into several attibutes for transmission. A 2 octet sequence
nunber is included in the attribute to hel p preserve ordering of

t he password fragnents.

This Attribute is only used in Access- Request packets, in conjunc-
tion with the M5-CHAP-CPW2 and MS-CHAP2- CPWattributes. It
shoul d only be included if an Ms-CHAP-Error attribute was included
in the imedi ately precedi ng Access-Rej ect packet, the String
field of the M5-CHAP-Error attribute indicated that the user
password had expired, and the Ms-CHAP version is 2 or greater

A summary of the MsS-CHAP-NT-Enc-PWAttribute format is shown bel ow.
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S

| Vendor-Type | Vendor-Length | Code | | dent

B T T T o o S S S e i S S Tk e e Y S
| Sequence- Nunber | String ..

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Vendor - Type
6 for MsS-CHAP- NT- Enc- PW

Vendor - Lengt h
> 6

Code
6. Code is the sane as for the M5-CHAP-PW2 attribute
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2.

2.

| dent
The lIdent field is one octet and aids in matching requests and
replies. The value of this field MJST be identical in all
i nstances of the Ms-CHAP-LM Enc-PW M5- CHAP- NT- Enc- PW and Ms-
CHAP-PW 2 attributes which are present in the sane Access- Request
packet .

Sequence- Nurber
The Sequence-Nunber field is two octets in length and indicates
whi ch "chunk" of the encrypted password is contained in the
following String field.

String
The String field contains a portion of the encrypted password.

3. Attributes for Support of Ms-CHAP Version 2
3.1. Introduction

This section describes RADIUS attributes supporting version two of
M crosoft’s PPP CHAP dial ect (MS-CHAP-V2) [14]. MS-CHAP-V2 is
simlar to, but inconpatible with, M5 CHAP version one (M5 CHAP-V1)
[4]. Certain protocol fields have been deleted or reused but wth
different semantics. Were possible, M5-CHAP-V2 is consistent with
bot h MsS-CHAP-V1 and standard CHAP [1]. Briefly, the differences
bet ween Ms- CHAP-V2 and Ms- CHAP-V1 are:

* MS-CHAP-V2 is enabled by negotiating CHAP Al gorithm 0x81 in LCP
option 3, Authentication Protocol

* MS- CHAP-V2 provides nutual authentication between peers by
pi ggybacki ng a peer challenge on the Response packet and an
aut henti cator response on the Success packet.

* The cal cul ation of the "Wndows NT conpatible chall enge
response" sub-field in the Response packet has been changed to
i nclude the peer chall enge and the user nane.

* | n M5-CHAP-V1, the "LAN Manager conpatible chall enge response"
sub-field was al ways sent in the Response packet. This field
has been replaced in M5-CHAP-V2 by the Peer-Challenge field.

* The format of the Message field in the Failure packet has been
changed.

* The Change Password (version 1) and Change Password (version 2)
packets are no | onger supported. They have been replaced with a
si ngl e Change- Password packet.
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The attributes defined in this section reflect these differences.
2.3.2. MNM5-CHAP2- Response
Description

This Attribute contains the response val ue provided by an M-
CHAP- V2 peer in response to the challenge. It is only used in
Access- Request packets.

A summary of the Ms-CHAP2- Response Attribute format is shown bel ow.
The fields are transnitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Vendor-Type | Vendor-Length | | dent | Fl ags
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Peer - Chal | enge
B Lt r s i i i o o T s ks S R S
Peer - Chal | enge (cont)
B T T T o o S S S e i S S Tk e e Y S
Peer - Chal | enge (cont)
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
Peer - Chal | enge (cont)
B Lt r s i i i o o T s ks S R S
Reserved
B T T T o o S S S e i S S Tk e e Y S
Reserved (cont)
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
Response
B Lt r s i i i o o T s ks S R S
Response (cont)
B T T T o o S S S e i S S Tk e e Y S
Response (cont)
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
Response (cont)
B Lt r s i i i o o T s ks S R S
Response (cont)
B T T T o o S S S e i S S Tk e e Y S
Response (cont)
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Vendor - Type
25 for Ms-CHAP2- Response

Vendor - Lengt h
52
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| dent
I dentical to the PPP M5-CHAP v2 Identifier
Fl ags
The Flags field is one octet in length. It is reserved for future

use and MJST be zero.

Peer - Chal | enge
The Peer-Challenge field is a 16-octet random nunber.

Reser ved
This field is reserved for future use and MIUST be zero.

Response
The Response field is 24 octets in length and hol ds an encoded
function of the password, the Peer-Challenge field and the
recei ved chal | enge

2.3.3. MsS-CHAP2- Success
Descri ption

This Attribute contains a 42-octet authenticator response string.
This string MJST be included in the Message field of the Ms-CHAP-
V2 Success packet sent fromthe NAS to the peer. This Attribute
is only used in Access-Accept packets.

A summary of the MsS-CHAP2-Success Attribute format is shown bel ow
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | | dent | String. .
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S

Vendor - Type
26 for MS-CHAP2- Success.

Vendor - Lengt h
45

| dent
Identical to the PPP M5-CHAP v2 ldentifier

String
The 42-octet authenticator string (see above).
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2.3.4.

M5- CHAP2- CPW

Descri ption

This Attribute allows the user to change their password if it has
expired. This Attribute is only used in conjunction with the M5
CHAP- NT- Enc-PW attri bute in Access- Request packets, and shoul d
only be included if an M5-CHAP-Error attribute was included in the
i medi ately precedi ng Access-Reject packet, the String field of
the M5-CHAP-Error attribute indicated that the user password had
expired, and the M5-CHAP version is equal to 3.

A summary of the MsS-CHAP-CPW2 Attribute format is shown bel ow The
fields are transmitted fromleft to right.

Zorn
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0 1 2 3
01234567890123456789012345678901
T i i S i i S S e b s

| Vendor-Type | Vendor-Length | Code | | dent

B T e o i S I i i S S N iy St S I S S

| Encr ypt ed- Hash

I S T it S T i i S S S S
Encrypt ed- Hash (cont)

T i i S i it S S S SN N S
Encrypt ed- Hash (cont)

B T e o i S I i i S S N iy St S I S S
Encrypt ed- Hash (cont)

I S S S T i I S S i S

Peer - Chal | enge

I i S T i i S i it SN SRR N S S
Peer - Chal | enge (cont)

B T e o i S I i i S S N iy St S I S S
Peer - Chal | enge (cont)

I S S S Tl ity S S S i e S
Peer - Chal | enge (cont)

T i i S i S S i s it N S
Peer - Chal | enge (cont)

B T e o i S I i i S S N iy St S I S S
Peer - Chal | enge (cont)

I S S S T ity S S S i e S

NT- Response

I S i T i i S e S S e s
NT- Response (cont)

B T e o o i S I i S S iy St S I S S
NT- Response (cont)

I S S S i S i S S S e S
NT- Response (cont)

T i i S i i S S S e
NT- Response (cont)

B T e o i S I i i S S N iy St S I S S
NT- Response (cont)

I S S S i S i S S S e S

| FI ags |

T it I S S S e e

Vendor - Type
27 for Ms- CHAP2- PW

Vendor - Lengt h
70

Code
7
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| dent
The lIdent field is one octet and aids in matching requests and
replies. The value of this field MUST be identical to that in the
Ident field in all instances of the Ms-CHAP- NT-Enc-PW contained in
t he Access- Request packet.

Encrypt ed- Hash
The Encrypted-Hash field is 16 octets in length. It contains the
old Wndows NT password hash encrypted with the new Wndows NT
password hash.

NT- Response
The NT-Response field is 24 octets in I ength and hol ds an encoded
function of the new password, the Peer-Challenge field and the
recei ved chal |l enge

Fl ags
The Flags field is two octets in length. This field is reserved
for future use and MJUST be zero.

2.4. Attributes for MPPE Support

This section describes a set of Attributes designed to support the
use of Mcrosoft Point-to-Point Encryption (MPPE) [6] in dial-up
networks. MPPE is a neans of representing Point to Point Protoco
(PPP) [7] packets in a encrypted form MPPE uses the RSA RC4 [ 8]

al gorithm for encryption. The Iength of the session key to be used
for initializing encryption tables can be negotiated; MPPE currently
supports 40 bit and 128 bit session keys. MPPE is negotiated within
option 18 in the PPP Conpression Control Protocol (CCP)[9], [10].

2.4.1. M5- CHAP- MPPE- Keys
Description
The MsS- CHAP- MPPE- Keys Attribute contains two session keys for use
by the Mcrosoft Point-to-Point Encryption Protocol (MPPE). This

Attribute is only included in Access-Accept packets.

A summary of the Ms-CHAP- MPPE-Keys Attribute format is given bel ow
The fields are transmtted left to right.
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0 1 2 3
01234567890123456789012345678901
T i i S i i S S e b s

| Vendor-Type | Vendor-Length | Keys

B T e o i S I i i S S N iy St S I S S
Keys (cont)

I S S S T i i S
Keys (cont)

T i i S i S it N SN S
Keys (cont)

B T e o i S I i i S S N iy St S I S S
Keys (cont)

I S S S T i i S
Keys (cont)

T i i S i S it N SN S
Keys (cont)

B T e o i S I i i S S N iy St S I S S
Keys (cont)

I S S S T i i S

Keys (cont) |
B T i I S S R

Vendor - Type
12 for Ms- CHAP- MPPE- Keys.

Vendor - Lengt h
34

Keys
The Keys field consists of two |ogical sub-fields: the LM Key and
the NT-Key. The LM Key is eight octets in Iength and contains the
first eight bytes of the output of the function LnPasswordHash(P
This hash is constructed as follows: |let the plain-text password
be represented by P.

The NT-Key sub-field is sixteen octets in length and contains the
first sixteen octets of the hashed Wndows NT password. The
format of the plaintext Keys field is illustrated in the follow ng
di agram
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+opr

3
12345678901
B T S VU RS S

+ ON

890123456789
s S S SRS S S o

-+

M Key
B i s s i S S i S T ai i S SRS S S
LM Key (cont)
T S S s S S R A SR R it SN R N S
NT- Key
T i S S T b st S S S SR S
NT- Key (cont)
B i T o S o i S S i s S S S S S S
NT- Key (cont)
I T Sl S s S T S i S R S N
NT- Key (cont)
T i S T i i aih S SN S
Paddi ng
B i T o S o i S S i s S S S S S S
Paddi ng (cont) |
T Sl S s S S R ksl i RS

The Keys field MJUST be encrypted by the RADI US server using the
sanme met hod defined for the User-Password Attribute [3]. Padding
is required because the nethod referenced above requires the field
to be encrypted to be a nultiple of sixteen octets in |ength.

| mpl enent ati on Not e
This attribute should only be returned in response to an
Access- Request packet containing M5-CHAP attri butes.

2.4.2. MN5-MPPE- Send- Key
Descri ption
The MS- MPPE- Send-Key Attribute contains a session key for use by
the Mcrosoft Point-to-Point Encryption Protocol (MPPE). As the
nane inplies, this key is intended for encrypting packets sent
fromthe NAS to the renote host. This Attribute is only included
in Access-Accept packets.

A summary of the M5-MPPE-Send-Key Attribute format is given bel ow
The fields are transmtted left to right.
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1 2 3

01234567890123456789012345678901

T I T S S Tk it S S S S Sk L T T SR A s

Vendor - Type | Vendor-Length | Sal t

B S T S S e L T i Sy SIS S S S S

String. .

T T S i I i i S S S S S T

Vendor - Type

16 for Ms- MPPE- Send- Key.

Vendor - Lengt h

> 4

Sal t

The Salt field is two octets in length and is used to ensure the
uni queness of the keys used to encrypt each of the encrypted
attributes occurring in a given Access-Accept packet. The nost
significant bit (leftnost) of the Salt field MIST be set (1). The
contents of each Salt field in a given Access-Accept packet MJST
be uni que.

String

Zorn

The plaintext String field consists of three |ogical sub-fields:
the Key-Length and Key sub-fields (both of which are required),
and the optional Padding sub-field. The Key-Length sub-field is
one octet in length and contains the length of the unencrypted Key
sub-field. The Key sub-field contains the actual encryption key.
If the conbined Iength (in octets) of the unencrypted Key-Length
and Key sub-fields is not an even nultiple of 16, then the Paddi ng
sub-field MJUST be present. If it is present, the length of the
Paddi ng sub-field is variable, between 1 and 15 octets. The
String field MUST be encrypted as follows, prior to transm ssion

Construct a plaintext version of the String field by concate-
nati ng the Key-Length and Key sub-fields. |[|f necessary, pad

the resulting string until its length (in octets) is an even

multiple of 16. It is recomended that zero octets (0x00) be
used for padding. Call this plaintext P

Call the shared secret S, the pseudo-random 128-bit Request

Aut henticator (fromthe correspondi ng Access- Request packet) R
and the contents of the Salt field AL Break P into 16 octet
chunks p(1), p(2)...p(i), where i =1len(P)/16. Call the

ci phertext blocks c(1), c(2)...c(i) and the final ciphertext C
Internediate values b(1), b(2)...c(i) are required. Encryption
is performed in the followi ng manner (’+ indicates

concat enati on):
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O

b(l) = M5(S + R+ A c(1l) = p(l) xor b(1) C=c(1)

b(2) = MD5(S + c(1)) c(2) = p(2) xor b(2) C=C+ c(2
b(i) = MB(S + c(i-1)) c(i) = p(i) xor b(i) C=C+ c(i)
The resulting encrypt ed String field will contain

c(1)+c(2)+...+c(i).

recei pt, the process is reversed to yield the plaintext String.

| mpl enent ati on Notes

2.4.3.

It is possible that the Iength of the key returned nmay be | arger
than needed for the encryption scheme in use. |In this case, the
RADI US client is responsible for perform ng any necessary
truncati on.

This attribute MAY be used to pass a key froman external (e.qg.
EAP [15]) server to the RADIUS server. 1In this case, it may be

i npossible for the external server to correctly encrypt the key,
since the RADI US shared secret might be unavail able. The externa
server SHOULD, however, return the attribute as defined above; the
Salt field SHOULD be zero-filled and padding of the String field
SHOULD be done. When the RADIUS server receives the attribute
fromthe external server, it MJST correctly set the Salt field and
encrypt the String field before transmitting it to the RAD US
client. |If the channel used to comunicate the M5 MPPE-Send- Key
attribute is not secure from eavesdropping, the attribute MJST be
cryptographically protected.

V5- MPPE- Recv- Key

Description

The MS- MPPE- Recv-Key Attribute contains a session key for use by
the Mcrosoft Point-to-Point Encryption Protocol (MPPE). As the
nane inplies, this key is intended for encrypting packets received
by the NAS fromthe renote host. This Attribute is only included
in Access- Accept packets.

A sunmmary of the MS- MPPE-Recv-Key Attribute format is given bel ow
The fields are transnmitted left to right.

Zorn
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1 2 3

01234567890123456789012345678901

T I T S S Tk it S S S S Sk L T T SR A s

Vendor - Type | Vendor-Length | Sal t

B S T S S e L T i Sy SIS S S S S

String. .

T T S i I i i S S S S S T

Vendor - Type

17 for Ms- MPPE- Recv- Key.

Vendor - Lengt h

> 4

Sal t

The Salt field is two octets in length and is used to ensure the
uni queness of the keys used to encrypt each of the encrypted
attributes occurring in a given Access-Accept packet. The nost
significant bit (leftnost) of the Salt field MIST be set (1). The
contents of each Salt field in a given Access-Accept packet MJST
be uni que.

String

Zorn

The plaintext String field consists of three |ogical sub-fields:
the Key-Length and Key sub-fields (both of which are required),
and the optional Padding sub-field. The Key-Length sub-field is
one octet in length and contains the length of the unencrypted Key
sub-field. The Key sub-field contains the actual encryption key.
If the conbined Iength (in octets) of the unencrypted Key-Length
and Key sub-fields is not an even nultiple of 16, then the Paddi ng
sub-field MJUST be present. If it is present, the length of the
Paddi ng sub-field is variable, between 1 and 15 octets. The
String field MUST be encrypted as follows, prior to transm ssion

Construct a plaintext version of the String field by
concatenating the Key-Length and Key sub-fields. |f necessary,
pad the resulting string until its length (in octets) is an
even multiple of 16. It is recomended that zero octets (0x00)
be used for padding. Call this plaintext P

Call the shared secret S, the pseudo-random 128-bit Request

Aut henticator (fromthe correspondi ng Access- Request packet) R
and the contents of the Salt field AL Break P into 16 octet
chunks p(1), p(2)...p(i), where i =1len(P)/16. Call the

ci phertext blocks c(1), c(2)...c(i) and the final ciphertext C
Internediate values b(1), b(2)...c(i) are required. Encryption
is performed in the followi ng manner (’+ indicates

concat enati on):
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2.

4,

b(l) = M5(S + R+ A c(1l) = p(l) xor b(1) C=c(1)
b(2) = MD5(S + c(1)) c(2) = p(2) xor b(2) C=C+c(2
b(i) = MB(S + c(i-1)) (i) = p(i) xor b(i) C=C+ c(i)

The resulting encrypted String field will contain
c(1)+c(2)+...+c(i).

On receipt, the process is reversed to yield the plaintext String.

| mpl enent ati on Notes

4,

It is possible that the Iength of the key returned nmay be | arger
than needed for the encryption scheme in use. |In this case, the
RADI US client is responsible for perform ng any necessary
truncati on.

This attribute MAY be used to pass a key froman external (e.qg.
EAP [15]) server to the RADIUS server. 1In this case, it may be

i npossible for the external server to correctly encrypt the key,
since the RADI US shared secret might be unavail able. The externa
server SHOULD, however, return the attribute as defined above; the
Salt field SHOULD be zero-filled and padding of the String field
SHOULD be done. When the RADIUS server receives the attribute
fromthe external server, it MJST correctly set the Salt field and
encrypt the String field before transmitting it to the RAD US
client. |If the channel used to comunicate the M5 MPPE-Recv- Key
attribute is not secure from eavesdropping, the attribute MJST be
cryptographically protected.

MS- MPPE- Encr ypti on- Pol i cy

Description

The MS- MPPE-Encryption-Policy Attribute nmay be used to signify
whet her the use of encryption is allowed or required. |If the
Policy field is equal to 1 (Encryption-Allowed), any or none of
the encryption types specified in the M5-MPPE-Encryption-Types
Attribute MAY be used. |If the Policy field is equal to 2
(Encryption-Required), any of the encryption types specified in
t he MS- MPPE- Encryption-Types Attribute MAY be used, but at |east
one MJST be used.

A summary of the MS-MPPE-Encryption-Policy Attribute format is given

below. The fields are transmtted left to right.

Zorn
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0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | Pol i cy

B T e o i S I i i S S N iy St S I S S
Policy (cont) |

s i T S TR TR o E

Vendor - Type
7 for Ms-MPPE-Encryption-Policy.

Vendor - Lengt h
6

Pol i cy
The Policy field is 4 octets in length. Defined values are:

1 Encryption-Al | owed 2 Encrypti on- Required
2.4.5. Ms-MPPE-Encryption-Types
Description

The MS- MPPE- Encryption-Types Attribute is used to signify the
types of encryption available for use with MPPE. It is a four
octet integer that is interpreted as a string of bits.

A summary of the MsS-MPPE-Encryption-Policy Attribute format is given
below. The fields are transmtted left to right.

0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | Types

B T e o i S I i i S S N iy St S I S S
Types (cont) |

s i T S e TR o E

Vendor - Type
8 for Ms- MPPE-Encryption- Types.

Vendor - Lengt h
6

Pol i cy

The Types field is 4 octets in length. The follow ng di agram
illustrates the Types field.

Zorn I nf or mat i onal [ Page 25]



RFC 2548 M crosoft Vendor-specific RAD US Attributes March 1999

3 2 1
10987654321098765432109876543210
T S i T S S S i S S S i i S
| | SILl |
e i S S i S S S S o T

If the L bit is set, RC4[5] encryption using a 40-bit key is
allowed. If the S bit is set, RC4 encryption using a 128-bit key
is allowed. |If both the L and S bits are set, then either 40- or
128-bit keys may be used with the RC4 al gorithm

2.5. Attributes for BAP Support

This section describes a set of vendor-specific RADIUS attributes
designed to support the dynanic control of bandw dth allocation in
multilink PPP [11]. Attributes are defined that specify whether use
of the PPP Bandwi dth All ocation Protocol (BAP) [12] is allowed or
required on inconming calls, the level of line capacity (expressed as
a percentage) below which utilization nust fall before alink is
eligible to be dropped, and the length of time (in seconds) that a
link nust be under-utilized before it is dropped.

2.5.1. M5-BAP-Usage
Description

This Attribute descri bes whether the use of BAP is allowed,
di sallowed or required on newnultilink calls. It MAY be used in
Access- Accept packets.

A summary of the MsS-BAP-Usage Attribute format is shown below. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Vendor-Type | Vendor-Length | Val ue

B Lt r s i i i o o T s ks S R S
Val ue (cont) |

B i i S S S Tk i o

Vendor - Type
13 for Ms-BAP-Usage.

Vendor - Lengt h
6
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Val ue
The Value field is four octets.

0 BAP usage not al | owed
1 BAP usage al | owed
2 BAP usage required

2.5.2. MS-Link-Utilization-Threshold
Description

This Attribute represents the percentage of avail abl e bandwi dth
utilization below which the Iink nust fall before the link is
eligible for termnation. Pernissible values for the MsLink-
Utilization-Threshold Attribute are in the range 1-100, inclusive.
It is only used in Access-Accept packets.

A summary of the MS-Link-Uilization-Threshold Attribute format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

B T e o i S I i i S S N iy St S I S S

| Vendor-Type | Vendor-Length | Val ue

B s S S i i i ks a ks st S S S S S S
Val ue (cont) |

B o I NI S R S S R S S e i i

Vendor - Type
14 for MS-Link-Utilization-Threshold

Vendor-Length 6

Val ue The Value field is four octets in length and represents the
percent age of available bandwi dth utilization bel ow which the Iink
nmust fall before the link is eligible for term nation.
Perni ssible values are in the range 1-100, inclusive.

2.5.3. M5-Link-Drop-Timne-Limnmt

Descri ption
The MS-Link-Drop-Tine-Limt Attribute indicates the length of tinme
(in seconds) that a link nmust be underutilized before it is
dropped. It MAY only be included in Access-Accept packets.

A summary of the Ms-Link-Drop-Tine-Limt Attribute format is given
below. The fields are transmtted left to right.
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2.

6.

0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | Val ue

B T e o i S I i i S S N iy St S I S S
Val ue (cont) |

s i T S TR T E o

Vendor - Type
15 for Ms-Link-Drop-Tinme-Linmt

Vendor - Lengt h
6

Val ue
The Val ue field represents the nunber of seconds that a |ink nust
be underutilized (i.e., display bandwidth utilization bel ow the
threshold specified in the M5-Link-Uilization-Threshold
Attribute) before the Iink is dropped.

Attributes for ARAP Support

This section describes a set of Attributes designed to support the
Appl e Renote Access Protocol (ARAP).

2.6.1. M5-A d- ARAP- Passwor d

Description

The MS-A d- ARAP- Password Attribute is used to transnit the old
ARAP password during an ARAP password change operation. |t MAY be
i ncluded in Access- Request packets.

A summary of the M5-A d- ARAP- Password Attribute Attribute format is
given below. The fields are transnmitted left to right.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Vendor-Type | Vendor-Length | String. ..

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S

Vendor - Type
19 for MS-A d- ARAP- Password Attri bute

Vendor - Lengt h
> 3
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String
The String field is one or nore octets. It contains the old ARAP
password DES-encrypted using itself as the key.

2.6.2. M5 New ARAP- Password
Description

The MS- New ARAP- Password Attribute is used to transnit the new
ARAP password during an ARAP password change operation. |t MAY be
i ncluded in Access- Request packets.

A summary of the MS-New ARAP- Password Attribute Attribute format is
given below. The fields are transnitted left to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Vendor-Type | Vendor-Length | String. ..

B Lt r s i i i o o T s ks S R S

Vendor - Type
20 for M5-New ARAP- Password Attri bute

Vendor - Lengt h
> 3

String
The String field is one or nore octets. It contains the new ARAP
password DES-encrypted using the ol d ARAP password as the key.

2.6.3. Ms- ARAP- Passwor d- Change- Reason

Description
The MS- ARAP- Passwor d- Change- Reason Attribute is used to indicate
reason for a server-initiated password change. It MAY be incl uded
i n Access- Chal | enge packets.

A summary of the MS-ARAP- Passwor d- Change- Reason Attribute format is
given below. The fields are transnmitted left to right.
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0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Vendor-Type | Vendor-Length | Why
B T e o i S I i i S S N iy St S I S S
Why (cont) |

o

Vendor - Type
21 for Ms- ARAP- Passwor d- Change- Reason

Vendor - Lengt h
6

Why
The Way field is 4 octets in length. The follow ng values are
defi ned:

Just - Change- Passwor d

Expi r ed- Passwor d

Admi n- Requi r es- Passwor d- Change
Passwor d- Too- Shor t

A WN P

2.6.4. MS- ARAP- Chal | enge
Description

This attribute is only present in an Access- Request packet
contai ning a Framed-Protocol Attribute with the value 3 (ARAP).

A sunmmary of the MS-ARAP-Chal l enge Attribute fornmat is given bel ow.
The fields are transnmitted left to right.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Vendor-Type | Vendor-Length | Chal | enge
B e i S T e i T e S R S e e e s i i T S
Chal | enge (cont)
B o i T e e T s i i T S TR S e S S i T S g e e
Chal | enge (cont) |
B il i S S S S S T S S

Vendor - Type
33 for Ms- ARAP- Chal | enge

Vendor - Lengt h
10
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Val ue
The Challenge Field is 8 octets in length. |t contains the
chal l enge (as two 4-octet quantities) sent by the NAS to the peer.

2. 7. M scel | aneous Attri butes

This section describes attributes which do not fall into any
particul ar category, but are used in the identification and operation
of Mcrosoft renpote access products.

2.7.1. M5 RAS- Vendor
Description

The M- RAS-Vendor Attribute is used to indicate the manufacturer
of the RADIUS client nachine. It MAY be included in both Access-
Request and Accounti ng- Request packets.

A summary of the MS-RAS-Vendor Attribute format is given below The
fields are transmtted left to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Vendor-Type | Vendor-Length | Vendor -1 D
e o T i i o o O S e S ol o S S S s it SR R SR S
Vendor-1D (cont) |
B i i S S S Tk i o

Vendor - Type
9 for M- RAS- Vendor

Vendor - Lengt h
6

Vendor-1D
The Vendor-ID field is 4 octets in Iength. The high-order octet
is 0 and the loworder 3 octets are the SM Network Managenent
Private Enterprise Code of the Vendor in network byte order, as
defined in the Assigned Nunbers RFC [13].

2.7.2. M5-RAS-Version
Descri ption
The MS-RAS-Version Attribute is used to indicate the version of

the RADIUS client software. This attribute SHOULD be included in
packets contai ning an Ms-RAS-Vendor Attribute; it SHOULD NOT be

Zorn I nf or mat i onal [ Page 31]



RFC 2548 M crosoft Vendor-specific RAD US Attributes March 1999

sent in packets which do not contain an Ms- RAS-Vendor Attribute.
It MAY be included in both Access-Request and Accounti ng- Request
packets.

A summary of the M5-RAS-Version Attribute format is given below. The
fields are transmtted left to right.

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Vendor-Type | Vendor-Length | String. ..
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Vendor - Type
18 for MS-RAS-Version

Vendor - Lengt h
> 3

String
The String field is one or nore octets. The actual format of the
information i s vendor specific, and a robust inplenmentation SHOULD
support the field as undistingui shed octets.

2.7.3. Ms-Filter
Descri ption

The MS-Filter Attribute is used to transmt traffic filters. It
MAY be included in both Access-Accept and Accounti ng- Request
packets.

If multiple M5-Filter Attributes are contained within a packet,
they MJUST be in order and they MJST be consecutive attributes in
t he packet.

A summary of the Ms-Filter Attribute format is given below The
fields are transmtted left to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Vendor-Type | Vendor-Length | Filter...

B Lt r s i i i o o T s ks S R S

Vendor - Type
22 for Ms-Filter Attribute
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Vendor - Lengt h
> 3

Filter
The Filter field is one or nore octets. It contains a sequence of
undi fferentiated octets.

If nmultiple M5-Filter Attributes occur in a single Access-Accept
packet, the Filter field fromeach MJST be concatenated in the
order received to formthe actual filter.

2.7.4. MS-Acct-Aut h-Type
Descri ption

The MsS-Acct-Aut h-Type Attribute is used to represent the method
used to authenticate the dial-up user. It MAY be included in
Account i ng- Request packets.

A summary of the Ms-Acct-Auth-Type Attribute fornmat is given bel ow.
The fields are transnmitted left to right.

0 1 2 3
01234567890123456789012345678901
I S S S T i S S S T 3
| Vendor-Type | Vendor-Length | Aut h- Type
I S S i S T i i S S S e e
Aut h- Type (cont) |
B il i S S S S S T S S

Vendor - Type
23 for Ms-Acct- Aut h- Type

Vendor - Lengt h
6

Aut h- Type
The Aut h-Type field is 4 octets in length. The follow ng val ues
are defined for this field:

PAP 1
CHAP 2
M5- CHAP- 1 3
M5- CHAP- 2 4
EAP 5

Zorn I nf or mat i onal [ Page 33]



RFC 2548 M crosoft Vendor-specific RAD US Attributes March 1999

2.7.5. M5-Acct - EAP- Type
Descri ption

The Ms-Acct-EAP-Type Attribute is used to represent the Extensible
Aut hentication Protocol (EAP) [15] type used to authenticate the
dial-up user. It MAY be included in Accounting-Request packets.

A summary of the Ms-Acct-EAP-Type Attribute format is given bel ow
The fields are transmitted left to right.

0 1 2 3
01234567890123456789012345678901
e S i i S i i i S il ik S N o
| Vendor-Type | Vendor-Length | EAP- Type
B T o S e i oL I S e e T s T S it i S
EAP- Type (cont) |
B s T i S e

Vendor - Type
24 for Ms-Acct- EAP- Type

Vendor - Lengt h
6

Aut h- Type
The EAP-Type field is 4 octets in length. The follow ng val ues
are currently defined for this field:

VD5
orpP
CGeneric Token Card
TLS

= o oA

2.7.6. Ms-Primary-DNS- Server
Description
The MS-Primary-DNS-Server Attribute is used to indicate the
address of the primary Domain Name Server (DNS) [16, 17] server to
be used by the PPP peer. It MAY be included in both Access-Accept
and Accounti ng- Request packets.

A summary of the MS-Prinmary-DNS-Server Attribute format is given
below. The fields are transnmitted left to right.
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0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | | P- Addr ess

B T e o i S I i i S S N iy St S I S S
| P- Address (cont) |

i T S e TR T E o h

Vendor - Type
28 for Ms-Primary-DNS- Server

Vendor - Lengt h
6

| P- Addr ess
The I P-Address field is 4 octets in length. 1t contains the IP
address of the primary DNS server.

2.7.7. Ms-Secondary- DNS- Server
Descri ption

The Ms- Secondary-DNS- Server Attribute is used to indicate the
address of the secondary DNS server to be used by the PPP peer.
It MAY be included in both Access-Accept and Accounti ng- Request
packets.

A summary of the Ms-Secondary-DNS-Server Attribute format is given
below. The fields are transmtted left to right.

0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | | P- Addr ess

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| P- Address (cont) |

i T S e TR T E o h

Vendor - Type
29 for Ms-Secondary- DNS- Server

Vendor - Lengt h
6

| P- Addr ess

The I P-Address field is 4 octets in length. 1t contains the IP
address of the secondary DNS server.
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2.7.8. Ms-Prinmary- NBNS- Server
Descri ption

The MS-Primary-NBNS-Server Attribute is used to indicate the
address of the prinmary Net Bl OGS Nane Server (NBNS) [18] server to
be used by the PPP peer. It MAY be included in both Access-Accept
and Accounti ng- Request packets.

A summary of the MS-Primary-MBNS-Server Attribute format is given
below. The fields are transmtted left to right.

0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | | P- Addr ess

B T e o i S I i i S S N iy St S I S S
| P- Address (cont) |

i T S e TR T E o h

Vendor - Type
30 for M5-Primary- NBNS- Server

Vendor - Lengt h
6

| P- Addr ess
The I P-Address field is 4 octets in length. 1t contains the IP
address of the primary NBNS server.

2.7.9. Ms-Secondary- NBNS- Server

Descri ption
The Ms- Secondary- NBNS- Server Attribute is used to indicate the
address of the secondary DNS server to be used by the PPP peer.
It MAY be included in both Access-Accept and Accounti ng- Request
packets.

A summary of the Ms-Secondary-NBNS-Server Attribute format is given
below. The fields are transmtted left to right.
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0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | | P- Addr ess

B T e o i S I i i S S N iy St S I S S
| P- Address (cont) |

i T S e TR T E o h

Vendor - Type
31 for Ms-Secondary- NBNS- Ser ver

Vendor - Lengt h
6

| P- Addr ess
The I P-Address field is 4 octets in length. 1t contains the IP
address of the secondary NBNS server.
3. Table of Attributes

The following table provides a guide to which of the above attributes
may be found in which kinds of packets, and in what quantity.

Request Accept Reject Challenge Acct-Request # Attribute

0-1 0 0 0 0 1 MS- CHAP- Response

0 0 0-1 0 0 2 NMS- CHAP- Error

0-1 0 0 0 0 3 MS- CHAP- CPW 1

0-1 0 0 0 0 4 NMS- CHAP- CPW 2

0+ 0 0 0 0 5 Ms- CHAP- LM Enc- PW

0+ 0 0 0 0 6 MS- CHAP- NT- Enc- PW

0 0-1 0 0 0 7 MS- MPPE- Encrypti on-
Pol i cy

0 0-1 0 0 0 8 MS- MPPE- Encrypti on- Type

0-1 0 0 0 0-1 9 Ms- RAS- Vendor

0 0-1 0 0 0-1 10 Ms- CHAP- Donai n

0-1 0 0 0-1 0 11 Ms- CHAP- Chal | enge

0 0-1 0 0 0 12 Ms- CHAP- MPPE- Keys

0 0-1 0 0 0 13 Ms- BAP- Usage

0 0-1 0 0 0 14 M5-Link-UWilization-
Threshol d

0 0-1 0 0 0 15 Ms-Link-Drop-Tinme-Limt

0 0-1 0 0 0 16 Ms- MPPE- Send- Key

0 0-1 0 0 0 17 Ms- MPPE- Recv- Key

0-1 0 0 0 0-1 18 MS- RAS- Ver si on

0-1 0 0 0 0 19 MS-d d- ARAP- Passwor d

0-1 0 0 0 0 20 Ms- New ARAP- Password

0 0 0 0-1 0 21 M5- ARAP- PW Change-

Reason
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ejeojojojojojojoloNa]
-

0_
The
0
0+
0-1

4,

Zor

+
+

22 Ms-Filter

23 Ms- Acct - Aut h- Type

24 Ms- Acct - EAP- Type

25 Ms- CHAP2- Response

26 Ms- CHAP2- Success

27 N5- CHAP2- CPW

28 MB- Primary- DNS- Server

29 Ms- Secondar y- DNS- Ser ver

30 M5-Primary- NBNS- Server

31 Ms- Secondar y- NBNS-
Server

1 0 0 0 0 33 M- ARAP- Chal | enge

[EEN
1
[EEN
1 1
e

1
N A

©O00000000O0
N A

[cNolololololoNoNeNe]
colololololoNoNoNe]
colololololoNoNoNe]

followi ng table defines the meaning of the above table entries.

This attribute MUST NOT be present in packet.
Zero or nore instances of this attribute MAY be present in packet.
Zero or one instance of this attribute MAY be present in packet.

Security Considerations

M5- CHAP, |ike PPP CHAP, is susceptible to dictionary attacks. User
passwords should be chosen with care, and be of sufficient length to
det er easy guessing.

Al t hough the schenme used to protect the Keys field of the Ms CHAP-
MPPE- Keys, Ms- MPPE- Send- Key and Ms- MPPE- Recv-Key Attributes is
believed to be relatively secure on the wire, RADI US proxies wll
decrypt and re-encrypt the field for forwarding. Therefore, these
attributes SHOULD NOT be used on networks where untrusted RADI US
proxi es reside.
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Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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