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I ntroduction

Thi s docunent specifies an RTP payl oad header format applicable to
the transm ssion of video streans generated based on the 1998 version
of I TUT Recommendation H. 263 [4]. Because the 1998 version of H 263
is a superset of the 1996 syntax, this format can al so be used with
the 1996 version of H 263 [3], and is recomended for this use by new
i mpl ementations. This format does not replace RFC 2190, which
continues to be used by existing inplenentations, and may be required
for backward conpatibility in new inplenentations. [Inplenmentations
usi ng the new features of the 1998 version of H 263 shall use the
format described in this docunent.
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The 1998 version of | TU T Recommendati on H 263 added nunerous codi ng
options to i nprove codec performance over the 1996 version. The 1998
version is referred to as H. 263+ in this docunent. Anobng the new
options, the ones with the biggest inpact on the RTP payl oad
specification and the error resilience of the video content are the
slice structured node, the independent segnent decodi ng node, the
reference picture selection node, and the scalability nobde. This
section sunmarizes the inpact of these new coding options on
packetization. Refer to [4] for nore information on codi ng options.

The slice structured node was added to H. 263+ for three purposes: to
provi de enhanced error resilience capability, to nake the bitstream
nore anenable to use with an underlying packet transport such as RTP,
and to nminimze video delay. The slice structured nbpde supports
fragmentation at nacrobl ock boundari es.

Wth the independent segnent decoding (ISD) option, a video picture
frame is broken into segnents and encoded in such a way that each
segrment is independently decodable. Uilizing ISDin a |ossy network
envi ronnent hel ps to prevent the propagation of errors fromone
segrment of the picture to others.

The reference picture selection node allows the use of an ol der
reference picture rather than the one i mmedi ately preceding the
current picture. Usually, the last transmtted frame is inplicitly
used as the reference picture for inter-frane prediction. |If the
reference picture selection node is used, the data streamcarries

i nformati on on what reference frane should be used, indicated by the
tenporal reference as an ID for that reference frane. The reference
picture selection node can be used with or without a back channel

whi ch provides information to the encoder about the internal status
of the decoder. However, no special provision is nade herein for
carryi ng back channel information

H. 263+ al so includes bitstream scalability as an optional coding
node. Three kinds of scalability are defined: tenporal, signal-to-
noise ratio (SNR), and spatial scalability. Tenporal scalability is
achi eved via the di sposable nature of bi-directionally predicted
frames, or B-frames. (A lowdelay formof tenporal scalability known
as P-picture tenporal scalability can al so be achi eved by using the
reference picture selection node described in the previous
paragraph.) SNR scalability pernits refinenment of encoded vi deo
franes, thereby inproving the quality (or SNR). Spatial scalability
is simlar to SNR scalability except the refinenent [ayer is twce
the size of the base layer in the horizontal dinension, vertica

di mensi on, or both.
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2. Usage of RTP

Wien transnitting H 263+ video streans over the Internet, the output
of the encoder can be packetized directly. Al the bits resulting
fromthe bitstreamincluding the fixed | ength codes and vari abl e

| ength codes will be included in the packet, with the only exception
bei ng that when the payl oad of a packet begins with a Picture, GOB
Slice, ECS, or ECSBS start code, the first two (all-zero) bytes of
the start code are renoved and repl aced by setting an indicator bit
in the payl oad header.

For H. 263+ bitstreans coded with tenporal, spatial, or SNR
scalability, each layer may be transported to a different network
address. More specifically, each layer may use a unique | P address
and port nunmber conbination. The tenporal relations between | ayers
shal | be expressed using the RTP tinestanp so that they can be
synchroni zed at the receiving ends in nulticast or unicast
applications.

The H. 263+ video streamwill be carried as payload data within RTP
packets. A new H. 263+ payl oad header is defined in section 4. This
section defines the usage of the RTP fixed header and H. 263+ vi deo
packet structure.

2.1 RTP Header Usage

Each RTP packet starts with a fixed RTP header. The follow ng fields
of the RTP fixed header are used for H 263+ video streans:

Marker bit (Mbit): The Marker bit of the RTP header is set to 1 when
the current packet carries the end of current frane, and is O
ot herw se.

Payl oad Type (PT): The Payl oad Type shall specify the H. 263+ video
payl oad format.

Ti nestanp: The RTP Ti nestanp encodes the sanpling instance of the
first video frane data contained in the RTP data packet. The RTP
ti mestanp shall be the same on successive packets if a video frame

occupi es nore than one packet. In a multilayer scenario, all
pi ctures corresponding to the sane tenporal reference should use the
sanme tinmestanp. |If tenporal scalability is used (if B-franmes are

present), the tinmestanp nmay not be nonotonically increasing in the
RTP stream |If B-franes are transnitted on a separate |ayer and
address, they nust be synchronized properly with the reference
franes. Refer to the 1998 | TU-T Reconmendation H. 263 [4] for

i nformati on on required transm ssion order to a decoder. For an
H. 263+ video stream the RTP tinestanp is based on a 90 kHz cl ock
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the sane as that of the RTP payload for H 261 stream[5]. Since both
the H 263+ data and the RTP header contain tine information, it is
required that those timing information run synchronously. That is,
both the RTP tinestanp and the tenporal reference (TR in the picture
header of H.263) should carry the sane relative timng information
Any H. 263+ picture clock frequency can be expressed as

1800000/ (cd*cf) source pictures per second, in which cd is an integer
from1l to 127 and cf is either 1000 or 1001. Using the 90 kHz cl ock
of the RTP timestanp, the tinme increnment between each coded H. 263+

pi cture should therefore be a integer nultiple of (cd*cf)/20. This
will always be an integer for any "reasonable" picture clock
frequency (for exanple, it is 3003 for 29.97 Hz NISC, 3600 for 25 Hz
PAL, 3750 for 24 Hz film and 1500, 1250 and 1200 for the conputer

di splay update rates of 60, 72 and 75 Hz, respectively). For RTP
packetization of hypothetical H. 263+ bitstreans using "unreasonabl e"
custom pi cture clock frequencies, mathematical rounding could becone
necessary for generating the RTP tinmestanps.

2.2 Video Packet Structure

A section of an H 263+ conpressed bitstreamis carried as a payl oad
wi thin each RTP packet. For each RTP packet, the RTP header is

foll owed by an H. 263+ payl oad header, which is followed by a nunber
of bytes of a standard H 263+ conpressed bitstream The size of the
H. 263+ payl oad header is variabl e depending on the payl oad invol ved
as detailed in the section 4. The |ayout of the RTP H. 263+ video
packet is shown as:

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S

| RTP Header

T T i i e e e e e e et i S s S R R SR
| H. 263+ Payl oad Header

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| H. 263+ Conpressed Data Stream

e e e e e e e b e e e A e e e e e e e e b e e e e e e e e e e

Any H 263+ start codes can be byte aligned by an encoder by using the
stuffing nechani sns of H 263+. As specified in H 263+, picture,
slice, and ECSBS starts codes shall always be byte aligned, and GOB
and ECS start codes nmay be byte aligned. For packetization purposes,
GOB start codes should be byte aligned; however, since this is not
required in H 263+, there may be sone cases where GOB start codes are
not aligned, such as when transnitting existing content, or when
usi ng H. 263 encoders that do not support GOB start code alignment.

In this case, followon packets (see section 5.2) should be used for
packeti zati on.
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Al'l H 263+ start codes (Picture, GOB, Slice, ECS, and EOSBS) begin
with 16 zero-valued bits. |If a start code is byte aligned and it
occurs at the beginning of a packet, these two bytes shall be renoved
fromthe H 263+ conpressed data streamin the packetization process
and shall instead be represented by setting a bit (the P bit) in the
payl oad header.

3. Design Considerations

The goals of this payload format are to specify an efficient way of
encapsul ati ng an H. 263+ standard conpliant bitstream and to enhance
the resiliency towards packet |osses. Due to the |arge nunber of

di fferent possible coding schenes in H 263+, a copy of the picture
header with configuration information is inserted into the payl oad
header when appropriate. The use of that copy of the picture header
along with the payl oad data can all ow decodi ng of a received packet
even in such cases in which another packet containing the origina

pi cture header becones | ost.

There are a few assunptions and constraints associated with this
H. 263+ payl oad header design. The purpose of this section is to
poi nt out various design issues and al so to discuss several coding
options provided by H 263+ that may inpact the perfornmance of

net wor k- based H. 263+ vi deo.

o The optional slice structured node described in Annex K of H. 263+
[4] enables nore flexibility for packetization. Simlar to a
pi cture segnment that begins with a GOB header, the notion vector
predictors in a slice are restricted to reside withinits
boundari es. However, slices provide nuch greater freedomin the
sel ection of the size and shape of the area which is represented as
a distinct decodable region. In particular, slices can have a size
which is dynanmically selected to allow the data for each slice to
fit into a chosen packet size. Slices can also be chosen to have a
rect angul ar shape which is conducive for mnimzing the inpact of
errors and packet |osses on notion conpensated prediction. For
these reasons, the use of the slice structured node is strongly
recomended for any applications used in environnments where
significant packet |oss occurs.

0 In non-rectangul ar slice structured node, only conplete slices
shoul d be included in a packet. In other words, slices should not
be fragnented across packet boundaries. The only reasonabl e need
for a slice to be fragnented across packet boundaries is when the
encoder which generated the H 263+ data stream could not be
i nfluenced by an awareness of the packetization process (such as
when sendi ng H. 263+ data through a network other than the one to
whi ch the encoder is attached, as in network gateway
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i mpl enentations). Optinally, each packet will contain only one
slice.

0 The independent segnment decoding (1SD) described in Annex R of [4]
prevents any data dependency across slice or GOB boundaries in the
reference picture. It can be utilized to further inprove
resiliency in high loss conditions.

olf ISDis used in conjunction with the slice structure, the
rectangul ar slice subnode shall be enabled and the di nmensions and
quantity of the slices present in a franme shall remain the sane
bet ween each two intra-coded franes (l-frames), as required in
H. 263+. The individual |SD segnents may al so be entirely intra
coded fromtine to tinme to realize quick error recovery wthout
adding the latency time associated with sending conpl ete | NTRA-
pi ctures.

o When the slice structure is not applied, the insertion of a
(preferably byte-aligned) GOB header can be used to provide resync
boundaries in the bitstream as the presence of a GOB header
el i m nates the dependency of notion vector prediction across GOB
boundari es. These resync boundaries provide natural |ocations for
packet payl oad boundari es.

0 H 263+ allows picture headers to be sent in an abbreviated formin
order to prevent repetition of overhead information that does not
change frompicture to picture. For resiliency, sending a conplete
pi cture header for every frane is often advisable. This neans that
(especially in cases with high packet |oss probability in which
pi cture header contents are not expected to be highly predictable),
the sender may find it advisable to always set the subfield UFEP in
PLUSPTYPE to 001" in the H 263+ video bitstream (See [4] for the
definition of the UFEP and PLUSPTYPE fi el ds).

oln amnlti-layer scenario, each layer may be transmtted to a
di fferent network address. The configuration of each | ayer such as
t he enhancenent | ayer nunber (ELNUM, reference |ayer nunber
(RLNUM, and scalability type should be deternmined at the start of
t he session and shoul d not change during the course of the session

o All start codes can be byte aligned, and picture, slice, and ECSBS
start codes are always byte aligned. The boundaries of these
syntactical elenments provide ideal |ocations for placing packet
boundari es.
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0o W& assunme that a maxi mum Picture Header size of 504 bits is
sufficient. The syntax of H 263+ does not explicitly prohibit
| arger picture header sizes, but the use of such extrenely |arge
pi cture headers is not expected.

4. H. 263+ Payl oad Header

For H. 263+ video streans, each RTP packet carries only one H 263+

vi deo packet. The H. 263+ payl oad header is always present for each
H. 263+ vi deo packet. The payload header is of variable length. A 16
bit field of the basic payl oad header may be followed by an 8 bit
field for Video Redundancy Coding (VRC) information, and/or by a
variable I ength extra picture header as indicated by PLEN. These
optional fields appear in the order given above when present.

If an extra picture header is included in the payl oad header, the

I ength of the picture header in nunber of bytes is specified by PLEN
The m ninum | ength of the payload header is 16 bits, corresponding to
PLEN equal to 0 and no VRC information present.

The renmai nder of this section defines the various conmponents of the
RTP payl oad header. Section five defines the various packet types
that are used to carry different types of H 263+ coded data, and
section six summari zes how to distinguish between the various packet

types.
4.1 General H. 263+ payl oad header

The H 263+ payl oad header is structured as foll ows:

0 1
0123456789012345
e T S T S S S ek &
| RR | Pl V| PLEN | PEBI T|
e T

RR: 5 bits
Reserved bits. Shall be zero.

P: 1 bit
Indicates the picture start or a picture segnent (GOB/Slice) start
or a video sequence end (ECS or ECSBS). Two bytes of zero bits
then have to be prefixed to the payload of such a packet to conpose
a conplete picture/ GOB/slicel/ EOS/ ECSBS start code. This bit allows
the omission of the two first bytes of the start codes, thus
i mproving the conpression ratio.
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Vi 1 bit
I ndi cates the presence of an 8 bit field containing information for
Vi deo Redundancy Codi ng (VRC), which follows inmediately after the
initial 16 bits of the payload header if present. For syntax and
semantics of that 8 bit VRC field see section 4. 2.

PLEN: 6 bits
Length in bytes of the extra picture header. |If no extra picture
header is attached, PLENis 0. |f PLEN>O, the extra picture header
is attached i medi ately following the rest of the payl oad header.
Note the length reflects the om ssion of the first two bytes of the
picture start code (PSC). See section 5.1

PEBIT: 3 bits
I ndi cates the nunber of bits that shall be ignored in the | ast byte
of the picture header. |If PLEN is not zero, the ignored bits shal
be the |l east significant bits of the byte. If PLENis zero, then
PEBI T shall also be zero.

4.2 Video Redundancy Codi ng Header Extension

Vi deo Redundancy Coding (VRC) is an optional nechanismintended to

i nprove error resilience over packet networks. Inplenmenting VRC in
H 263+ will require the Reference Picture Sel ection option described
in Annex N of [4]. By having multiple "threads" of independently
inter-frame predicted pictures, damage of individual frane will cause
distortions only within its own thread but |eave the other threads
unaffected. Fromtine to tine, all threads converge to a so-called
sync frame (an I NTRA picture or a non-INTRA picture which is
redundantly represented within nultiple threads); fromthis sync
franme, the independent threads are started again. For nore

i nformati on on codec support for VRC see [7].

P-picture tenporal scalability is another use of the reference
pi cture selection node and can be considered a special case of VRCin

whi ch only one copy of each sync frane nay be sent. It offers a
t hr ead- based nethod of tenporal scalability wi thout the increased
del ay caused by the use of B pictures. In this use, sync franes sent

inthe first thread of pictures are also used for the prediction of a
second thread of pictures which fall tenporally between the sync
franes to increase the resulting frame rate. 1In this use, the
pictures in the second thread can be discarded in order to obtain a
reduction of bit rate or decoding conplexity w thout harm ng the
ability to decode later pictures. A third or nore threads can al so
be added as well, but each thread is predicted only fromthe sync
franes (which are sent at least in thread 0) or fromframes within

t he same thread.
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While a VRC data streamis - like all H 263+ data - totally self-
contained, it may be useful for the transport hierarchy

i mpl enentation to have know edge about the current damage status of
each thread. On the Internet, this status can easily be detern ned
by observing the marker bit, the sequence nunber of the RTP header
and the thread-id and a circling "packet per thread" nunber. The
latter two nunbers are coded in the VRC header extension

The format of the VRC header extension is as foll ows:

01234567

B T i S T S

| TID| Trun |S

A S S S S
TID: 3 bits

Thread ID. Up to 7 threads are allowed. Each frame of H. 263+ VRC
data will use as reference information only sync frames or franes
within the sane thread. By convention, thread 0 is expected to be
the "canonical" thread, which is the thread fromwhich the sync
frame should ideally be used. |In the case of corruption or |oss of
the thread O representation, a representation of the sync frane
with a higher thread nunber can be used by the decoder. Lower
thread nunbers are expected to contain equal or better
representations of the sync franes than higher thread nunbers in
the absence of data corruption or loss. See [7] for a detailed

di scussi on of VRC

Trun: 4 bits
Monotoni cally increasing (nodulo 16) 4 bit nunber counting the
packet number within each thread.

S 1 bit
A bit that indicates that the packet content is for a sync frane.
An encoder using VRC may send several representations of the sane
"sync" picture, in order to ensure that regardl ess of which thread
of pictures is corrupted by errors or packet |osses, the reception
of at |east one representation of a particular picture is ensured
(within at least one thread). The sync picture can then be used
for the prediction of any thread. |f packet |osses have not
occurred, then the sync frane contents of thread 0 can be used and
those of other threads can be discarded (and simlarly for other
threads). Thread 0 is considered the "canonical" thread, the use
of which is preferable to all others. The contents of packets
havi ng | ower thread nunbers shall be considered as having a higher
processing and delivery priority than those with hi gher thread
nunbers. Thus packets having | ower thread nunbers for a given sync
frame shall be delivered first to the decoder under |oss-free and
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lowtinme-jitter conditions, which will result in the discarding of
the sync contents of the higher-nunbered threads as specified in
Annex N of [4].

5. Packeti zation schenes
5.1 Picture Segnment Packets and Sequence Endi ng Packets (P=1)

A picture segnent packet is defined as a packet that starts at the
| ocation of a Picture, GOB, or slice start code in the H 263+ data
stream This corresponds to the definition of the start of a video
picture segnent as defined in H 263+. For such packets, P=1 al ways.

An extra picture header can sonetines be attached in the payl oad
header of such packets. Wenever an extra picture header is attached
as signified by PLEN>O, only the last six bits of its picture start
code, ’100000', are included in the payl oad header. A conplete

H. 263+ picture header with byte aligned picture start code can be
conveni ently assenbl ed on the receiving end by prependi ng the sixteen
leading 'O bits.

When PLEN>O, the end bit position corresponding to the |ast byte of
the picture header data is indicated by PEBIT. The actual bitstream
data shall begin on an 8-bit byte boundary follow ng the payl oad
header .

A sequence endi ng packet is defined as a packet that starts at the
| ocation of an EOQS or ECSBS code in the H 263+ data stream This

delineates the end of a sequence of H 263+ video data (nore H. 263+
video data may still follow |later, however, as specified in ITUT

Recommendati on H. 263). For such packets, P=1 and PLEN=0 al ways.

The optional header extension for VRC may or nmay not be present as
indicated by the V bit flag.

5.1.1 Packets that begin with a Picture Start Code

Any packet that contains the whole or the start of a coded picture
shall start at the location of the picture start code (PSC), and
shoul d normal Iy be encapsulated with no extra copy of the picture
header. In other words, normally PLEN=O in such a case. However, if
the coded picture contains an inconplete picture header (UFEP =
"000"), then a representation of the conplete (UFEP = "001") picture
header may be attached during packetization in order to provide
greater error resilience. Thus, for packets that start at the

| ocation of a picture start code, PLEN shall be zero unl ess both of
the follow ng conditions apply:
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1) The picture header in the H 263+ bitstream payload is inconplete
(PLUSPTYPE present and UFEP="000"), and

2) The additional picture header which is attached is not inconplete
(UFEP="001").

A packet which begins at the location of a Picture, GOB, slice, ECS,
or ECSBS start code shall omit the first two (all zero) bytes from
the H 263+ bitstream and signify their presence by setting P=1 in
t he payl oad header.

Here is an exanple of encapsulating the first packet in a frame
(wi thout an attached redundant conplete picture header):

0 1 2 3
01234567890123456789012345678901

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| RR | 1] V| 0] 0] 0] 0] 0] O] O] O] O] bitstream data w thout the

B e i S T e i T e S R S e e e s i i T S
| first two O bytes of the PSC

s i e S e S T S S S e O i i R S NI S e R S S

5.1. 2 Packets that begin with GBSC or SSC

For a packet that begins at the | ocation of a GOB or slice start

code, PLEN may be zero or nay be nonzero, depending on whether a
redundant picture header is attached to the packet. |n environments
with very | ow packet |oss rates, or when picture header contents are
very seldomlikely to change (except as can be detected fromthe GFID
syntax of H 263+), a redundant copy of the picture header is not
required. However, in less ideal circunstances a redundant picture
header shoul d be attached for enhanced error resilience, and its
presence is indicated by PLEN>O.

Assum ng a PLEN of 9 and P=1, below is an exanple of a packet that
begins with a byte aligned GBSC or a SSC

0 1 2 3
01234567890123456789012345678901
B ik e i o e e e it i o S e S S i st St SR SRR R e
RR [1]V]0O 01 00 1|PEBIT|12 0 0 0 O O] picture header |
R ok O N N R S e el S S T i NI R el i R R NI N R R R S S e
starting with TR PTYPE .
++++++++++++++++++++++++++++++++
.. | bitstream |
B ik e i o e e e it i o S e S S i st St SR SRR R e
data starting with GBSC/ SSC without its first two O bytes
+

+
.
.
.
|+ T Sl S i s i S i wi SHE HP S S SIS
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Notice that only the last six bits of the picture start code,
100000, are included in the payl oad header. A conplete H 263+

pi cture header with byte aligned picture start code can be

conveni ently assenbled if needed on the receiving end by prepending
the sixteen leading 'O bits.

5.1.3 Packets that Begin with an ECS or ECSBS Code

For a packet that begins with an ECS or EOCSBS code, PLEN shall be
zero, and no Picture, GOB, or Slice start codes shall be included
within the sane packet. As with other packets beginning with start
codes, the two all-zero bytes that begin the ECS or ECSBS code at the
begi nni ng of the packet shall be omtted, and their presence shall be
i ndicated by setting the P bit to 1 in the payl oad header

System desi gners should be aware that sone decoders may interpret the
| oss of a packet containing only ECS or ECSBS information as the | oss
of essential video data and may thus respond by not displaying sonme
subsequent video information. Since ECS and ECSBS codes do not
actually affect the decoding of video pictures, they are sonewhat
unnecessary to send at all. Because of the danger of

m sinterpretation of the |oss of such a packet (which can be detected
by the sequence nunber), encoders are generally to be discouraged
from sendi ng ECS and EGCSBS.

Bel ow i s an exanple of a packet containing an ECS code

0 1 2
012345678901234567890123
D i R S ek b S S e +
| RR |1 V|0]0]0]0]O0]O]O|O0|O0] |
S et e i I SR e R S +

+-+-+
| 1] 1]
+-+-+

+- +
| 1]
+-+

+- +
| 0l
+-+

o
[ERN
[ERN
[ERN
o

5.2 Encapsul ating Fol | ow On Packet (P=0)

A Fol | ow- on packet contains a nunber of bytes of coded H 263+ data
whi ch does not start at a synchronization point. That is, a Follow
On packet does not start with a Picture, GOB, Slice, ECS, or ECSBS
header, and it nay or may not start at a nacrobl ock boundary. Since
Fol | ow- on packets do not start at synchronization points, the data at
t he begi nning of a follow on packet is not independently decodabl e.
For such packets, P=0 always. |If the precedi ng packet of a Follow on
packet got |ost, the receiver may discard that Foll ow on packet as
well as all other follow ng Foll owon packets. Better behavior, of
course, would be for the receiver to scan the interior of the packet
payl oad content to deterni ne whether any start codes are found in the
interior of the packet which can be used as resync points. The use
of an attached copy of a picture header for a foll ow on packet is
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useful only if the interior of the packet or some subsequent follow
on packet contains a resync code such as a GOB or slice start code.

PLEN>O is allowed, since it may allow resync in the interior of the
packet. The decoder may al so be resynchroni zed at the next segment

or picture packet.

Here is an exanple of a foll owon packet (with PLEN=0):

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| RR | 0] V| 0] 0] 0] 0] O] O] O] O] O] bitstream data C
B e i S T e i T e S R S e e e s i i T S

6. Use of this payl oad specification

There is no syntactical difference between a picture segnment packet and
a Fol |l owon packet, other than the indication P=1 for picture segnent or
sequence endi ng packets and P=0 for Foll ow on packets. See the
following for a sutmmary of the entire packet types and ways to

di stingui sh between t hem

It is possible to distinguish between the different packet types by
checking the P bit and the first 6 bits of the payload along with the
header information. The follow ng table shows the packet type for
pernmutations of this information (see also the picture/ GOB/ Slice header
descriptions in H 263+ for details):

-------------- T T TR T
First 6 bits | P-Bit | PLEN| Packet | Remarks
of Payload | (payload hdr.)|
-------------- T T T T TSy
100000 | 1 | O | Picture | Typical Picture
100000 | 1 | >0 | Picture | Note UFEP
IXXXXX | 1 | O | GOB/Slicel EOS/EOCSBS | See possible GNs
IXXXXX | 1 | >0 | @GOB/Slice | See possible GN\s
XXX XXX | 0 | O | Followon
XXX XXX | 0 | >0 | Followon | Interior Resync
-------------- T T T T T

The details regarding the possible values of the five bit G oup
Nunmber (GQ\) field which follows the initial "1" bit when the P-bit is
"1" for a GOB, Slice, ECS, or ECSBS packet are found in section 5.2.3
of [4].

As defined in this specification, every start of a coded frame (as

i ndi cated by the presence of a PSC) has to be encapsul ated as a
pi cture segnent packet. |If the whole coded picture fits into one
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packet of reasonable size (which is dependent on the connection
characteristics), this is the only type of packet that may need to be
used. Due to the high conpression ratio achieved by H 263+ it is
often possible to use this nechanism especially for small spatial
picture formats such as QCIF and typical Internet packet sizes around
1500 bytes.

If the conplete coded frame does not fit into a single packet, two
different ways for the packetization may be chosen. In case of very
| ow or zero packet |oss probability, one or nore Foll ow on packets
may be used for coding the rest of the picture. Doing so leads to

m ni mal codi ng and packeti zati on overhead as well as to an opti nal
use of the nmaxi nal packet size, but does not provide any added error
resilience.

The alternative is to break the picture into reasonably small
partitions - called Segnents - (by using the Slice or GOB nmechani sm
that do offer synchroni zation points. By doing so and using the

Pi cture Segnent payl oad with PLEN>0, decoding of the transnmitted
packets is possible even in such cases in which the Picture packet
containing the picture header was |ost (provided any necessary
reference picture is available). Picture Segnent packets can al so be
used in conjunction with Foll ow on packets for |arge segnent sizes.

7. Security Considerations

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP
specification [1], and any appropriate RTP profile (for exanple [2]).
This inplies that confidentiality of the nedia streans is achi eved by
encryption. Because the data conpression used with this payl oad
format is applied end-to-end, encryption may be performed after
conpression so there is no conflict between the two operations.

A potential denial-of-service threat exists for data encodi ngs using
conpressi on techni ques that have non-uni formreceiver-end
conputational |oad. The attacker can inject pathol ogical datagrans
into the stream which are conplex to decode and cause the receiver to
be overl oaded. However, this encoding does not exhibit any
significant non-unifornmity.

As with any | P-based protocol, in sone circunstances a receiver nay
be overl oaded sinply by the recei pt of too many packets, either
desired or undesired. Network-layer authentication may be used to
di scard packets from undesired sources, but the processing cost of
the authentication itself may be too high. In a multicast
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envi ronnent, pruning of specific sources may be inplenented in future
versions of IGW [5] and in multicast routing protocols to allow a
receiver to select which sources are allowed to reach it

A security review of this payload format found no additiona
consi derati ons beyond those in the RTP specification
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10. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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