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1

I ntroduction

There are a wi de range of networked applications for which it is
appropriate to provide SNVWP Monitoring. This includes both TCP/IP
and OS|I applications. This docunent defines a M B which contains the
el ements comon to the nonitoring of any network service application
This information includes a table of all nonitorable network service
applications, a count of the associations (connections) to each
application, and basic information about the paranmeters and status of
each application-rel ated association

This MB may be used on its own for any application, and for nost
sinmple applications this will suffice. This MB is also designed to
serve as a building block which can be used in conjunction with
application-specific nonitoring and managenent. Two exanples of this
are M Bs defining additional variables for nonitoring a Message
Transfer Agent (MIA) service or a Directory Service Agent (DSA)
service. It is expected that further MBs of this nature will be
speci fi ed.

This M B does not attenpt to provide facilities for managenent of the
host or hosts the network service application runs on, nor does it
provide facilities for nonitoring applications that provide sonething
other than a network service. Host resource and general application
nmonitoring is handled by the Host Resources M B.

The SNWPv2 Networ k Managenent Franewor k

The SNWVPv2 Networ k Management Framework consists of four mnajor
conponents. They are:

0 RFC 1442 [1] which defines the SM, the mechani snms used for
descri bi ng and nani ng objects for the purpose of managenent.

o STD 17, RFC 1213 [2] defines MB-11, the core set of nanaged
objects for the Internet suite of protocols.

0 RFC 1445 [3] which defines the adninistrative and ot her
architectural aspects of the framework.

0 RFC 1448 [4] which defines the protocol used for network
access to managed objects.

The Framework permits new objects to be defined for the purpose of
experinmentation and eval uati on.
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2.1 oject Definitions

Managed objects are accessed via a virtual information store, terned
the Managenent |Information Base or MB. hjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1)
defined in the SM. In particular, each object type is naned by an
OBJECT | DENTI FI ER, an admini stratively assigned nane. The object
type together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence, we
often use a textual string, termed the descriptor, to refer to the
obj ect type.

3. Rationale for having a Network Services Mnitoring MB

Much effort has been expended in devel oping tools to nmanage | ower

| ayer network facilities. However, relatively little work has been
done on managi ng application layer entities. It is neither efficient
nor reasonable to nanage all aspects of application |ayer entities
using only lower layer information. Moreover, the difficulty of
managi ng application entities in this way increases dramatically as
application entities becone nore conpl ex.

This leads to a substantial need to nonitor applications which
provi de network services, particularly distributed conponents such as
MIAs and DSAs, by nonitoring specific aspects of the application
itself. Reasons to nonitor such conponents include but are not
limted to nmeasuring | oad, detecting broken connectivity, isolating
system failures, and | ocating congestion

In order to manage network service applications effectively two
requi renents must be net:

(1) It nust be possible to nonitor a |arge number of conponents
(typical for a |arge organization).

(2) Application nonitoring nust be integrated into genera
net wor k managenent .

This specification defines sinple read-only access; this is

sufficient to determ ne up/down status and provide an indication of a
broad cl ass of operational problens.
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3.1 Ceneral Relationship to G her MBs

This MB is intended to only provide facilities common to the

nmoni toring of any network service application. It does not provide
all the facilities necessary to nonitor any specific application

Each specific type of network service application is expected to have
a MB of its own that nakes use of these conmon facilities.

3.2 Restriction of Scope

The framework provided here is very mnimal; there is a lot nore that
could be done. For exanpl e:

(1) General network service application configuration nonitoring and
control

(2) Detailed exam nation and nodification of individual entries in
service-specific request queues.

(3) Probing to determne the status of a specific request (e.g. the
location of a mail nessage with a specific nessage-id).

(4) Requesting that certain actions be perforned (e.g. forcing an
i medi at e connection and transfer of pending nessages to sone
specific systen.

Al'l these capabilities are both inpressive and useful. However,
these capabilities would require provisions for strict security
checking. These capabilities would al so mandate a nuch nore conpl ex
design, with many characteristics likely to be fairly

i mpl ementation-specific. As a result such facilities are likely to
be both contentious and difficult to inplenent.

Thi s docunent religiously keeps things sinple and focuses on the
basi c nonitoring aspect of managi ng applications providi ng network
services. The goal here is to provide a franmework which is sinple,
useful, and wi dely inplenentable.

3.3 Relationship to Directory Services

Use of and managenent of directory services already is tied up with
networ k service application nmanagenent. There are clearly nmany

thi ngs which could be dealt with by directory services and protocols.
W take the line here that static configuration information is both
provided by and dealt with by directory services and protocols. The
enphasis here is on transient application status.
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By placing static information in the directory, the richness and

i nkage of the directory information framework does not need to be
repeated in the MB. Static information is information which has a
mean tine to change of the order of days or |onger.

When i nformati on about network service applications is stored in the
directory (regardl ess of whether or not the network service
application nakes direct use of the directory), it is recomended
that a linkage be established, so that:

(1) The managed object contains its own directory nanme. This allows
all directory information to be obtained by reference. This will
et a SNMP nonitor capable of perforning directory queries
present this infornation to the manager in an appropriate fornat.
It is intended that this will be the normal case.

(2) The directory will reference the |ocation of the SNW agent, so
that an SNWP capabl e directory query agent could probe dynanic
characteristics of the object.

(3) This approach could be extended further, so that the SNW
attributes are nodelled as directory attributes. This would
dramatically sinplify the design of directory service agents that
use SNWP to obtain the infornmation they need.

4. Application Objects

This M B defines a set of general purpose attributes which would be
appropriate for a range of applications that provide network
services. Both OSI and non-COSlI services can be acconodat ed
Additional tables defined in extensions to this MB provide
attributes specific to specific network services.

A table is defined which will have one row for each network service
application running on the system The only static information held
on the application is its name. All other static information should
be obtained fromvarious directory services. The appl D rectoryName
is an external key, which allows an SNMP MB entry to be cleanly
related to the X. 500 Directory. In SNWP terms, the applications are
grouped in a table called appl Tabl e, which is indexed by an integer
key appl I ndex.

The type of the application will be deternined by one or both of:
(1) Additional MB variables specific to the applications.

(2) An association to the application of a specific protocol
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5. Definitions
APPL| CATION-M B DEFINITIONS ::= BEA N

| MPORTS
OBJECT- TYPE, Counter32, Gauge32
FROM SNWPv2- SM
m b- 2
FROM RFC1213-M B
Di splayString, TinmeStanp
FROM SNWPv2- TC

-- Textual conventions

-- Distingui shedName [5] is used to refer to objects in the
-- directory.

Di sti ngui shedNane ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A Distingui shed Name represented in accordance with
RFC1485. "
SYNTAX Di splayString

appl i cati on MODULE- | DENTI TY
LAST- UPDATED "9311280000Z"
ORGANI ZATI ON "I ETF Mail and Directory Managenment Worki ng G oup”
CONTACT- | NFO
" Ned Freed

Postal : I nnosoft International, |nc.
250 West First Street, Suite 240
Clarenont, CA 91711
Us

Tel : +1 909 624 7907
Fax: +1 909 621 5319

E-Mai |l : ned@ nnosoft. cont
DESCRI PTI ON
"The M B nodul e describing network service applications
o= { mb-2 27 }

-- The basic appl Table contains a list of the application
-- entities.
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appl Tabl e OBJECT- TYPE

app

App

SYNTAX SEQUENCE OF Appl Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The tabl e hol ding objects which apply to all

Net wor k Services Monitoring MB

January 1994

di fferent

ki nds of applications providing network services."

.= {application 1}

Entry OBJECT- TYPE

SYNTAX Appl Entry

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry associated with a network service application."

| NDEX {appl | ndex}
::= {appl Tabl e 1}

Entry ::= SEQUENCE {
app! | ndex
| NTEGER,
app! Name
Di splayString,
app! Di rect or yName
Di sti ngui shedNane,
appl! Ver si on
Di splayString,
app! Upti e
Ti meSt anp,
app! Oper St at us
| NTEGER,
appl Last Change
Ti meSt anp,
app! | nboundAssoci ati ons
Gauge32,
appl Qut boundAssoci ati ons
Gauge32,
appl Accurul at edl nboundAssoci ati ons
Count er 32,
app! Accurul at edQut boundAssoci ati ons
Count er 32,
appl Last | nboundActivity
Ti meSt anp,
appl Last Qut boundActivity
Ti meSt anp,
app! Rej ect edl nboundAssoci ati ons
Count er 32,
appl! Fai | edQut boundAssoci ati ons
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Count er 32
}

app! I ndex OBJECT- TYPE
SYNTAX | NTECER (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index to uniquely identify the network service
application.”
::= {appl Entry 1}

app!l Nane OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nanme the network service application chooses to be
known by."
::= {appl Entry 2}

app! Di rect or yName OBJECT- TYPE

SYNTAX Di sti ngui shedNane

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The Di stingui shed Name of the directory entry where

static information about this application is stored.
An enpty string indicates that no information about
the application is available in the directory.”

::= {appl Entry 3}

appl Ver si on OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The version of network service application software.”
::= {appl Entry 4}
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app!l Upti me OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS r ead- onl y
STATUS current

DESCRI PTI ON
"The val ue of sysUpTine at the tine the network service
application was last initialized. |If the application was

last initialized prior to the last initialization of the
net wor k managenent subsystem then this object contains
a zero val ue. "

::= {appl Entry 5}

appl Oper St at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down(2),
hal t ed(3),
congest ed(4),
restarting(5b)

}
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Indi cates the operational status of the network service
application. 'down’ indicates that the network service is
not available. 'running’ indicates that the network service

is operational and available. 'halted indicates that the
service is operational but not available. ’congested
indicates that the service is operational but no additiona
i nbound associ ati ons can be acconodated. 'restarting

i ndi cates that the service is currently unavailable but is
in the process of restarting and will be avail able soon."
::= {appl Entry 6}

appl Last Change OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS r ead- onl y
STATUS current

DESCRI PTI ON
"The val ue of sysUpTine at the tine the network service
application entered its current operational state. |If

the current state was entered prior to the |ast
initialization of the local network nanagenent subsystem
then this object contains a zero value."

::= {appl Entry 7}
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app! | nboundAssoci ati ons OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of current associations to the network service
application, where it is the responder. For dynam c single
t hreaded processes, this will be the nunber of application
i nstances. "

::= {appl Entry 8}

app! Qut boundAssoci ati ons OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of current associations to the network service
application, where it is the initiator. For dynamc single
t hreaded processes, this will be the nunber of application
i nstances. "

::= {appl Entry 9}

app!l Accurul at edl nboundAssoci ati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of associations to the application entity
since application initialization, where it was the responder
For dynanmic single threaded processes, this will be the
nunber of application instances."
.= {appl Entry 10}

app! Accurul at edQut boundAssoci ati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The total number of associations to the application entity
since application initialization, where it was the initiator.
For dynanic single threaded processes, this will be the
nunber of application instances."
::= {appl Entry 11}
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appl Last | nboundActivity OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS r ead- onl y
STATUS current

DESCRI PTI ON
"The val ue of sysUpTine at the tine this application |ast
had an i nbound association. |[|f the |ast association

occurred prior to the last initialization of the network
subsystem then this object contains a zero value."
::= {appl Entry 12}

appl Last Qut boundActi vity OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The val ue of sysUpTine at the tine this application |ast
had an out bound association. |f the |ast association

occurred prior to the last initialization of the network
subsystem then this object contains a zero value."
::= {appl Entry 13}

app! Rej ect edl nboundAssoci ati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of inbound associations the application
entity has rejected, since application initialization."
::= {appl Entry 14}

app! Fai | edQut boundAssoci ati ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The total nunber associations where the application entity

is initiator and association establishnent has fail ed,
since application initialization."

::= {appl Entry 15}

-- The assocTabl e augnents the information in the appl Tabl e
-- with informati on about associations. Note that two |evels
-- of conpliance are specified bel ow, dependi ng on whet her

-- association nonitoring i s mandat ed.
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assocTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF AssocEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The table holding a set of all active application
associ ations. "

::= {application 2}

assocEntry OBJECT- TYPE

SYNTAX AssocEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry associated with an association for a network
service application.”

I NDEX {appl | ndex, assocl ndex}

.. = {assocTabl e 1}

AssocEntry ::= SEQUENCE ({

assocl ndex

| NTEGER,
assocRenot eAppl i cati on

Di splayString,
assocApplicationProtoco

OBJECT | DENTI FI ER
assocApplicati onType

| NTEGER,
assocDur ati on

Ti neSt anp

}

assocl ndex OBJECT- TYPE

SYNTAX | NTEGER (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An index to uniquely identify each association for a network
service application.”

::= {assocEntry 1}
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assocRenot eAppl i cati on OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nanme of the systemrunning renote network service
application. For an | P-based application this should be
either a domain nane or |P address. For an OSI application
it should be the string encoded distingui shed name of the
managed object. For X 400(84) MIAs which do not have a
Di sti ngui shed Nane, the RFCL1327 [6] syntax
"ma in globalid should be used."

.= {assocEntry 2}

assocAppl i cati onProtocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"An identification of the protocol being used for the
application. For an OSI Application, this will be the
Application Context. For Internet applications, the | ANA
mai ntains a registry of the O Ds which correspond to
wel | -known applications. |If the application protocol is
not listed in the registry, an O D value of the form
{appl TCPProtol D port} or {appl UDProtol D port} are used for
TCP- based and UDP-based protocols, respectively. In either
case 'port’ corresponds to the primary port nunber being
used by the protocol."

.. = {assocEntry 3}

assocApplicati onType OBJECT- TYPE
SYNTAX | NTEGER {
ua-initiator(1),
ua-responder (2),
peer-initiator(3),
peer -responder (4)}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This indicates whether the renpte application is sonme type of
client making use of this network service (e.g. a User Agent)
or a server acting as a peer. Also indicated is whether the
renote end initiated an i ncom ng connection to the network
service or responded to an outgoi ng connection nmade by the
| ocal application.”
::= {assocEntry 4}
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assocDhDur ati on OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS r ead- onl y
STATUS current

DESCRI PTI ON
"The val ue of sysUpTine at the tine this association was
started. |If this association started prior to the |ast

initialization of the network subsystem then this
obj ect contains a zero value."
::= {assocEntry 5}

-- Conformance infornation

app! Conf ormance OBJECT | DENTI FI ER :

{application 3}

app! G oups OBJECT | DENTI FI ER :
app! Conpl i ances OBJECT | DENTI FI ER ::

{appl Conf or mance 1}
{appl Conf or nance 2}

-- Conpliance statenents

app! Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNWPv2 entities
whi ch inplement the Network Services Mnitoring MB
for basic nonitoring of network service applications.”
MODULE -- this nodul e
MANDATORY- GROUPS { appl Gr oup}
.= {appl Conpl i ances 1}

assocConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNVPv2 entities which
i mpl enent the Network Services Mnitoring MB for basic
nmonitoring of network service applications and their
associ ations."
MODULE -- this nodule
MANDATORY- GROUPS { appl Group, assocG oup}
;.= {appl Conpl i ances 2}
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-- Units of conformance

app! G oup OBJECT- GROUP
OBJECTS {
app! Nane, appl Versi on, appl Uptime, appl Oper St at us
appl Last Change, appl | nboundAssoci ati ons,
appl Qut boundAssoci ati ons, appl Accurul at edl nboundAssoci ati ons,
appl Accurrul at edQut boundAssoci ati ons, appl Last | nboundActivity,
appl Last Qut boundActi vity, appl Rej ectedl nboundAssoci ati ons,
appl! Fai | edQut boundAssoci at i ons}
STATUS current
DESCRI PTI ON
"A collection of objects providing basic nonitoring of
net work service applications."”
::= {appl Goups 1}

assocG oup OBJECT- GROUP

OBJECTS {
assocRenot eAppl i cation, assocApplicationProtocol
assocApplicationType, assocDuration}

STATUS current

DESCRI PTI ON
"A collection of objects providing basic nmonitoring of

networ k service applications’ associations."
.= {appl Groups 2}

-- ODs of the form {appl TCPProtol D port} are intended to be used
-- for TCP-based protocols that don’t have O Ds assigned by other
-- means. {appl UDPProtol D port} serves the sane purpose for

-- UDP-based protocols. In either case 'port’ corresponds to

-- the primary port nunber being used by the protocol. For exanple,
-- assuning no other ODis assigned for SMIP, an O D of

-- {appl TCPProtol D 25} could be used, since SMIP is a TCP-based

-- protocol that uses port 25 as its primary port.

app! TCPPr ot ol D OBJECT | DENTI FI ER : :
app! UDPPr ot ol D OBJECT | DENTI FI ER : :

{application 4}
{application 5}

END
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8. Security Considerations

Security issues are not discussed in this nmeno.
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