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Draft Revised IP Security Option

Status of this Meno

This RFC is a pre-publication draft of the revised Internet Protocol
Security Option. This draft reflects the version as approved by

the Protocol Standards Steering Group. It is provided for

i nformati onal purposes only. The final version of this docunent will
be avail abl e from Navy Publications and should not differ from

this docunent in any major fashion.

Thi s docunent will be published as a change to the ML-STD 1777,
"Internet Protocol". Distribution of this nmeno is unlimted.

9.3.13.1 Internet Options Defined.
The following internet options are defined:

CLASS NUMBER LENGIH DESCRI PTI ON

0 00000 - End of Option list: This option occupies
only 1 octet; it has no length octet.

0 00001 - No Operation: This option occupies only 1
octet; it has no length octet.

0 00010 var. Basic Security: Used to carry security
| evel and accrediting authority fl ags.

0 00011 var. Loose Source Routing: Used to route the

dat agram based on informati on supplied by
t he source.

0 00101 var. Extended Security: Used to carry additional
security information as required by
regi stered authorities.

0 01001 var. Strict Source Routing: Used to route the
dat agram based on informati on supplied by
t he source.

0 00111 var. Record Route: Used to trace the route a
dat agram t akes.

0 01000 4 Stream ID:  Used to carry the stream
identifier.

2 00100 var. Internet Tinestanp: Used to accunulate

timng information in transit.
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9.3.15.3 DoD Basic Security.

Option type: 130 Option length: variable; nmnimumlength: 4

The option identifies the U S. security level to which the datagram
is to be protected, and the accrediting authorities whose protection
rul es apply to each datagram

The option is used by accredited trusted conponents of an internet
to:

a. Validate the datagram as appropriate for transm ssion fromthe
sour ce.

b. Guarantee that the route taken by the datagram (including the
destination) is protected to the Ievel required by al
i ndi cated accrediting authorities.

c. Supply common | abel information required by conputer security
nodel s.

This option nmust be copied on fragnmentation. This option appears
at nost once in a datagram

The format of this option is as foll ows:

S [ S S S []---------- +
| 10000010 | XXXXXXXX |  SSSSSSSS | AAAAAAA[ 1] AAAAAAAQ
| | | | (0] |
S e B SR B SR J]--eeeeeaas +
TYPE = 130 LENGTH CLASSI FI CATI ON PROTECTI ON
VARI ABLE PROTECTI ON AUTHORI TY
LEVEL FLAGS

FI GURE 10-A. SECURITY OPTI ON FORVAT

9.3.15.3.1 Length.

The length of the option is variable. The mininumlength option is
4.

9.3.15.3.2 dassification Protection Level

St.

This field specifies the U S classification |evel to which the

dat agram shoul d be protected. The information in the datagram shoul d
be assuned to be at this level until and unless it is regraded in
accordance with the procedures of all indicated protecting
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authorities. This field specifies one of the four U S
classification levels, and is encoded as foll ows:

11011110 - Top Secret
10101101 - Secr et
01111010 - Confi denti al
01010101 - Uncl assi fi ed

9.3.15.3.3 Protection Authorities Flags.

This field indicates the National Access Progran(s) with accrediting
authority whose rules apply to the protection of the datagram

a. Field Length: This field is variable in length. The |ow
order bit (Bit 7) of each octet is encoded as "zero" if it is the
final octet in the field, or as "one" if there are additiona
octets. Currently, only one octet is needed for this field
(because there are less than seven authorities), and the final bit
of the first octet is coded as "zero"

b. Source Flags: The first seven bits (Bits 0 through 6) in each
octet are source flags which are each associated with an authority
as indicated below The bit corresponding to an authority is
"one" if the datagramis to be protected in accordance with the
rules of that authority.

9.3.15.3.4 Usage Rul es.

Use of the option requires that a host be aware of 1) the
classification level, or levels, at which it is pernitted to operate,
and 2) the protection authorities responsible for its certification.
The achi evenent of this is inplenentation dependent. Rules for use
of the option for different types of hosts are given bel ow

9.3.15.3.4.1 Unclassified Hosts, including gateways.

a. Qutput: Unclassified hosts may either use or not use the
option. If it is used, classification |evel nmust be unclassified,
bit 0 of the accreditation field (GENSER) nust be one, and all
other bits of the accreditation field nust be 0. Wile use of the
option is permtted, it is recommended that unclassified hosts
interested in maxim zing interoperability with existing non-
conpliant inplenmentations not use the option

b. Input: Unclassified hosts should accept for further
processing | P datagranms w thout the option. |If the optionis
present on an incomng | P datagram then the datagramis accepted
for further processing only if the classification level is
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uncl assified, bit 0 of the accreditation field (GENSER) is one,
and all other bits of the accreditation field are zero.
O herwi se, the out-of-range procedure is foll owed.

9.3.15.3.4.2 Hosts accredited in the Dedicated, System Hi gh, or
Conpartnmented Mbdes at a classification |evel higher than unclassified.

a. Qutput. The use of the option is nandatory. The
classification | evel should be the dedicated |l evel for dedicated
hosts and the systemhigh [ evel for system high and conpartnmented
hosts. The accrediting authority flags should be one for al
authorities which have accredited the hosts, and zero for al

ot her authorities.

b. Input. If 1) the option is present, 2) the classification

| evel matches the host classification level, and 3) the
accrediting authority flags for all accrediting authorities of the
recei ving host are one, and all others are zero, the | P datagram
shoul d be accepted for further processing. Oherw se, the out-

of -range procedure is followed.

9.3.15.3.4.3 Hosts accredited in the Multi-Level or Controll ed Mdde for
network transni ssion

St.

a. Qutput. The use of the option is nandatory. The
classification level of an |IP datagram should be within the range
of levels for which the host is accredited. The protection
authorities flags should be one for all authorities under whose
rul es the datagram shoul d be protected.

b. Input. In the specific case where a nulti-level or controlled
host is accredited to directly interface with an unclassified
environnent, the host nay accept |P datagrans wi thout a basic
security option. Such datagrans should be assunmed to be
inplicitly labelled unclassified, GENSER, and should be so

| abel l ed explicitly if they are later output. 1In all other cases,
the I P datagrans should have the basic security option on input,
and the out-of-range procedure should be followed if it is not.

There are two cases to be considered where the option is present.

The first case is where the systemenvironnment pernmits the values in

the option to be trusted to be correct for sone range of val ues; the

second is where the val ues cannot be trusted to be correct. For each
multi-level or controlled host, every input channel for |P datagrans

must be considered and cl assed appropriately. |f a channel does have
a trusted range, then the values of both the classification |evel and
the protection authorities are checked to insure that they fal

within that range and the range of accredited values for the
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receiving host. If within both ranges, the IP datagramis accepted
for further processing; otherw se the out-of-range procedure is
followed. |If the label cannot be trusted, then the receiving host

must possess sone accredited nmeans of knowi ng what the correct
mar ki ng should be (e.g., a trusted channel to a systemhigh host at a
known level). On receipt of an | P datagram the host conpares the
actual values in the option to the correct values. |f the val ues

mat ch, the datagramis accepted for further processing; otherwi se,

t he out-of-range procedure is foll owed.

9.3.15.3.4.4 CQut-O-Range Procedure.

If an | P datagramis recei ved whi ch does not neet the input
requi renents, then:

a) The data field should be overwitten w th ones.

b) If the problemis a nissing required Basic or Extended security
option, an | CMP "paraneter problent nmessage is sent to the
originating host with the code field set to 1 (one) to indicate
"mssing required option" and the pointer field set to the option
type of the missing option. GOherw se, an | CVWP "paraneter

probl ent nmessage is sent to the originating host with code field
set to O (zero) and with the pointer field pointing to the
position of the out-of-range security option

c) If the receiving host has an interface to a local security
of ficer or equivalent, the problemshould be identified across
that interface in an appropriate way.

9.3.15.3.4.5 Trusted Internediary Procedure.

St.

Certain devices in the internet may act as internediaries to validate
that comuni cations between two hosts are authorized, based on a
combi nati on of know edge of the hosts and the values in the IP
security option. These devices may receive | P datagrans which are in
range for the internedi ate device, but are either not within the

acceptabl e range for the sender, or for the ultimte receiver. In
the former case, the datagram should be treated as descri bed above
for an out-of-range option. |In the latter case, a "destination

unreachabl e” | COVP nessage should be sent, with the code val ue of 10
(ten), indicating "Conmunication with Destination Host
Admi ni stratively Prohibited"
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9.3.15.4 DoD Extended Security Option
Option type: 133 Option length: wvariable

This option permts additional security related information, beyond
that present in the Basic Security Option, to be supplied in an IP

datagramto neet the needs of registered authorities. |f this option
is required by an authority for a specific system it nust be
specified explicitly in any Request for Proposal. It is not

otherwi se required. This option nust be copied on fragnmentation
This option may appear multiple times within a datagram

The format for this option is as foll ows:

R - - F []---=---- +
| 10000101 | 00O0OLLLLL | AAAAAAAA | add sec info
o m e e oo - - S S [ S [[------- +
type = 133 LENGTH = Var. ADDI TI ONAL ADDI TI ONAL

SECURI TY SECURI TY

I NFO I NFO

AUTHORI TY

CODE

FI GURE 10-B.

9.3.15.4.1 Additional Security Info Authority Code.
length = 8 bits
The values of this field are assigned by DCA Code R130, Washi ngton,
D.C. 20305-2000. Each value corresponds to a requestor who, once
assi gned, becones the authority for the remai nder of the option
definition for that val ue.

9.3.15.4.2 Additional Security Information

I ength - variable

This field contains any additional security information as specified
by the authority.
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NUMBER
0
1

2

4-7

AUTHORI TY

CGENSER

Nati onal Access Program |ess SIOP

SI oP
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AUTHORI TY
CGENSER

SI oP

DSCCS- SPI NTCOM
DSCCS- CRI TI COM

Unassi gned

Nat i onal Access Program

DSCCS- SPI NTCOM
Nati onal Access Program

DSCCs- CRI TI CoM
Nat i onal Access Program
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SOURCE OF ANNEX DESCRI Bl NG
CURRENT CCDI NG OF ADDI TI ONAL
SECURI TY | NFORVATI ON

Def ense Communi cati ons
Agency

ATTN. Code R130

Washi ngton, DC 20305

Department of Defense
Organi zation of the
Joint Chiefs of Staff
Attn: J6T

Washi ngt on, DC

Def ense Intelligence Agency
Attn: DSE4
Bol i ng AFB, MD

Nati onal Security Agency
9800 Savage Road

Attn: TO3

Ft. Meade, MD 20755- 6000
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